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DroneShield collaborates with the US
Department of Homeland Security
DroneShield Ltd has announced the purchase of several of its DroneSentry-X systems, providing on-the-move Counter-UAS (CUAS) capabilities to the US Department of Homeland Security (DHS). DroneShield continues to strengthen its collaboration with
DHS and several of its component agencies on multiple fronts.
In February 2021, DroneShield entered into a Cooperative Research and Development Agreement (CRADA) with the US
Department of Homeland Security Science and Technology Directorate (DHS S&T), the group within DHS primarily tasked with
collaborating with private sector organisations on development of new technologies, and subsequent adoption by US Government
agencies.
As a result of the partnership, DroneShield has undergone significant field trial evaluation working closely with DHS S&T
throughout the year
Oleg Vornik, DroneShield’s CEO, commented, “Our working relationship with DHS and their guidance and input, has enabled
DroneShield to rapidly increase our product capabilities for the continuously emerging C-UAS threat. Within the homeland security
context, there is a significant and rising terrorist threat where small drones or sUAS can be effectively used by nefarious parties as
a payload delivery and surveillance platform. In addition, there is an increasingly complex US Border situation where small drones
are used by drugs and human smugglers, and other illegal activity, creating a need for effective and adaptable counter-UAS
solutions.”
In addition to its work with Homeland Security agencies, DroneShield has recently been awarded multiple contracts for its CUAS solutions by US Department of Defense (DoD) and other Federal and State level government and law enforcement agencies,
for both domestic and overseas deployments.”
GMC

DroneSentry-X integrated C-UAS detect-locate-defeat device
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Northrop Grumman MESA Radar sets
sights on airborne battlespace
Wedgetail. Peace Eagle. Peace Eye. Known by different names, the 737 Airborne Early Warning & Control (AEW&C) system
provides a long range picture of the battlespace with its enhanced Airborne Moving Target Indication (AMTI) capability.
Perched on top of the AEW&C system is the Northrop Grumman designed and built Multi-role Electronically Scanned Array
(MESA) sensor. The radar is the eyes of this impressive bird. The MESA radar electronically scans the skies around the Boeing
737-based aircraft, providing the warfighter with an unrestricted 360-degree view.
“This powerful sensor provides mission crews with the tools needed to track airborne and maritime targets while maintaining
continuous surveillance of the operational area,” said Howard Lurie, Vice President, Airborne Surveillance Business Unit, Northrop
Grumman. “The ability to accurately detect and identify targets at increasingly longer ranges is critical to maintaining an advantage."
Near-peer adversaries have been
developing sophisticated advancements in
platforms and system capabilities that
threaten our warfighters’ advantage in the
battlespace. The MESA radar for the
AEW&C system provides critical domain
awareness for warfighters and allows them
to see farther and make accelerated and
informed decisions to meet mission
objectives.
Targeted energy and increased range
MESA provides the ability to dynamically
adjust to each unique or emerging tactical
situation. The advanced radar can extend
its detection range without having to fly
closer to a threat situation. By targeting its
energy to the threat, the sensor can nearly
double its detection range in the emphasis
location, all while maintaining a full
background of the entire battlespace.
Compared to other surveillance radars,
MESA also has higher update rates for
A Republic of Korea Air Force Peace Eye equipped with the Northrop
enhanced tracking, bringing battle
Grumman MESA sensor. (Photo Courtesy of Boeing)
management to the edge of the radar
surveillance envelope.
This powerful radar system enables tracking of airborne and maritime targets simultaneously, including the ability to revisit high
profile targets at rapid rates. At the same time, MESA provides a fully integrated, world-class, long-range Identification, Friend or
Foe (IFF) capability to maintain continuous surveillance of the operational area.
Maintaining situational awareness
Modern jamming threats can jeopardize the warfighters’ understanding of the environment. With MESA’s multiple channels and
independent receivers, the sensor uses modern electronic protection techniques to adapt to jamming and electronic attack threats,
while simultaneously maintaining situational awareness. No matter the threat, MESA ensures the warfighter retains a constant
view of the battlespace.
Proven and trusted capabilities
When tracking and identifying electronic signals and targets, false alarms or thermal noise can be mistakenly identified by a
surveillance radar. With MESA’s quick updates of the entire landscape, the sensor provides higher quality data – reducing inaccuracies
and furthering the edge of the warfighter.
Northrop Grumman’s MESA also has a robust IFF system that recently achieved AIMS certification for a new Mode 5 for the
system. An IFF system identifies if the other signal is – as the name states – friend or foe.
“Mode 5 enhances the ability to protect our warfighters by using advanced waveforms, cryptology and techniques to further the
proven performance of MESA and its IFF system,” said Jack Hawkins, Director, MESA, Northrop Grumman.
Currently, Australia, Turkey and South Korea have fielded AEW&C systems with production underway for the United Kingdom’s
first AEW&C system.
Northrop Grumman is an industry leader in developing mission-capable, cost-efficient radar systems. Our systems utilize
multifunction capabilities to observe, orient, and act across all domains – land, sea, air, and space – providing the joint forces the
intel they need to operate safely in today's multi-domain operational environment.
The operational needs of the warfighter are rapidly evolving where an advanced 360-degree AMTI capability is required to
support the full potential of our 5th generation air force and maintain the relevancy of our 4th generation assets. Enabled by
advanced sensing and networking capabilities, the AEW&C system is an integral part of Battle Management, Command and
Control (BMC2) architectures and key node to enable Joint All-Domain Command and Control (JADC2) technologies across the
spectrum of military operations. No matter the environment or situation, the AEW&C system, provides this capability through a
GMC
critical bird’s eye view for the warfighter with MESA’s proven and trusted capabilities.
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Engineers prepare CesiumAstro's CM1 CubeSats for deployment. Photo courtesy CesiumAstro

Driving defence procurement to the
cutting-edge
As accelerators continue to scale commercially managed
emergent technologies for the benefit of government and
military, it appears that defence procurement is becoming
increasingly commercialised. What drives the theory and
application of this emerging mindset, and why do its
proponents believe it to be a necessary shift in procurement
culture?
Laurence Russell, Assistant Editor, Global Military
Communications
In late August, CesiumAstro announced another milestone
in their collaboration with the US Department of Defence (DoD)’s
Defence Innovation Unit (DIU), integrating their Cesium Mission
1 (CM1) into Atlas V payloads. This two-satellite experiment will
demonstrate a set of an on-orbit processes testing its active
electronically steerable array (AESA) communications and
crosslink capabilities aboard two 6Y CubeSats.
They hope to prove the benefits of scalable, software-defined
connectivity in orbit, capable of powering several planned
commercial and defence demonstrations to come, making use
of tactical ground terminals using reduced-latency direct
downlink from the CM1 installation.
“The DIU is cultivating a rich environment for innovation and
partnership,” said Shey Sabripour, Founder and Chief Executive
Officer of CesiumAstro. “This collaboration allows CesiumAstro
to showcase the benefits of our scalable software-defined AESA
technology in support of future DoD missions.”
The DIU was set up to partner with leading commercial
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enterprises across the country to reduce costs, accelerate
growth, and ultimately adopt and scale emerging technologies
so that they may be leveraged by military and government
interests. The DIU works to try to change the culture in US
defence procurement, fighting to minimise what their mission
statement defines as, ‘complex bureaucracy, opaque processes
and slow progress.’
The DIU seems tailored for the evolving culture of defence
development and procurement, which emphasises a more
powerful relationship with commercial industry. An arrangement
that many mission-critical technology developers have been
petitioning for ardently over the last decade.
Commercial integration in the UK
On 1 May 2020, Viasat submitted a document of written evidence
titled ‘SDSR and Capability Advantage in the Modern Era,’
advising the government on its direction with the Strategic
Defence and Security Review, which was ultimately combined
with the upcoming National Security Strategy into The Integrated
Review 2021.
The document insisted on the “opportunity to save billions
of pounds, end complex procurement procedures and ensure
that UK armed forces have available the most up-to-date
equipment,” that the latest review provided. “This will help to
meet the rapidly changing adversarial environment the UK is
facing. The review must provide a process to deliver a stronger
industrial base, with more UK jobs at higher skill levels, achieving
greater foreign investment and opportunity for exports.”
Viasat’s document highlighted what they foresaw as
procurement strategy’s most relevant priorities in avoiding
overspend and delay, the unplanned obsolescence of equipment
and software, protracted procedures inhibiting rapid capability
delivery, and perhaps most importantly the capacity with which
they observed adversaries using their own tech acceleration
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schemes to “change the rules of warfare.”
In summary, the document explains: “The nemesis of delays
and overspend begin on day one but are realised at day 100.
Delays, huge cost and scope increases are a result of the
platform-centric and design freeze process with the MoD
inadvertently holding all risk. This route creates huge process
support requirements and escalates further costs and delays.
Without change, we are in an era of visions without capability.”
Their resounding recommendation was that “more must be
made of the private sector industrial and procurement strategy
to provide both solutions and funding.”
These points were insisted upon by Steve Beeching when
we spoke with him in late 2020, when he explained, “technology
is outdoing itself faster today than ever before and militaries
can’t afford to work behind the curve. We need to be at the
forefront, driving innovation as we put it to work. I believe private,
commercial industry has outstripped defence, and we must
address that. There are certain vulnerabilities that the ministry
of defence needs to own up to, so that we can address them
with the seriousness that they deserve.”
A war of economics
Some commentators have argued these philosophies of
commercial integration as more than simply profit-minded
developers and manufacturers privatising defence.
“Our relationship has got to change so that industry comes
to us,” said Air Vice-Marshal Justin Reuter CBE,
Director of Strategy of United Kingdom Strategic
Command (StratComm), in a DSEI exclusive in
2021 while discussing the challenges facing the
MoD and industry in orchestrating a fully integrated
force. “States that could pose a threat are
constantly competing with us in terms of
technology and business. That’s something we can
never end. Those states don’t want war, but they
do want an economic advantage, and some of
them would like to undermine ours. That’s the real
threat we face.”
Reuter’s remarks are backed up by the looming
reality that China appears on track to overtake the
US as the world’s foremost economic power, with
America’s lead thinning year by year. At present,
it’s a reasonable estimate that China’s GDP will
lead the world by 2030.
“In the civilised age we live in, militaries are
strategizing less for victories through death and
dominion, and more via changing behaviours,
perceptions, and power systems,” said Reuter. “The
agility to counter those efforts of control requires
faster information and control of capital. If we fail
to control those systems, we could lose control of
global narratives of power and peace.”
“The military does not act on its own,” Reuter
explains, “and defence, with all of its different
levers, does not act absent of policy. That means
we need to be more integrated than we were
before, particularly with our intelligence agencies.
Otherwise, we could find sophisticated adversaries
dividing our powers.”
While it may be a somewhat dramatic notion
to presume China to be our inarguable adversary,
given its history as the most powerful Asiatic ally
of the West in both world wars, it is not the military’s
place to suppose optimistic worldviews. NATO’s
grasp of the fighting edge could be integral to
peace in the 21 st century through deterrent
defensive strategies feeding scientific and
economic advancements.
The new arms race the world faces can carry
a disturbingly hawkish and warlike rhetoric
uncomfortable for powers that enjoy amicable and

Photo courtesy of Lockheed Martin

profitable relations with China, although as competition
escalates, the theory that we are seeing the inception of a
second cold war, this one far more capitalist, appears to gain
momentum.
With examples of the military edge being sharpened with
commercial innovation multiplying and Western governments
increasingly integrating defence policy with industry, profitmotivated defence appears to be becoming increasingly
normalised in procurement.
GMC
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PSS Aerostat. Photo courtesy Rheinmetall Canada

Surveillance
balloons

of all – old fashioned. They were by and large replaced by the
superior space-based technology, which offered faster, more
accurate, more reliable, and more secure results. Having said
that, even today, surveillance balloons remain a part of tactical
operations in many parts of the world…

Surveillance balloons sound an unlikely technology in the
21st Century, in an increasingly digitised world where we
already have satellite and UASs as exceptionally good
Earth observation technologies. However, said balloons
have remained in use for niche applications, proving
themselves highly adaptable throughout the ages.

Amy Saunders, Editor, Global Military Communications
The use of balloons in the aerospace industry has been
limited and extremely niche to date. Several start-ups and
established aerospace companies alike have explored the
application of high-altitude balloons for small satellite launch
vehicles, with each reporting varying successes over the years.
However, the real winning but oft unsung application for balloons
in aerospace is the surveillance/reconnaissance or espionage
balloon/blimp.
Over the years, balloons have been utilised for an interesting
variety of applications. During the Cold war, for example,
espionage balloons launched by the western bloc featured a
secondary psychological warfare capability, carrying
propaganda pamphlets and consumer goods. Projects Moby
Dick, Skyhook, Mogul were further reconnaissance operations
of that era including large espionage balloons equipped with
cameras, while Project Genetrix featured similar balloon-based
capabilities over Communist China, Eastern Europe, and the
Soviet Union.
As satellite technologies became reality in the 1960s, and
later on drone technologies started to advance in availability
and reduce in price, surveillance balloons seemed destined for
the scrapheap, having become outdated, null and void and worst
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21st Century use cases
Not restricted to the annals of history, surveillance balloons are,
surprisingly, still very much in use today thanks to certain
advantages they hold over both satellite and unmanned aerial
systems (UASs) technologies.
In July, the first sea surveillance balloon to be made available
by the European Border and Coast Guard (FRONTEX) was
successfully trialled in the Southeast Greek Island of Lemnos.
The 19.35m long balloon was equipped with radar, thermal
camera, and the Automatic Identification System (AIS) used by
ships at sea. The balloon can be deployed for up to seven
continuous days at 1,800 feet above the base station if winds
remain below 110km/h, enabling real-time surveillance of the
sea. Data transmitted to the ground station was simultaneously
transmitted to operation centres in Warsaw, the Armed Forces
and the LS-EL.AKT.
This trial, part of the ‘Poseidon’ Joint European Operation
has been exploring effective methods for securing maritime
borders since 2008. As a result of the pilot, in September it was
announced that FRONTEX plans to launch further surveillance
balloon projects later this year.
“The aim of the pilot will be to assess the capacity and cost
efficiency of aerostat platforms for maritime surveillance, as well
as to modify and optimize the equipment used based on the
lessons learnt from last year’s tests. The activity will also help
define optimal platform dimensions, payload and capacities for
maritime surveillance,” reads the press release.
Meanwhile, in August, the German Bundeswehr – the unified
armed forces of Germany and their civil administration and
procurement authorities – ordered a tethered balloon-based area
reconnaissance system to protect a forward operating base in
Niger from Rheinmetall. The sale, which represents more than
Euro21 million net, will be under Rheinmetall Canada, which
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will be responsible for integrating the balloon’s sensors into the
existing military C4I architecture.
The system – also known as an aerostat – is already familiar
to numerous soldiers and observers from previous deployments:
The US armed forces have been using such area surveillance
solutions for years to protect their forward operating bases.
Capable of remaining aloft above the installation to be protected
for extensive periods, the balloons’ highly sensitive sensors
enable them to spot hostile elements even at great distances.
These surveillance balloons will give the Bundeswehr a new
means of protecting its forces deployed in Niger. The
Bundeswehr will be able to deploy the solution around the clock
to identify potentially hostile elements several kilometres away,
making it possible to initiate necessary countermeasures on a
timely basis. Experience shows that systems of this type – if
only because the possibility of being detected is plain to see –
reduce by fifty percent the likelihood of an attack by hostile forces.
Under the operator solution awarded by the Bundeswehr,
Rheinmetall has undertaken to run the system in Niger around
the clock, seven days a week. Soldiers in special workstations
on the ground will operate the system’s sensors. Under the
contract, Rheinmetall will train these troops to perform their future
tasks prior to deployment.
Balloons vs UASs vs satellites
The future of surveillance balloons is difficult to gauge, partly

because we hear so little about it!
When it comes to Earth observation, satellites hold the
obvious advantage of increased height, which provide them with
extremely large viewing areas. However, they are also extremely
expensive to build, launch and operate. At the other end of the
scale, we have UASs, which operate much closer to Earth, thus
providing better quality images, but over a much-reduced
footprint. Of course, UASs come with massive price advantages
compared with satellites.
Hovering somewhere in the middle altitude-wise are
surveillance balloons, enabling an interesting balance of footprint
vs image quality. Compared with satellite, such systems are
highly visible, which renders them an extremely easy target for
attack. On the flip side, that visibility brings with it a reportedly
excellent level of deterrence against would-be attackers, similar
to that witnessed with highly visible CCTV cameras. Surveillance
balloons can also be launched quickly, and at a fraction of the
cost, of satellites, remaining operational for weeks or months at
a time.
The choice of surveillance method -balloons, satellites or
UASs – must be carefully balanced for both short, medium, and
long-term effectiveness, with a great many factors considered.
It’s likely that they’ll continue to be effective in selected use cases,
such as the border security operations being explored in Europe
currently, however, for most cases, a combination of satellite
and UAS remain the method of choice.
GMC

PSS Aerostat. Photo courtesy Rheinmetall Canada
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Military turning to AvL
Technologies for
reliability & flexibility

Krystal Dredge, Director of
Marketing, AvL Technologies

AvL Technologies serves unpredictable government, defense and
broadcasting markets that have become even more unpredictable in the
age of COVID-19. The company has thrived amid the uncertainty and is
positioning itself for success by adding more former military to the team.
AvL’s Director of Marketing, Krystal Dredge, and the AvL team were thrilled
to be back at the Satellite Conference and Exhibition after an eighteenmonth delay forced by the pandemic. The company introduced new
terminal solutions, including two ultra-lightweight antennas, and new
executives at the event held in September.

Paul Sims, Contributor, Global Military Communications
AvL Technologies has become a go-to designer and manufacturer of
transportable broadband SATCOM antennas and terminals for some of the most
rugged and demanding users and markets on the planet. That includes armed
forces missions across the globe – where troops must quickly set up portable
communications stations, even connected backpacks in the midst of intense
training camps and full-on conflicts from North America to the Middle East and
everywhere in between. Broadcasters also count heavily on AvL gear to set up
remote studios in no time to cover breaking news, weather disasters, and remote
sporting events.
GMC: What is it that sets AvL Technologies’ platforms apart in these very
competitive commercial and government vertical markets?
Krystal Dredge: AvL Technologies has built and earned a reputation for R&D
tied directly to close collaborations on the fly with our government and commercial
customers, which result in extremely durable and dependable SATCOM antenna
products and solutions. We have become a go-to provider in key verticals that
include oil and gas, broadcasting, emergency and first responder, and of course
the military.
We’ve had antennas come back that have been hit by shrapnel and worse
and they still operate. That’s the result of designing and building communications
equipment meant to withstand incredibly tough, challenging, and extremely harsh
environments.

GMC
Q&A
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AvL Technologies garnered steady crowds at Satellite 2021 with its
new antenna designs. Photos courtesy Paul Sims
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I guess you could say we certainly design and manufacture
antennas and terminals to the highest standards, but in many
cases, we throw ‘standard issue’ out the window by designing
one-offs when the military, for example, asks us to build for an
extremely specific application or need in the field.
AvL is extremely well known among the three-letter defense
department agencies and network broadcasters that know we
will stop short of nothing to design custom solutions for our
men and women in uniform as well as reporters who are also
out there on the frontlines to cover the news wherever it happens.
GMC: You had a lot of activity at the AvL Technologies booth
at Satellite 2021. What were you emphasizing most at the
conference?
Krystal Dredge: AvL has been very focused on antennas with
lighter weight and smaller pack ups, even backpack antenna
and terminal solutions. Government agencies are increasingly
requesting smaller units so they can be easily carried or
transported aboard a commercial airplane and flown anywhere.
That might sound at first a little strange to have a defense
customer book transportation for an antenna pack aboard a
FedEx or commercial flight. But it’s really not that uncommon
today, since securing a military aircraft to transport anything
involves tedious scheduling, dozens of staff, and a wide range
of time-consuming processes.
Historically AvL has helped the military reinvent their
approach to terminal/antenna logistics and delivery. Now
defense agencies can book a seat or space on a commercial
passenger plane for the small terminal pack, or a cargo plane
for a larger antenna, and deliver the antenna and have it set up
and operational in no time.
We unveiled at Satellite a new reflector design in the case
of our 75cm and 98cm terminals, so they can be easily
interchangeable with the same positioner and tripod. That makes
for a much more portable and flexible package, and government
and defense groups are running these in Ku-band and Ka-band
for added resiliency across their remote communications
networks.
This is a great example of a product offering that was first
developed for a military group that absolutely needed that level
of compactness and interoperability among the terminals, and

now we’re making it more broadly available to other defense
outfits. And interest at Satellite 2021 was strong.
GMC: Your bread-and-butter defense business has really
been built on the robust, bullet-proof nature of your terminal
and antenna systems. Certain commercial customers,
particularly SNG providers and broadcasters, must be
leveraging that same toughness that’s baked into much of
your product line?
Krystal Dredge: Absolutely. When an AvL broadband terminal
is consistently rugged enough for the military, it’s absolutely going
to work on top of a news truck. And in many scenarios, it really
needs to be that tough when you consider the kinds of conditions
SNG Units experience – from sporting events, to chasing down
wildfires and extreme weather outbreaks and everything these
situations can throw at you.
Of course, not all systems need to be quite that hardened,
even when you’re building for and supporting civil and
emergency applications. During the pandemic, for example,
we’ve had numerous health organizations come to us with urgent
needs for immediate communications capabilities as they set
up remote hospitals in hard hit regions and towns.
So, we provide these hospitals and their teams of doctors,
nurses and caregivers with reliable communications lines and
Internet connectivity over antennas that aren’t necessarily
military grade but get the job done and then some. These
solutions allow doctors and healthcare teams to confer with fellow
physicians and specialists who must often make difficult
decisions on the spot via satellite.
GMC: How did the pandemic impact AvL? Did you see a
slow down or an uptick in business?
Krystal Dredge: Our business continues to remain very strong
throughout the pandemic, but we did see a rise in the level of
unpredictability. That makes it difficult to forecast, when some
projects you fully expected to bring in either get pushed out or
postponed indefinitely. And other initiatives you thought had
completely gone away, suddenly become a top priority out of
nowhere.
When you consider the military, government and SNG
markets we serve, I guess unpredictability is in our DNA to a

AvL Technologies' Krystal Dredge with Todd Brown, who joined the company this week as Director of Business
Development and Strategy. Photo courtesy Paul Sims
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degree for sure. And that served us very well during this time.
One thing you could count on the last eighteen months or
so is the cancellation of most face-to-face, in-person industry
conferences and tradeshows across the country and the world.
So AvL developed a travelling exhibit, a truck and trailer outfitted
with our latest RF gear that we take to our military and
commercial customers so they can see firsthand demonstrations
of these solutions up close and in person, not over a zoom call.
The response has been phenomenal, even stronger than
we expected when we first took the travelling demonstration
vehicle out on the road. That’s not surprising, since I think most
people are ready to get back to events and have personal
interaction with colleagues and customers.
We’re certainly saw that at the Satellite 2021 conference. It
was great seeing customers, shaking hands, and discussing
face-to-face their challenges and successes.
GMC: When you consider all that’s riding on your AvL
solutions, it must bring a sense of pride to you and the
team when you see the difference your antennas are making
in military operations and in peoples’ lives. What’s that like
for you and AvL to see the impact you’re having?
Krystal Dredge: It’s really hard to find the right words. I get
very emotional when I think about all that’s happening in regions
around the world, especially recently in Afghanistan and the
heartbreaking scenes there.
We have so many systems deployed in that part of the world.
That’s why we’re in business to help these teams communicate
and connect when it really matters most. It’s what drives us day
after day to make sure we’re doing everything we can to innovate
the very best terminal solutions we possibly can.
And that’s a big reason why we’re expanding our leadership
team, adding three new executives, two with a strong military
background and a third who’s a leading flat panel antenna
designer.
Todd Brown and Dan Nichols, who were announced as
Director of Business Development and Strategy and Director of
Corporate Accounts respectively, were big military users of our
terminal and antenna products in the field. They knew our

Engineer Jongsoo recently joined AvL
Technologies to further the design and
development of the company's flat panel antenna

products inside and out long before they joined the AvL team.
We of course will continue to intensely collaborate with our
defense and military markets that have played an integral role
in steering antenna designs with invaluable insight and input.
But having their military experience and expertise on staff
just makes us even better at anticipating and designing to the
military’s latest requirements.
Jongsoo Kim, who also recently joined the AvL team as
Senior SatCom Systems Engineer, is a phenomenal flat panel
antenna designer who previously worked at Intelsat and MTN.
And while there will long be a big market for parabolic antennas,
Kim will enable AvL to further our designs in electronically
steered flat panel antennas and build on the significant
GMC
momentum we have in this area of development.

AvL Technologies' new interoperable 75cm and 98cm antennas were a bit hit with military and government attendees
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Getting the backhaul right for
avionics telemetry links
The smooth exchange of telemetry data is essential for
military and government operations worldwide, with remote
test flight centres particularly reliant upon secure, reliable
sources. RF over fibre backhaul solutions have been
evidenced to deliver high fidelity for all kinds of operations.
Richard Jacklin, ViaLite Director of Sales, ViaLite
Communications

use of coaxial cables to transport the RF signals, the signals
received need to be sent to the mission control room through
an RF over fibre (RFoF) backhaul network, to be analysed and
recorded. The mission control room can also be used to transmit
RF signals back out, making the system bi-directional and a
more challenging design, since receive signals are very low
power and transmit signals need to be much higher power. The
ability to add additional low noise amplification for the transmit
signal is not always available.

Around the world there are many flight testing centres,
commercial and military, used in the development of innovative
manned and un-manned avionics systems. They play a vital
role in determining performance, operation, and safety. A critical
need for the flight test centre is to be able to receive and send
telemetry data during the entire course of the test flights. By its
remote nature, this can be accomplished wirelessly using radio
communications systems to provide high quality communication
links with no signal dropouts or data corruptions. The optimization
of these links through a RF over fibre backhaul system ensures
high fidelity and wide dynamic range.
Frequency use in Mil-Aero applications
In the case of military aerospace (Mil-Aero) applications, the
Air Force, Navy and Army facility radio systems often work
simultaneously across frequencies in all of the P, L, S and Cbands, so in effect, have multiple wideband frequency coverage
up to at least 6GHz.
The telemetry antennas utilised can be of various types
including parabolic dishes and directional horn feed antennas.
This type of telemetry setup is also known as boresight
communications and testing.
When the physical nature of the deployment prohibits the

A typical Mil-Aero telemetry system using RFoF
across backhaul

Why is RF over fibre used in the backhaul?
Fundamentally, the reason is due to distances and the
frequencies used. Linking the telemetry antennas to the mission

Photo courtesy of Lockheed Martin
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Graph showing losses of coax cable versus fibre
optic cable

control can involve distances up to a number of kilometres. The
traditional method of transporting RF signals conductively is to
use coaxial (coax) cable. Coax cable is a great product and
widely used in many applications from connecting your domestic
TV to the wall socket, through to connecting the cellular antennas
on a mast to a base station. But as you increase radio frequency
or increase transmission length, coax can show its limitations
particularly in attenuation loss. For example, even at a fairly low
frequency by modern day standards of 1GHz and for a relatively
short distance of 100m, a reasonable quality coax cable can
have a loss of greater than 20dB. Comparing to fibre which can
present a loss as low as 0.2dB/km and can easily cope with the
wide frequency bandwidth of multiple and simultaneous
telemetry signals.
RFoF also benefits from a very small conversion delay with
very low signal dispersion. This is very important for the MilAero application where fast moving objects can affect the radio
signal though frequency Doppler shift, multipath propagation,
and shadowing; critically ensuring that the backhaul connection
does not add to these negative effects. The fibre optic cable is
also a very inexpensive and lightweight medium, it is extremely
stable across different environmental conditions and offers RF
immunity, as an added benefit. Crucially the RFoF solution is
an analogue technique; none of the received signal information
is encoded digitally, and neither is it encoded into IP protocol
which can be seen as a potential cyber-vulnerability.

What makes a good performing link and under what
conditions?
ViaLite Communications introduced a product line specifically
aimed at the Mil-Aero telemetry market to address these needs.
ViaLite’s Mil-Aero 6GHz Link Pair actually covers the full
frequency range from 10MHz through to 6GHz without sacrificing
Noise Figure (NF) or reduction in Spurious Free Dynamic Range
(SFDR).
The link comes in various form factors; OEM module, rack
card for use in a chassis, and a uniquely integrated module with
an IP55 rating for outdoor use without the need for an additional
outdoor enclosure.
The modules also have an up-to-date USB-C connector to
enable out in the field engineering access to check status,
performance or adjust gain by software command. Most
importantly for the Mil-Aero telemetry application, the ViaLite
products also includes a number of link gain options, optimized
for specific uses in the telemetry backhaul.
How do you design and optimize the RFoF system for an
uplink, downlink or different types of aerospace vehicle
telemetry and tracking?
What is important to note is that not all telemetry links look the
same! The RFoF design needs to be optimized for traffic direction
e.g., downlink (antenna to mission control), uplink (mission
control to antenna), and also by the size and number of avionic
test targets.
An RFoF based telemetry link is typically comprised of three

Selecting and optimizing telemetry links
The technique of using RFoF in the Mil-Aero telemetry backhaul
application is not new. The key questions are:

ViaLite Mil-Aero 6GHz form factors: Rack Chassis
Card, Blue OEM & Black OEM

ViaLite Mil-Aero 6GHz RFoF downlink solution; transmitter (E/O), fibre optic cable and receiver (O/E)
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elements; a transmitter which converts the electrical RF signal
into an optical signal, the fibre optic cable, then a receiver at the
far end which converts the optical signal back into the original
RF signal.
It’s critical that the RFoF transmitter has the correct frequency
range and performance capabilities to handle the demands of
Mil-Aero boresight-based testing. It is also vitally important that
signal gain can be adjusted at both transmitter and receiver
ends to allow optimization for the different use cases. For
example:
Use case #1 – Telemetry downlink traffic
For the typical telemetry downlink path, it’s important that the
RF-to-Optical (E/O) transmitter is able to handle objects that
pass ‘close-in,’ like an aeroplane taxiing near a boresight
antenna, which may present signals up to 0dBm after the first
LNA stage. The RFoF transmitter gain is adjusted to ensure the
input 1dB compression point (P1dB) is above the expected 0dBm
input signal.
Use case #2 – Telemetry uplink traffic
For the telemetry uplink path, higher power RF signals are
typically output from the Telemetry Tracking equipment which in
turn needs to be connected to the input of an uplink Power
Amplifier (PA) positioned near the antenna. Higher RF power
levels need to be treated with care, particularly as they get closer
to P1dB compression level and harmonic components increase.
Typically, the system performance would need these harmonic
components to be 35dB less than the wanted carrier signal. So,
in this scenario the transmitter gain is lower than a downlink
setting.
Use case #3 – Telemetry, multiple targets operating in Cband
In this use case example, the application scenario requires
tracking multiple simultaneous flying objects and at a long
distance away from the antenna, operating in C-band. This
situational solution requires a high sensitivity, high gain front

Key benefits of RF over fibre
1. Very low signal loss (less than 0.5dB/km) allowing for
connections of several kilometres without the need for
amplification.
2. Flat frequency response across the entire frequency
band, meaning there is no need for slope compensation.
3. Immunity to EMI and RFI due to fibre being a nonconductive medium.
4. Security against signal interception.
5. Flexible and lightweight for ease of deployment.
6. Low maintenance – install and forget technology.
7. Simple installation.
8. Cost effective compared to highend, low loss coax
cable and slope compensation amplifiers.

end, with a low Noise Figure. This enables the Telemetry Tracking
equipment to pick up the smallest level RF signals, all present
at the same time and possibly very near to each other. C-band
frequency communication presents superior performance in
terms of signal dispersion, but can suffer more with signal
shadowing, so minimising the signal black out is essential. For
this use case the ViaLite transmitter (E/O) is set to high gain
which helps to provide a lower NF and added sensitivity.
Gain setting through a Graphical User Interface
In summary, for radio telemetry applications - boresight
communications and testing (as applied to flying objects at
aeronautical test ranges) - specialist RFoF links are needed for
backhauling the boresight telemetry signals from the antenna
through to the mission control room.
The links need to have superior bandwidth, dynamic range,
and a low Noise Figure in order to maintain the telemetry link
quality and minimize signal black-out. They should be optimized
to accommodate the specific requirements needed by the uplink
and downlink signal dynamics in power level and harmonic
content.
GMC

Gain setting through a Graphical User Interface
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Victor Wollesen, CEO and Co-founder, Per Vices

Photo courtesy Illus_man/Shutterstock

SDRs for ground
stations
Software defined radio has been a gamechanger for
enabling military communications, however, it’s also been
a critical development enabler for the larger satellite sector,
enabling the miniaturisation of space-based technologies
and a great leap forward for satellite as a whole.

Victor Wollesen, CEO and Co-founder, Per Vices
Etiido Maurice Uko, Mechanical Engineer, Per Vices
A satellite communication system is comprised of three
segments: The space segment, the user segment, and the
control segment. In most satellite applications, interactions
mainly occur between the space segment, which comprises
one or more satellites, and the user segment, which comprises
ground receivers, transmitters, transceivers, or transponders.
The space and user segments operate independent of the
control segment. The control segment, however, is still crucial
to the satellites’ functionality.
A satellite is an autonomous system built to operate in the
extreme conditions of space for many years without maintenance
or repair, however, they still require monitoring and control from
Earth. This is the function of the control segment, a ground
station that monitors, tracks, and controls the satellite, using
the satellite’s onboard TT&C (Tracking, Telemetry, and Control)
and radio communication systems. This broadly defined function
of a ground station allows it to serve many roles. Ground stations
are terrestrial facilities that provide real-time communication with
satellites, making them command and control centres for the
network. The engineers at these facilities transmit radio signals
to the satellite (uplink) and receive data transmissions from the
satellite (downlink). They analyze the data received and use
the information to understand the conditions of the satellite and
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make subsequent decisions or record the received data.
One of the functions of the ground station is to properly
position satellites launched into space. Early satellites were large
and bulky, and usually occupied the entire payload capacity of
launch vehicles. Today, thanks to highly compact software
defined radio (SDR) communication systems, fully functional
and modular nanosatellites known as CubeSats exist. Due to
their size, several nanosatellites can be launched into space
using a single rocket. Satellites launched into space together
usually belong to different organizations and have varying
applications. Even in a scenario where all the satellites are part
of the same system for a specific application, such as a
constellation, the satellites still have to be positioned separately.
Before a satellite is launched into space, the International
Telecommunication Union (ITU) must assign it an orbital slot in
one of the three orbital planes: low Earth orbit, medium Earth
orbit, or geostationary orbit (figure 1). As a result, each satellite
on a rocket has a slightly different destination from the others.
The rocket only serves to launch and deploy the satellites in
space. Once they are in space, the ground station is responsible
for dispersing and controlling the satellites to their assigned
orbital slot, using the satellites’ onboard propulsion systems.
The ground station is also responsible for station keeping,
the process of maintaining a satellite’s orbital position. Satellites
placed in geostationary orbit are likely to deviate sideways or
up and down by up to a degree every year due to the moon and

Etiido Maurice Uko, Mechanical Engineer, Per Vices
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[Figure 1] Satellites are deployed in either low
earth orbit (LEO), medium earth orbit (MEO) or
geostationary earth orbit (GEO).

sun’s gravitational pulls. To correct this, the ground station
occasionally fires up a satellite’s thrusters to make positional
adjustments and carry out attitude control.
In addition to tracking and controlling a satellite, a ground
station is also responsible for monitoring. The TT&C systems of
both the satellite and the ground station provide a two-way
communication link between them. This allows the ground station
to monitor the systems that make up the satellite to ensure that
they are functioning properly. The ground station also monitors
the satellite’s vital parameters such as voltage and temperature,
to look out for anomalies. A satellite in the low circular or elliptical
orbit, orbits the Earth numerous times a day, setting up several

[Figure 2] Ground stations can incorporate an SDR
for uploading/downloading data, and modulation/
demodulation that allows for tracking, monitoring,
and controlling satellites.

‘passes’ in which the satellite is available for radio communication
with the ground station. It is during these passes that data can
be exchanged between the satellite and the ground station.
Certain modern satellites such as data collection and GNSS
(Global Navigation Satellite System) satellites have onboard data
input and processing systems that may require regular software
updates or upgrades. Additionally, the highly advanced
architecture of communication systems used for radio
communication in satellites today makes it possible for an
existing satellite system to be completely reconfigured to carry
out a different purpose. These upgrades, updates, and
reconfigurations have to be carried out when the satellites are
in space, creating another crucial function for ground stations.
All of the ground station functions are carried out via radio
communication with the satellite, making the ground station’s
communication system vital. The communication system
consists of an antenna (parabolic dish), feed horn, waveguide,
power amplifiers, and, most importantly, SDR transceivers.
Ground stations are able to provide uplinking/downlinking
(transmitting and receiving data) between satellite and ground,
including issuing commands or uploading computer programs
to the satellite, based on modulating/demodulating signals with
an SDR (figure 2). Software defined radios are RF
communication devices that perform certain tasks typically
carried out by hardware, using software instead. These tasks
include tuning to different frequencies, capturing data,
performing modulation/demodulation of signals and signal
processing.
Space-to-ground communications
The communication between ground stations and their satellites
faces numerous problems, a significant portion of which can be
attributed to the RF bands utilized by satellite communications.
One of these problems is the relatively low power of the
signals. Signals in the L, S, and C-bands are transmitted with
low power and require large antennas and power amplifiers.
Atmospheric effects may also attenuate these signals causing
additional challenges in detecting and processing the data.
Furthermore, ground station to satellite communication is also
impacted by high bit error rates (BER), which measure the
amount of bits of data, received over a communication channel,
that has been contaminated by interference, noise, bit
synchronization errors, or distortion. Signals with high BER rates
are hard to demodulate.
The communication link between a ground station and low
Earth orbit satellites is only available during the window of time
in which the two align. These satellites orbit the Earth several
times a day, setting up multiple passes or alignments, however,
the satellites are not stationary during a pass, so the waves
transmitted by a satellite are susceptible to distortion due to the
Doppler effect. Another issue that may arise in satellite to ground
station communication is co-channel interference. This occurs
when multiple devices are operating on the same frequency
channel.
The communications between a satellite and a ground station
take place over different channels. Different channels may also
be required for other tasks like firing up the satellite’s thrusters
or upgrading onboard software. In addition to these, a ground
station is usually responsible for monitoring, tracking, and
controlling several satellites, some of which may be operating
in different bands. Depending on the RF module and firmware
used for communication on a satellite, the satellite will follow a
particular radio communication protocol. RF modules and, by
implication, radio protocols differ by satellite. All these make it
imperative for a ground station to be capable of multichannel
communication.
Software defined solutions
The problems inherent in satellite to ground station
communication can be mitigated or completely eliminated using
highly advanced software-defined radios. The architecture and
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co-channel interference cancellation and Doppler shift
correction, solving many of the challenges faced by ground
stations, using software. This component also gives SDRs their
configurability and flexibility, and is able to tune, encode, and
decode frequencies in all of the bands used in satellite
communication. Through their high sensitivity, ability to be
modified for phase noise, signal-to-noise performance, and
filtering capabilities, SDRs ensure that ground stations are able
to detect weak signals that environmental effects have
attenuated.

[Figure 3] Noise is often introduced into the signal
which makes it difficult to demodulate. SDRs are
capable of mitigating this with onboard DSP
embedded into the FPGA.

Benefiting the satellite ecosystem
It is clear that SDRs are immensely beneficial to ground stations,
as they meet all the requirements and eliminate most of the
challenges that exist in ground station to satellite communication.
Usually, devices with such capabilities and high functionality
are large and bulky, consisting of several components, however,
SDRs are extremely compact, rugged and are COTS products,
making them all the more remarkable. They eliminate the need
for bulky and expensive equipment and are economical and
practical to implement in ground stations.
They are also interoperable and reconfigurable. This allows
the same SDR to be easily integrated with different ground
stations, regardless of the type of satellite being monitored or
the other ground station equipment. Specialized SDRs don’t
need to be manufactured specifically for ground station
communication.
For example, an SDR used for spectrum monitoring can
simply be reconfigured using software to work perfectly as a
ground station transceiver.
SDRs can generate, send, receive, and store analog and
digital signals in the control, space, and user segments. A single
SDR platform can be used in all aspects of ground station to
satellite communication. These include dispersion and orbital
positioning after launch, monitoring satellite parameters, tracking
and carrying out attitude control, and uploading and upgrading
onboard satellite systems. In addition, the highest bandwidth
SDRs can capture large amounts of data at once, ensuring
seamless communication between ground station and satellite.
There are different SDR platforms with different levels of
functionality available in the market today and it is always beneficial
to select high-performance systems from industry-leading
manufacturers, and for easy customization to ensure that you
GMC
have exactly what you need for your application.

features of SDRs also enable them to meet all the requirements
of satellite communication.
An SDR is comprised of a flexible and configurable radio
front end (RFE) and a digital back end (figure 4). The RFE
typically consists of an RF input, filters, amplifiers, mixers, and
variable frequency oscillators. While some SDRs may come with
their own antennas, they are also easy to integrate and can be
connected to the ground station’s antenna and other equipment.
The back end is comprised of analog/digital converters, an FPGA
or other DSP silicon, and have some form of digital backhaul
(10G/40G/100G). This digital backhaul allows for data to be sent
between the SDR and a host system for further signal processing
and man-machine interfacing.
One of the many beneficial characteristics of SDRs for
ground stations is that a single SDR platform can have multiple
transmit and receive chains, giving the platform MIMO (Multiple
Input Multiple Output) capabilities. This enables the ground
station to meet the requirement of being able to communicate
with several satellites simultaneously. A MIMO SDR can send
and receive signals using multiple antennas, significantly
improving directionality and TT&C.
A high channel count also gives the ability to communicate
data on numerous frequency bands concurrently or use multiple
inputs to gather data from multiple sources. These improve
overall capacity during the relatively short passes when low
Earth orbit satellites are able to establish
communication links with the ground
station. Capacity is further improved by
the high bandwidth of SDRs that allow
ground stations to capture large amounts
of data during each pass.
MIMO SDRs have corresponding
multiple ADCs and DACs. Best
performance SDRs have dedicated 16bit converters on each channel, allowing
for high data rate conversion on each
channel and simultaneous connection
with several satellites in different bands,
using various communication protocols.
Note that the ability to communicate with
several satellites at once is not attributed
to the front end and converters alone but
also to the FPGA and ability to pass the
data over a high-speed digital backhaul.
An SDR’s high resolution converters
allow for large amounts of data to be
captured at a high resolution, which
contributes to solving the BER challenge
that ground stations face (figure 3). The
BER problem is further addressed by the
[Figure 4] A typical SDR platform consists of an analog radio front end and
FPGA, which provides correction
a digital back end with FPGA and DSP capabilities.
capabilities. The FPGA also carries out
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LEO connectivity in the
strategic Arctic
Hughes has been working hard with OneWeb and the US Air Force in
the experimentation of high-throughput LEO connectivity in strategic Arctic
regions on behalf of the US Department of Defence. Rick Lober, GM and
VP, Hughes Defence and Intelligence Systems Division elaborates on
Hughes’ efforts in the region, and what he foresees the collaboration
achieving in the long term.
Laurence Russell, Assistant Editor, Global Military Communications

Rick Lober, GM and VP, Hughes
Defence and Intelligence Systems
Division

GMC: For those less familiar, what are the primary applications you see
demand for in the Arctic region?
Rick Lober: This vast region spans the Arctic Ocean and surrounding land,
including all of Greenland and Spitsbergen, and the northern parts of Alaska,
Canada, Norway, and Russia. It’s only 14.5 million square kilometres (5.5 million
square miles), but it’s strategically important both militarily and commercially
(for cruise and air travel, in particular).
The primary applications we see are all types of military communications –
from intelligence, surveillance & reconnaissance to morale welfare and recreation
– especially connecting bases and personnel in this region to command centres,
allies, and other bases around the world so units can always access information
to fulfil their mission. Commercial applications include maritime and aeronautical
mobility so passengers and crew can maintain connectivity across the region.
GMC: Your new LEO comms infrastructure will enable connectivity and
information sharing in the Arctic Circle. What challenges stood in the way
of that accomplishment?
Rick Lober: There were several challenges to enabling satellite connectivity in
the region. First, the curvature of the Earth in the Polar regions impacts line of
sight to the satellites. Second, equipment must be designed to withstand harsh
and freezing temperatures. Third, the gateway technology needs to be able to
handle thousands of handoffs a second to maintain connectivity. Hughes
engineers addressed all of these challenges in developing the gateway
electronics for the OneWeb system, including an engineering breakthrough in
gateway technology capable of completing 10,000 handoffs per second.

GMC
Q&A
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GMC: Hughes has previous experience in supporting LEO
from their work with Globalstar. What did you learn from
this project?
Rick Lober: Hughes has been supporting LEO service providers
for many years. For Globalstar, we delivered a next-generation,
IP based ground system that has enabled them to continuously
refine and update satellite voice and high-speed data offerings
as standards evolved for developing technologies. Our
experience in designing the Globalstar next generation LEO
system gave us the opportunity to enhance our skills and well
prepared us to design more complex, future high-capacity LEO
systems. We have also seen how our flexible, intelligent ground
network capabilities and lightweight user terminals can be
adapted to fulfil unique applications in low Earth orbit.
GMC: Hughes leads the team for OneWeb LEO connectivity
for the US Air Force Research Lab. Could you explain what
goes into that collaboration?
Rick Lober: Hughes is managing all adaptation, integration,
testing and ongoing operation of this end-to-end broadband
service demonstration. As the systems integrator on the project,
we review the customer requirements with the users to ensure
they are met, we test and implement the ground set-up with the
terminals from Intellian, and we provision the service from
OneWeb. The Hughes team includes OneWeb and Intellian,
who are developing next-generation user terminals for accessing
the OneWeb network. This work for the Air Force Research
Lab will be the first step in harnessing the power of LEO satellites
for high-speed, low latency communications in the Arctic for
DoD (Department of Defence) service members to communicate
with selected US Northern Command (NORTHCOM) locations
via LEO satellite.

GMC: Hughes is also under contract with OneWeb to
develop and produce gateway electronics and core modules
to be used in all terminals accessing their constellation. As
the developer of these foundational systems, what are your
most important priorities?
Rick Lober: Our priorities are to meet if not exceed our
customer’s expectations in developing and manufacturing the
gateway electronics and core modules that will power their
system. We are uniquely positioned in the market as both a
technology provider and a services provider, and as such, we
benefit from customer feedback (including our own, as a service
provider) to continuously innovate.
Within that cycle of innovation, our priorities are to help our
customers overcome obstacles of geography and technology
with engineering advances (like connection through rotary
blades or across the Arctic); to ensure information accessibility
and resilience globally with software-defined networking and
future-proof solutions; and to deploy mission-critical
communications networks with a customized approach that
makes technology easy to adopt, easy to train and user friendly.
GMC: What new applications can be possible in a more fully
connected Arctic Circle?
Rick Lober: Low latency, LEO broadband services will be able
to support the full spectrum of mission sets for defence
applications, from intelligence gathering to disaster relief and
search and rescue for forward-deployed small teams, fixed and
deployed operations centres, early warning sites as well as
surface vessels.
On the commercial front, these services will enhance
maritime and aeronautical services as the Arctic continues to
GMC
become more accessible.

Svalbard Sun. Photo courtesy of Hughes
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Keeping comms-on-the-move secure
as well as reliable in the commercial
sector
Comms-on-the-move technologies answer the common
and crucial demand of keeping operators in contact in
remote environments and on-route to objectives. While a
long-time requirement in military strategy, these heavyduty communication links are being increasingly required
in the commercial world in step with the digitisation of
industry 4.0. As airlines, transportation and shipping routes,
besides countless government requirements seek alwaysonline connectivity, the private sector stands to also adopt
the much-needed cybersecurity of defence development.

and cyber domains to achieve what they refer to as Joint AllDomain Command and Control (JADC2).
The new reliability and power of Kymeta’s u8 hybrid terminal
serves a very apparent demand. Modern COTM does more than
communicate; mobile connectivity in contemporary terms often
means remote computer access, real-time imaging and video
transmission and voice recognition commands. Perhaps one
day it’ll evolve into even more unrecognisable forms, rendering
networked augmented reality overlays to grant operators
unthinkable new insights into their objectives and environments.
While a term popularly associated with the military, COTM
is now becoming more relevant to industries and consumers.
The In-flight connectivity (IFC) markets, opportunities in the
rapidly digitising maritime communications industry, as well as
the hotly anticipated business of connected car and autonomous
vehicle services are just a few of myriad opportunities to connect
the world of moving devices.

Laurence Russell, Assistant Editor, Satellite Evolution Group
A recent product launch by Kymeta brought us the u8 MIL
hybrid terminal, serving mission-critical applications with
communications-on-the-move (COTM) and networks-on-themove (NOTM) technology.
“For years, Kymeta’s advanced technology has been a
proven resource for mission-critical operations. Our new u8 MIL
hybrid terminal is tailored specifically for military users, providing
them with a rapid-deployment solution and the fastest out-ofthe-box communication anywhere,” said Bill Marks, Executive
Vice President and Chief Development Officer of Kymeta.
The addition of the Kymeta Connect managed service offers
reliable connectivity via a comprehensive, by-the-gigabyte
package that utilises satellite and satellite/cellular capacity.
The release follows Kymeta’s indefinite-delivery/indefinitequantity (IDIQ) contract with the Department of Defence of up
to US$950 million as part of their procurement efforts to produce
systems supporting a unified force across air, land, sea, space

A GetSat Microsat terminal fitted to the roof of a van
via GRC mag mount. Photo courtesy GetSat
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Mission-critical civilian communications
Plenty of mission-critical technologies are required by the
commercial sector, and not just with respect to emergency
services, disaster response, non-governmental organisations
(NGOs) but also various critical infrastructure providers.
Key transportation, civil service and utilities services
worldwide, on the move or otherwise has seen fit to access
mobile connectivity with mission-critical reliability. Of course,
the expansion of endpoints that comes with widespread
digitization has its drawbacks, incurring conversations around
cybersecurity.
Commercial and civilian sectors, particularly those of critical
infrastructure are also perfectly suitable – if not preferable –
targets of powerful cyber-attacks. As these bodies digitise to
the standard of every other organisation in our time, they
represent prime targets for bad actors, whether they be stateless
meddlers or deliberate interference by unfriendly intelligence
services. Needless to say, cybersecurity cannot be
compromised.
Many UK residents can remember the Ransomware attacks
on the NHS in the summer of 2017, which resulted in such chaos
that non-critical patients were turned away by the crippled
hospitals. It was widely reported that the healthcare service had
been so poorly funded that thousands of computers in 42
separate NHS trusts were still using Windows XP.
This is to say nothing of the multiple breaches of US systems
by what have been identified as Kremlin-affiliated cyber actors,
who have targeted power, water, aviation and government
facilities in addition to small commercial facilities since 2015.
The UK’s 2020 ‘Russia Report’ lists similar invasions, describing
Russian interference in UK politics as ‘commonplace.’
Given the difficulty that comes with identifying the origin of a
cyberattack, commentators have suggested the incidents that
the Pentagon is aware of could well be the tip of the iceberg for
Russian cyber interference.
With the fifth domain becoming ever more advanced in a
world wholly unprepared for it, we must begin taking
cybersecurity in industry and critical infrastructure ever more
seriously.
Craig Miller, President of Viasat Government Systems, told
Satellite Evolution that believes that his company could be part
of the solution. “Viasat possesses all manner of DoD-certified
infrastructure customers on our network benefitting from
government-standard cybersecurity. I think we’re only going to
see more of that happening as cyber gains prominence:
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Governments partnering with industry to develop best-of-breed
solutions supporting comprehensive measures to protect what’s
important.”
Defence technology for the commercial sector
Defence procurement is increasingly looking to commercial
providers to develop their equipment, just as traditionally military
developers move their portfolios into commercial markets. Mobile
communications are set to be a big part of this new paradigm.
“One of the most interesting aspects of military technology
in the 2020s and 2030s is the expansion of autonomous systems
on all sides. That means the demand for comms, sensors and
actuators are set to grow. Machines that see and do,” explained
Viasat’s Miller. “These machines need comms to work, and
networks to work well. The big data we can predict will be
generated from a hypothetical information-age conflict would
require a lot of heavy lifting. It’s the kind of complication that’ll
take a suite of new technologies from the commercial edge that
aren’t currently thought of as part of warfare. Comms on the
move will stitch those near-future systems together.”
On the subject of the security risk of industry digitization
multiplying endpoints, Miller explained that “While a moving
endpoint is no less secure than a stationary one, comms on the
move technologies do increase your attack surface, because
as you integrate more nodes, you increase the endpoints with
which to access your network. Of course, access is the easiest
step for hackers, and a lack of entryways into closed systems
has not been a strong deterrent.
“That’s exactly why we’ve seen a change in cybersecurity
philosophy. Designers now work harder to consider threats that
are already in the network. Bricking over your front door and
windows when you know you’ve got a backdoor and skylight

isn’t the most practical strategy. With cyberattacks as
sophisticated as they are, we need countermeasures to secure
us at every level, not put another padlock on the access points
we keep seeing them get around. The expansion of connectivity
is inevitable. Cybersecurity needs to evolve beyond the
threadbare strategy of having fewer endpoints.”
Miller went on to recall how Viasat’s cybersecurity
successfully contended with the Mirai botnet, a disruptive
malware first identified in 2016, when it struck their partners’
networks. These were ‘zero day’ intrusions that ripped cleanly
through an unforeseen backdoor, ignoring any and all
conventional access points, which were mitigated thanks to
reactive cybersecurity. “When you design with the assumption
that everything is compromised, your architecture becomes a
more flexibly performing combatant in crisis. It won’t run out of
moves and roll over when you hit DEFCON 1. It fights to the last
line of defence.”
Prioritizing holistic systems
The security of our communications networks both at the defence
and civilian cutting-edge is likely to increasingly progress in
tandem. The Internet is borderless. The front line against black
hats and hostile states is drawn around your work laptop as
cleanly as it is around the White House. There is no line
separating defence and commerce in cyberwarfare.
But we must shirk the anxiety that exponential growth in
COTM systems is expanding vulnerabilities. Cyberwarfare was
always going to present significant risks, no matter our attack
surface.
We simply need to prioritize holistic cybersecurity systems
and best practices to take these threats with the seriousness
that they are warranted.
GMC

The u8 MIL hybrid satellite or cellular terminal is low profile, multi-orbit multi-network (GEO-LEO) ready, and easy to
mount on vehicles and vessels. Photo courtesy Kymeta
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