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TriSept inks US Army CubeSat Mission set to
launch aboard a Rocket Lab Electron
TriSept Corporation has signed a launch services contract with the US Army’s Space and Missile Defense Command (SMDC) unit
to broker and integrate a milestone CubeSat technology demonstration mission scheduled to launch aboard a Rocket Lab Electron
early next year.
As part of the demonstration mission, the US Army’s Space and Missile Defense Command will test a proven small satellite
bus as host of its new 3U Gunsmoke-J technology initiative aimed at fostering the development of new, game-changing capabilities
for the US Army’s tactical ground forces.
“Gunsmoke-J is a joint capability technology demonstration executed by the US Army Space and Missile Defense Command
and sponsored by both the Office of the Under Secretary of Defense and the US Army,” said Eddie Johnson, Gunsmoke-J Program
Manager, US Army SMDC Technical Center. “This science and technology effort will demonstrate an entry-level capability in a 3U
form factor relevant to US Army warfighter needs. The mission will also help inform future acquisition decisions.”
TriSept secured both the US Army’s rideshare slot and payload dispenser, which will release the 3U CubeSat into orbit once in
space aboard the Rocket Lab Electron launch vehicle. TriSept will integrate the small satellite with the CubeSat dispenser at
Rocket Lab’s Long Beach, California facility about 30 days before the scheduled launch date.
TriSept’s team will then travel to the Rocket Lab launch site in Mahia, New Zealand, where it will manage the integration and
encapsulation of the dispenser device, carrying the satellite and electrical interfaces inside the fairing, about two to three weeks
prior to liftoff atop Electron’s upper stage.
“This leading-edge mission for the Army’s Space and Missile Defense Command will orbit aboard a satellite smaller than a loaf
of bread, but will have a huge impact on milestone developments in warfighter capabilities on the battlefield and beyond,” said Rob
Spicer, TriSept CEO. “TriSept is thrilled to have secured the rideshare slot, dispenser hardware, regulatory compliance in both
nations, and spacecraft integration for this important technology demonstration in space. We look forward to integrating this small
but game-changing payload aboard a Rocket Lab Electron in the coming months.”
“This rideshare exemplifies the very heart of our overall vision at Rocket Lab; that even the smallest of the small satellites can
make a major difference in both commercial and government markets,” said Lars Hoffman, senior vice president of Global Launch
Services for Rocket Lab. “The US Army will be able to hone its capabilities around the world as a result of this CubeSat mission for
the Space and Missile Defense Command. We look forward to another Electron launch with TriSept’s key launch integration and
overall program support ahead of liftoff set for Q1 next year.”
GMC

Northrop Grumman’s radar declared
operational for Air National Guard F-16s
The US Air Force has met Full Operational Capability (FOC) readiness for Northrop Grumman Corporation’s AN/APG-83
SABR active electronically scanned array (AESA) radar on Air National Guard F-16s to meet a US Northern Command Joint
Emergent Operational Need (JEON) for homeland defense.
On Sept. 7, the US Air Force began installation of APG-83 radars on Air National Guard F-16s at Joe Foss Field, Sioux
Falls, South Dakota, the fourth US Air Force base to receive AN/APG-83 SABR AESA radar upgrades.
The radar upgrade of Air National Guard F-16s extends the operational viability and reliability of the fleet while providing
pilots with 5th-generation fighter radar capabilities to defend our nation’s airspace.
“SABR enables F-16 pilots to detect, track, identify and target a greater number of threats faster and at longer ranges from
outside the threat envelope,” said Mark Rossi, director, SABR programs, Northrop Grumman. “This upgrade will keep the
multirole F-16 fighter relevant and capable for
decades to come.”
The AN/APG-83 features all-weather, highresolution synthetic aperture radar mapping to
present the pilot with a large surface image for more
precise target identification and strike compared to
legacy systems. Its design incorporates proven
hardware and advanced operating modes from
Northrop Grumman's fifth-generation F-35 and F22 AESA radars. The high degree of commonality
and shared manufacturing processes and
infrastructure drives efficiencies and affordability
improvements across all of Northrop Grumman's
AESA radar programs.
The AN/APG-83 AESA is now an official program
of record for both the active and reserve US Air Force
as well as the Guard after the service procured units
Northrop Grumman’s AN/APG-83 radar being installed
in February for Air Combat Command and Air Force
in an Air National Guard F-16 at McEntire Joint
Reserve F-16 aircraft.
GMC
National Guard Base, S.C.
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Frontex picks Airbus and IAI for maritime
surveillance via Remotely Piloted Aircraft
Systems (RPAS)
The European Border and Coast Guard Agency (Frontex) has awarded a contract to Airbus Defence and Space Airborne Solutions
(ADAS), a 100 percent subsidiary of Airbus Defence and Space and the global market leader in RPAS services, and its long-term
partner Israel Aerospace Industries (IAI) to operate a Medium Altitude Long Endurance (MALE) RPAS for Maritime Aerial Surveillance
services.
The service will be delivered in Greece, and/or Italy and/or Malta within a Framework Contract. The service include the provision
of a RPAS platform, payload, communication equipment and capacity, mission storage and all necessary experts managing the
system and providing operational support. Under the contract, Airbus and IAI will provide the service for pre-planned assignments
as well as for ad-hoc calls.
The maritime Heron RPAS from IAI serves a range of customers worldwide and is a part of the well-known "Heron family” which
accumulates over 450,000 flight hours, day and night missions under all weather conditions. The system is capable of flying more
than 24 hours in full operational configuration and creates a comprehensive, real time, naval picture in geographical areas for
potential surveillance interests, e.g. in the context of coordinated European monitoring activities.
The RPAS will be fitted with versatile dedicated payloads (e.g. electro-optical for day and infrared for night purposes, maritime
patrol radar made by IAI and automatic identification system), relevant communication equipment, and corresponding ground
mission control and support. The surveillance platform Heron uses is a direct link when flying within Line of Sight (LOS), changing
seamlessly to a satellite link when flying Beyond Line of Sight (BLOS) to transmit real time information or when needed to fly in low
altitude over sea. This information is being transmitted to Frontex command and control centre as well as to centres of the respective
Coast Guards.
Numerous trials were successfully held over the past years to confirm and highlight the benefits of unmanned aerial systems
in terms of precise and long endurance surveillance. The maritime Heron is being used amongst others by the Israeli navy as its
key patrolling tool, successfully performing reconnaissance and security assignments since many years.
Mike Hoofdmann, CEO of ADAS underlined that this contract for long endurance maritime surveillance for Frontex marks a
new milestone for the company to extend its successful unmanned operational services for military customers also to civil stakeholders
such as Frontex and eventually other agencies. “This contract gives us the opportunity to prove our performance on a European
level. We as Airbus together with our partner IAI make an essential commitment to the monitoring and security of European
external border and thus contribute to the stability in Europe”, adds Hoofdmann.
"IAI welcomes the signing of the contract with Frontex and achieving this landmark with the maritime Heron. The Heron has
successfully fulfilled all missions, exceeding the expectations of its operators. Flying in Europe’s civilian airspace is an important
progress for IAI and a solid proof for the RPAS’s ability to fly in civilian routes. I believe this contract will open the door to more
GMC
civilian markets" said IAI Executive Vice President and General Manager of the Military Aircraft Group, Moshe Levy.

Frontex picks Airbus and IAI for Maritime Surveillance via Remotely Piloted Aircraft Systems (RPAS)
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Antennas point to effective man
portable communications
Man portable communications play a key role in
governmental and military operations worldwide to ensure
safe, reliable, and secure communications. Requiring
extremely complex technology to achieve all of the above,
there are many things to consider, with the size, weight,
and power (SWaP) attributes of the highest import.
Karl Fuchs, Senior Vice President of Technology, iDirectGov
Man portable antennas are ineffective without the integration
of suitable radio frequency (RF) equipment. Such RF devices
include a modem, block up converter (BUC), low noise block
(LNB) and other tools that enable effective antenna operation
and thus reliable satellite communications.
These tools, obviously, require power to function. A means
to point the antenna easily is needed, as well. Additionally,
making the communications setup and use trouble-free for
military, homeland security, first responder and other operators
is equally important.
Systems integrators are enlisted in the design and
compilation process to deliver all of these distinct components
into a highly functional, rugged, and complete package. Virtually
all antenna, modem and RF terminal manufacturers have strong
working relationships with their integrator partners. These
vendors have formed a symbiotic ecosystem for decades that
has become an essential part of the satellite industry.
The systems integrator work is demanding. Although
designing and ordering custom-made components for man
portables is often a possibility, quite frequently, the integrator
must use off-the-shelf components and work within the physical
and operational parameters of the modules.

8

issue1.pmd

Flat panel antennas
The components’ unique characteristics significantly diminish
the flexibility that the SATCOM integrator has to reduce the
terminal’s size, weight, and power (SWaP) impact. These design
challenges are exceedingly amplified when integrating with flat
panel, electronically steerable antennas (ESAs).
A highly valued feature of ESAs includes the inherent SWaP
in their design. When the supporting components in the
integrated terminal are not designed specifically to integrate
with flat panel antennas, the SWaP attributes of the solution will
be seriously undermined.
Another growing trend that affects flat panel integration in
the satellite industry is the proliferation of waveforms and the
desire of end users to have man portables that support various
waveforms. The straightforward means to support multiple
waveforms incorporates the implementation of multiple modems.
Employing multiple modems is not a sophisticated method, and
of course, implementing this RF design solution is not conducive
to SWaP.
The propagation of waveforms is led by several factors but
fundamentally is based on satellite technology enhancements.
The move from bent pipe, geosynchronous satellites to high
throughput satellite (HTS) architectures brought about an
increase in new waveforms. The debut of low Earth orbit (LEO)
and medium Earth orbit (MEO) satellites is driving another
upsurge in waveforms.
One contention on the genesis of myriad waveforms centres
around the idea of a lack of accepted industry standards and,
therefore, satellite modem vendors are protecting their own
proprietary RF signals. Although there is some truth to the
argument, emerging satellite technologies do dictate changes
to waveforms.
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Software-defined radios
To satisfy the requirements of the MILSATCOM end-user, both
the convenience and SWaP of flat panel antennas and the
incorporation of multiple waveforms in a single, compact modem
are essential. The preeminent solution to the multi-waveform
obstacle is the development of a software-defined radio (SDR).
Available in the MILSATCOM market for a number of years,
not all software-defined radios (SDRs) can accommodate all
waveforms. With a thorough understanding of modem hardware
and firmware design, it can be seen that there exist underlying
system elements which are waveform dependent.
As an example, automatic gain control (AGC) algorithms
can be quite different on single channel per carrier (SCPC)
modems when compared to AGCs on time division multiple
access (TDMA) modems. The waveform timing mechanism often
determines which clocks within the hardware are free running
versus those that are slaved.
The tradeoff between the physical dimensions of the SDR
modem’s analog portion versus the range of modulation orders
supported must be carefully considered. All these design and
integration challenges can be overcome. However, it leads to
the integration work of a waveform on an SDR modem to be
more complex than it is often imagined.
Flexibility is integral in designing components for nextgeneration flat panel antennas. Different flat panel antenna
manufacturers will have specialized architectures for their
integrated antenna control units (ACUs) and other components
essential to the antenna design.
For SWaP requirements, flat panel antenna manufacturers
and terminal integrators cannot be plagued by such problems
as cable bend radius to realize a design. Therefore, the
outmoded paradigm of simply integrating off-the-shelf
components where the intermediate frequency (IF), Ethernet,
power and other interfaces are predetermined no longer will
suffice.
A new physical architecture for modems must be adopted to
meet SWaP and industry requirements. This means
incorporating an architecture which allows for design freedom.
A freedom of design architecture would mean that the analog
section and the digital section of the modem are no longer rigidly
coupled, but rather they use standardized interfaces and have
internal loopback self-checks. This allows an antenna
manufacturer or an integrator to design their own carrier boards
complete with all the components necessary to deliver a
comprehensive solution.

Karl Fuchs, Senior Vice President of Technology,
iDirectGov

By decoupling the analog and digital portions of a softwaredefined radio and enabling flat panel antenna manufacturers
and integrators to have the flexibility to directly integrate the
components on the control board instead of using interfacility
link (IFL) and Ethernet cable, the delivery of a truly integrated
system can be accomplished realistically and successfully.
This design methodology serves as a means to the next
stepping stone in terminal design, which is the migration toward
digital IF. With digital IF, the interface to the SDR is no longer Lband, but rather digitized RF known as in-phase quadrature, or
more commonly referred to as I/Q. The antenna design
transformation, which is prompted by radical changes in satellite
technologies and multi-orbit topologies, is likewise driving a
revolution in modem and RF transmission equipment. To promote
technological innovation in man portables, manufacturers of all
components - whether antenna, SDR or transmission - must be
in synch as technology advances to ensure the best modern
solutions reach the end-users and bring more advanced features
GMC
and functionality to man portables.
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Revolutionize missioncritical communications
Isotropic Systems is a pioneer of satellite terminal design, striving to deliver
new heights of high-throughput, adaptable, low-power sophistication. The
company has recently optimized its optical beamforming modules for
manpacks, as well as marine vessels and UAVs. Emil Reynolds, Product
Line Manager, Government Terminals, opines on how the new technology
can revolutionise mission-critical communications.
Laurence Russell, News and Social Media Editor, Global Military Communications

Emil Reynolds, Product Line
Manager, Government Terminals,
Isotropic Systems

Question: With HTS satellites becoming increasingly prevalent, how much
of an edge do personnel lose by using antennas that don’t make use of
them?
Emil Reynolds: The digitally aided warfighter stands to lose a huge edge by not
leveraging HTS compatible terminals. Communications plays an essential role
in battlefield manoeuvre and are critical to the planning, preparation, and effective
execution of unified operations. Everything from dismounted ground troops to
logistics convoys, ISR Assets, and more can benefit from improved SATCOM.
Sharper imagery and videos could make the difference in analysis to ensure
timeliness in interdiction of a high value target as an example.
Question: While many industries have taken a hit from the COVID Crash,
many of the launchers and operators attached to the wave of planned
cutting-edge constellations are insisting their projects are still going ahead.
What kind of performance can we expect from the new world of highpowered orbits arriving in the next two years?
Emil Reynolds: Not only will we see improved throughput and lower latency, but
satellite diversity will play a larger role. Historically there would only be a small
number of GEO satellites within the field of view of a terminal. The proliferation of
NGSO constellations will significantly increase the number of satellites available
to the user. Terminals that can take advantage of this diversity and establish
multiple connections across LEO, MEO, and GEO constellations will offer
improved resiliency against interferers and blockage. The Isotropic multi-beam
terminal will search for the best communication pathway at any given time across
any orbit.
Question: Isotropic Systems claims that it has ‘cracked the code’ for
connectivity in defence with the ‘holy grail’ of terminals – would you care to
elaborate?
Emil Reynolds: We offer more persistent communications by connecting to

GMC
Q&A
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Question: Your manpacks will make use of optical
beamforming, a very emergent technology. To what extent
do you see beamforming as a must-have technology?
Emil Reynolds: We are using our patented optical beamforming
approach to develop a new generation of satellite user terminals
that offer features and functionality far beyond existing
technology such as phased arrays and parabolics. The fully
electronic pointing control is critical for reliable rapid satellite
tracking from mobility platforms, especially off-road vehicles. Our
unique ability to provide full performance connections to multiple
satellites from a single terminal improves maximum throughput,
eliminates dropouts from handovers, enables simultaneous
transec and non-transec links, and provides full situational
awareness to make the best real-time decisions in the field. The
hyper enabled warfighter will need a next generation terminal
to unleash the full benefits of the next generation satellites.
Question: Besides defence, do other mission-critical
spheres stand to see unique benefits from these solutions?
Emil Reynolds: Absolutely, from homeland security to natural
disasters, every organization needs reliable communication to
succeed.
Question: What are Isotropic’s next steps to capitalise on
their technological achievements?
Emil Reynolds: We’ve already proven our technology in the
anechoic chamber and through over-the-air tests. Our team is
now working day and night to integrate our breakthrough
technology into a ruggedized terminal for a wide range of
platforms across land, sea, and air.
GMC

Photo courtesy of Isotropic Systems

multiple satellites simultaneously across any orbit, which is
paramount on today’s battlefield. We not only affect
communications, but our decrease in required power greatly
impacts logistics by decreasing the needs of the tip of the spear.
Our capabilities allow positive impacts for disparate units
operating beyond-line-of- sight and the security of our terminals
ensures a decrease in the ability of a threat to interfere with
communication on the battlefield.
Question: NATO recently recognised a fifth area of
engagement in the Cyber Domain. To what extent is defence
against information warfare becoming a priority to
militaries?
Emil Reynolds: Through our work and discussions with defence
organizations, Cyber is a top priority. In the US, while GWOT
has been ongoing for two decades, our peer and near-peer
threats have increased their ability to affect our networks. Our
military has increasingly become more digitally enabled and
needs to ensure these battlefield assets/capabilities maintain
security.

Isotropic Systems terminal featuring optical
beamforming modules
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was accelerated by over 300mph so that it passed close by –
but didn’t strike - its parent satellite.
It was a rocket powered projectile. Clearly if such an object
were to strike a satellite it would lead to its destruction – and
generate significant debris. It follows that, for example, all key
US satellites could be the subject of stalking space objects
poised to launch projectiles, rendering those US satellites
immediately inoperative.
The question arises – Is this Russian action unlawful under
International law?
All domains have legal governance – space is no different. An
International space treaty was entered 53 years ago. The Outer
Space Treaty 1967 (OST) is known as the Magna Carta of
spaceflight. It was negotiated and drafted between 1963 and
1966.
It’s important to recall the geopolitical environment into which
this hugely significant body of law was introduced. It was, of
course, the space race and Apollo programme era, another stage
of the cold war between East and West. In fact, the very day the
OST was opened for signature on 27 January 1967 was the
day of the Apollo 1 pad fire.
At that time space was dominated by two superpowers,
nonetheless the international community moved to implement
laws which would govern space activity. Whilst its introduction
was indeed at the height of the cold war – it was also in context
of disarmament efforts. The international community sought the
goal of avoiding an arms race and military confrontation in outer
space. In fact, the full title of the OST is ‘Treaty on Principles
Governing the Activities of States in the Exploration and Use of
Outer Space, including the Moon and other Celestial Bodies.’
The OST, as an International treaty, is legally binding for State
Parties to the treaty.

Andrew Sparrow, Principal Lawyer and Founder,
Lecote Applied Space Technology Lawyers

Russia’s
suspected test
satellite attack –
was it lawful?
Most of us in the aerospace sector will have read about
Russia’s recent Cosmos 2543 satellite endeavours, with
many accusing Russia of trying to start a war from space.
With the legalities initially widely confused, it has now been
established that Russia’s actions were entirely lawful.

So, what does this law – forged in heat of cold war politics
- say about military use of space and the Cosmos 2542 test?
It would be natural to assume such activity is strictly forbidden.
It isn’t. The OST doesn’t outlaw military activities in outer space.
Similarly, it doesn’t forbid weapons in outer space. Nor does
it state that the use of outer space must be exclusively for
peaceful purposes.
It does however address the weaponisation space in context

Andrew Sparrow, Principal Lawyer and Founder, Lecote Applied
Space Technology Lawyers
In July 2020, a reminder of how vulnerable the world’s satellite
infrastructure is to attack, took the form of an alleged Russian
test-firing of an anti-satellite weapon in orbit. This contemporary
episode reflects the times we live in – yet the laws which
determine the legality of the action have their origin half a century
ago in a very different era.
The Cosmos 2543 incident
The background to the incident is as follows.
British and American intelligence claim that the Russian
Cosmos 2543 satellite was used to fire a weapon.
The satellite itself and its orbital parameters were of course
known. Last year, Russia launched Cosmos 2542 into a
retrograde sun-synchronous 368 x 858km orbit with an
inclination of 97.902 degrees. On 6 December 2019, Cosmos
2542 was seen to deploy a sub-satellite - Cosmos 2543 and in
January, Cosmos 2542 and Cosmos 2543 moved into close
proximity with one another. It is claimed that 2543 itself deployed
an even smaller satellite - and it was this space object which

14
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of weapons of mass destruction. It forbids weapons of mass
destruction in Earth orbits by stating that objects carrying
weapons of mass destruction must not be placed in orbit around
the Earth. Weapons of mass destruction must not be installed
on celestial bodies, nor must they be stationed in any other
manner in outer space.
It is not hard to appreciate this emphasis on weapons of
mass destruction given that the nuclear threat was very much a
feature of life in the decade of the Cuban missile crisis. It is this
reference to outer space which challenges lawyers – because
it is not defined in the OST. Military personnel and equipment
can be used for scientific research and other peaceful exploration
of the Moon and other celestial bodies. So, it can be seen that
weapons or weapon systems can be sent into outer space
including into Earth orbits.
If Cosmos 2542 was launched with the express intention of
test firing a projectile toward another space object, it may have
been troubling in the realm of International stability – but unlawful
it was not. The Russians were operating firmly within the law.
However, when it comes to the Moon and other celestial bodies
(not outer space), then the OST makes clear they must be used
for exclusively peaceful purposes. This means that states can’t
establish military installations, test any weapons or conduct any
military manoeuvres.
The OST, as an international treaty, ultimately requires the
acceptance by all nations of norms. The application of standards
of behaviour which work on the basis of mutual interest. So it is
that the OST contains purposely broad principles in line with
International law. Space objects which are launched remain
under the jurisdiction and control of states and are effectively
temporary extensions of state sovereignty into outer space.
This character of recognising international norms works the reality is that every nation has a shared interest in keeping
the domain of space free from the obvious adverse
consequences of military action.
The destruction of space assets by any nation is not in that
nations interests since, for example, the ensuing space debris

would be as much a long-term problem for the attacking nation
as the rest of the spacefaring world. The wider geopolitical fallout
of a deliberate infringement of space norms also has a bearing
on compliance.
Consider also under what circumstances would targeted
action against a space asset arise? Clearly, any international
backdrop which saw the use of anti-satellite weaponry would
have to be in a very perilous state in the first instance. If satellites
are being disabled by projectiles or other means – there will
likely be larger problems to resolve.
The threat of projectiles of the kind evidently launched by
Cosmos 2543 is also nothing new, though deployment of such
weaponry is not easy. Use of air launched rockets could provide
far more agile positioning of anti-satellite missiles. It’s
conceivable, for example, that the projectile fired from Cosmos
2543 could be launched from a high-altitude military jet aircraft.
Given the orbital velocity of a satellite, such offensive action
might appear far-fetched – but again, this capability has not
simply been realised in the 21st century. In 1985, a US Air Force
F-15 fighter destroyed a satellite 345 miles above the Earth.
It’s also interesting to note that before Cosmos 2542
undertook its projectile launch, its initial orbit brought it within
35 miles of a US classified satellite USA245, causing the US
satellite to conduct an avoiding manoeuvre. This kind of orbital
close proximity and potentially dangerous activity is also not
illegal and has been a feature of space activity for decades –
though it would have internationally agreed legal liability
consequences under another space convention in the event of
damage.
Strained relations
It may well be that in this period of strained international relations
between Russia and the West, further incidents will test the reach
of the law in the realm of space.
However, in all likelihood, those incidents, whilst increasing
the diplomatic temperature, won’t obviously infringe the law as
it applies to space activity.
GMC
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ERP software is in the midst of the
ultimate stress test – how are A&D
manufacturers faring?
Manufacturers are a vital cog in the aerospace & defence
(A&D) ecosystem. But failure to react to changing market
climates, modernise business processes and meet evermoving security requirements can mean being left behind.
Their enterprise software can act either as a transformative
enabler or leave A&D manufacturers hamstrung and
unable to move forward.
Matt Medley, Senior Product Manager, IFS
The dynamic global and geopolitical nature of the A&D
industry demands that manufacturers be on their toes to shift
business priorities, capitalise on new technology opportunities
and react immediately to major market events or regulatory
changes. These can be relatively opportunistic and planned,
such as moving toward servitization to unlock aftermarket
revenue or onboarding new technology like IoT and artificial
intelligence to revolutionise factory operations. But they can also
come from an external source at a moment’s notice.
Witness the market pressures from the COVID-19 crisis,
which is decimating supply and demand, and spawning
regulatory mandates such as the US Government invoking the
Defense Production Act. There are already some outstanding
agile trend-setters in A&D manufacturing. For example,
manufacturer CAE Inc. shifted its focus from manufacturing flight
simulation systems to developing an easy-to-build ventilator in
less than 11 days to help mass produce equipment to combat
the COVID-19 crisis in Canada.
But all too often, companies find opportunities hampered
by their legacy software systems that have become a business
progress bottleneck, or a software supplier who wants them to
follow a particular development route. In a recent Accenture
survey of CIOs undertaken in the UK, 53 percent said that their
current Enterprise Resource Planning (ERP) system was
inflexible and that they wanted to extend it using intelligent
technology.
A&D manufacturing business transformation checklist
This statistic is indeed an indictment of some ERP systems.
With this in mind, I outline here the four key ERP ‘stress tests’
A&D manufacturers should keep top of mind when transforming
their business operations.
1. Industry-specificity and configuration control is vital
Enterprise software just cannot be all things to all people. The
baseline ERP functionality delivered by large incumbent
providers – who develop a single platform to appeal to as many
industries as possible – may well be good for operations such
as finance, HR and payroll. But running aerospace and defence
manufacturing operations is not the same as managing the dayto-day processes of a retail business.
Far too regularly, A&D manufacturers set out on an
implementation strategy and find that costly, complex and
confusing customizations must be made to their software
infrastructure to accommodate critical A&D manufacturing
processes such as precision part engineering and intensive
quality control. A&D manufacturers need to be confident their
underlying systems infrastructure supports the specific business
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Matt Medley, Senior Product Manager, IFS

needs of their industry now and into the future—not have to
dance to the tune of their software supplier.
This even applies to the deployment model for enterprise
software. Many ERP vendors are pushing their customers to
the cloud as a prerequisite which, again, may seem like a
sensible choice for industries with less heightened security
requirements. But A&D manufacturers are involved in a sensitive
supply chain, where they must prove compliance with strict
military security requirements. When researching the challenges
of cloud adoption in aerospace and defence organisations, TechClarity found that two-thirds of A&D companies highlighted
security as a ‘significant risk.’ When looking specifically at OEM
respondents, that figure rises to almost three-quarters.
A&D manufacturers need to have full control over how they
decide to deploy supporting enterprise software. Where business
processes dictate, this could be a physically secure on-premise
installation, a full SaaS-based deployment or a hybrid
environment spanning both.
2. Connect operations – from the factory floor into the field
A&D manufacturers are behind some of their peers on the
Industry 4.0 or smart manufacturing curve. During a recent
webinar which zeroed in on the impact of Industry 4.0 for A&D
manufacturers, IFS asked 140 A&D decision makers to respond
to a number of polling questions to gauge views on Industry 4.0
adoption. Only 20 percent of participants were actively looking
to leverage 4.0 technology, identifying it as an enterprise-wide
priority. The majority – 68 percent – were still researching how
these technology advances can help achieve their digital
transformation goals.
Small wonder. If you look under the hood of many ERP suites,
you will find multiple software products are comprised of
disparate applications, developed separately and lashed
together with a common user interface. No software can
exchange data with every sensor, and those A&D manufacturing
organizations with inflexible deployments will need to customize
and add to their existing implementation in order to gather
information from every available sensor.
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Smart factories and intelligent assets deployed in the field
will generate many terabytes of data. Simply extracting this data
– let alone mining it to truly inform business decisions and better
take advantage of aftermarket service revenue – is something
A&D manufacturing is still trying to master.
This can be avoided though, by deploying industry-specific
manufacturing ERP software built on API-driven architecture.
To a certain extent, A&D manufacturers and services companies
today are becoming software companies themselves./ They may
have developers who write software to do things such as
introduce data from the IoT and enable other systems to interact
with enterprise software./ RESTful APIs, which is a software
architectural style for designing networked applications, make
it that much easier for them to link valuable data steams into the
core ERP system.
3. Intelligent decision making means no silos allowed
Once data is introduced into a supporting enterprise solution
half the battle is won, but to ensure victory the next stage means
analyzing that information to gain insights into operational and
business performance. A&D manufacturers are moving data
analytics from a tool for observation to a tool for optimization,
from proactive to predictive intelligence and to help meet the
demands of rapid industry changes.
By actively monitoring the performance of assets and
processes, A&D manufacturers can make faster and betterinformed decisions, which would ultimately lead to productivity
improvements, cost savings and added maintenance predictions.
But this is moot if data exists in a heavily customized and
fragmented enterprise software implementation. Siloed sources
cannot be harnessed to paint a full 360-degree view of
manufacturing operations and back-end business processes.
Intelligent enterprise software should bring together solutions
that visualize information to support decision making at both

strategic and tactical levels, providing insight and context when
and where it is needed. This includes integration with other
programmes vital to A&D manufacturing, such as Manufacturing
Execution Systems (MES) which drive execution of shop-floor
operations, and Customer Relationship Management (CRM) to
record customer-specific information.
By combining enterprise architecture, business activity
monitoring, intelligent business process management, business
intelligence and reporting capabilities, a unified platform is
created that allows for an end-to-end picture to be built in line
with the organization’s business objectives.
4. Security at a level most other businesses would not
require
Being an A&D manufacturer means meeting more stringent
security needs than any other industry sector. This security
sophistication applies not only to the physical products A&D
manufacturers deliver, but also their digital presence. Witness
the security mandates required by defence operators, such as
the International Traffic in Arms Regulations (ITAR) and the newly
released US DoD Cybersecurity Maturity Model Certification
(CMMC) Version 1.0.
The US Government explains that “the CMMC is intended
to serve as a verification mechanism to ensure appropriate levels
of cybersecurity practices and processes are in place to ensure
basic cyber hygiene as well as protect controlled unclassified
information (CUI) that resides on the Department’s industry
partners’ networks.” Failing to adhere means A&D manufacturers
are shut out of valuable military RFPs and bid situations.
Forewarned … but is your software forearmed?
Enterprise software plays a key role in meeting digital security
requirements—and it’s here where ‘one-size-fits-all’ ERP
systems do not contain the industry-specificity to keep A&D
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manufacturers compliant. Without a fully integrated application
suite allowing data to flow seamlessly between different
functions such as supply chain management, manufacturing,
engineering and CRM, it is difficult to know which products,
parts or transactions may put an A&D manufacturer in jeopardy.
It will become more and more important to ensure any ERP
solution used for A&D manufacturing has functionality
specifically designed for export control and cybersecurity
regulations. A business dealing in regulated materials or involved
in sensitive military contracts must be able to quickly and
efficiently marshal this information from within their ERP system
and combine it with external regulatory data to ensure
compliance as they process orders, share information and
conduct other transactions.

They also must be able to share it with overseas partner
companies in a frictionless environment.
Enterprise software as a strategic enabler
We’re rowing in unchartered global waters in 2020, where
opportunities for new business, the challenge of embracing new
technologies and the sudden emergence of disruptive market
forces are all happening at the same time. Success today will
depend on an A&D manufacturing organizations’ ability to be
agile in their operations and flex their business models—those
who can’t adapt just won’t make the cut.
Ultimately, your choice of underlying enterprise software
platform matters — it can either be your strategic enabler of
change…or the Achilles heel.
GMC

Photo courtesy of IFS

18

issue1.pmd

www.globalmilitarycommunications.com | September/October 2020

18

27/10/2020, 00:33

Global Military Communications Magazine

www.globalmilitarycommunications.com | September/October 2020

issue1.pmd

19

19

27/10/2020, 00:33

Global Military Communications Magazine

Independent service
provider
NSSLGlobal is an independent ser vice provider of satellite
communications and IT support, delivering cutting-edge connectivity
solutions to key customers worldwide across C, L, and Ku-band networks.
They pride themselves on high-end voice and data services effective for
users on land, sea and in the air. As military satellite communications
enter into ever more critical conversations, pivotal decisions are starting
to get made across the NATO. Neil Fraser, NSSL’s recently appointed
Director of Defence and Space Programmes, and veteran of the British
Armed Forces, shares his thoughts on the options open to the defence
community.
Neil Fraser, NSSL’s recently
appointed Director of Defence and
Space Programmes

Laurence Russell, News and Social Media Editor, Global Military Communications

Question: Neil, you’ve been appointed Director of Defence and Space
Programmes; could you flesh out your background and experience?
Neil Fraser: I have 26 years of experience in the British Army, across armoured,
airborne, and commando forces, including the privilege of command
responsibilities of units up to 600-strong.
I’ve also used Skynet 4 while serving in the Balkans in the 90s, and the initial
deployment into Afghanistan in 2001-2002. I used Skynet 5 services to deliver
the operational and welfare communications for 10,000-11,000 UK troops in
2008-2009 and went on to be the military lead for Skynet 5 Private Finance
Initiative (PFI) for three years, where I oversaw a large number of military satcom
projects with the MOD.
In 2013, I left the Army to join Viasat where I spent six years growing their UK
presence, and moved to join NSSLGlobal early this year to add my expertise to
their defence operation.
Question: What are some of the operational challenges you’re particularly
seeing from the sectors you serve at the moment, and how does NSSL
address them?
Neil Fraser: It helps to break this down by domain. NSSLGlobal is a significant
maritime provider connecting about 4,000 commercial ships, but we’re also very
involved with the public sector in serving the coastguard and defence customers
worldwide. For already enabled users, they’re interested in higher throughputs.

GMC
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Some of the larger ships are staffed by 1,500 members of
personnel, who require both mission-critical connectivity as well
as personal connections, which creates a very significant
demand. That demand is only growing as defence entities all
over the world continue to digitise.
At NSSLGlobal, we deliver many capabilities to vessels,
whether it’s the Global Maritime Distress System (GMDSS), or
Ku and C-band connections, which are the standard for Royal
Navy platforms and certain European maritime operations.
These systems often sit alongside military satellite services on
X-band and UHF.
In the case of ships, there is the need to accommodate
complex builds on complex platforms, which takes a lot of careful
planning, some of which we’ve seen speed up in the wake of
the pandemic where we had to fit some Royal Navy platforms
at speed for COVID related tasks.
Connecting coastguards is also a strong priority for
governments, especially with satcom and often also LTE so they
can seamlessly switch. We recently won a long-term framework
contract with the Swedish coastguard for KU VSAT services
and support.
Across the land domain, we’ve seen the greatest degree of
change over the last decade or so. Of course, this is where I’ve
had direct experience using the kit. I believe the big change
here is in the movement toward what I would call ‘proper satcom,’
that is, broadband further forwards.
By 2008-2009 in Afghanistan every operational base had
broadband satcom, which occurred as a result of a need to
support intelligence product, full-motion video, and the rising
standard of digital welfare. Before long, satcom became the
default expectation, which has set a definitive new benchmark.
The challenge we see ahead is deploying reliable broadband
for forces at pace and at reach, for example integration with
vehicles on long range and short notice missions.
When serving military and emergency enterprises, it’s also
important to effectively aim for Primary, Alternative, Contingent,
and Emergency (PACE) modes of communication, to give
resilience and choice, which I can also attest to the importance
of.
We’ve recently won a large contract with the Bundeswehr,
the German Armed Forces, which has included a number of
land vehicle installations, and we do a lot of work with providing
small-form communications for remote teams to several NATO
nations, the UK included.
There’s a wide range of need across the air domain, which

in some ways is the least developed of the three due to the
technical complexities of connecting fast moving objects though
the scale of opportunities has driven some rapid technological
development, which has made it a big area for growth. The US
tends to be a bit further ahead in this department, with much
more comprehensive connectivity, which is something we’re
keen to bring to the UK and European forces.
My own experience often involved stepping aboard an aircraft
that would be cut off from communications for hours at a time,
followed by a deployment where we would have to rapidly
establish comms and catch up with the changing situation. This
is something many in the armed forces still have to contend
with today and is, of course, less than optimal.
Question: How is the nature of the demand for satcom
changing in the case of military customers?
Neil Fraser: I’ve spoken of my personal experience in this area,
but the demand has advanced much further since I’ve left the
military. Predicting what people are going to want, and how new
technologies should be leveraged is a difficult business
We see connectivity getting very advanced in the commercial
sector, but to bring that to, and adapt it for, defence takes work
to ensure systems will operate under military stresses. There is
now a generation of commanders and junior personnel used to
full motion video when deployed, and access to the internet in
their hand at all times. That drives demand and satcom is a key
element of delivering the network to satisfy that demand. But it
remains the case that you can get more utility out of mobile
networks, and office broadband than many connections used
in the military. We can’t allow the defence sector to fall behind
any further than it has.
Question: Could you outline the kind of equipment and
capability the UK’s MOD works with today?
Neil Fraser: Again, many of these things have changed since
my time, though several of them do remain the same. The MOD
uses a variety of satcom solutions, many of which sit within
Skynet 5’s sphere managed and operated by Airbus, with a
strong partnership network.
The military X-band and UHF satellite capabilities involved
there the Skynet 5 GEO constellation which is augmented by
several commercial satellite services through NSSLGlobal,
mainly L and Ku-band, which provides additional worldwide
connectivity.
There’s a real mix with the terminals, some being commercial

www.globalmilitarycommunications.com | September/October 2020

issue1.pmd

21

21

27/10/2020, 00:33

Global Military Communications Magazine

off the shelf (COTS), some military, bespoke systems and all
steadily acquired over time to suit changing needs. While the
terminals have generally become smaller and more effective,
they’ve used the same backbone networks.
Question: We’ve heard many enterprises explain their take
on the values of commercial spheres working with state
spheres in the case of global militaries. What advantages
does NSSL see?
Neil Fraser: While I was serving, I certainly saw the value of
commercial satcom. Between public and private means, I’ve
seen a complementary relationship form.
Looking at NSSLGlobal, we leverage bandwidth for several
suppliers including many of the big service operators. We bring
these services to over 4,000 vessels including every Royal Navy
ship, and a number of European defence customers including
small team connections.
We have to operate flexibly and sustainably, and we also
need to stay aware of new technologies. Remaining at the
leading edge of the market is essential, especially if we plan to
play a part in effectively modernising the defence sector.
More often than not, commercial technology applies to
defence, sometimes with adaptations in terms of security, form
factor, or ruggedization. In select circumstances, they can be
simply adopted as was the case with the hybrid LTE and satcom
solutions which we developed for luxury yachts and can be used
directly for smaller vessels for operational traffic and crew welfare
The defence market is dwarfed by the commercial one in
terms of communications demand. A company like ours that’s
strongly fuelled by commercial business has a stable foundation.
In the past, defence investment alone was enough to drive and
sustain companies, but this often now isn’t the case, so having
a model that leverages development across both aims for a more
holistic approach which benefits defence without requiring high
public spending to maintain.
Question: What do you believe are the MOD’s next steps to
acquiring sophisticated satcom technology? Do you have
any advice for them?
Neil Fraser: The MOD has been unique in the way it does
satcom via a Private Finance Initiative and industrial partnership.
Some very positive advantages have come from doing business
this way, and a few disadvantages which we can all learn from.
Skynet is delivering satcom, but it’s a part of a wider defence
network infrastructure that connects the Enterprise to the Tactical
Edge.
It is in the public domain that Skynet 5 will transition to a
successor contract and capability. The MOD is now moving
towards the initial Skynet 6 contracts, which will change from
September 2022 onwards.
My personal belief is that the MOD is looking for more choice
and control, and they want more of a collaboration with industry.
As a previous user, operational deliverer and customer, I’ve often
said the trick is to get a dozen people from all the right
organisations in one room with a few gallons of coffee and get
them to nail down what are the truly realistic ideas moving
forward. I say that because I think a key part of the work here
isn’t technical or financial at all, it’s cultural. It’ll be interesting to
see how it eventually gets solved as the right people come
together
Question: What do you believe is the future of the space
and satcom industries?
Neil Fraser: Of course, there’s been some unsettling recent
news on this front this year for many companies, and, there are
many groups in this industry that are carrying a lot of debt.
Investing in space infrastructure isn’t cheap and returns can be
slow to mature.
Having said that, I think the markets are doing more than
surviving, they’re growing. Everyone needs connecting, and they
often need greater throughput to their existing connections.
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There’s a lot of 5G and fibre out there now, but there are huge
areas of the world where satcom is the only solution, and others
where terrestrial infrastructure benefits from interplay with
satcom.
I see space offering the answers to three questions:

•
•
•

Where am I? Which is answered by Global Navigation
Satellite Systems (GNSS).
What’s happening around me? Answered by Earth
observation, or intelligence, surveillance, and
reconnaissance (ISR) in the military.
And finally, who can I talk to? Answered by satcom.

And all of these across a blend of LEO/MEO/GEO. Being
able to balance these three needs across multiple constellations
worldwide could fur ther change the way populations,
organisations, and perhaps more importantly our future
autonomous systems, function in the world we know.
Space is already part of critical national infrastructure and
constitutes a vibrant sector worth about £15 billion a year in the
UK, and growing. In 2018, some 40 percent of all satellites in
orbit were constructed in the UK, and a developing space agenda
including UK launch is being supported by the government. The
recent OneWeb investment a tangible sign of Government
involvement. The UK remains in ESA, and last year committed
our largest sum – playing a major role in space exploration and
science.
As an engineering organisation which integrates existing
services and products, in addition to developing our own, we’re
constantly observing how the technology and market evolves.
During my time with the company, I’ve noticed NSSLGlobal’s
ability to communicate and work collaboratively with customers,
through hiring veterans who know the technology as end-users
enough to be able to critically inform development. We’re often
the glue that binds solutions together, and ultimately deliver
effective, informed results.
As a UK company, NSSLGlobal has a 50+ year heritage in
satcom, steadily growing and developing in the sector. We enjoy
a significant maritime base where we’re seeing our services
used increasingly. We’ve actually made some of those services
free to users during COVID-19 as crews have been stuck at sea
for months, in, and we know the only way to work through it is
with collaboration. We have also seen some urgent projects
needing delivery, so again have worked flexibly and rapidly to
enable, for example, new ship fits for the Royal Navy.
Through the uncertainty of the last six months or so, the
need for communications has been clear. The space sector
plays a key role in this, and will in economic recovery, so is set
to thrive, and NSSLGlobal will be part of all that.
GMC
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The future of defence is digital
Defence spending has long remained, in some opinions,
patchy, disorganised, and outdated, resulting in equipment
and technology that is outdated by the time it hits the field.
With digitalization becoming increasingly prevalent
throughout the defence sector, more streamlined solutions
are required to take full advantage.
Robert Apple, Business Development Manager for Defence,
Getac

Throughout its history, the defence sector has faced a huge
number of challenges, from financial restrictions and political
wrangling to increasingly stringent regulatory hurdles. However,
today the volume and diversity of these challenges is
unparalleled. In addition to the perennial issues mentioned
above, the rapidly evolving nature of warfare has created a wide
range of new and unique problems that simply can’t be overcome
without a fundamental shift in industry thinking.
One such area is the adoption and application of technology,
which is playing an ever-increasing role in modern defence
strategies. Greater use of powerful mobile solutions,
cybersecurity, cloud computing and the Internet of Things (IoT),
to name just a few, can not only reduce costs in a range of key
areas, but significantly increase operational efficiency as well,
if applied correctly.
To put it simply, digital transformation has quickly become
the most important task the sector has ever undertaken, but
herein lies the problem. While the defence sector has long been
at the forefront of innovation in traditional military areas like
weapons development, it currently lags far behind the private
sector in many of the technology areas that hold the key to
effective digital transformation.
How did we get here?
There is much conjecture about how the industry has ended up
in this predicament. A deep-seated resistance to change is often
cited, but lack of focus, direction and timing with regards to
strategic investment in technology is also to blame, resulting in
an expensive yet largely ineffective approach that has achieved
very little meaningful progress over time.
The path forward
Fortunately, the situation is beginning to change, with ambitious
new initiatives such as the UK’s Defence Innovation Initiative
and NATO’s Digital Endeavour signalling a powerful new level
of intent that industry spectators hope will kickstart a culture of
innovation from within.
Such initiatives are an acknowledgement that the role of
technology in modern defence can no longer be ignored. By
bolstering collaboration between defence, security, and
technology industries, along with academia and further allies,
the aim is to accelerate modernisation of the sector in a host of
key areas. These include:
Cybersecurity
In recent years, few areas of defence have come under the
spotlight as much as cybersecurity. With the threat of cyber
warfare, system hacking, and infiltration, at an all-time high, data
security is now a top priority for any digital transformation
discussion. In order to meet stringent military standards, data
must be protected against attack when at rest, in use, or in transit.
This means both hardware and software must be encrypted,
extending to system hardening, peripheral control and central
management.
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Mobile field communication
Effective communication is critical in the field, but years of under
investment in this area means most ‘specialist’ mobile devices
in use today are old, outdated, and unreliable. This has led to
many organisations gravitating towards more consumer-grade
devices for their light weight, good functionality, and attractive
price tags. However, the vast majority of these devices simply
can’t cut it in challenging field environments, risking critical failure
at the worst moment.
Fortunately, there’s now a growing number of specialist End
User Devices (EUDs) available that deliver the best of both
worlds, offering the powerful functionality of regular consumer
laptops and phones alongside the rugged reliability that
personnel in challenging field environments need. Many of these
EUDs can even be carried or worn on secure body harnesses,
giving users fast access to critical information when on the move.
Strategic technology partnerships will play a key role
The benefits of digital transformation are plain to see, but for
many they’ll take significant time and effort to achieve. Trying to
do too much too quickly without a strategic plan in place will
waste time and money, and potentially result in failure. For this
reason, strategic technology partnerships will be key to success,
with specialist vendors providing the technology and expertise
that organisations currently lack in-house.
Unlike in the past, there’s now a wealth of proven technology
partners out there, such as Getac, who already offer powerful
hardware and software solutions to key industry challenges.
Furthermore, Commercial Off-The-Shelf (COTS) solutions
tailored to the needs of the defence industry can be procured
for a fraction of the cost of custom-built alternatives. Getac even
offers a range of bespoke military options based on its 30+ years’
experience as a supplier of rugged laptops and tablets to the
defence sector. These include military-camouflage finishes,
incorporation and installation of military connectors and legacy
interfaces, asset tagging and logo badges. Strategic technology
partnerships can also help unlock the power of the cloud,
delivering highly flexible, scalable, and secure digital
environments that boost operational efficiency across the board.
With technology playing an ever-increasing role in modern
defence, effective digital transformation has quickly become a
top priority across the sector. However, success won’t happen
overnight and ultimately hinges on the ability to focus
strategically, spend wisely and work with the right technology
GMC
partners to achieve desired outcomes.
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Brigade Command post running a simulation for IDF commanders. Photo courtesy Elbit Systems

Virtualized expertise - How VR is
honing peacekeeping skills
Virtual reality (VR) has gone through a growth spurt over
the last five years courtesy of the video games industry.
The sophistication of these programs and the proven
capability to secure revenue streams have propelled the
technology forward to pioneer new applications in the field
of mission-critical instruction. But how does the technology
translate, and what can be achieved with it over
conventional educational methods?
Laurence Russell, News and Social Editor, Global Military
Communications
Technology has been augmenting the power of education
for decades now, although the power of dynamizing the delivery
of knowledge goes beyond schools and academia. In the case
of instructing for mission-critical tasks, many experts insist there
is no substitute for genuine experience.
Military staff, first responders and operators in remote or
dangerous environments are all faced with a variety of life or
death challenges, for which the dry dictation of conventional
teaching can only offer so much. To some extent, true
understanding of effective mission-critical procedure comes from
being in the situations themselves, using one’s actual senses,
making quick decisions, and physically applying oneself.
Of course, plunging inexperienced personnel in at the
proverbial deep end, where their unfamiliarity can translate into
serious injury and the loss of life, has always been less than
ideal.
The power of VR has been wishfully conceived as a potential
answer to this ever-present difficulty. To place prospective staff
in simulations of the high-stakes situations they may encounter
and have them face a realistic representation of true danger
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could result in recruits with more hands-on experience than have
been deployed in history.
It would appear we are approaching, or perhaps truly entering
the era in which VR instruction can derive a kind of first-hand
experience for mission-critical operations. In the short term,
digitization of training allows for prospective personnel to
undertake effective instruction without creating an unnecessary
risk of infection among staff.
On a longer timeline, beyond the present pandemic,
advanced VR training has the potential to create a more
sophisticated, cost-effective route to the instruction of personnel,
keeping the human element of military capability sharp for the
ever-evolving global landscape, especially in light of the growing
power of new technologies and cyber threats.
The training of pilots has always been a huge focus of
electronic training, although modern technology has begun to
perfect the art, producing remarkably professional airman
unprecedentedly quickly at lower costs.
Nellis Air Force Base opened their Virtual Test and Training
Centre (VTTC) on August 17th which the US Air Force declared
would “house the future of joint aerial combat training.” The VTTC
incorporates multi-domain scenarios, providing exercises across
air, space, and cyber domains.
“The VTTC is a great complementary piece to live-fly sorties,”
stated Peter Zupas, USAF Warfare Center analyst. “It will allow
personnel to increase the number of sorties that otherwise
wouldn’t be regularly available to them in live-fly. However,
simulators are no substitute for live-fly operations.”
First response simulations – A small step toward police
reformation
Military servicemen aren’t the only faction that stands to benefit
from the potential of VR training. The first responders keeping
peace in our own streets are just as worthy of its many insights.
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A promotional image showcasing the Collaborative VR Procedural Trainer. Photo courtesy of ARVR SIM

Axon, a global competitor in public safety technologies,
recently announced a set of six VR training programs designed
to instruct US police officers in peer intervention, post-traumatic
stress injury procedure, and mental health awareness.
Peer intervention details the specific circumstances in which
an officer can safely and professionally intervene when they
recognise a fellow officer performing inappropriately. The two
associated scenarios have the learner make active decisions
as they respond to a noise complaint, and address a homeless
person on business property, whilst the learner’s partner
expresses an outspoken bias against both subjects.
All of these simulations have been constructed with a
concerted interest in promoting empathy and recognising a
sense of community with the people the police serve, alongside
the necessities of officer preparedness and safety by drawing
from the expertise of community advocacy groups, mental health
organizations, clinicians, and law enforcement experts.
“Knowing when and how to stand up to your peers can be
difficult in any industry,” explained AI Ethics Board member and
former police chief Kathleen O’Toole. “But especially in policing
when faced with potentially volatile situations. Immersive training
like this is very impactful as it trains officers to recognize when
peers are acting inappropriately and empower them to intervene
properly, resulting in successful, non-violent outcomes.”
Rick Smith Axon founder and CEO added: “After the events
of this year, and the many tragic events that preceded 2020, it
is clear that we need to offer law enforcement proactive versus
reactive tools for reducing the use of force. Being trained on
when not to deploy force is just as important as tactical training
on how to deploy force, and that is what we are addressing with
these new training modules. Our mission has always been to
protect life and this training is a big step towards that goal.”
Of course, over recent years, the American people have
agonised over the right way to reform its law enforcement
services when they prove themselves unworthy of service. With
expansive institutionalised change unlikely, the power of
education from within departments adding a vital human element
to an officer’s instruction could prove a valuable source of
change.

chemicals, live electrical wires and other environmental threats
could prove extremely useful to preserving the wellbeing of the
experts responsible for them.
Evergy, a Missouri-based electric utility company is exploring
a customized training module to instruct engineers on various
repairs associated with critical high-voltage substations.
Participants of these modules must complete a series of
precautions and tasks associated with the machinery, which is
exhaustively rendered with the use of 3D scans of the real
systems for total accuracy.
Any mistakes a user makes will be logged and explained to
them in detail, so that they can learn in real-time, without the

Engineering walkthroughs – High-risk maintenance without
the danger
VR training can enrich the private sector too. Mission-critical
roles also exist in remote and dangerous environments tackled
by industry, many of which are realising the value of capitalising
on VR technology.
Ultra-realistic simulations of industrial procedures free from
the safety hazards associated with them, such as toxic
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danger of coming to real harm. This can allow instruction bodies
to produce engineers who are already aware of the potential
risks they may encounter, since they’ve already seen and
understood them from a first-person perspective, with visual,
audial, and even tactile realism.
Command exercises – Using war games to master strategy
Command personnel must too engage with these applications.
As the ability to move and manipulate massive amounts of
information increases, so too does the already myopic
complexity of tactical data to commanders.
A commander’s ability to quite literally see a situation unfold
from both the eyes of their soldiers and orbital vantages, besides
an unprecedented wealth of ISR data, quickly makes the work
of effectively directing assets around split-second changes
almost too elaborate for the human mind. The power of
technology is thoroughly necessary to keep pace here.
Part of that work comes from the agility of automated systems
doing some of the thinking for us, but the human element can
never be compromised for. The expertise of commanders
themselves is perhaps the most vital aspect of a mission-critical
operation.
Elbit Systems’ Brigade and Battlegroup Mission Training
Center, aims to address this concept, catering to the Israeli
Defense Forces (IDF) by simulating a number of scalable
brigade-level exercises for up to a hundred trainees at a time,
each with unique command responsibilities.
These simulations feature potentially thousands of assets,
a large tactical landscape, and unexpected complications that

appear in real-time, such as sudden loss of communication
performance, potentially requiring time-sensitive re-organization.
Even weather conditions can be replicated.
These simulations are further complexified by the work of
an exercise director, who controls the challenges facing trainees
and can introduce any number of unforeseen obstacles to keep
the programs fresh and challenging after trainees master its
initial difficulty.
An after-action review and debrief function enables
synchronized playback of the entire exercise from any given
trainee’s vantage so that instructors can walk through specific
victories or failures in the simulation, second by second.
Command-level exercises have been conducted for years,
however the real-world scale of setting them up, complete with
actual troops, is not necessarily a sustainable option, especially
when it comes to the effective simulation of cutting-edge
technologies and multi-domain engagement.
The potential for new standards of military expertise offered
by frequent VR instruction could herald a degree of engagement
intelligence advanced enough to not only better protect assets
but allow for faster and more comprehensive ending of hostilities.
The seminal supreme art of war is said to be the subdual of
one’s enemy without fighting, a prospect so civilised, it has long
been considered entirely unrealistic. However unlikely, the
boundless potential of technology compels us to at least aspire
to such things.
This, and so much more could be possible with the power of
first-hand education that might be realised through the nature
of VR training.
GMC

Photo courtesy of Shutterstock/Preechar Bowonkitwanchai
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Safe driving under hatch with the "Armor Eye"
driver vision system
Unprotected driver sight over hatch is a thing of the past with modern driver vision enhancer systems (DVE). Now, fluid flicker-free
video sight creates ideal situational crew awareness and markedly improves team safety and efficiency. Kappa optronics’ new
Armor Eye program with driver vision enhancer and local situational awareness system (LSAS) offers scalable solutions for
various vehicles types and missions. On the FFG’s WiSENT II, for example, the system is already in successful use for the Royal
Norwegian Navy.
In the Armor Eye maximum version, over 20 high-resolution cameras in various wavelength ranges are in use on the tank,
capturing every critical area. The Panoramic View Stitching process enables ergonomic, latency-free 360o viewing as if looking
through glass. Even under the most difficult conditions, such as complete darkness, smoke, fog, and even in covert operation
mode, the multispectral combination of VIS and LWIR sensors offers good sight 24/7. An extreme DRI range is achieved using the
optics and sensors combination; using zoom, even the finest details become visible.
Of particular note is the specially developed scalable Video Distribution Unit (VDU). With up to 20 digital SDI inputs, four SDI
outputs, and four H.264 network streams, it is currently the most comprehensive digital solution on the market, and decisive for the
phenomenal system performance with extremely high image data throughput at zero latency. With an integrated NVIDIA GPU, the
DVU offers every option for stitching, image fusion, augmented reality, and integration of future AI algorithms.
When identifying bumps or obstacles in a timely manner, to name an example, good sight conditions are crucial for the crew.
A compelling, ergonomic design like that of the “Armor Eye” reduces factors that lead to nausea and fatigue, leading to a clear
increase in performance with immediate reactions.
GMC

Kappa "Armor Eye" Driver Vision Enhancer for armoured Ground vehicles. Photo courtesy Kappa optronics GmbH
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Thales launches AirMaster C ultra-compact
airborne surveillance radar
Threat detection, identification and surveillance missions depend on a force’s ability to operate in any type of environment and all
weather conditions. Drawing on its experience with the successful Master series of radars, Thales has developed a new, ultracompact surveillance radar with enhanced target detection capabilities for fixed-wing aircraft, helicopters and UAVs. With its low
integration and operating costs and high availability and performance, the AirMaster C sets a new standard for airborne radars.
The nature of armed confrontation is constantly evolving. From the intrastate conflicts of the post-Cold War period to the
asymmetric threats of the early 21st century and, more recently, the resurgence of rivalries between major powers, armed forces
around the world must constantly adapt as they face different types of adversaries in a diverse array of environments: open ocean,
coastal areas, remote deserts and urban spaces.
Responding to these rapid changes, Thales has developed the AirMaster C, a new surveillance radar with an ultra-compact,
programmable 2D active antenna based on SiGe (silicon-germanium) technology. SiGe is much more energy efficient than other
technologies used for AESA radars, and allows the radar to self-cool. Weighing less than 20 kilograms and housed in a single unit
design, the radar has a 30% lower SWaP (size, weight and power) than the other radars in this class.
In addition to this breakthrough SiGe technology, other innovations are deployed. Multi-polarisation (a capability displayed by
many cameras) will allow the radar to automatically select the optimal settings to maximise detection performance on each
mission. The radar also offers a simultaneous short-range and long-range detection capability, similar to the human eye, for
instantaneous surveillance. With its 2D navigation and weather modes, the AirMaster C will also provide valuable navigation
support in all types of environments and weather conditions.
The AirMaster C is a smart software-defined radar designed to reduce aircrew workload. With its autonomous sensors, selflearning functionality and the ability to analyse and classify huge volumes of data, the radar can automatically adapt to different
uses, terrains and environments. The AirMaster C builds on the innovative design and proven success of the Master series.
Notified by the French Armament General Directorate (DGA), preparatory studies are being carried out by Thales in collaboration
with Airbus Helicopters for the integration of the AirMaster C on board the Guépard helicopter. This is the future light joint army
helicopter, which will have to carry out a wide variety of missions for the three French armies.
“We’re proud to present the latest addition to the Thales family of airborne surveillance radars, the AirMaster C, which meets
the full range of current and future operational requirements. With this new product, Thales offers an optimized surveillance
solution for a broader array of platform types and operators, ensuring they benefit from the highest levels of mission performance
as they face the new challenges ahead.” Hervé Hamy, Vice President for Intelligence, Surveillance and Reconnaissance (ISR),
Thales.
GMC

AirMaster C ultra-compact airborne surveillance radar. Photo courtesy of Thales
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