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Consortium led by Airbus and Capgemini
selected by French Ministry of the Interior
The consortium led by Airbus and Capgemini has been selected by the French Ministry of the Interior and Overseas territories for
the role of Package 2 integrator for the Réseau Radio du Futur (RRF – radio network of the future), the secure and resilient
broadband network for domestic security and emergency rescue forces.
This pioneer project, led by France, is key to modernizing domestic security forces. More than ever, this contract reinforces
Airbus’ position as European leader of critical communications, as well as that of Capgemini as trusted partner in the modernization
of emergency rescue and security forces, and provision of sovereign services.
The Réseau Radio du Futur will be a national, secure, and high-speed (4G and 5G) priority mobile communication system,
with a high level of resilience in order to guarantee the continuum of security and emergency rescue missions on a daily basis,
including in the event of a crisis or major event. RRF intends to equip up to 400,000 users in the security and emergency rescue
forces, such as the national gendarmerie, the national police force, firefighters and other civil security forces.
It will allow these users to benefit from many new data-centred services, such as video, in particular.
In the context of RRF, Airbus will, through its activity, to provide a solution that will allow its various stakeholders to communicate
via this new network, with support from a variety of partners, including Econocom, Prescom, Samsung and Streamwide. For its
part, Capgemini will integrate the many sets of expertise provided by all the project partners. This includes Dell Technologies for
the cloud infrastructure it will provide, in support Ericsson’s 5G telecommunications services.
Guillaume Faury, CEO of Airbus: "I would like to thank the Ministry of the Interior for the renewed trust it has placed in us in the
context of this strategic program for French security and emergency rescue services. All our teams have been mobilized to provide
a secure and sovereign solution to carry out missions of the utmost criticality in the service of French citizens. This project, which
for Airbus is in line with other major secure communication programs carried out by our Group, demonstrates the importance of
modernising these critical systems, at a national and European level."
Aiman Ezzat, CEO of Capgemini: "We are proud to become a trusted partner of the French government for this major project.
RRF will be a crucial transition for the operational efficiency of the security forces and future uses of digital technology. It is a matter
of national sovereignty and the starting point for a European sector of excellence. Capgemini is a key player for a critical project of
this size and complexity, given its experience, industrial capacity and unparalleled expertise in the field of secure networks,
telecommunication and 5G."
With RRF, the Ministry of the Interior modernizes the tools it provides the security and emergency rescue forces to help them
carry out their daily missions as well as major diplomatic or sporting events. It represents a new chapter dedicated to improving
increasingly complex interventions.
GMC
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Rohde & Schwarz to supply SOVERON HR for
the Portuguese Army
Rohde & Schwarz and EID, the Portuguese Defense technology company, have established a strategic partnership for the digitization
program of the Portuguese armed forces. EID will supply its Dismounted Soldier system solution to the Portuguese Army, locally
developed and produced. Both companies will enhance their cooperation by supplying the SOVERON HR handheld software
defined radio as part of the Dismounted Soldier
Communications System.
“We are very proud to develop and deliver this
capability to the Portuguese Army having such a great
partner on our side,” EID´s Managing Director
Frederico Lemos says. “With successful projects
delivered together in the past, both in Portugal and
internationally, we form the best team in equipping
the Portuguese Army with this state-of-the-art soldier
system.”
“In cooperation with EID and our long-term
relationship equipping the Portuguese defense
forces, we will ensure a sovereign capability in
country to support the Portuguese army throughout
the lifetime of their communications systems and
upgrading the existing equipment to the latest
standard,” explains Alexander Philipp, Vice President
Tactical Communications Rohde & Schwarz.
The handheld radio is part of the SOVERON
ecosystem, designed for highly mobile use by
dismounted soldiers in today’s operational scenarios.
In combination with the SOVERON VR vehicular
radio, the SOVERON HR handheld radio forms a
seamless connection to the higher echelons on the
battlefield to provide a common operational picture
in nearly real-time.
GMC
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SEA awarded major technical and protective
equipment upgrade contract with the Royal
Navy
SEA, a leading maritime defence system supplier, will provide the UK Royal Navy’s Type 23 frigates with upgrade to the torpedo
launcher and countermeasures systems as part of a major new contract.
Valued at £34m, which also includes through-life support for the systems, this is the largest single contract won by SEA to date.
Securing this contract means that its Torpedo Launcher Systems are in service across the entire UK Type 23 Royal Navy Class,
and its countermeasures system across the Type 23, Royal Fleet Auxiliary, Albion, and Type 45 Classes.
As primary supplier to the UK Ministry of Defence (MOD), SEA will upgrade the Royal Navy’s torpedo launcher systems to
provide next-generation capability. This will see the Royal Navy further benefit from SEA’s weapon-agnostic Torpedo Launcher
System, which is also in service with a number of navies across the globe. As part of this contract, and as the legacy design
authority for the countermeasures technical refresh, SEA will upgrade the ships’ countermeasure capability with a new fixed barrel
system to provide an effective response to modern naval threats.
The contract will also see SEA provide in-service support for these systems across the UK naval fleet. Initially, this is a five-year
programme, with extension options, and is in addition to a significant support framework contract previously awarded to the
company by the UK MOD, covering sub-systems in the undersea battlespace domain.
Richard Flitton, Managing Director at SEA, said: “This contract underlines SEA’s proven track record of delivering, upgrading,
and sustaining high-end maritime capabilities and providing open and weapon-agnostic capabilities. The maritime battlespace is
evolving faster and becoming more complex, requiring these operationally flexible solutions that can adapt to the changing nature
of the threat. Upgrading the lightweight torpedo launcher systems and installing new countermeasure capabilities will provide the
Royal Navy with the ability to rapidly defend itself against these threats.
“This major contract, SEA’s largest to date, demonstrates the systems knowledge and maritime domain expertise within our
UK-based team and builds on our long-standing partnership with the Royal Navy.”
SEA is an independent subsidiary of the defence technology group, Cohort plc. Andy Thomis, Cohort’s Chief Executive said:
“Through this contract SEA is supporting the Royal Navy to defend itself against the real threat it faces today. This contract adds
to the significant amount of work that the Group has been doing for the UK MOD as a major supplier for the UK Armed Forces. In
the past 5 years we are proud to have delivered a variety of equipment, systems, and services, both direct and indirectly, to the
British Armed Forces.”
GMC
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Viasat sees information
advantage, driven by
superior comms, as a
useful deterrent to
conflict
John Reeves, Managing Director,
Viasat UK

Following a series of high-profile research contracts in mid-2022, we’ve
seen Viasat work closely with governments eager to drive modernization
across their defences, seeking “information advantage” over their rivals.
John Reeves, Managing Director of Viasat UK discusses their
accomplishments, and how their technologies can maintain a peaceful
world
Laurence Russell, Associate Editor, Global Military Communications
Question: For those unaware, could you remind us of Viasat’s latest
achievements and challenges in 2022?
John Reeves: We’ve accomplished a lot in 2022. We’ve opened several offices
around the world this year. The one I’m particularly excited about is at Harwell
Innovation Campus in the UK, established in April, which will allow us to broaden
our engagement across Britain. We also have a new office opening in Aberdeen,
Maryland, and one in Hyderabad in India, both of which underscore our efforts to
branch out on a global scale.
We’ve continued to hit key milestones on two of our biggest strategic efforts
– the launch of our ViaSat-3 constellation, as well as the pending acquisition of
Inmarsat which continues to move through regulatory approvals in the UK and
US. We believe ViaSat-3 and the Inmarsat acquisition will enable exciting new
growth opportunities in satellite networking services.
Question: At the beginning of the year, you rolled out your large-aperture
antennas, suitable for Lunar and deep space support to provide space ISR
beyond Earth. With the success of the Artemis program, how can we expect
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ViaSat-3 expects to deliver a global constellation consisting of three
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Warfighters depend on resilient, secure communications to gain an information advantage. Photo courtesy Viasat

the world of defence intelligence off-world to develop?
John Reeves: As our national institutions assemble their
priorities in space across space exploration, experimentation,
and industrialization, we’re recognizing that all these efforts are
going to require infrastructure, which our large aperture antennas
are well positioned to support.
We’re excited to serve both commercial and defence
requirements as they emerge in these evolving use cases. It’s
one of many examples of how Viasat positions itself as an
inventor of technologies that also understands the greater
economic context of those products, which ultimately drives
innovation forward through both new ideas and steady
investment.
Question: In the summer, you were selected by ESA to
conduct a multi-layered satcom study to evaluate use cases,
market segments, and technical information to inform future
design strategy. What can we expect from that research?
John Reeves: We’re not at a stage where we can reveal anything
concrete about our research just yet, but we can say that this
study speaks to the value of these multi-layered emerging
capabilities. Being able to seamlessly switch between different
orbital realms, frequencies, and systems allows a more holistic,
flexible approach that we just haven’t seen in the overly
proprietary world we made do with before. We should be able to
leverage that advantage very smartly across the portfolio of
commercial, civilian, civil, and defence applications that exist to
bring a new kind of reliability and performance.
We’re very interested in seeing what our work with ESA turns
up and how we can act upon those revelations collaboratively
to broaden these kinds of hybridized networking models to take
a “system of systems” approach to change the paradigm.
Question: With defence organizations increasingly investing
in space in accordance with the DoD’s Joint All-Domain
Command and Control (JADC2) agenda, how can comms
developers adjust their manufacturing logic on the ground
and on the move to be prepared for the technical culture to
come?

10
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John Reeves: Ground infrastructure plays a pivotal role in these
ecosystems, but these technologies can sometimes be found
lacking in terms of their ability to collect data from space-based
assets at pace, especially where legacy equipment is concerned,
or where local connectivity structures have been long
underserved.
On the ground, innovation can lead to expansive gains in
interoperability and information advantage, leading to real-time
capability. Information advantage generally comes down to
speed. As an example, older architectures that can take up to
half an hour to deliver earth observation data or can’t interface
dynamically with allied software just aren’t acceptable in the
information wars we’re seeing analysts warn of.
We can’t afford to simply keep up, we must aim to be a step
or two ahead. That’ll take what we’re calling hybrid adaptive
networks, which cut through the barriers to interoperability
created by proprietary channels and systems, to bring a more
seamless, resilient communication capability forward. Whoever
can see beyond these close-minded ways of hamstringing their
own services and pull technologies together is going to be able
to deliver an advantage that has been long needed.
In a perfect world where our information comes quickly and
completely, and that data is disseminated effectively, we can
avoid conflict altogether.
Question: Also in the summer, you were also asked to
research the use of 5G with Expeditionary Advanced Base
Operations (EABO) by the DoD. What do future-proof
communication systems need when being operated in the
remote and contested environments of expeditionary
deployments?
John Reeves: This research is about working closely with our
DoD partners to smartly integrate emerging technologies such
as 5G to the tactical edge in expeditionary environments.
Over the decades of its eventful history, Viasat has been
involved in leveraging various transport paths to provide resilient
connectivity services to users, traditionally involving line-of-sight
communications, terrestrial networking, and satellite-based
communications support. That legacy positions us very
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comfortably to define and enable the foundations of future
communications. That ability to deliver resilient, flexible
communications is critical to supporting future operations.
We have long enough memories to understand what will
and won’t work in the field, because although we’ve seen
technology rapidly evolve, the problems and obstacles they solve
for us have remained quite similar. While we’re working with
faster speeds and more automated ingenuity, we keep in mind
the lessons the company has learned across its history.
Question: In the world of rising distrust and conflict dawning
ahead of us, how can world-class intelligence agility help
protect, and de-escalate the worst-case geopolitical
scenarios experts have speculated upon?
John Reeves: The question of how our combined means can
sustain a global economic and diplomatic geopolitical equilibrium
is central to mankind. It worries the highest minds of our age.
Whatever our methods in that great goal, we can be certain
that possession of information advantage will be critical. Only
with advance knowledge of critical situations, and powerful
analytics on such data, can we aspire to best-case resolutions.
Our intelligence complexes want to be proactive, and when
they’re equipped with the tools that let them do that to the best
of their ability, we can act practically to keep the peace, rather
than letting situations fester and boil over into unsustainable
tyranny and destructive conflict.
Intelligence is a much quieter deterrent than ordnance and
machines of war, but a far more important one. The more
completely that concepts like JADC2 and MDI are realized, the
more effective we can be. When you expand these capabilities

across the world you see exponential advantages via information
and data sharing across the battlespace. That may well be what
it takes to stem conflict in the 21st century, shutting down
developing situations before wars start, which is what most of
us naturally strive toward.
Question: What can we expect from Viasat in 2023 and
beyond?
John Reeves: We’re focused on the continued development
and advancement of bringing these capabilities to our customers,
whether that be hybrid networking or the next generation of
satellite technology through our upcoming ViaSat-3 constellation.
We recently received approval from the National Security
Investment (NSI) Act in the UK, which cements our position
there, and we look forward to continuing to progress through
the regulatory process of our acquisition of Inmarsat across the
rest of 2022.
We look forward to working with both our defence and
commercial industry partners and government procurers in line
with the institutional will that we’ve seen developing to that effect,
like the kind we’ve seen encapsulated by the documents coming
out of the MoD recently such as the Defence Space Strategy
policy paper or the Integrated Review.
When we have a clear picture of what our prospective
customers in governments are aspiring to, we can better align
our resources and create more future-proofed technologies as
part of a more cohesively communicating industry. I hope that
2023 will see that conversation and the spirit of industrygovernment collaboration evolve even further than the progress
we’ve already seen in 2022.
GMC

Hybrid Networks can support greater situational awareness for armed forces personnel. Photo courtesy Viasat
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Integration, resilience,
and flexibility – How
HUBER+SUHNER
pursues a solutionsbased strategy
Dr. Thomas Paul, VP / Market
Manager for Aerospace

After a healthy year, HUBER+SUHNER considers itself well-positioned
to continue offering the aerospace and defence markets componentry
with the paramount industry themes of longevity and sustainability in mind.
Dr. Thomas Paul, VP / Market Manager for Aerospace, and Stefano
Biagiotti, VP / Market Manager for Defence, discuss the company’s
position.
Laurence Russell, Associate Editor, Global Military Communications
Question: Could you recap HUBER+SUHNER’s challenges and
achievements in 2022 — the supposed final year of the pandemic?
Dr. Thomas Paul: 2021 was a record financial year for us across sales, EBIT,
net income, and order backlog. We were able to continue that trajectory into
2022, sustaining double-digit sales growth. We’ve been able to counteract supply
chain bottlenecks and the margin pressure we’ve been seeing despite having
dropped out of the Russian market. We’ve also been able to increase our
capabilities across our Polish and Tunisian plants, reacting to a surge in demand.
In terms of challenges, we’ve seen the profitability of the transport segment
prove difficult for some time now, though we do see light at the end of the tunnel
now thanks to our autonomous driver assistance products. Another positively
exciting challenge is finding and seizing new opportunities in the wake of the
geopolitical power struggles by integrating more intimately across our different
technologies and leveraging our solution engineering capabilities.

Stefano Biagiotti, VP / Market
Manager for Defence

Question: You recently launched the MINI250™H cable assembly. With
conversations about satellite sustainability and lifespan hot on the agenda
amid anxieties about our space debris problem, how can satellite developers
ensure their platforms have the most enduring components to ensure a
long operational span?
Dr. Thomas Paul: Satellite lifespan has proven a real headache for the industry,
given the situation with debris and orbital congestion. While sensible planning to
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mitigate collision risks and greater space situational awareness
to track the span of orbital objects are of vital importance, they
are ultimately risk mitigation efforts.
If we ever want to approach space with a mind to turning it
into a true economic zone, we must be as future minded as
possible, which means ensuring satellites are built to last. The
biggest factor governing lifetime is orbit, which amongst other
parameters determines radiation levels, fuel consumption,
atmospheric drag, and susceptibility to solar flares as well as
magnetic storms.
Half of all satellite failures stem from an issue with the
electronics, and a third involve mechanical and thermal failures.
As a supplier of subsystem connectivity in spacecraft, we really
don’t want to be the weakest link here.
The great majority of satellite failures can be expected during
or shortly following launch – within the first year of service. Our
products contribute to better reliability and therefore longer
satellite lifetimes, which the industry values in view of these
figures.
The MINI250™H is one of our new products. It’s an extension
of our Minibend portfolio of components, which stress resiliency
for exterior use cases where customers get design flexibility for
longer runs and higher powers outside the spacecraft as is often
required for the connection of antennas. It’s also great at being
utilized in very cramped and congested spaces, allowing us to
bring in one of our heritage technologies, our bend-to-the-end
solutions, which offer very small bending radii right after the
connector is realized. That’s one of our proprietary advantages
which allows our customers to really compact their design. This
cable excels at being low-loss, low-leakage, and has very high
radiation resistance, which is vital to longevity.
Another aspect here is about secure connections – both
board-to-board connections and connections of cables onto
surface mounts or bulkheads in general. We’ve seen some
developments here in the last few years on the SMP Self Lock
as well as the SMP threaded connectors, which can ensure
that satellites won’t be stillborn after a rough launch. We’ve

proven that these connections can be created in a simple,
secure, and easily inspectable way.
Developers look at this lifespan issue in a very sober technoeconomical way. For them, the question is about how a
component’s technological advantages translate into the
reduction of size, weight, and ease of installation while providing
maximum design flexibility so that they can focus on the
ruggedization of the really sensitive stuff like the electronics.
Question: In the modern climate of massive LEO
constellation rollouts, do you think some developers are
adopting a quantity-over-quality model of construction?
How do you think that service model will perform against
high-end, long-life platforms with flexible functionalities?
Dr. Thomas Paul: Commercial-off-the-Shelf (COTS) technology
is definitely a hot topic, and the functionality of high-profile
solutions in space remains as critical as ever.
In the 70s and 80s, failure rates were still sky-high, and since
then developers have followed an incredibly steep learning curve.
Now that we’ve achieved the commodification of space systems,
which stand on the shoulders of the government space
programmes that came before.
COTS is mainly satisfied through standardization and
modularization of componentry, and the limiting of required
screening measures. So, the more bespoke you make a product,
the more validation it will require, which slows down your
operation. The more you standardize, the more red tape you
can cut through.
We see many, many new entrants in NewSpace these days
as spaceborne business models multiply, and a lot of them are
eager to experiment, using technologies for applications they
haven’t necessarily been designed for either because of naivete
or, largely, the bullish mentality to move as fast as possible.
That said, commodification has given way to many solutions
that mean customers don’t have to choose between affordability
and quality since they can rely on an industry-standard option
that’s tried and true, which is what we offer.

The MINI250H features a 5-shield cable design ideal for harsh spaceflight applications. Photo courtesy HUBER+SUHNER
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Question: Last year, you were expanding your electronic
warfare-resistant portfolio, with surge protection
functionality. As a developer, what kinds of resilience have
you seen newfound demand for?
Stefano Biagiotti: Electronic attacks have proven perfectly
capable of targeting machine equipment and degrading or
destroying it. Surge protection that defends against this threat
must be flexible enough to work with the devices that it
compliments, meaning it must be integrated, fitted, compact,
portable, and accessible, as well as be suitable for very broad
frequency ranges.
HUBER+SUHNER has a huge heritage in surge protection.
In fact, it can be considered one of the three main technologies
served by the company, and we remain a strident pioneer in
that field.
Question: With defence organizations expanding their
communications infrastructure into Earth’s orbits to
decentralize, integrate, and expand their networks, how
must communications equipment manufacturers adjust
their design strategies to evolve in sync?
Stefano Biagiotti: HUBER+SUHNER are proud contributors
to this evolving design culture. Manufacturers must focus on
developing flexible, easily deployable solutions. To serve the
growing list of requirements for ruggedized, mission-critical
hardware, HUBER+SUHNER has specially developed four
product lines that are designed to easily address these needs.
Question: You’re developing an easily removable small
vehicle antenna supporting Communications on the Move
(CotM) with flexible, accessible technology. What new
functionality does this bring to market?
Stefano Biagiotti: This is exactly the sort of offering that
resembles what we’ve been working hard to achieve at
HUBER+SUHNER. We wanted to respond to some specific

demands for antennas that we’d been seeing. As a component
that’s entirely exposed beyond the structure it’s serving, the
antenna is subjected to the full wrath of the elements alongside
kinetic susceptibility, which means it sees a higher risk of failure
than other components.
An easily replaceable component helps mitigate that risk by
offering an instantly deployable plan B. In principle, this wouldn’t
require an engineer or other skilled individual because all the
sensitive parts involved will be internal. This component only
needs to be screwed in and turned on to function.
Question: What can we expect from HUBER+SUHNER in
2023 and beyond?
Dr. Thomas Paul: We anticipate growing to over a billion Swiss
Francs in revenues in the next few years with the main driver for
this being the cross-technological offering that we’re
emphasizing more and more.
On the aerospace and defence side, we’re going to be
pushing our photonics portfolio across airborne and groundbased applications where we see an increasing mingling of
terrestrial and orbital connections, creating hybrid networks
where optics will be an integral building block.
Another key to this success comes from our solutions-based
approach. We take providing value-add by the end-to-end design
of subsystems very seriously. When those systems involve thirdparty componentry, we’ve been keen to remain quite agnostic.
The solution is the primary goal, not the sale of additional
bells and whistles onto a customer’s order, which is certainly
not to disparage our own offering, but more to emphasize how
seriously we take our customers’ goals.
HUBER+SUHNER is placed in some extremely contemporary
and future-orientated growth markets, ones which are based on
people’s need to communicate and stay connected anywhere,
anytime. We’re also committed to our net zero by 2030 target, which
GMC
further proves our future-minded direction.
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How multi-layer COMSATCOM
services are modernizing military
communications
Intelsat, the largest provider of satellite capacity to the US
government, is working with partners such as OneWeb,
Microsoft, and other key industry players to build the nextgeneration unified network infrastructure needed to deliver
resilient multi-layered connectivity everywhere. Dave
Micha, President of Intelsat General Communications
(IGC), a wholly owned subsidiary of Intelsat, which
supports the US Department of Defense (DoD), the
intelligence community, and global governments,
discusses the importance of interoperability, 5G, and a
multi-layered managed network approach to
COMSATCOM.
Dave Micha, President of Intelsat General Communications
Satellite networks have long been a lifeline for modern
government and military operations, enabling communications
in contested and remote locations. Years in the making, and
now with broader adoption of open standards, satellite
connectivity has advanced to a new level capable of delivering
broadband for more sophisticated C5ISR, innovative warfighter
applications, and all-domain communications.
Space-based communications have always been critical for
military use as operations regularly occur in hostile and remote
environments without reliable telecom infrastructure. For
decades, geostationary satellite-based communication was the
norm. Today, the industry is shifting towards a multi-layered
approach to connectivity, bringing improved flexibility, resilience,
and reliability to government and military communication
ecosystems. A multi-layered communication system converges
across satellite orbits and bands and seamlessly interfaces with
ground networks, extending terrestrial 5G capabilities to users.
Guaranteed bandwidth, network performance, and
connection resiliency are imperative for government and military

Photo courtesy Intelsat General Communications
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users who need smooth operations in all domains. Leveraging
the flexibility and fast deployment of modern satellites and
networks, military teams can quickly provision broadband
capacity where required on demand to address surges in
requirements for hotspots anywhere in the world – a powerful
enabler for military operations.
At Intelsat, Software-defined Satellites (SDS) will be the core
of the future unified network. SDS’s numerous advantages
include fast reconfiguration, enhanced capabilities, dynamic
bandwidth allocation, “follow-me” beams, automatic frequency
switching, tailored geographic coverage, and asset awareness/
tracking across aligned operations – all done in an orchestrated,
virtualized manner. As Intelsat and OneWeb have demonstrated
to the DoD, fiber-like connectivity with transpor t layer
diversification between Geostationary Earth Orbit (GEO) and
Low Earth Orbit (LEO) constellations will be crucial in delivering
uninterrupted mission-critical broadband connectivity for global
armed forces.
Interoperability will be fundamental to the future unified
network
While space-based communications systems have served
militaries well, proprietary technology, the lack of interoperability,
and stove-pipe integrations will not adapt to meet future military
requirements. At Intelsat we are shaping the future of
collaboration and believe that satellite connectivity can no longer
function as separate networks operating on bespoke hardware
or standards. Interoperability will provide seamless transitions
between the multiple layers of connectivity, networks, and
terminals. Intelsat and its partners are building a unified network
for the future to seamlessly extend global telecoms and cloud
infrastructure capabilities that enable easy-to-deploy managed
services across satellite and ground technologies, embracing
various open standards and architectures.
Governments want flexibility and confidence against terminal
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In today’s digital world, there is a growing appetite for
terminals that deliver a high-megabit throughput enabling highresolution imagery or video transfers for real-time situational
awareness on and off the platform. This capability is essential
for Intelligence, Surveillance, and Reconnaissance (ISR)
operations that communicate with command and control or
central operations. More satellite backhaul capacity is also
needed to economically aggregate and carry increasing traffic
from 5G, private tactical bubbles, and sensor networks. The
industry is already shifting focus to diminish governments’ need
for a dedicated focus on managing connectivity to solely using
connectivity as a managed service.

Photo courtesy Intelsat General Communications

and network equipment obsolescence, so they want to choose
the best terminals to suit their needs for the best value now and
into the future. The satellite industry should enable various
manufacturers’ terminals and networks to interoperate to serve
broad customer needs and use cases.
Combined with best-in-class support, innovative terminals
can play an essential role in accomplishing missions in the air,
in space, on the ground, or at sea. Novel Roll on Roll off or
“RoRo” drop-ins and portable kits bypass the need to integrate
equipment into the body of aircraft.
They can also hold multiple modems and antennas, enabling
multi-orbit, multi-band aero connectivity in a ready-to-go box,
saving time and money when equipping aircraft fleets.

Satellite network survivability
With the growing importance of space-based communications
for military applications, it is vital to implement security measures
to counter threats to critical space infrastructure from
adversaries, space debris, solar storms, and weather events.
Network infrastructure modernization and state-of-the-art
software-defined satellites with cybersecurity certifications that
prove protection against unauthorized access, use, or
modification, are fundamental for the whole network. This
includes the satellites and the terrestrial network – while the
fast re-positioning capabilities out and into new orbital slots
supported by newer satellites enhance flexibility and network
survivability.
In the coming decades, multi-layer satellite-based
communications systems will continuously adapt to enhance
military communications for mission success. As the largest
provider of satellite capacity to the US government, Intelsat
believes that the time has come to apply open standards and
robust software-defined network approaches in satellite
communications to deliver resilient, as-needed connectivity
when and where needed.
Intelsat looks forward to meeting the dynamic needs of
today’s military missions through its next-generation Unified
Network- a step-change transformation in the delivery of satellite
connectivity.
GMC

Photo courtesy Intelsat General Communications
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The asteroid 16 Psyche is thought to hold minerals worth US$90,000 quadrillion Photo courtesy NASA/JPL-Caltech/ASU

Defending Space
As much as we all want to see the tenets of the Outer
Space Treaty, the Artemis Accords, and all other multilateral
frameworks for peaceful cooperation in space hold up,
geopolitical pressures here on Earth are already
threatening the status quo. Then too, as the race to
commercialize space intensifies, new menaces including
debris and congestion, are certain to make space a more
dangerous place. The question is: are we doing enough to
circumvent the worst-case scenarios?

has been estimated to be in the quadrillions of dollars. Asteroids
may also prove to be worth mining. In 2021 scientists published
a paper claiming that two metal-rich near-Earth asteroids called
1986 DA and 2016 ED85 contain US$11.65 trillion worth of
precious metals. What’s more, the asteroid known as 16 Psyche
is thought to hold minerals worth US$90,000 quadrillion. Of
course, this is speculation, but when such value is attached to
orbs that are within our reach, it’s easy to envision a cosmic
gold rush.
Wherever there are valuable assets, the potential for conflict
exists and space is no exception.

Crispin Littlehales, Executive Editor, Satellite Evolution Group

Gearing up
The space race itself started off as a competition between the
United States and the Soviet Union and was fueled by political
propaganda and the threat of nuclear war. Although the US,
Russia, and China publicly advocate for the peaceful use of
outer space, the tensions that exist on Earth have given rise to
an increasingly militarized agenda in space by all three countries.
Many other nations are gearing up as well. The European Union,
France, Germany, India, Japan, NATO, and the United Kingdom,
have all announced the formation of space forces and the intent
to protect their space assets.
In April of this year, the US Defense Intelligence Agency
(DIA) released “Challenges to Security in Space 2022” which
analyzes current threats to US space-based capabilities posed
by Russia, China, North Korea, and Iran. According to DIA, “the
combined in-orbit space fleets of China and Russia grew more
than 70 percent in just over two years, evidence of both nations’
intent to undercut US and allied global leadership in the space
domain.”
The report goes on to suggest that both China and Russia
“view space as a requirement for winning modern wars,
especially against Western nations, and look to prove
themselves as world leaders in space by establishing global

According to a report from the Space Foundation, at the
end of 2021, the global space economy was valued at a
whopping US$469 billion with more than 90 countries
participating. Not only are there more than 5,000 active satellites
orbiting Earth (see sidebar UNOOSA’s Official Count) at this
very moment, but another 50,000 to 100,000 are also expected
to launch in the next ten years. Then too there are the
International Space Station (ISS) and China’s Tiangong Space
Station with several other space stations on the drawing board
including Starlab, Orbital Reef, and both the US and Russian
replacements for the current ISS. On top of that are numerous
orbiters, 3 Mars rovers, 1 Mars lander, and a number of additional
landers and rovers that are set to launch to the Moon and Mars
within the next few years. Finally, there are the orbiting
observatories—James Webb Space Telescope, Hubble Space
Telescope, Chandra X-ray Observatory, and Spitzer Space
Telescope. The list goes on with much more to come.
Looking beyond all this sophisticated, highly useful, and
expensive hardware are the celestial bodies themselves. The
Moon has many rare earth metals (REMs) as well as a large
supply of Helium-3. The total value of all the Moon’s resources
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The Kessler Effect
The Kessler syndrome (also called the Kessler
effect, collisional cascading, or ablation cascade), proposed
by NASA scientist Donald J. Kessler in 1978, is a scenario
in which the density of objects in LEO due to space
pollution is high enough that collisions between objects
could cause a cascade in which each collision generates
space debris that increases the likelihood of further
collisions. In 2009 Kessler wrote that modeling results had
concluded that the debris environment was already
unstable, “such that any attempt to achieve a growth-free
small debris environment by eliminating sources of past
debris will likely fail because fragments from future collisions
will be generated faster than atmospheric drag will remove
them”. One implication is that the distribution of debris in
orbit could render space activities and the use of satellites in
specific orbital ranges difficult for many generations.
Source: Wikipedia
norms of space behavior. They will persist in seeking ways to
exploit the perceived US reliance on space-based systems and
integrate their space and counterspace programs
into their respective militaries.”
One of the biggest fears articulated in the
report is the potential for jamming communications
and navigation services, especially during a
conflict. Ground-based directed energy systems
such as jammers and lasers can be used to
disable satellite communications, blind
observation, and even destroy the satellites
themselves. Military strategists have warned of the
deployment of such systems by Russia and China.
However, General Jay Raymond, Chief of Space
Operations told Congress last year that the US is
developing directed-energy systems as well. “We
have to be able to protect these capabilities that
we rely so heavily on,” Raymond explained.
Recently released research on Chinese and
Russian perceptions of and responses to US
military activities in the space domain from the
RAND Corporation confirms that all sides are
pointing fingers. According to RAND’s report,
China and Russia perceive US military activities
related to space as threatening and demonstrative
of hostile intent. The report also states that
“Washington, Beijing, and Moscow appear to be
caught in an action-reaction cycle that perpetuates
justifications for continued military actions in space
based on previous adversary activities.”

As of February 2022, 112 countries are now party to the
Outer Space Treaty, including China, Russia, and North Korea
(Iran has signed, but not ratified). Since the treaty first went into
effect the UN brokered four additional treaties: the Rescue
Agreement of 1968; the Space Liability Convention of 1972; the
Registration Convention of 1976; and the Moon Treaty of 1979.
Although the Moon Treaty is signed by only 18 countries, the
others have been ratified by most of the space-faring nations.
Current legal loopholes
The Outer Space Treaty and the other four UN space-related
treaties serve as the basis for international space law.
Unfortunately, space law experts agree that the noble goals
articulated in the treaties do not adequately cover the needs of
today. For example, none of them ban all military activities in
space, the establishment of military space forces, or the
positioning of conventional weapons.
They do not spell out the rules for mining the Moon or
asteroids either. In an essay written in 2018, Frans van der
Dunk, a professor of space law at the University of NebraskaLincoln notes that there are two general interpretations regarding
the exploitation of those natural resources. “Countries such as
the US and Luxembourg agree that the Moon and asteroids are
‘global commons’, which means that each country allows its
private entrepreneurs, as long as duly licensed and in

So far, so good
Even though the rhetoric on all sides is chillingly
reminiscent of the Cold War era, peace in space
has been maintained since the signing of the Outer
Space Treaty in 1967 which dictates not only that
space shall be freely explored and peacefully used
by all nations but also that the exploration of outer
space shall be done to benefit everyone. Among
the key provisions of the treaty are no nuclear
weapons, no military bases, and no conducting
military maneuvers on celestial bodies. The treaty
also declares that States shall be responsible for
national space activities whether carried out by
governmental or non-governmental entities;
States shall be liable for damage caused by their
space objects; and States shall avoid harmful
contamination of space and celestial bodies.
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Provisions of the ORBITS Act

•

•
•
•

Direct NASA, the Department of Commerce Office of
Space Commerce (OSC), and the National Space
Council to publish a list of debris that pose the greatest
risk to orbiting spacecraft
Establish a NASA program to demonstrate removal of
debris from orbit, to accelerate the development of
required technologies
Encourage consistent orbital debris regulations by
initiating a multi-agency update to existing orbital debris
standards applicable to Government systems
Require OSC, with the National Space Council and
FCC, to encourage the development of practices for
coordinating space traffic, which will help avoid collisions
that create debris

Source: US Senate on Commerce, Science,
& Transportation

compliance with other relevant rules of space law, to go out
there and extract what they can, to try and make money with it.
“On the other hand, countries such as Russia and somewhat
less explicitly Brazil and Belgium hold that the Moon and
asteroids belong to humanity as a whole. And therefore, the
potential benefits from commercial exploitation should somehow
accrue for humanity as a whole—or at least should be subjected
to a presumably rigorous international regime to guarantee
humanity-wide benefits.”

Two other potential threats that have yet to be adequately
addressed by international rules and regulations are congestion
and space debris.
Trash and traffic
The US Department of Defense (DoD) maintains a catalog of
all the objects that are in Earth orbit. NASA and the DoD share
the responsibility of characterizing the satellite environment and
DoD’s Space Surveillance Network tracks objects in LEO that
are as small as five centimeters in diameter and about one meter
in geosynchronous orbit. According to NASA, “there are
approximately 23,000 pieces of debris larger than a softball
orbiting the earth. They travel at speeds up to 17,500 mph, fast
enough for a relatively small piece of orbital debris to damage a
satellite or a spacecraft. There are half a million pieces of debris
the size of a marble (up to 1 centimeter) or larger, and
approximately 100 million pieces of debris about one millimeter
and larger. There is more even smaller micrometer-sized
debris…and a tiny paint fleck can damage a spacecraft when
traveling at these velocities.”
Although every space agency on Earth is acutely aware of
the growing problems with space debris and congestion,
mitigation efforts have been largely voluntary. For example, the
Inter-Agency Debris Coordination Committee (IADC) has longstanding guidelines (but not enforceable laws) in place. These
include limiting debris released during normal operations;
minimizing the potential for break-ups during operational phases;
limiting the probability of accidental collision in orbit; avoidance
of intentional destruction and other harmful activities; minimizing
of potential for post-mission break-ups resulting from stored
energy; limiting the long-term presence of spacecraft and launch
vehicle orbital stages in LEO after the end of their mission; and

Biggest threat to National Security is space debris. Photo courtesy Shutterstock
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UNOOSA’s Official Count as of December 31, 2021
1,807 objects launched into space in 2021, a 41.84 percent
increase over 2020.
A total of 8,261 satellites (4,852 of them active) were
orbiting the Earth with more than 100 objects orbiting the
Moon, Mars, and other celestial bodies.
Breakdown of the main purposes for the operational
satellites:

•
•
•
•
•
•
•

Communications: 3,135 – an increase of 71.12 percent
since December 2020
Earth Observation: 1,030 – an increase of 13.69 percent
since December 2020
Technology development/demonstration: 385 – an
increase of 10 percent since December 2020
Navigation/positioning: 154 – an increase of 2.67
percent since December 2020
Space science/observation: 108 – an increase of 3.85
percent since December 2020
Earth science: 22 – an increase of 10 percent since
December 2020
Other purposes – 18

limiting the long-term interference of spacecraft and launch
vehicle orbital stages with the GEO region after the end of their
mission.
On September 30, 2022, the US Federal Communications
Commission (FCC) adopted a rule (the first one yet) requiring
non-geostationary satellite operators to deorbit their satellites
after the end of their operations to minimize the risk of collisions
that would create debris. The regulations call for non-functioning
satellites to be removed from LEO orbit within five years. In
addition, a bipartisan group of senior US Senators has proposed
the first-ever legislation to reduce the amount of space debris
in orbit. If enacted, the Orbital Sustainability Act (ORBITS) would
empower NASA to work with the US space industry to
demonstrate debris removal technology (See sidebar: Provisions
of the ORBITS Act). Although these efforts are major steps in
the right direction, all space-faring nations will need to act
similarly to prevent the dreaded Kessler Effect (see Sidebar:
The Kessler Effect) which would stultify space exploration and
gut the space economy.
Emerging solutions
The United Nations Open-Ended Working Group on Reducing
Space Threats held its second session in September of this
year. The United States, the United Kingdom, and Russia were
among the participants. All three nations declared their
commitment to preventing an arms race in outer space.
Mallory Stewart, US Assistant Secretary of State for Arms
Control, Verification, and Compliance advocated for the adoption
of a resolution calling upon all countries to commit not to conduct
destructive ASAT missile tests, as the US publicly vowed to do
in April. Stewart noted, “The United States believes that this
draft resolution on destructive direct-ascent anti-satellite missile
tests would enhance international peace and security and is a
first step toward preventing conflict from occurring in outer
space.”
The UK’s Permanent Representative to the Conference on
Disarmament, H.E. Mr. Aidan Liddle, pointed out, “Our challenge
is to consider how the behaviors—activities, actions, and
omissions—of States that are developing, deploying, testing,
or using these capabilities, give rise to threats to space systems.
“Moreover, we must also consider the risks of
misunderstandings. In the intensely competitive environment
that I have described, operators of space systems and assets
will naturally be wary about the behaviors of another State where
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these are not transparent, predictable, or well-understood. Where
intent is misunderstood, the perception of a threat can arise, in
turn creating risks of miscalculation, potentially leading to
unintended conflict.”
The statement by the Head of the Russian Delegation, K.V.
Voronstov reaffirmed the Russian Federation’s advocacy for the
preservation of outer space exclusively for peaceful purposes
and stressed that the Russian-Chinese draft treaty on the
prevention of the placement of weapons in outer space
underscored Russia’s position. He also took the opportunity to
chastise the US and its allies for using civilian infrastructure in
outer space for military purposes during the invasion of Ukraine.
He stated, “Quasi-civilian infrastructure may become a legitimate
target for retaliation. Actions of the Western countries needlessly
put at risk the sustainability of peaceful space activities.”
Voronstov then warned, “An approval of some fragmented,
non-inclusive rules for regulating space activities, that do not
take into account approaches of all UN Member States and
seek to ensure space dominance of a small group of States
rather than address the key goal of the prevention of an arms
race in outer space, would not help to maintain international
peace and security and would escalate tensions in space, further
divide the international community and limit equal access to
outer space aimed at its exploration and use for peaceful
purposes.”
Essentially, we Earthlings are all in this together and it’s clear
that cooperation, transparency, and ultimately legally binding
rules that are universally accepted are our only way forward if
we are to defend space.
GMC

Photo courtesy Shutterstock
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