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Viasat’s KOR-24A terminal makes NSA Link16
crypto modernization certification ahead of
US mandate
Viasat Inc has successfully integrated Link 16 Cryptographic Modernization (Crypto Mod)
capability into its KOR-24A Small Tactical Terminal (STT), ahead of the US
Government mandate, to help ensure warfighters have assured access to
mission-critical information when using Link 16 communications—regardless
of location (air, land or sea) or platform (aircraft, ground vehicle, ship or
dismounted warfighter).
The KOR-24A Small Tactical Terminal (STT)
The KOR-24A STT is the world’s only multi-channel radio capable of performing
Link 16 communications in a small form factor, and includes interoperable
functionality to improve communications between US and international coalition
partners’ military agencies requiring critical information from multiple networks.
“By taking a proactive approach, Viasat’s KOR-24A STT successfully
achieved Link 16 Crypto Mod requirements ahead of the US Government
mandate,” said Andy Kessler, Vice President and Business Area Director, Next
Generation Tactical Data Links business, Viasat. “As the reach, resiliency and
relevancy of Link 16 grows, it will be important to expand these capabilities to help
US and coalition forces adjust to new mission needs.”
Viasat’s KOR-24A STT is a software-defined radio, which allows advancements
like Crypto Mod to be accomplished via a software update without the need to take platforms out of service. The Company
currently has over 1,800 STT units in service on a wide variety of fixed-wing and rotary-wing aircraft as well as ground vehicles,
expeditionary gateways and maritime vessels across all US military services, special operations forces and five international
partners to date.
Introducing: Viasat’s Trade-in/Trade-up Program
To ensure Link 16 users can easily migrate to a crypto modern solution, Viasat is offering a Trade-in/Trade-up program. Through
January 1, 2022, military agencies can trade in any manufacturer’s non-crypto modernized Link 16 terminal and receive a discount for
the purchase of Viasat’s Crypto Mod-enabled KOR-24A STT. The Trade-in/Trade-up program will help ensure warfighters have assured,
uninterrupted access to mission-critical information when using Link 16 communications during any critical mission.
GMC

Cohort completes acquisition of Wärtsilä
Elac Nautic GMBH
Cohort plc is pleased to announce that its acquisition of Wärtsilä ELAC Nautik GmbH has completed. The company, which
will be renamed ELAC SONAR, has officially joined the Group as its sixth standalone subsidiary.
A market leader in sonar systems technology for naval surface ships and submarines, ELAC SONAR will enhance the
Cohort Group’s maritime defence system offering through its innovative technology in surface ship and submarine sonars,
underwater communication systems and echo sounders. The company shares highly complementary expertise, capabilities
and technologies with the other Cohort subsidiaries, providing significant opportunities to benefit customers.
ELAC SONAR’s product portfolio is renowned for its commitment to open architecture standards, modularity, reliability
and acoustic performance. It works with navies, system integrators and shipyards globally to supply mission critical hydroacoustic naval sensors – from fully-fledged submarine combat sonars, anti-submarine warfare sonars and submarine rescue
sonars to digital underwater communications and measurement systems. Its services cover installation, consultancy, system
integration, acceptance tests, upgrades and training.
With a customer base comprising global navies, shipyards, integrators and resellers, ELAC SONAR has products currently
in operation with submarines and surface ships of navies including those of Germany, Korea, India, Indonesia, Italy, Japan,
the Netherlands, Singapore, Sweden, Taiwan and Portugal.
The company was founded in 1926 and is based in Kiel, Germany, where it benefits from being close to the German Navy
and the NATO Centre of Excellence for Confined and Shallow Waters. It has several global players in naval shipbuilding and
the naval systems industry nearby. ELAC SONAR employs around 130 permanent staff and has a locally based, highly
experienced operational management team, which will remain in place following the acquisition.
Andrew Thomis, Chief Executive Officer of Cohort, said: “We are delighted to welcome ELAC SONAR to the Group. This
is a significant step for Cohort, adding a sixth standalone business to our portfolio. ELAC SONAR brings a leading position in
the attractive and growing submarine and surface sonar markets, complementing our existing capabilities and giving the
Group an exceptionally wide and capable offering in this important sector.”
GMC
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Marshall signs deal with Danish Air Force for
C-130 cockpit armour
Marshall Aerospace and Defence Group (Marshall ADG) has secured its first contract to certify and install the latest generation of
lightweight cockpit armour on the Danish Air Force’s fleet of C130Js.
Marshall ADG signed an exclusive agreement in July this
year to market, sell and install new lightweight armour (LAST
Armor® LWA) from QinetiQ Inc., at the same time making it the
first company able to certify the armour on the C-130 platform.
Marshall ADG’s Sales Director, Matthew Harvey explains
“We’re delighted to be able to offer the Danish Air Force this
cutting-edge lightweight armour solution that will replace their
existing armour.
“Crew safety is paramount and critical to mission success
and we’re pleased to be able to provide this important capability
to Danish air crew through our exclusive partnership with
QinetiQ.’’
The new armour is less than half the weight of the existing
product, which will help to save fuel, reduce the impact on the
aircraft’s centre of gravity and allow the C-130-30 variant its full
cargo carrying capacity, whilst still meeting the same ballistic
requirement as QinetiQ’s previous LAST Armor.
This increased operational capability allows air forces around
Photo courtesy of Marshall ADG
the world to operate in hostile environments with the confidence
that their crews are protected against small arms fire.
The armour is manufactured from high tenacity polyethylene, making it extremely robust, and approximately 380kg (840lbs)
lighter than the previous generation LAST Armor solution.
This combined with its environmental coatings ensures that the armour remains relatively inert throughout its service life, even
when operating within the harshest of environments.
The armour can be quickly and easily installed during scheduled maintenance or as a standalone activity, thus ensuring
optimum aircraft mission availability.
GMC
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Northrop Grumman Joint Threat Emitter
deployed in support of UK-led joint warrior
exercise
Northrop Grumman Corporation’s Joint Threat Emitter (JTE)
was recently deployed to assist Royal Air Force (RAF), Royal
Navy (RN) and US Marine Corps (USMC) F-35B aircrew
training as a component of Exercise Joint Warrior, the largest
military exercise in Europe.
The Northrop Grumman Joint Threat Emitter (JTE)
system simulated multiple threats as part of a training
exercise during Exercise Joint Warrior, a military exercise
hosted in the United Kingdom
JTE is a mobile air defence electronic warfare threat
simulator that provides a battlespace environment, designed
to help train military personnel to identify enemy missile or
artillery threats. During the exercise, JTE provided electronic
range simulation training capabilities and played a key role
in the training of F-35B pilots from the RAF, RN and USMC.
Image courtesy of Northrop Grumman
“Warfighters need realistic training and it’s particularly
important to the UK, and its allies, as they bring the F-35
Lightning II into service,” said Andy Horler, Director, Business Development, Northrop Grumman. “Our Joint Threat Emitter offers
a high level of preparation for aircrews as they train to combat various threats.”
Exercise Joint Warrior brings together all branches of the UK’s armed forces combining with NATO and other allied forces,
incorporating 58 aircraft and 16 warships from 14 allied nations. Going head to head against the JTE simulation is a key component
GMC
of the F-35B aircrews’ training ahead of their deployment as part of the UK Carrier Strike Group in 2021.

Elbit Systems wins $96m contract to supply a
rotary-wing mission training center to
European Country
Elbit Systems has been awarded a contract valued at approximately $96 million to supply a European country with a Rotary-Wing
Mission Training Center (“Rotary-Wing MTC”) and support services to train its Air Force, Army and Navy helicopter pilots and
crews. The contract will be performed over a nine-year period, with an option to extend the maintenance services for an additional
10-year period.
The Rotary-Wing MTC is a networked multi-platform, mission-oriented, helicopter training center that will provide multi-level
training for helicopter pilots and aircrews across the customer’s Armed Forces. The new training center will enable realistic simulated
tactical training using all of the helicopter’s systems in a wide variety of mission scenarios. The Rotary-Wing MTC draws on the
unique technologies and accumulated operational experience of the Company’s fighter aircraft tactical mission training centres.
Yoram Shmuely, General Manager of Elbit Systems’ Aerospace Division commented: “This contract highlights the growing
importance that Armed Forces place on leveraging proven technologies to enhance readiness while reducing costs.”
GMC

Image courtesy of Elbit Systems
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2020: A great year for amplifiers
Amplifiers play a fundamental but often overlooked role in
satellite communications across the globe; without them,
we wouldn’t have access to broadcast television, essential
communications, high-speed connectivity on the move or
in remote and rural locations, etc. The list could go on
almost indefinitely. Naturally, amplifier technology has come
in fits and starts over the years, and this is no exception
even in times of global pandemic.
Amy Saunders, Editor, Satellite Evolution Group
Amplifiers are just one of the necessary but often overlooked
and poorly understood elements which are absolutely critical
for effective and efficient satellite communications. Like
consumers who largely take for granted that they have mobile
phones and high-speed Internet connectivity working in their
homes without ever troubling themselves over how they actually
work, amplifiers retain an almost mystical air about them – they
work, so we can ignore them.
Amplifier technology itself has come on in leaps and bounds
since I joined the satellite sector some five years ago. From
travelling wave tube amplifiers (TWTAs), vacuum tube amplifiers,
magnetic amplifiers, and now, solid state power amplifiers
(SSPAs), the market is bursting with new technologies to meet
every application need imaginable.
Moving’ on up
As the satellite sector increasingly looks to higher and higher
frequency bands (Ku, Ka, and now Q and V) for a whole host of
applications, amplifier technology much match that pace to
ensure that the ecosystem works together to advance.
Higher frequency bands are ideal for the next generation of
HTS systems, enabling the gateway traffic to go up to the satellite
at higher frequencies, opening more Ka-band spectrum for
users. V-band also has 4GHz of allocated spectrum, which is a

8

issue1.pmd

considerable increase in available bandwidth. The increase in
the spectrum, coupled with spot-beams on the spacecraft can
reduce the cost per bit enabling a wide range of new applications
and services.
The move to Q and V-bands is still very much underway,
with Comtech Xicom beating others to the punch in 2019 when
it shipped the world’s first 250W V-band TWTAs for a commercial
high throughput satellite gateway application; the XTD-250QV
is a compact self-contained 250W liquid cooled TWTA featuring
80W of linear power across 47.2 to 51.4GHz. Cooling and
monitor and control systems are all self-contained within the
amplifier, which comes complete with multiple options including
redundant configurations, preamplifiers with fixed or variable
gain.
Products hot off the press
Despite the crazy heights of the COVID-19 pandemic,
manufactures have continued to roll out hot new amplifier
products targeting a variety of end use applications.
Mission Microwave
In March, Mission Microwave Technologies introduced a new
family of Ka-band high power products. The new wide-band Kaband SSPAs were designed to support LEO, MEO or GEO
constellations from a single gateway station. Offered in
commercial models within the range of up to 27GHz to 30GHz,
these GaN based SSPAs are designed to be form, fit, and
function drop-in replacements for Travelling Wave Tube Amplifiers
(TWTAs) commonly used on gateway ground stations.
“Customers have long been demanding high power SSPAs
to replace TWT Amplifiers,” said Mission Microwave’s President
and CEO, Francis Auricchio. “Our latest amplifier is the most
advanced GaN SSPA on the market and can provide up to 166W
of linear power in a multi-carrier environment and over 200 watts
of linear power for a single carrier; providing an effective
replacement for a 500 watt TWTA. The amplifier is designed for
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outdoor mounting and sustained operation at 60°C. Our team
and the initial customers for this product have been very excited
by the prospect of replacing their TWTA amplifier deployments
with more reliable and efficient SSPAs.”
MACOM
In the same month, MACOM Technology Solutions Inc.
announced two new transimpedance amplifiers (TIAs) optimized
for use in optical networking applications ranging from 100Gbps
DR1 to 800Gbps DR8 and FR8. The new TIAs are available in
flip chip and wire bonding packaging options for fast, flexible
deployment in QSFP, QSFP-DD and OSFP optical modules. The
rapid evolution to single lane 100G and multiple lanes 200G,
400G and 800G connectivity is increasing the demand for highperformance, power-efficient optical components needed to
maximize bandwidth density in the Cloud Data Centre.
The MATA-05817 delivers low noise performance less than
2uA RMS typical and supports bandwidth up to 35GHz. The
TIA supports high throughput optical data links in a very low
power profile, optimal for use in high density Optical Data Centre
interconnects. The device is intended for 50G, 100G, 200G and
400G receivers using multilevel modulation such as PAM4.
Meanwhile, the MATA-38134 is a quad 26/53GBaud linear
PAM4 TIA with automatic gain and integrated AGC loop. The
TIA consumes very low power and is primarily targeted for singlemode fibre applications. The TIA has 500um anode to anode
spacing which allows customers to place two devices within the
QSFP-DD form factor enabling 800Gbps applications. Both
devices include RSSI for photo-alignment and power monitoring
and I2C control of bandwidth, output amplitude, peaking, LOS,
gain and other parameters.
Comtech Telecommunications
In March, Comtech Xicom Technology, Inc. introduced three new
industry leading GaN SSPA product lines.
The Bobcat BUCs were designed for compact terminals

Photo courtesy of Comtech EF Data

needing high power from very small packages. Bobcats enable
users to shrink their footprint while increasing the speed of their
link. Bobcat’s are high-performance, DC-powered, feed-mount
outdoor BUCs with outsized features including extensive data
logging, easy-to-use web-based GUI, ethernet SNMP (v1 or
v3), and interchangeability between X, Ku and Ka-bands. Bobcat
BUCs are currently available in 5lb packages at powers up to
64W in X, Ku and Ka-band.
The Puma SSPAs/BUCs were designed for fixed and
transportable terminals; Pumas are flexible, high-performance
AC-powered outdoor SSPAs/BUCs that offer many features and
options including internal L-band BUCs, internal LO reference,
extensive data logging, easy-to-use web-based GUI, ethernet
SNMP (v1 or v3), and a wide range of available power combined
and redundancy systems.
Puma amplifiers and BUCs are available in 15-50lb packages

Photo courtesy of Comtech Xicom Technology
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Identifying the trends
Communications & Power Industries LLC, Satcom & Medical
Products Division (CPI SMP) is a world-leader in amplifier
products for satellite communications, having now shipped
more than 50,000 high power amplifiers to more than 150
countries across the globe. Pam Lugos, Vice President
Business Development, CPI SMP, Satcom Products Group,
identifies the current trends and projects underway in the
amplifier segment.
GMC: What are the most important developments in
amplifier technology currently underway?
Pam Lugos: There continue to be three major areas of
development in the RF amplifier universe:

•
•
•

Higher power;
Increased instantaneous bandwidth; and
Advancement of core technology (TWT, Klystron & Solid
State).

The market desire for higher power amplifiers is never
satisfied. As consumers’ content demand increases with
advancements in compression and modulation technologies,
the amplifier portion of the uplink chain must continue to keep
pace with the resulting demand for higher power capabilities
to handle that increased volume of signals.
The quest for higher power is faced with the ongoing
challenge of keeping the package small without sacrificing
reliability and functionality. Understanding how to marry the
various critical parts of an RF amplifier to increase the overall
output power, while also maintaining the smallest, lightest
and most reliable product, is the multi-faceted puzzle that
RF amplifier manufacturers like CPI face.
One advantage of these higher frequency bands,
especially for broadband applications, is an increase in
bandwidth. Ka-band spans 4GHz; Q- and V-band are similar
and could be even wider. We know that customers want to
take advantage of that increased bandwidth availability with
a single amplifier that covers the entire band. This has been
a challenge for HPA manufacturers: TWTAs that solve this

in X, Ku and Ka-band with power levels from 80-500W.
The Falcon Airborne SSPAs/BUCs were designed for
airborne satcom systems needing high power density with high
efficiency, Falcons are high-performance, in-cabin and cabinexterior SSPAs/BUCs designed for and certified to DO-160 and
MIL-STD-810 requirements. ARINC Falcon amplifiers and BUCs
are available in Ku and Ka-band, including multi-band switchable
BUCs built into the Ka-band units.
“Xicom is using the latest GaN technology in these products
with a focus on minimizing size, weight and power consumption,
while maximizing performance and reliability,” said Mark
Schmeichel, Senior Vice President and General Manager
for Comtech Xicom Technology, Inc. ”Our technical
achievements are second to none and our Silicon
Valley production facility offers high volume, MIL and airborne
quality manufacturing with rapid deliveries. We invite customers
and end users to consider Xicom for all their satcom amplifier
requirements.”
That’s not all Comtech Xicom has been up to lately. Amongst
other projects, the company is also working on Deep Space
multi-amplifier systems to meet increased interest from
governmental agencies and private corporations in the Moon
and beyond. Comtech Xicom has in place existing and planned
amplifiers to address these frequencies and power levels with
high availability and redundancy.
We spoke to sister company Comtech EF Data, which has

10
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challenge are now reliably
available in Ka-band. Solid State
amplifiers continue to be in
development across the
industry to achieve similar
performance but are not there
yet. CPI now offers a 650W peak
power Ka-band TWTA that can
cover the entire 27-31GHz
spectrum and CPI is leveraging
the experience in that success
to advance our development of
a solid state amplifier to cover
that same wide band. We’ve
also addressed the challenges
related to the block up converter
frequency bandwidth (typically
1GHz max.) with innovative
multi-band (switchable units)
and continue to innovate toward
even more effective solutions.
While the commercial satcom market continues to be a
major driver for innovation in CPI SMP Satcom’s product
offering, the overall demands for RF based technology in the
medical, scientific, industrial and government segments that
CPI supports also require continued innovation. The
experience and development that result from CPI’s
participation in all of these market segments using three main
technologies (klystrons, traveling wave tubes and solid state)
helps to inform innovation and advancement in the
development and manufacturing of all of CPI’s products,
including RF amplifiers.
GMC: What changes do you expect to see in the market
in the next 2-4 years?
Pam Lugos: The market continues to advance in the demand
for solid state technology as the primary driver for RF
Amplifiers. There are limitations to current solid state
technology, which means that VED (Vacuum Electron Device)based products, which CPI also offers, still have advantages
in many situations. CPI is at the centre of the development
and advancement of new solid-state technologies that will

reported increased shipments of single thread and redundant
Ku-band LGAN Block Upconverters/SSPAs in multiple power
levels and frequency bands throughout 2020. “We see through
our modem products that customers are trying to extract the
most ‘bits/$’ from their OpEx,” said Brad Thillmony, Senior
Program Manager, RF Products, Comtech EF Data. “This leads
to favouring very high order modulations and large
carriers. Successful rollouts depend on very high linearity in
the frequency conversion and amplification solutions deployed.
As a ‘one-stop-shop,’ we are uniquely positioned to help
customers identify the best solutions for these challenging
requirements.”
Comtech EF Data has also achieved significant
advancements in mitigating drawbacks such as memory effected
related multi-carrier/transponder intermodulation issues of GaN
technology. Memory effect describes the fact that the transfer
curve of an amplifier at time ‘now’ depends somewhat on what
passed through it ‘an instant ago.’ This characteristic is much
more pronounced in first generation GaN devices and can cause
issues by producing intermodulation products that vary
dramatically with carrier spacing. Comtech’s advancement has
resulted in some of the first GaN based Ku-band SSPAs on the
market optimized for multi-carrier/transponder operation. Indeed,
part of the Comtech solution involves working down to the bare
die level to minimize stray thermal and capacitive elements which
cause some of the behaviour though, like most things RF, there
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continue to improve the performance these products going
forward. The bigger challenge in the next few years will be to
not only have robust solid-state technology operating at a
reliable level, but to be able offer it in a cost-effective manner
in higher power, and at higher frequency ranges.
GMC: How big an impact do you feel Q and V-bands will
have on the amplifier market as a whole?
Pam Lugos: Q-band and V-band are the next ‘frontier’ for the
satcom industry. The promise of increased bandwidth is
attractive for many users, both commercial and otherwise.
However, there still remain the challenges of weather
attenuation and other application-based challenges. Coupled
with the limited number of providers for the core components
used for ground segment hardware, this means that,
ultimately, there is much room for innovation.
Of course, the proliferation of the need for these new
bands will be dependent on the saturation of other bands.
Band saturation continues to be impacted by many external
factors, including, but not limited to:

•
•
•
•

the somewhat oppositional quest for increased bandwidth,
which is the hallmark of VED-based amplifiers. The company
continues to invest in R&D to increase power density of its
amplifiers, in order for users to get more power out of compact
amplifiers, without sacrificing reliability. CPI has a laser focus
on technologies that can sustain the current product offering,
making them even more cost effective during these
challenging times.
GMC

The global pandemic;
The impact of 5G on the C-band spectrum;
The increasing availability of the Ka-band space segment;
and
The ebb and flow of the migration between the Ku-band
and Ka-band space segments.

All of those moving parts means that, while the promise
of these new frequency ranges is hopeful, there are many
unpredictable factors that make it unclear as to how quickly
and reliably these new bands will come into full utilization.
GMC: What is CPI working on right now in amplifier
technology?
Pam Lugos: The Satcom Products Group of CPI’s SMP
Division continues to work on providing innovative and reliable
amplifiers in all three of the primary technologies (klystrons,
traveling wave tubes and solid state). CPI has ongoing
development efforts covering all of the areas previously
indicated and more. CPI recognizes the continued increase
in demand for solid state technology-based products, but also

isn’t a single ‘silver bullet.’
Going forwards, Comtech EF Data plans to leverage
advances in waveguide design to bring frequency conversion

CPI V-band TWTA for satellite uplink communications.
Photo courtesy of CPI SMP, Satcom Products Group

and amplification solutions to market for evolving Ka and higher
frequency bands.
Wavestream
In October, Wavestream announced its new Matchbox 50W
Wideband Ka GaN BUC as the next generation of the world’s
most widely deployed solid state amplifier built at this power
level. Operating in both commercial and military frequency
ranges, existing military applications using narrow-band Ka-band
amplifiers will benefit from the wideband product that has been
designed as a drop-in replacement, allowing immediate access
to commercial NGSO and GEO satellite constellations. The
product features a very compact light weight design and provides
the same power as its previous generation, but with 52 percent
less volume and a 60 percent reduction in weight.
“Wavestream is pleased to reinforce our technological
superiority and leadership in the Wideband Ka-band SSPA
category as we answer our customer’s demands for broadband
connectivity over both GEO and NGSO constellations,” said Bob
Huffman, General Manager at Wavestream. “As Wavestream
celebrates its 20th anniversary this year, I am delighted to report
that we have fielded over 40,000 products since our inception,
for both commercial and military markets.”
Advantech Wireless
In November, Advantech Wireless Technologies released
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its DeepBlu-Series 8.5kW Wideband C-Band Modular SSPA
System for LEO, MEO and GEO applications that include
satellite Telemetry, Tracking, and Control (TT&C) and Deep
Space Communications. The newly designed DeepBlu-Systems
consist of multiple high-power SSPAs packaged in ruggedized,
outdoor enclosures and integrated into a single frame structure
that includes combiners, loads, power distribution and M&C –
perfectly suited for fixed and full motion antenna installations.
Modular architecture with 1:N built-in redundancy and field
replaceable amplifiers minimizes downtime, resulting in the
highest service availability in the industry.
“Our DeepBlu high-power SSPA systems are designed to

produce the high levels of EIRP necessary for the simultaneous
control of multiple satellites, while facilitating communications
with assets in Deep Space,” said Cristi Damian, VP Business
Development at Advantech Wireless Technologies. “Today’s
satellite modem technology can generate links with modulation
schemes of up to 1024 APSK that, when combined with solid
state power amplifier technology, can achieve extremely high
levels of bandwidth efficiency. DeepBlu is an excellent enabler
for critical operations. As the consumption of bandwidth from
the expansion of 5G accelerates, traditional teleport operators
will be able to accommodate more users in less C-band
spectrum.”
GMC

New intelligence capabilities
Terrasat Communications has been manufacturing microwave
and satellite RF equipment for more than 25 years, and today
boasts the most innovate block upconverters (BUCs) on the
market with new intelligence capabilities. Mike Gold, Regional
VP of the Americas & Israel Region, outlines how Terrasat is
meeting and exceeding today’s amplifier and BUC demands
across the board.
GMC: What do you feel are the most important
developments in amplifier technology ongoing right now?
Mike Gold: Over the past decade, we’ve seen a shift from
traveling wave tube-based amplifiers (TWTAs) to solid state
amplifier technology (SSPAs). This shift occurred because
SSPAs allowed for higher power efficiency, better reliability,
and smaller size, weight, and power. Block upconverters,
BUCs, as we call them today, further shifted the market by
allowing for frequency conversion and amplification in one
outdoor package. The first BUCs were GaAs (Gallium
Arsenide) based. But seeking further improvements in size,
weight, and power, a few manufacturers, such as Terrasat,
have shifted some production to GaN (Gallium Nitride) based.
These newer, GaN-based BUCs, although very popular, were
prone to some inherent issues. The most important being a
limitation on the use in multicarrier operations such as the
‘Memory Effect,’ which limits their use to a very narrow spectral
range. However, recent improvements in the GaN devices
available to the market have allowed some manufacturers,
such as Terrasat, to overcome this problem, by enabling our
GaN BUCs to operate across the full band with multicarrier
access. This improvement will propel the GaN-based BUCS
as the leading technology in this market.
GMC: What big changes do you expect to see in amplifiers
in the next few years?
Mike Gold: Undoubtedly, we will see further improvements
in power efficiencies in the BUC market. This will lead to more
BUCs replacing TWTAs in the market. However, the biggest
change may be on the cybersecurity side of technology.
Almost every component in the satellite communications link
is addressable via IP technology. Most of the equipment in
the communications chain has hardened to prevent security
intrusions by outsiders. Unfortunately, although BUCs have
updated to allow access via ethernet/IP technology, almost
all BUCs have relatively simple PW protection, if any, at all.
One recent test by a large government contractor showed
that many BUCs on the market could be successfully ‘hacked’
in a few minutes. Terrasat has recently introduced a ‘Cyber
Hardened’ feature to their BUCs that incorporates SNMPv3,
SSHv2, secure firmware upgrades, and encrypted web pages.
The new cyber hardened IBUCs will effectively implement
security management control and assure that end to end
message transmission delivery will not be altered. This
technology will soon be adopted as a standard in all BUCs,
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The new IBUC3. Photo courtesy of Terrasat

lest they become the ‘weakest link’ in the chain.
GMC: How important are Q and V-bands within the future
amplifier market?
Mike Gold: Certainly, the satellite market is always looking
for more available bandwidth. The Q and V-bands are being
researched heavily as valuable additions to the current C,
Ku, and Ka-band mainstays of the market. However, the
amplifier market typically is driven by the actual satellite
capacity available in the sky. Currently, there are only a few
real satellites with Q and V-band capacity. There are also
some very interesting LEO and MEO constellations with Q
and V-bands in implementation or in the planning stage. As
these systems become real, naturally more amplifier
manufacturers, such as Terrasat, will adopt them into their
product lines.
GMC: What is Terrasat working on right now in amplifier
technology?
Mike Gold: Terrasat has always been a technology leader in
the BUC market. We were the first company to realize that
BUCs needed the same management and control access,
and intelligence, like the rest of the communication chain.
Therefore, the creation of the IBUC, or Intelligent BUC.
Over the next year, Terrasat will be pushing on two fronts.
One, the expansion of the new IBUC3 product line. The IBUC3
is the latest generation intelligent BUC that reduces size and
weight but keeps the same power efficiencies as the previous
generation. The second front will be the expansion of the
higher power BUCs needed to address the growing hub and
gateway market. With the creation and deployment of multiple
LEO and MEO systems, Terrasat sees a need to accelerate
further the adoption of BUCs over current TWTA deployments.
Over the next year, Terrasat will be making some significant
strides in this market.
GMC
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Expanding beyond its
traditional base
Ultralife has expanded beyond its origins as a commercial and military
battery business to pioneer custom engineering design and services,
tactical communications systems and a wide range of power accessories
for global government and defence markets. In the face of the global
pandemic and a world of unrest, their mission-critical technology remains
a reliable tool against disaster, asserts Eric Lind, Vice President of
Commercial Operations and Business Development at Ultralife
Corporation.
Laurence Russell, News and Social Media Editor, Global Military Communications

Eric Lind, Vice President of
Commercial Operations and
Business Development at Ultralife
Corporation

GMC: How has Ultralife adjusted to continue delivering for its clients and
partners during the pandemic?
Eric Lind: The pandemic has reinforced our working relationship with many of
our customers, across all manner of sectors from medical to military. Ultralife
has always focused on customers - first to ensure that specific power requirements
are met, but the pandemic has made that all the more important because the
requirements are changing for everyone.
It’s meant that we’ve had to overcome the challenging circumstances and
become more agile. In the case of our medical customers, we’ve seen some
uptick in requirements, so we’ve been able to scale up in production to be able to
handle that and meet rising demand. In the case of some of our military customers,
we’ve seen relatively consistent production, and we have kept that running
alongside the surge of medical projects.
Companies in the Ultralife group, including Accutronics Ltd in the UK and
Ultralife itself in the US, have been classed as essential suppliers, particularly
for the work that we do for the government and hospitals, and so we’ve been
able to keep our people on and remain running. We’ve of course adjusted our
workplaces with specific guidelines to ensure that our people are safe, such as
daily temperature checks, masks for office workers and line workers.
GMC: What are Ultralife’s foremost achievements of 2020?
Eric Lind: The first achievement that springs to mind for 2020 is our ability to not
only remain operational during the pandemic, but also to flexibly supply and
support critical industries in line with their needs. It has been an opportunity for
us to also see some of our batteries take on new applications in light of the
pandemic.
Our lead acid replacement batteries are one good example because they
are often used in medical carts, which are of course critical at the moment. We’re
seeing opportunities emerge for these batteries in relatively new medical devices,

GMC
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such as mobile disinfecting robots that reduce contamination
risks. It’s an interesting area to watch.
We’ve also had a successful year for launching new product
lines, like our recent ER Generation X series of Lithium Thionyl
Chloride products. We have also just moved our USmanufactured CR123A battery, the UB123A, into commercial
production. This is a 1650mAh capacity battery that offers
competitive performance, stable voltage and low self-discharge
in a compact and lightweight footprint that is ideally suited to
portable and smart devices, from wireless security cameras and
smart lights to other security applications, sensors, and metering
systems.
GMC: Let’s talk more about your rugged and energy-dense
‘Generation X’Thionyl Chloride Cells for OEMs – what makes
them so unique?
Eric Lind: The ER Generation X series of Lithium Thionyl
Chloride cylindrical cells has allowed us to offer more support
for defence OEMs. It was a particular achievement because it
stands as one of the most rugged, energy-dense lithium
chemistries on the market, with 400W hours per kg. In addition
to defence applications, the ‘Generation X’ series also serves
many other markets such as utility metering, radio
communication, alarms, security systems and GPS.
Ultralife has been making Thionyl Chloride batteries for years,
but recently we have seen a market need for a cost-competitive
product that can offer performance comparable to some of the
best in class performance products, while also being suitable
for a wide range of applications and readily available. That’s the
challenge we set out to tackle with this product. We’re taking
orders and are in the process of scaling up production, but so
far, the product has demonstrated a marked improvement in
performance, temperature and availability.
GMC: What do clients look for when it comes to powering
mission-critical communications devices?
Eric Lind: Customers will typically look for various things
depending on the exact nature of the mission-critical
communications device, but typically it comes back to three core
features: Performance, safety and reliability. Ensuring that really
depends on everything from the function of the communications
device to its operating environment, as each of these are things
that can affect battery performance. That’s why close work
between Ultralife and our customers is paramount.
As an example, military communications devices are
increasingly moving into the realm of wearable technology. That

introduces an additional layer of complexity to the battery
requirements because we need to consider things like the
weight, size and ergonomics of the battery.
Ultralife has done a lot of work in this space to develop
conformal batteries that work with the soldiers in the field, while
still taking due consideration of the broad range of possible
temperatures.
GMC: In a world of rapidly increasing ecological
catastrophes, our emergency services and military relief
must be at their best. How does Ultralife meet the demands
of technology assisting disaster relief?
Eric Lind: The key to disaster relief is reliability, particularly for
emergency medical care where practitioners are working rapidly.
We have a suite of medical products that are used as primary
or backup power in critical hospital systems such as medical
carts, ventilators and infusion pumps. They’re designed
specifically to provide peace of mind.
In the moment of disaster relief, people don’t have time to
worry about the battery. They want to know that the device is
working because the battery is reliable. That’s exactly what we
try to deliver on. We have ISO 13485 certification for medical
devices, which demonstrates that our products and processes
all conform to a consistently high-quality standard.
Fundamentally, however, we meet the demands of disaster
relief by working closely with the OEMs designing products for
those environments. We have a long history and extensive
experience in developing power for mission-critical applications,
so each project allows us to apply that expertise to those
requirements.
GMC: What are Ultralife’s next steps for the post-COVID-19
world of 2021?
Eric Lind: We’re going to continue finding new and more effective
ways of serving the markets that we do today and continuing to
support those kinds of mission-critical projects where reliability,
safety and performance are paramount. It’s how Ultralife began
as a company and it will remain a focus into 2021 and beyond,
as the world continues to present new challenges for device
OEMs and design engineers.
COVID-19 has changed markets significantly in 2020, so
we’re looking at how we can leverage our skill sets to develop
new and innovative products. We have an exciting range of
products that we expect to bring to market in 2021 that will allow
users in those sectors to have flexibility in doing things they
can’t do today.
GMC
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Satcom’s role in emergency
response and military
communications

This formed the basis of a webinar recently held by ST
Engineering iDirect.

The COVID-19 pandemic so far spanning 2019-2020 has
brought about big changes to the world and has acted to
highlight the need for connectivity more than ever before.
Satellite is playing a key role in keeping the world running
amid an unprecedented pandemic, keeping pace with the
changing needs of global users.

Koen Willems, Head, International Government Satcom,
ST Engineering iDirect

As governments and their agencies scrambled to contain
COVID-19’s wake, we’ve seen that the capacity of our national
critical infrastructures can be pushed to the limit rapidly and
without warning.
In this case, the global health sector was hardest hit. In
instances such as fire disasters, earthquakes, or national
security incidents, other cogs of the emergency response
network are susceptible to equal pressure. Those tasked with
managing the reaction to unprecedented events and
emergencies must be able to do so quickly and effectively.
Emergency communications are an integral part of any
government or defence organization – a capability for which
satellite communications play a decisive role. Whether it be for
establishing communication capabilities for rapidly deployed
shelters or the sharing of real-time critical information, satellite’s
role is embedded in the ability to react to events. Yet as digital
technologies and end-user demands evolve, the ability for
satellite to become more flexible to meet more complex
requirements and help deliver more efficient responses is crucial.

Learning lessons
Recent events have shed a light on just how important critical
communications are for every business, organization, agency
and individual. The global Covid-19 pandemic has rapidly
brought the requirement for emergency communications into
sharp focus as front-line workers communicate and share
mission critical information from wherever they are operating,
no matter how remote.
Immediate requirements for telemedicine and response
coordination are key pillars of governmental responses around
the world. Telehealth has emerged as a priceless tool enabling
health-related services and information to be distributed via
electronic information and telecommunication technologies,
allowing doctor-to-patient contact no matter how remote either
parties may be. For first responders, hybrid networks have been
deployed for increased resilience, mobile hotspots are enabling
makeshift communication needs, and VSAT and LTE modems
have provided the capacity for reliable and immediate
connectivity.
In disaster response scenarios, Cells-on-Wheels (COWs)
and Cells-on-Light-Trucks (COLTs) can re-establish critical voice
and data connectivity in times when traditional wireless
connectivity is not available. The COWs and COLTs can be driven
to the area where connectivity is required and instantly deployed,
creating a network where one did not exist previously or was
destroyed.
The role of satellite
Satellite connectivity – with its ability to cover vast geographical
areas and be deployed rapidly with no prior infrastructure in
place – has been provided to set up facilities such as mobile

Photo courtesy of Shutterstock
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testing centres. It has also proved to be integral to providing
extra connectivity for organizations, including the UK’s National
Health Service (NHS) and other healthcare providers, for
command vehicles. This is especially important for field hospitals
where there is no available connectivity.
Satellite has helped respond to the reach of the pandemic’s
effect, which has compromised almost every facet of our daily
lives. It has enabled backhaul, GPS navigation and timing, as
well as broadcast capabilities – helping to power the mobile
cellular phone industry and report on the spread of the epidemic
worldwide. For education services that have been forced to go
virtual, satellite has helped establish flexible school networks,
back up for online learning systems, and provide distance
learning.
Emergencies and disasters, both natural and manmade,
occur worldwide every day. The pandemic headlines have
occupied the front pages, yet events demanding rapid response
from mission critical agencies have continued to pile on the
pressure. Along with this, the developing technology and its
networking needs to be addressed by the satellite industry.
Changing needs
Satcom demand was already on a growth trajectory before the
COVID-19 pandemic hit and this is set to continue. More
applications are creating more demand, especially in the
telemedicine field.
The introduction of remote capabilities, such as video
applications that enable groups to be kept separate but still able
to communicate, will be a key driver for satellite. Doctors can
assess, assist, and advise patients no matter the distance
between them. In a military environment, for example,
commanders can debrief together over a secure video link rather
than physically being together in the same room. This can be
carried out over complementary satcom or via military assets,
depending on what the security levels are.
The remote collaboration experience is going to accelerate
because the situation demands it, and people are going to be
reluctant to travel as much as they once were. It will be
applications that allow this kind of collaboration that are going
to start driving that growth.

Photo courtesy of Pixabay

Today, satellite is also being called upon to empower new
technologies, such as Internet of Things (IoT) sensors and
drones, to further help first responders on the ground when
cellular and fiber networks are down. The Smart Nation concept
will also require satellite’s support. By utilizing sensors and smart
systems that communicate, nations can improve quality of life
for their citizens by providing more effective and efficient
government services and to make their country a safer place.
An integral application for these networks will be the support of
emergency services.
On top of this, network architectures are getting more
complex as technology evolves. 5G is likely to play a massive
role in governmental communications responses, and with this
will require highly capable networks, not to mention intensive
security safeguards. The ability of satellite to accommodate for
these new demands and the lower latency needed to run nextgeneration applications powered by technologies such as 5G
will be crucial.
Invest and adapt
Government and military end-users need to be able to adopt
more complex networks to meet current threats and emergencies
and respond more efficiently. This necessary resilience of
satellite networks will require investment in flexibility to meet
these demands. For example, it is important that satellite
integrates in a frictionless way into other larger networks. This
includes enabling software-defined features that the terrestrial
networks already experience and bringing that into the satellite
space. By upgrading and investing in next-generation
infrastructure, greater flexibility in network topology can be
achieved. As network performance requires more than raw
throughput, a holistic network design that covers aspects such
as latency will be needed to ‘bake in’ this resiliency.
Multi-service networks (MSN), which enable users to cater
for a wide range of services, applications and platforms using
one single centrally managed system, will be key. MSNs mean
that an overload of hub infrastructure will not be needed to cater
for extra services.
One platform, and one or multiple hubs connected is all that
is necessary for one MSN, depending on how the network is
being distributed. When running a broadband service next to a
hospital or educational network, it is all possible whether it’s
voice, video, or data-driven or multicasting.
The increased supply of capacity from geostationary (GEO)
and non-GEO high throughput satellites (HTS) is on the rise,
which will be key to meeting these demands. The ability to deliver
3200Gbps is expected by 2024 as exponential HTS supply is
delivered to the market. This is driving lower capacity costs on a
per-platform basis. A 2.5x reduction in pre-platform capacity
costs by 2028 is expected. Adding more capacity sources into
networks enables cost reduction through least cost routing and
can offset and potential increased terminal costs. It also improves
network reliability and resiliency through redundant sources of
connectivity.
Looking forward
It is up to service providers and government organizations to
continually evaluate how to be better prepared for the next
emergency when networks are overloaded, inaccessible or
destroyed. With the success or failure of recovery operations
hinging on connectivity, organizations must be able to respond
quickly and effectively.
In the future, we will migrate from dedicated, purposeful
networks towards more flexible interfaces towards completely
configurable network designs. National space agency programs,
and other bleeding edge network designs that are coming out
of the government and military procurement activities, are all
focused on having this flexible infrastructure to be able to
respond to emergency events. For the satcom industry, this
means upping investment into greater network flexibility so it
GMC
can continue assisting the response to these events.
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Reliability, resilience & security remain the focus in the ground segment. Photo courtesy of ETL

Ground infrastructure: Increasing
demand adds pressure
Increased reliance on data is adding pressure to ground
infrastructure the world over as satellite plays an evergrowing role in government and military sectors. With
government demand diversifying, technology and
capabilities must keep pace.
Andrew Bond, Sales and Marketing Director, ETL Systems
It’s been a long time since the first government satellites
were launched into space. In the 1950s the Soviet Union and
the US famously sent their first satellites into orbit with the US’s
Vanguard 1 (its second successful satellite launch in 1958)
providing the first-ever measurements of Earth’s outer
atmosphere. An amazing feat still to this day, but the way that
governments around the globe now use satellites has completely
evolved.
Fast forward to 2020 and governments and defence
departments are using satellites for a number of different
purposes. This has largely been driven by the demand for data,
thanks to IoT and 5G, alongside the falling cost to manufacture
satellites - which is down to technology becoming more readily
available to governments and commercial businesses entering
into this ongoing race into space.
When we think of defence and satellites, we immediately
think of surveillance, military communications and intelligence.
We think of live streams from drones deployed in far reaching
parts of the world or vital communications between defence
departments and armed forces on military operations.
But governments are now using their satellites and the data
they produce to play a key role in aid, planning, development,
even in combating pandemics and helping to predict where they
might come from in future. With all these extra demands on
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satellites, it means that there’s extra demand on the ground too.
Reliable infrastructure must be in place so that the RF signals
being beamed back from the ever-increasing number of satellites
in the sky can be interpreted into useful data used to impact our
everyday lives and our future.
Like with any commercial ground station, defence teleports
need to be fitted with RF equipment that is reliable, with no
points of failure - meaning redundancy is key. Ground station
infrastructures also need to be scalable and to be able to be
controlled remotely, so that governments can increase use and
capacity at times of greater need. Like when providing aid, during
an escalating conflict or researching into a humanitarian crisis
or disaster.
These requirements of ground station tech are by no means
new - we have witnessed this firsthand through the demand for
ETL products, including our RF Amplifiers, which are being
installed on teleports to offset any loss in RF signal for uses
including defence. But with the growing importance and reliance
on data communicated through satellites - the pressure on
ground stations to ensure a constant uplink and downlink
connection with the sky is ever increasing. Here are a couple of
examples of how governments are diversifying how they use
satcoms.
Transporting aid
The year 2020 has been the biggest humanitarian effort globally
in a lifetime. Governments have had to be constantly reacting
and making fast decisions that affect the lives of every person,
on a daily basis. Satellites have played a key role in this.
Demands across the world have been varied. Many have
needed medical supplies, food and water because of the impact
of the virus, with some of the hardest hit nations already requiring
this kind of support even before the pandemic began.
We’ve all seen the satellite images of parts of the UK, the
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US and all round the world where cities have become ghost
towns. Yet data from satellites has helped governments to
understand more than just the impact of lockdowns on human
activity.
It has helped to show where aid is needed and helped to
predict where aid might be needed next. Using mapping
solutions, governments have been able to guide disaster
responders in areas of need to find hospitals, shops and
pharmacies for supplies. They have also been able to use
satellite navigation to direct responders down roads, enabling
them to transport that aid to cities and towns in areas of the
world where lockdown restrictions have left them almost isolated.
With sat navs fitted to almost every new car and apps
downloadable on every smartphone for us to get from A to B
(even if that’s only a three-minute walk), we take for granted this
kind of tech and the importance it plays in times of crisis.
The signals carrying this data must be constant and can’t
afford to fail. That’s why RF over Fibre links, automatic gain
control amplifiers and IF switch matrices, like ETLs Enigma and
Vulcan are all in high demand for satcoms at any ground station
used by governments.

increases that a novel virus is found - and transmitted to us
directly or through our livestock. Information gathered via satellite
allows governments to form plans, so that if a virus outbreak
occurs, it can then minimize its impact and contain it as quickly
as possible.
Reliability, resilience and security remain the focus
The increased demand for data has led to an increase in
satellites – and the ground segment must continue to ensure
that technology used in the teleports is scalable, to bear this
added pressure from governments and their satcom
requirements for defence, aid and research.
The expectations and requirements of ground station
equipment as satcom demands increase for government and
defence has emphasized the importance of reliability, security
and redundancy as signals cannot afford to fail.
GMC

Scientific research
The most relevant example of how governments are using
satellites for scientific research is virus plotting. Around 75
percent of viruses that are forming on earth are zoonotic,
meaning they transfer from animals to humans directly or
indirectly - like with the suspected origin of COVID-19. Because
of the way the viruses are born, satellite technology can help
government-led research plot the likely locations in the world
where a virus outbreak may start.
This usually happens where we are changing the landscape,
turning forests into land for crops or civilization. As we continue
to live closer to the habitats of wild animals, the possibility

The demand for data is leading to governments
diversifying the way they use satellites. Photo
courtesy of ETL
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US Air Force General John Hyten. Photo courtesy of Department of Defense

Orbital debris - A global threat to
stability
International bodies have long preached of the danger
inherent to the space debris left from derelict satellites
and discarded space vehicle launch equipment. While the
regulatory conversation has been a governmental and
diplomatic conversation, debates have often continued
through the private sector; however, commentators from
defence institutions are not recognised often enough.

Laurence Russell, News & Social Editor, Global Military
Communications
On 15 October 2020 at 8:56pm ET, an inert Russian navigation
satellite launched in 1989 and a Chinese rocket part discarded
as part of a launch from 2009 almost struck one another at an
altitude of 1,000km according to LeoLabs, a US space LEO
tracking firm. LeoLabs’ CEO Daniel Ceperley explained that while
near-misses like this occur several times every year, this one
was particularly hazardous. With the objects’ combined mass
of almost three tons and speed of around 33,000mph, a collision
would have “spread out into a shell of debris around the Earth,”
which would have been “up there for centuries.”
The increasing issue of space debris has resulted in the
ISS needing to perform manoeuvres to avoid damage on three
separate occasions in 2020 and is making the path to GEO and
beyond increasingly treacherous.
“If we keep creating debris in space,” explained US Air Force
General John Hyten to members of the Senate Armed Services
Committee during a hearing on establishing a Space Force in
2019, “eventually we are going to get to the point where it’s very
difficult to find a place to launch, very difficult to find a place to
put a satellite, and to operate a satellite without having to
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manoeuvre it all the time to keep it away from debris. All of
those things are complicated and have to be worked in an
international perspective.”
General Hyten had previously mentioned that the
hypothetical scenario of humanity fighting an orbital war would
send us all “back to World War Two” following the likely loss of
satellite intelligence.
The international climate
The remarks were made shortly following Mission Shakti, a
missile test completed by the Indian government under the Modi
administration, producing a new source of space debris in
extremely low orbit. Though the world was assured that the test
altitude of 300km meant debris ought to decay or fall back to
Earth within weeks, the test was nonetheless cause for concern.
One of the more memorable of such missile tests was the
incident in 2007, in which the PRC tested an anti-satellite missile
on one of their own weather satellites, Fengyun-1C. From
recently declassified information from the US National Air and
Space Intelligence Centre, we know that the impact occurred at
800km, producing thousands of pieces of debris which remain
in orbit to this day.
The US, then under the Bush administration, seemingly
responded in kind with Operation Burnt Frost, launching a
modified SM-3 antiballistic-missile interceptor from the Navy
Cruiser Lake Erie on 20 February 2008, striking a malfunctioning
National Reconnaissance Office (NRO) satellite at 250km. In
January of that year, the White House explained that the satellite
would fall from orbit on its own, burning up in the atmosphere
without any action required, though later spoke of a sudden
environmental risk posed by the satellite’s hydrazine fuel supply,
and opted to destroy it before re-entry. Hundreds of these same
SM-3 missiles are stocked on US Navy warships today, the tip
of the iceberg of the US space-capable arsenal with which
Russia and China compete.
It has become known that the world’s powers are taking part
in something of an arms race for space-capable weaponry,
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namely the US, Russia, and China, thanks to a number of
declassified tests, images, and anonymous testimonies. The
2019 Missile Defence Review released from the Pentagon
claimed that “Russia is developing a diverse suite of anti-satellite
capabilities, including ground-launched missiles and directedenergy weapons, and continues to launch ‘experimental’
satellites that conduct sophisticated on-orbit activities to advance
counter-space capabilities.” So impressive are the world powers’
arrays of space weaponry, that some observers have referred
to our times as something of a thus bloodless “neo-Cold War.”
Whilst capability in space is becoming increasingly relevant
to the work of maintaining effective deterrence, demonstrations
of such power in orbit are by no means sustainable. The insights
earned from field testing cannot measure against the cost of
further increasing the danger of debris in Earth orbits.
“I’ve advocated for a long time for the development of some
kind of international norms and behaviours in space,” said
General Hyten, “and where those norms and behaviours should
begin in my opinion is with debris.”
Besides a few ageing international laws agreed in the 1960s
regarding fair access to space and the prohibition of nuclear
arms in orbit, alongside other cold-war era agreements that have
been more explicitly revoked, the state of international laws for
activity in space, military or otherwise, has long been thought
lacking.

The ASAT missile lifting off on 27 March 2019 from
Abdul Kalam Island as part of Mission Shakti.
Photo courtesy Indian MoD

Photo courtesy of ESA

Recent efforts to combat the threat
On the 24 of September this year, the 18 th Space Control
Squadron at Vandenberg Air Force Base announced new
precision in locating and tracking space junk. With access to
“more meaningful” data, Vandenberg is better able to follow
approximately 25,000 orbital objects, only 3,200 of which are
active satellites. This precision makes orbital pathing easier to
track, and the calculation of collision likelihood more accurate.
The more capable a military’s Space Situational Awareness
(SSA) becomes, the more manageable the threat from orbital
debris becomes against their orbital assets - A very necessary
use of resources given the high potential for such threats to
influence global stability.
Suitably, recent announcements by NATO revealed plans to
construct a new space command centre in Germany primarily
serving as a coordination complex for space observation,
assisting with countering threats to satellite infrastructure.
“Satellite systems keep our world running in ways many
people barely realize,” explained NATO Secretary-General Jens
Stoltenberg. “Commerce, weather forecasts, mobile phones and
banking all rely on satellites. Our aim is not to militarise space,
but to increase NATO’s awareness of challenges in space, and
our ability to deal with them.”
What more can be done?
Several methods of debris removal and prevention have been
proposed and attempted, from deorbit probes escorting derelicts
into graveyard orbit or atmospheric entry through the use of
universal docking plates to ‘space nets’ which aim to gather up
detritus through the use of massive ultra-tensile tethers.
Truly effective methods have yet to be proven, but ESA,
JAXA, and NASA have each made big contributions to the field.
While much of the spacefaring community agrees with General
Hyten in hoping for sweeping international regulative standards
which will cement efforts to mitigate the propagation of debris
and prioritize addressing the problem, proactive action needs
to be taken in the meantime.
One could argue that such a supreme threat to Earth ought
not to be entirely left to a handful of academically-focused space
agencies across a string of experimental ventures, but rather
should be shouldered by the defence institutions sworn to
respond to catastrophe and protect their people. Tracking is an
essential contribution but may not be enough. Fighting the
spread of debris not only defends us from the very real possibility
of the communications disaster that would accompany a critical,
cascade failure in orbital space, but would protect the essential
GMC
ISR satcom assets crucial to keep the world safe.
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Consultative customer
services
Recab offers bespoke, ruggedized PC and computer-on-module design
and production services, and has a proven track record on long-term
projects, in collaboration with railway authorities such as TfL. According
to Martin Frederiksen, Managing Director of Military Embedded
Computing, Recab UK, the company is looking to cut through the incredible
range and complexity of computing technology to instead offer thorough,
consultative customer services rather than a simple storefront.
Laurence Russell, News and Social Media Editor, Global Military Communications

Martin Frederiksen, Managing
Director of Military Embedded
Computing, Recab UK

GMC: The pandemic has had a strong impact in leading innovation through
necessity. As a proud supplier of contactless technology for use in
consumer interfaces, how have you mobilised to provide for the world at
its time of need?
Martin Frederiksen: A lot of the innovation that we’ve seen emerge in response
to the COVID-19 pandemic has been in the making for many years. The pandemic
has accelerated a lot of the trends towards enhanced in-field data processing
and communication, image recognition, contactless interfaces, and similar
technologies. These are underpinned by effective embedded computing systems
and components that can provide this functionality.
At Recab UK, we’ve been supporting the development of new technologies
to make the new normal, of social distancing and more comprehensive tracking,
manageable. For example, we’ve seen an increase in projects regarding
surveillance, particularly for more accurate facial recognition. Achieving this often
requires the use of systems that feature general purpose graphics processing
units (GPGPUs) for faster data and image processing. GPGPU is most readily
used in applications that typically operate in a stable, and often temperaturecontrolled, environment, like telecommunications. But we can support the use of
GPGPU in more challenging environments, drawing on our extensive experience
developing rugged GPGPU solutions for harsh environments, such the military
and defence sector.
GMC: Have there been any revelations in the field of sensor equipment,
particularly no-touch interfaces under the pandemic, and do you think the
widespread adoption of these technologies is a realistic measure to combat
future outbreaks?
Martin Frederiksen: Sensor technology has been one of the fastest developing
fields of recent decades and the pandemic has demonstrated how this technology
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can fit into our daily personal and professional lives to reduce
contact and contamination. Although we are not specialised in
the sensor technology itself, the impact that this has on
embedded computing is clear. Sensors are only as effective as
the computing power behind them to make sense of the sensory
data.
One recent development we have seen prompted by the
pandemic is the need for ever-increasing ranges for sensor
detection or RFID scanning, as well as protection of that data.
In healthcare, for example, a greater read distance on key
devices can reduce risk of contamination and allow clinicians
to scan identification tags quickly in emergency situations. Our
partner Jadak recently launched its M3e RFID module, which
supports an extended read distance — up to two inches in both
low and high-frequency — and features an integrated secure
access module (SAM) to handle secure communications and
manage security keys for access to private information. This is
something we’re already seeing interest in from device
developers.
The guidelines around how best to prevent future outbreaks
are constantly changing as our knowledge of the pandemic
develops, and the technology that supports it is evolving
accordingly. Generally, touchless interfaces supported by
sensors and RFID tagging, location services supported by GPS
modules and antennae, and rapid device-to-device
communication using systems like Ethernet switches will play a
role.
GMC: As we enter the age of automation and the fourth
industrial revolution, what is the significance of data
analysis to delivering reliable IIoT?
Martin Frederiksen: Data analysis plays a vital role in the
Industrial Internet of Things (IIoT). When most people think of
IoT or IIoT, they think of data communicated between devices.
However, the value in most industrial applications is for systems
to make sense of that raw input data. The Fourth Industrial
Revolution is moving towards autonomous operations, and we
are seeing a lot of interest in GPGPU for artificial intelligence
(AI) and machine learning (ML) applications. These require high
bandwidth, low latency, and powerful computing capabilities,
which is best suited to the NVIDIA GPGPUs that feature in
several of the products from ourselves and our partners.
Question: The power of connectivity has made working from
ever more remote areas realistic. With further afield and
more complex frontiers opening up, what sort of
ruggedization requirements are you held to?
Martin Frederiksen: The exact ruggedisation requirements of
an application will vary from system to system, depending on
the specific market area. We can ruggedize embedded systems
in various ways, from using thicker PCBs and robust enclosures
to extended temperature range components for harsh

environmental conditions, to meet specific regulatory
requirements, such as EN50155 for rail environments. One of
the most common things we help our customers with is ensuring
designs and components meet the expectations of such
standards and can be certified quickly.
The ability to meet standards quickly opens up a number of
interesting possibilities for system developers, as it means more
complex computing can run from remote locations or
inhospitable environments. An example would be in the UK’s
burgeoning offshore wind sector, where we can support remote
monitoring of turbine health and near real-time communication
of health data with an embedded server. This server might feature
a COMexpress type 6 module or a type 7 module, such as those
from congatec that are ideally suited to the sector, and support
for a high number of input/output connections to support fast
connectivity. This largely comes down to ruggedisation alongside
expert baseboard design.
Question: You also supply for the defence sector. Have there
been any standout achievements for Recab in those
markets?
Martin Frederiksen: Defence applications are mission-critical,
which means they are highly regulated, and when they reach
obsolescence they would ordinarily need to be ripped out in
place of a new system. The system itself is expensive, let alone
when you consider the re-certification costs and project time.
We have seen some VME and CompactPCI projects in the
defence sector where the original product has gone end of life,
in which we’ve been able to significantly reduce cost and project
times while extending device lifespan. We have been able to
develop a CompactPCI baseboard and plug in a COMexpress
module, which can make re-certification easier. This solves the
problem of obsolescence and extended the lifecycle of the
project by ten years, for significantly reduced cost.
Question: What’s the future of embedded communications
systems?
Martin Frederiksen: We’ve seen in the past few years, and
more so with the pandemic, that intercommunication of devices
is growing in popularity. We are heading the way in which
everything will be connected, and this means there will always
be a need for embedded communication systems to support
this. With this comes an ever-growing need for more computing
power.
One interesting effect of this will be more standardisation of
technologies. We’ve seen this begin to take shape with things
like the Sensor Open Systems Architecture (SOSA) VPX
connector standard in avionics, and generic vehicle architecture
(GVA) for land vehicles. This makes it easier to modernise
embedded systems and ensure lasting success of embedded
applications. We’ll see more of these in the future as embedded
communication becomes more prevalent.
GMC
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Hybrid protection beyond the device’s hardware is key for assessing trustworthiness effectively. Photo courtesy iStock,
by Getty Images

A practical guide for achieving FIPSCertifiable DICE Attestation
Security is key in all walks of modern life, and nowhere is
this truer than in governments and military groups. With
so much now achieved remotely or online, computer
security is key to fulfilling secure operations.
Sergey Ostrikov (Infineon), Cliff Zitlaw (Infineon), Dennis Mattoon
(Microsoft)
Military digital solutions are typically powered by computing
devices whose internal structure and operating environments
can be vastly different. Some of these devices reside in guarded
facilities and are actively managed by trained personnel, while
others are out in the field with limited access and visibility into
them. Some are tightly integrated single-die chips, while others
utilize multi-layered printed circuit boards to fit and connect
numerous components within a product.
A variety of communication interfaces allow components to
transfer data within the device, be it an on-chip system
interconnect or an external peripheral bus. Not only does the
data travel internally, more often than not it is also relayed to
other devices via a combination of networks, sometimes using
secure, sometimes using joint engagement communication
networks, ranging from small personal area networks to those
spanning across the globe. Owing to this variation, such
computing environments continue to evolve and expand.
Trustworthiness has emerged as an important basis for
providing secure digital military solutions. Assessing
trustworthiness of deployed computing devices powering these
applications is therefore critical. This can be done via a physical
inspection of a device, such as those performed as part of a
regular inspection, but in many cases, this can be difficult in a
mobilization, active deployment or area defence scenario.
Practical solutions are automated and rely on cryptography as
well as a special component within the device that is sufficiently
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secured for a defined range of applications. This component is
called a root of trust. Roots of trust undergo thorough security
validation, and once deployed, remain trusted throughout device
lifetime. Some devices choose to employ multiple roots of trust
to mitigate risks associated with a single source of trust that
cannot be easily reassessed. The most essential service that a
root of trust provides to its hosting device is the generation,
storage, protection, and, in some cases, destruction of a
cryptographic device identity. This very identity serves as the
vehicle for demonstrating trustworthiness.
An identity represents a unique combination of stable
hardware and software components within the device. The
inclusion of software as part of the identity is not accidental.
Chip manufacturers hesitate to implement asymmetric
algorithms in hardware alone. One of the reasons is the desire
to support a variety of algorithms which, if implemented in
hardware, would result in a larger gate count directly increasing
the overall cost of the chip. Another reason is continuous
improvement of the algorithms and their implementations which
creates the risk for the chip to become cryptographically
outdated. So instead, these algorithms are broken down into
fixed and variable parts and implemented in a hybrid manner
utilizing both hardware and software.
Generating a device identity
Upon becoming operational, a device goes through an early
boot process which plays a central role in generating a device
identity. During this process, control is transferred from immutable
hardware to mutable functionality. Immutable hardware refers
to parts of an integrated circuit whose modification is impractical
in terms of cost. Depending on the type of integrated circuit,
mutable functionality can take different forms.
In the case of application-specific integrated circuits, it is
represented by the code stored outside of true read-only
memory. In the case of programmable hardware devices,
mutable functionality is embodied by a bitstream that configures
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it in addition to the software that may run on top of the
configurable hardware.
Regardless of a particular setup, the very first transfer of
control is a critical point in generating a device identity as both
immutable and mutable parts are needed for this operation.
Precisely for this reason, Trusted Computing Group has
developed a capability called Device Identity Composition
Engine (DICE). By the time the first mutable functionality is
executing, be it code or a configuration bitstream, DICE ensures
that it has access to the cryptographic device identity if and
only if it has been self-authenticated. In other words, should the
first mutable functionality change, it is automatically denied
access to the cryptographic device identity, which precludes
the device from demonstrating trustworthiness. This is achieved
by combining a unique device secret—which represents
immutable hardware—with a measurement of the first mutable
functionality, together producing a compound device identity.
This compound identity serves as the base for generating a
device identity key which is used for digital signatures. Dynamic
reevaluation of first mutable functionality confirms system
integrity at different points in time and justifies its fitness for
demonstrating trustworthiness.

As networks expand and data is shared further and wider,
security approaches must also evolve. Image courtesy Trusted
Computing Group’s TPM Guide

The output of a DRBG is post-processed to produce a
cryptographic key. Post-processing ensures fitness for a specific
algorithm, so a single key cannot be used for different
cryptographic purposes. Despite having algorithm-specific
generation and usage requirements, DICE keys rely on the same
protection mechanisms ensuring integrity and confidentiality of
stored keys. These three aspects of security validation generation, use, and protection of keys - have a direct effect on
DICE implementations.

Figure 1 – generating a device identity key

Security validation
The US Government mandates the use of cryptography by
federal agencies to be validated. The Federal Information
Processing Standard (FIPS) provides a set of security
requirements that need to be satisfied by a cryptographic module
before it may be employed by federal agencies. These
requirements come in a form of special publications from the
National Institute of Science and Technology (NIST) and are
known as the 140 series. While security validation is mandatory
for government agencies such as those relying on electronics
in the aerospace and defense sector, it has also become
widespread in the financial and payment industry as well as
becoming increasingly relevant in the automotive, industrial, and
healthcare sectors. Security requirements cover a range of
relevant aspects, from documentation to cryptographic
algorithms to key generation to even mitigation of non-invasive
attacks. Several of these requirements have a direct effect on
the DICE architecture and require special considerations.
Cryptographic keys are one of the primary focuses of security
validation. The life of a cryptographic key starts with its
generation. NIST requires that all cryptographic keys are
generated from the output of a Deterministic Random Bit
Generator (DRBG). To start generating output, DRBG is seeded
with a value from an entropy source to create its initial internal
state. During the lifetime of the internal state, DRBG advances
in a one-way fashion without repeating which enables the
generation of unique pseudorandom numbers. Upon reaching
the end of the lifetime, DRBG is reseeded to continue operating.
Intentional use of the same seed is explicitly prohibited by NIST
as it drastically reduces the amount of entropy in DRBG’s output.
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Figure 2 – Functional model of a DRBG

Combining DICE and FIPS
The proper use of a DRBG precludes generation of the same
device identity multiple times. Instead, device identity can be
generated once and wrapped by an ephemeral key whose
creation depends on the device secret and integrity of the first
mutable functionality. The ephemeral wrapping key ensures that
device identity is only accessible by the first mutable functionality
that generated the identity. The cryptographic strength of this
mechanism depends on computational complexity of the
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Figure 3 – FIPS-certifiable device identity generation

wrapping algorithm, and unpredictability and physical protection
of the device secret. In addition to following NIST key generation
recommendations, this approach allows for improved
performance as unwrapping is less computationally intensive
than key generation.
The FIPS-certifiable identity generation process starts with
a qualified entropy source. The entropy source seeds the DRBG
to produce a symmetric key-derivation key which serves as the
unique device secret. A personalization string may be added
as an additional input to the DRBG to supplement uniqueness
of the secret. Once produced, this key is stored in plaintext and
physically protected from use by anything other than immutable
functionality. FIPS requires the ability to zeroize this key because
it is stored in plaintext.
Next, two ephemeral symmetric keys are produced, both
representing a compound device identity. One is a key-wrapping
key which controls access to the device identity. The other is a
key-derivation key which enables extendibility of the hardwarerooted chain of keys to subsequent layers of functionality.
Anticipated use of two different cryptographic algorithms by
these keys prompt the split of the compound device identity
into two parts.
Finally, a private signature key is generated by adding a
measurement of the first mutable functionality as an additional

input into the DBRG. This
key represents the device
identity and is linked to
the unique device secret
via DRBG’s internal state.
It is encrypted by the keywrapping key and stored
as ciphertext. It is worth
noting
that
the
measurement neither
does, nor can cover the
stored encrypted key and
the ephemeral keys that
are passed to the first
mutable functionality.
Once the generation
process is complete,
three
sensitive
parameters are stored –
DRBG’s internal state,
first key-derivation key,
and encrypted private signature key. The latter two are used to
retrieve the plaintext device identity. The internal state maintains
a link to the unique device secret for keys that require it. Device
identity retrieval consists of measuring first mutable functionality,
constructing a key-wrapping key, and unwrapping the stored
private key.
Conclusion
Military equipment using electronic components already face
heightened threats in any kind of deployment. Technology exists
to minimize this risk and chip manufactures have embraced the
flexibility of the hybrid approach. DICE’s native support for
creating an identity from both hardware and software makes it
an attractive choice for assessing early mutable functionality
executing on the device. While DICE does not require FIPS 140
validation, an implementation satisfying both standards is
possible. Dynamic reevaluation of the first mutable functionality
can be nicely complemented by the proper use of underlying
cryptographic algorithms. The one-time generation of the device
identity with its subsequent wrapping enables a FIPS-certifiable
DICE implementation. Such an implementation significantly
strengthens DICE’s ability to demonstrate trustworthiness and
creates opportunities for entering government-regulated
industries.
GMC

Figure 4 – device identity retrieval
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Bittium supplies the Finnish Defence Forces
with Bittium tactical power pack
Bittium has received a purchase order from the Finnish Defence Forces for Bittium Tactical Power Pack™ products that are meant
for powering tactical communication devices. The Tactical Power Packs will be used by the Finnish Defence Forces as accessories
for the portable Bittium Tough Comnode™ devices. The Finnish Defence Forces use the Tough Comnode devices for example as
VoIP phones, IP routers and SHDSL repeaters to fulfil the data transfer needs of mobile troops.
Bittium Tactical Power Pack includes two 70Wh, 6.7 Ah batteries that are attached as one with an adapter. This way the Tactical
Power Pack can also be used as a charger for the two batteries. The Tactical Power Pack is an excellent accessory for mobile
troops as its batteries can be changed quickly to new fully charged batteries one by one without interrupting the power supply to
the device being charged. This enables uninterrupted field use for the device.
The value of the purchase order is approximately EUR 1.1 million (excl. VAT). The Tactical Power Packs will be delivered to the
Finnish Defence Forces during the first half-year of 2021. The purchase order does not change Bittium’s financial outlook for the
year 2020.
Bittium Tactical Power Pack has been designed specifically for tactical communication use cases. It is an accessory for example
for Bittium Tough SDR Handheld™ radio and Bittium Tough Comnode™ device, but it can also be easily used with normal tablets
and smartphones through USB connection. Tactical Power Pack enables uninterrupted field use for the devices.
Bittium Tactical Power Pack includes two 70Wh, 6.7 Ah batteries that are attached as one with an adapter. This way the Tactical
Power Pack can also be used as a charger for the two batteries. The batteries of the Tactical Power Pack can be changed quickly
to new fully charged batteries one by one in the field without interrupting the power supply to the device being charged. The small
size and light weight of the Tactical Power Pack enables also its easy attachment to soldier gear together with the device being
charged. The Tactical Power Pack’s IP67 rated water and dust resistance and MIL-STD-810G rated shock resistance guarantee its
use also in harsh conditions.
The versatile Bittium Tough Comnode device fulfils the data transfer needs of mobile troops for example as a VoIP phone, an
IP router, and an SHDSL repeater. Bittium Tough Comnode is rugged, easy to install in different environments, and also portable
by soldiers on the battlefield. The device is compatible with the broadband, software defined radio based Bittium Tactical Wireless
IP Network™ (TAC WIN) system and offers diverse connectivity options also to third-party equipment and systems. Bittium Tough
Comnode also enables using legacy Combat Net Radios (CNR) as part of the IP-based tactical communication system (Radio
over IP, RoIP).
GMC

Photo courtesy of Bittium
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Droneshield and Squarehead partner in the CUAS space
DroneShield Ltd’s, a pioneer and global leader in the C-UAS sector, and Squarehead,
a Norwegian-based acoustic array technology company, have entered into a
partnership in the C-UAS space.
Going forward, DroneShield will be offering an integrated system for C-UAS
detection and mitigation, with DroneShield’s radiofrequency, radar and camerabased UAS detection and electronic warfare UAS defeat products integrated with
Squarehead’s Discovair G2TM direction-finding acoustic system, within
DroneSentry-C2 TM airspace awareness, command-and-control and reporting
software. This product integration of the two companies’ offerings has been
completed, and the combined solution is available to customers at present. The
combined system is presently undergoing test evaluation schedule with the US
Department of Defense.
Squarehead CEO Stig Nyvold said: “We are pleased to enter into the partnership
with DroneShield in the rapidly emerging C-UAS space. C-UAS security and airspace
awareness is becoming an increasing problem for wide range of military and civilian
customers, and we expect our capability to detect any drone in the near field to
provide a great added layer in DroneShield’s solution.”
Oleg Vornik, DroneShield’s CEO, added: “This partnership combines
DroneShield best-in-class C-UAS sensors and effectors with Squarehead’s expertise
in the acoustic domain. The combined system is already being evaluated by the US
military, and we look forward to rolling this out globally, with an extensive schedule
in front of us over next several months, including Europe and the US. ”

GMC

EM Solutions secures new orders from
L3Harris Technologies
EM Solutions, a wholly-owned subsidiary of Electro Optic Systems Holdings, has recently received a second order to supply its
Ka-band transceivers for the L3Harris Technologies Panther II Very Small Aperture Terminals (VSAT).
The new contract, valued at more than US$2m, will deliver over 100 Ka-band transceivers to L3Harris across the first half of
2021. EM Solutions CEO Dr Rowan Gilmore, said “We are delighted to have been chosen as the exclusive provider of our latest
broadband Ka-band transceivers into the new Panther II program. These transceivers build further upon our core technology that
has been supplied over recent years into numerous maritime, airborne and land mobile systems. Based on the latest GaN technology,
they cover both the military Ka-band spectrum and commercial Ka-band as well.”
Jerry Adams, General Manager of VSAT for L3Harris, said: “L3Harris and EM Solutions have been working for several years to
perfect a transceiver that had the right size and weight for the Panther II terminal, yet was powerful enough to meet the tough WGS
satellite certifications. The new transceiver fits the bill perfectly.”
Adams continued: “We are pleased that our collaboration with EM Solutions has yielded such great results, so that our Panther
II manpack terminal will remain at the forefront of military satellite communications, globally. The Panther II terminal is the smallest
physical terminal in use by the Marines. It can be carried as a manpack and set up by an individual within 10 minutes.”
The contract award to EM Solutions follows an earlier order to supply 50 transceivers that are already being delivered to
L3Harris.
GMC

Image courtesy of L3Harris Technologies
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