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MCL maintains position as UK MOD hearing
protection supplier of choice
Marlborough Communications Limited (MCL) has been awarded two contracts to supply hearing protection equipment to the UK
Ministry of Defence (MoD), maintaining MCL’s position as the UK MoD's leading supplier of hearing protection systems for the
military.
MCL partners with Danish-based INVISIO Communications to supply its S10 Tactical Hearing Protection System (THPS) for
the Dismounted Close Combat User (THPS DCCU) and has won a further order within an existing contract. The system is an inear hearing protection and communication system for use on a single radio and consists of an in-ear headset with control unit
housing the electronics for situational awareness and impulse noise protection. It is made up of two components - the X5 Bone
Conduction Hearing Protection Headset and the inline control unit.
The second contract is a midlife enhancement order for INVISIO hearing protection and radio ancillaries, as well as the new
INVISIO T7 lightweight and submersible hearing protection headset.
Submersible to 10 meters and ruggedised for use in the most demanding environments, the INVISIO T7 provides enhanced
safety and comfort, as well as unparalleled situational awareness. Combined with INVISIO’s latest software release, the T7 offers
noise cancellation when mounted on platforms and, when required, Voice Operated Transmit (VOX).
Shane Knight, managing director, MCL, said: “We’re delighted to be able to demonstrate our position as the leading supplier of
hearing protection systems to the UK MoD.
“As the exclusive supplier of INVISIO Communications to the UK market, we work closely to identify and deliver bespoke
advanced systems to the UK MoD. The systems have been in use for five years and it is testament to their performance that these
follow-on orders were awarded to us in late 2020.
We look forward to supplying INVISIO’s latest cutting-edge technology and continue working with the MoD to deliver innovative
solutions.”
GMC

Photo courtesy of MCL
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Northrop Grumman common infrared
countermeasures system ready for full-rate
production
The US Army has declared the Northrop Grumman Corporation Common Infrared Countermeasure (CIRCM) system operationally
suitable, effective and ready for full-rate production following a successful six-month initial operational test and evaluation (IOT&E)
activity.
“Through our partnership with the US Army and our suppliers, we have already delivered over 100 production systems,” said
Bob Gough, vice president, navigation, targeting and survivability, Northrop Grumman. “The successful completion of IOT&E
confirms CIRCM’s readiness for full-rate production.”
CIRCM’s dual-jammer configuration helps to protect aircrews while providing the highest level of aircraft survivability. The
CIRCM system provides protection against a wide range of infrared-guided anti-aircraft missile threats, including shoulder-fired
and vehicle-launched.
During the rigorous testing, the system was flown through a multitude of scenarios and environments to assess CIRCM’s
ability to detect, engage and defeat threats. The system rapidly defeated all threats during IOT&E, proving it is ready to support the
complex missions of the US Army.
In addition to baseline performance, the system’s next-generation open architecture design will enable rapid and timely capability
enhancements to keep pace with changing mission needs.
Northrop Grumman also leverages digital engineering technologies and lean-Agile methodologies to deliver continued system
improvement throughout CIRCM’s lifecycle to counter new and evolving threats.
GMC

CIRCM protects US Army aircraft from emerging missile threats. Photo courtesy of Northrop Grumman
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HattoriX demo West Europe. Photo courtesy of Elbit Systems

Defence by AI
Artificial intelligence (AI) has been a widely explored topic
in the last couple of decades, with many predictions that
the machines will ultimately be the undoing of us all.
Nevertheless, AI is very much reality, and proving
exceedingly useful to militaries across the world.
Amy Saunders, Editor, Global Military Communications
Artificial Intelligence or AI has been in the making for
decades, having been founded as an academic discipline in
1955. A daunting field of research – gifting machines with true
intelligence with which they can learn and grow – plagued by
many challenges and ethical concerns, not to mention the day
the machines rise up against us, nonetheless, major strides
have been made in the last ten years in the areas of autonomy,
routing, and simulations.
The defence sector has seen a surge of interest in AI
technology for military applications in recent years, with
particular focus on aiding human decision-making. Indeed, AI
has a clear edge in areas like super-fast decision-making
required in repetitive tasks and combining multiple data inputs
from various sensors to throw up options for decision-making,
and even making some of these decisions by itself.
Killer robots
So impressive are recent advancements in autonomous
weapons that in 2019, the UN held a meeting to discuss a ban
on autonomous weapons, called by 25 nations and opposed by
the US, South Korea, Russia, Israel, China, and Australia, which
have made substantial investments in unmanned, autonomous
systems. While no agreement has been reached, plenty of forces
across the world are heavily investing towards autonomous
weapons without yet crossing the line to entirely unmanned
weapons.
Indeed, in Januar y, Elbit Systems completed live

8

demonstrations of its AI-enabled fire support system HattoriX
for eight European defence groups, potentially paving the way
for integration of the system into those forces’ arsenals.
The capability demonstrations took place in Europe, where
the system’s targeting capabilities were demonstrated in urban
and austere environments in both day and night, simulating a
variety of operational scenarios. Programme officials and military
representatives from eight European nations ran the HattoriX
system through the various combat scenarios, determining the
platform’s ability to ‘passively and rapidly acquire’ targets within
a margin of error of a few metres. In use by Israeli Defence
Forces since 2019, the system was able to successfully
showcase effective engagement of time-sensitive targets during
the demonstrations.
Featuring payload agnostic mission computer that runs
proprietary software, photogrammetry algorithm and an
Augmented Reality (AR) overlay of real-time C2 data, HattoriX
performs automatic fusion of Geographical Information System
(GIS) database, pre-loaded targets data, payload’s visual feed,
and C2 information, thereby enabling the tactical user to
intuitively issue CAT-1 targets without using any emitters, and
seamlessly feed acquired targets and additional target
information (image, video, description) into any Battle
Management System. Interfacing with any Electro-Optical
payload of choice, HattoriX is comprised of a Goniometer, a
mission computer, a touch-screen display unit and a lightweight
tripod. HattoriX also includes a remote-controlled configuration
for extended force protection. Users include FOs, Forward Air
Controllers (FAC), Joint Terminal Attack Controllers (JTAC),
reconnaissance teams, field intelligence and Special Forces.
In the same month, the British Army has invested £102 million
into an AI-powered surveillance system from Elbit Systems which
will enable frontline soldiers to detect and engage enemy targets.
The five-year contract will see Elbit Systems UK deliver the
‘sensor to shooter’ system to the Army.
Utilising state-of-the-art thermal sight technology, the
Dismounted Joint Fires Integrator (DJFI) will enhance soldiers’
ability to find and identify targets on the battlefield. It then
provides the crucial targeting information necessary to fire more
quickly and accurately than ever before. Using specialist software
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on a tablet, information gathered by the DJFI is sent digitally to
an artillery system or aircraft to instantly engage the target, while
the soldier operating the system remains hidden. DJFI will deliver
six distinct Fires Integration equipment suites – each tailored to
specific battlefield mission roles – to be combined with existing
hardware and software. The technology is designed to be
integrated and used alongside similar equipment used by allied
forces, meaning the UK can play a pivotal role in joint overseas
operations.
The solution integrates several of Elbit Systems’
technologies, including: The TORCH-X Battle Management
Application; the Hattorix system for undetectable generation of
high-precision targets, the CORAL Multi-Spectral electro-optical
payload for enhanced target acquisition in day and night and
the Rattler XR long range laser designator.
Choices, choices
Decision making is often one of the hardest things in this modern
era of option overload. According to the latest estimates, the
average adult makes a jaw-dropping 35,000 remotely conscious
decisions every single day, so it’s easy to see how decision
making can become a tiresome and complex task for many.
Taking some of these decisions out of the hands of employees,
particularly critical decisions that can be calculated more
accurately by machine, makes sense (if we can trust the
machine…)
In January, Unisys Corporation was awarded funding from
the Artificial Intelligence (AI) for Decision Making Initiative to
investigate using AI and Machine Learning (ML) to detect
deceitful and persuasive writing. The initiative is a collaboration
between the Office of National Intelligence (ONI) and
Department of Defence, intended to develop AI and ML expertise
and capability in areas of significant importance to the Australian
Defence Force and national security community. It is delivered
nationally through the Defence Science Centre, Defence
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Science Institute, Defence Innovation Network and Defence
Innovation Partnership.
Unisys chose from 23 challenges set by the initiative and
applied to develop an AI and ML-based solution to detect
deceitful or persuasive writing in a collection of documents by
the same author. With the research funding awarded in
November 2020, Unisys will experiment, prototype, and
demonstrate the proposed approach using publicly available
data, in a detailed technical paper and oral presentation in the
first quarter of 2021.
“Ultimately we want to be able to detect if an author’s writing
style has changed in documents making exaggerated claims,”
said Xin Xu, practice lead for Artificial Intelligence, Machine
Learning & Data Science for Unisys Asia Pacific. “Real world
applications could potentially include forensic analysis to
determine who is the true author of a written piece for legal
purposes; identify if emails or text messages are written by
imposters such as hackers or phishers; or even detect fraudulent
of fake statements on Twitter or other public information platforms
designed to confuse media or the public.”
Intelligent Ship, the next generation
Also exploring both decision-making and autonomy is a huge
project underway here in the UK. In January 2020, the Defence
and Security Accelerator (DASA) announced the first wave of
£4 million funding for a revolutionary new AI warship contract.
The funding aims to revolutionise the way warships make
decisions and process thousands of strands of intelligence and
data by using AI.
Nine projects will share an initial £1 million to develop
technology and innovative solutions to overcome increasing
‘information overload’ faced by crews as part of DASA’s
‘Intelligent Ship, The Next Generation’ competition. With
thousands of sources of data, intelligence, and information
available, new technologies such as automation, autonomy, AI
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and ML will play a key role in revolutionising the defence fleets
of the future.
“The astonishing pace at which global threats are evolving
requires new approaches and fresh-thinking to the way we
develop our ideas and technology,” said Defence Minister James
Heappey. “The funding will research pioneering projects into
how AI and automation can support our armed forces in their
essential day-to-day work.”
Intelligent Ship is focused on inventive approaches for
Human to AI and AI to AI teaming for defence platforms, such
as warships, aircraft, and land vehicles in 2040 and beyond.
DASA, on behalf of the Defence Science and Technology
Laboratory (DSTL), is looking at how future defence platforms
can be designed and optimised to exploit current and future
advances in automation, autonomy, ML and AI. These key areas
of research will look to address the complex and constantly
evolving threats to national security. This work will inform
requirements then develop applications essential to the future
force in an increasingly complex and AI driven environment.
Although titled Intelligent Ship, a warship is just the prototype
demonstrator for this competition; the project will inform
development relevant to all defence equipment and military
services.
The second phase of funded proposals for the Intelligent
Ship competition was announced in January 2021. Nine
innovative projects have been funded, sharing £3 million. The
projects will support the evaluation and demonstration of a range
of human-machine teams and their integration with an evaluation
environment. Phase 2 will develop AI for wider application across
defence platforms.
“The Intelligent Ship project aims to demonstrate ways of
bringing together multiple AI applications to make collective
decisions, with and without human operator judgement,” said
Julia Tagg, Dstl Project Technical Authority. “We hope that the
use of AI in the future will lead to timely, more informed and
trusted decision-making and planning, within complex operating
and data environments. With applications for the Royal Navy
and more broadly across defence, we are very excited to see
what these Phase 2 projects might bring.”
The companies awarded funding for Phase 2 are: CGI IT

UK Ltd; Decision Lab; DIEM Analytics; Frazer Nash Consultancy;
Montvieux Ltd; Nottingham Trent University; Rolls Royce;
SeeByte Ltd.
Examples of proposals funded include an intelligent system
for vessel power and propulsion machinery control to support
the decision-making of the engineering crew, and an innovative
mission AI prototype Agent for Decision-Making to support
decision making during pre-mission preparation, mission
execution and post mission analysis.
Implications of trust
We’ve seen it time and time again in the movies; societies
become dependent upon machines infused with AI, until the
machines turn round and take over the world. From ‘I, Robot,’
‘The Matrix,’ ‘The Terminator,’ and many more, for years we’ve
been subjected to scary stories about our future robotic
overlords. This theme has been widely explored and remains a
significant challenge (in some minds) towards an AI-enabled
world, however, teams around the world are considering safe
solutions.
Indeed, scientists at the Defence Research and Development
Canada (DRDC), within the Department of National Defence
(DND), have made a breakthrough in AI and Autonomy by
developing a practical design model that can enable trust in
partnering with these technologies. In the ‘IMPACTS: A Trust
Model for Human-Autonomy Teaming’ paper, critical parameters
for the development of autonomous mechanism’s
trustworthiness are explained.
IMPACTS is an acronym for Intention, Measurability,
Performance, Adaptivity, Communication, Transparency, and
Security:

•
•

Intention: Understanding the machine’s intent will help
humans delve into “its ethical and legal actions and develop
trust in their ethical behaviour.”
Measurability: The measurability factor is extremely
important since machines will be making decisions to
determine human life and death. The behaviour, action, and
pattern need to be measurable so that the intention can be
deduced.

Elbit Systems’ HattoriX, an artificial intelligence-enabled target acquisition and fire support system, underwent field
demonstrations for several European militaries. Photo courtesy of Elbit Systems
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The Three Laws of Robotics
Science fiction author Isaac Asimov created three simple laws devised for his robotic-based fiction stories, which many in
academia and sci-fi refer to as the basic foundations for the future of AI.
1) A robot may not injure a human being or, through inaction, allow a human being to come to harm.
2) A robot must obey the orders given it by human beings except where such orders would conflict with the First Law.
3) A robot must protect its own existence as long as such protection does not conflict with the First or Second Law.

•

•

•

•

•

Performance: Trust in the reliability, consistency, and
predictability of a machine’s performance is vital for the
partnership. “For trust to be gained, the agent must
demonstrate performance that is reliable (consistency over
time), valid (the agent performs as intended), dependable
(low frequency of errors), and predictable (meeting human
expectations),” reports the paper.
Adaptivity: The AI must be multidimensional to make it
inherently smart. The machine should quickly adapt to the
context and situation and intelligently decide on its action to
help the human partner.
Communication: Trust thrives in an environment that
ensures two-way communications between sender and
receiver. The IMPACTS model takes this concept to the
human-machine interface (HMI) where the autonomous
system is designed to think for itself. “HMI also needs to be
flexible and offer the types of feedback its human partner
would like so that effective communications happen at the
right time, in the right format, through the right channel, and
to the right recipient,” reports the paper.
Transparency: Transparency increases trust between the
parties. Transparency becomes even more critical if humans
and the AI are at different locations. To be on the same page,
humans should be able to know “agent intentions, reasoning,
behaviours, and end states.”
Security: To keep malicious and non-state actors at bay,
the human-machine system or IAS must be protected against
intrusions and corruption.
“The IMPACTS model is aimed to guide the construct of

user’s trust in autonomy when designing a human-agent (AI or
intelligent machine) partnership and addressing the three context
constraints (i.e., human, technology, and environment) as well
as six trust barriers (machine’s lack of human sensing, thinking,
flexibility, transparency, understanding, effective interface, and
human’s lack of understanding in designing lifelong learning
and adapting machines),” states the paper.
IMPACTS is an important addition to the existing knowledge
in human-machine teaming, AI, autonomy, weaponry, and
national defence. The model conveys the complex and intricate
building blocks that the scientists at the research agency have
minutely researched. The core of the developments lies in
ensuring trust practically before the human-machine
collaboration is put to work for national security. The model also
provided guidance for designing an intelligent decision aid to
address complex, lengthy, and error-prone target engagement
process, Authority Pathway for Weapon Engagement (APWE).
The APWE assisted an UAS operator to follow rules of
engagement and international laws of armed conflict in a large
scale international joint exercise.
Whether the IMPACTS model will come into widespread
consideration and eventually culminate in the peaceful coexistence of humans and AI, is not really as important as the
fact that this key debate about the safety of AI is continually
under study. It does take an important step forwards from
Asimov’s Three Laws of Robotics, which were dreamt up some
70 odd years ago and still remain the most well-known rules on
AI systems today. The ongoing pursuit of a way in which we can
benefit from AI in an entirely safe manner is a burning challenge
that must be fulfilled in the not-too-distant future.
GMC

Photo courtesy of Starmarpro/Shutterstock
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‘What’s Your Warrior?’
campaign
The US Army’s newest recruitment effort, the ‘What’s Your Warrior?’
campaign, aims to engage younger recruits from a generation becoming
increasingly disaffected by the military. Sgt. Jennifer Smith, Signal Support
System Specialist, and Paul Mehney, Public Communications Director,
US Army Program Executive Office Command, Control, CommunicationsTactical, outline the new strategy and discuss how the US Army has
changed in recent years.

Paul Mehney, Public Communications
Director, US Army Program Executive
Office Command, Control,
Communications-Tactical

Laurence Russell, News and Social Media Editor, Global Military Communications

GMC: First world recruitment has steadily dropped over recent years. Why
do you feel this is the case?
Sgt. Jennifer Smith: I feel that there’s several factors that can influence recruiting
at any time. The biggest thing I think is the absence of the draft, which ensured a
more military culture by virtue of there being a serviceman in most families. My
grandfather for instance was drafted.
With the volunteer army we now possess, the military feels like more of an
external, unfamiliar thing. A lot of civilians, especially in the younger generations,
have a low awareness and frame of reference. Research has shown that roughly
50 percent of young people know little or nothing about military service and I feel
like that’s why it feels like a less relevant career. That can lead to a lot of
misperceptions about the army service.
The ‘What’s Your Warrior Campaign?’ was created so that the US Army can
make sure that Gen Z is aware of the opportunities that are available. This is a
digital-native generation, technology interfacing is second nature to them, and
this online campaign aims to inform them where they’re most comfortable
absorbing information.
GMC: The new ‘What’s Your Warrior?’ campaign aims to educate Gen Z about
career opportunities with the US Army by highlighting diverse opportunities

Sgt. Jennifer Smith, Signal Support
System Specialist

GMC
Q&A
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and aspirational identities. Could you expand on that?
Sgt. Jennifer Smith: The What’s Your Warrior Campaign
showcases the depth of career opportunities for today’s recruits.
It highlights twelve unique career specialties in the US Army
covering everything from medicine, to intelligence, to cyber,
along with aviation and even culinary arts.
Each career has been assigned an aspirational identity to
make it more understandable and relatable. In my case, I
represent ‘The Wavelength.’ I represent the many career
opportunities available in signals, including my own, as I serve
as a Signal Support System Specialist. My job is to capture and
send critical communications between units across the army
and the globe.
There are many other important roles under ‘The Wavelength’
supporting communications and connectivity. There are over
200 career opportunities within the US Army that all require
unique people with specific skills. Anyone can contribute.
GMC: From your experience working with military
communications in the field, what are the key things you
look for in technology that support effective service?
Paul Mehney: Program managers carefully balance technical
maturity, operational relevance for military use and affordability
of the system. A major focus of our network modernization efforts
is to procure network and data systems that are not complex
for the average soldier to use in an operational unit.
We are carefully balancing the need to field highly capable
systems, with ease of use in the field. Soldier provided feedback
during prototype experimentation and demonstration is key to
informing program developers and industry how complex
systems are.
GMC: Developers also are keen to highlight that today’s
cutting-edge consumer electronics and applications are
sometimes more advanced than their military equivalents.
Would you agree with that, and if so, should defence

procurement strategies shift to better address the speed at
which modern technology evolves?
Paul Mehney: The Army has shifted from relying primarily on
long development efforts for network systems and is now taking
full advantage of commercial IT development. As part of the
Army’s network modernization strategy, we have shifted
resources and created budget lines to enable us to quickly
procure commercial capability and modify it for military use.
We are fielding new network capability in two-year
increments called capability sets. These capability sets allow
the Army to take the latest commercial technology that meets
our needs and provide prototypes to soldiers who give feedback
(much like commercial industry does with consumer pilot
programs) on operational use.
Program developers then work with industry to improve the
system for military use. Recent examples include data radios,
software that allows us to build military applications for soldiers
to use to manage the battle or their operations, cybersecurity
and monitoring tools and satellite terminals and connectivity
services.
The Army is fielding its first capability set, called Capability
Set 21, this year to four priority Infantry brigades, we are also
fielding other modernized network systems to more than 150
other units across the Army, Army Reserve and Army National
Guard.
GMC: To what extent do you see the US military’s technology,
culture, and ideology evolve at pace with the expectations
of younger generations?
Sgt. Jennifer Smith: As with many organizations around the
world, the US Army is continually evolving and growing. One of
the reasons why I think the ‘What’s Your Warrior?’ campaign is
so important is that it helps the myths associated with the military.
Research tells us that young people want to be a part of
something larger. That is exactly what I see from Gen Z, they
are very culturally aware, and they make the changes they want

Photo courtesy of US Army
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to see in the world. The sense of purpose they’re striving for is
exactly what the US Army offers. Military service carries goals
and a purpose that you can actually achieve.
I feel like a lot of that is shown through my story and especially
through the entire ‘What’s Your Warrior?’ campaign. Every soldier
comes from a different walk of life. The military encompasses
diverse ethnicities, cultures.
I’m proud to be one of the 180,000 women serving in the US
Army. In my Battalion, I was the second female to attend the
Army Mountain Warfare School (AMWS), which was a huge
accomplishment for me. I now serve as just as much a combat
asset as any of my comrades. That goes to prove that we’re
able to be respected equals just as capable of putting our lives
on the line, and I won’t stop fighting to prove that’s the case for
women like me.
GMC: What breakthroughs do you anticipate seeing in
military communications technology in the next ten years?
Paul Mehney: The art and science of military command and
control is about quick decision making, rapid development of
data into information, and the future expectation that network
technology can dramatically increase force effectiveness. The
ability of lower-level tactical units to react and manoeuvre quickly
in a high-intensity conflict with changing circumstances through
the use of meshed networks that can operate in a degraded
electronic warfare environment is the cornerstone to network
development over the next several years. In addition to fielding
less complex network systems, the modernization approach will
enable a network that is redundant, resilient and reliable in all
spectrums of warfare.
It is expected that both peer and near-peer threats will utilize
Electronic Warfare (EW) and cyber in a conflict, employing a
range of techniques (i.e., wideband and narrowband) that are
tailored to the environment, mission objective, and commander’s
preference. For the network to overcome this dynamic
battlespace, it is imperative not to provide defences for one
solution, but to employ a wide range of solutions - a number of
different tools in the toolbox that are optimal for each scenario.
A major pillar is to provide assured network transport and
harden the network to make it more resilient. The Army will offer
units and commanders multiple network communication

pathways including leveraging both military and commercial
satellite services (using commercial Low and Medium Earth Orbit
satellite constellations), increasing bandwidth and range through
military and commercial satellite and terrestrial networks and
waveforms, incorporating more secure modems, updating
gateway architecture, integrating secure waveforms, and
ensuring our network is expeditionary and easier to use with
using smaller and less complex commercial radios, terminals,
applications and servers.
To inform our capability set network design we are partnered
with the Army test and R&D communities conducting test and
Soldier driven assessments in threat environments that mimic
most Electronic Warfare and cyber environments. Through
cooperative agreements, industry can access government labs
and experimentation venues to test and evaluate systems in
electronic and cyber threat environments.
GMC
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How Ka-band has become invaluable
to the military
Satellite technology has long delivered vital capabilities to
defence groups across the world, enabling secure and
assured communications between forces at home and
abroad. Satcom for military has a long and rich history
with frequent upgrades and advancements, culminating
in unparalleled efficiency.

Heidi Thelander, Vice President of Business Development,
Comtech Xicom Technology
The introduction of Ka-band satellite communications
(satcom) has changed military satcom forever – and
transformed commercial satcom as well! The changes continue
as we transition toward full motion video imagery and real-time
sensing data enabling global remote command and control while
providing full-spectrum battlespace awareness to the warriors.
These require massive:

•
•
•

Data generation by new and innovative sensors;
High speed processing to transform raw sensor data into
critical usable information; and
Very high-capacity, low-latency global communications to
connect warfighters with data, processing and command
networks

Satcom plays a vital role in the global communications needs
of current and future military structures, and the evolution of
military satcom (milsatcom) is a story of ever-growing needs for
data transmission driving movement to higher frequencies, larger
bandwidths, and increased spectral efficiencies. That story is
undergirded by advances in technology along the way that
enable it to unfold.

A milsatcom history
Milsatcom has moved up in frequency consistently from L and
S-bands through C, X, and Ku-bands to end up in Ka and Qbands. This rise in frequency comes with an increase in available
spectrum and is driven by the need for higher throughput with
smaller antennas (Figure 1). The costs of moving higher in
frequency are time and money to solve new technology
challenges and greater rain fade. But with Ka and Q-bands, the
multiple-GHz-wide bands of spectrum allocated are highly
alluring. There is even potential on the horizon to use 5GHz of
uplink spectrum in the in Q/V-band.
For milsatcom, larger spectrum allocations at higher
frequencies are absolutely necessary to handle increased
sensor data transmission. Defense forces worldwide need both
commercial and military satellites for their milsatcom needs.
Special security, resilience, or guaranteed capability
requirements drove development of several key milsatcom
systems which are summarized in Figure 2.
Since the mid-1960s, the US military has used X-band
spectrum for Defense Satellite Communications System (DSCS)
to provide up to 200Mbps capacity per satellite. This band has
many constraints, including nearly adjacent transmit and receive
bands that force integrators to ensure there are no RF leakage
or passive intermodulation products that can wreak havoc in
the receive band. While X-band remains useful, it was not
enough. As data transmission needs grew, military forces around
the world began relying heavily on commercial Ku-band.
Expanding the Ku-band uplink from 500MHz to 750MHz barely
made a dent in the military’s additional needs.
Experimenting with Ka-band - Researchers predicted in the
1970s that demand for geosynchronous (GEO) orbital slots
would exceed capacity for C and Ku-band satellites, which have
2° separation requirements. As Ku-band orbital slots filled, the
US took steps toward Ka-band by launching the Advanced
Communications Technology Satellite (ACTS) in 1993. ACTS
was the first high-speed, all-digital communications satellite with

Figure 1. Higher frequency satcom bands provide greater spectrum allocation. Photo courtesy of Comtech
Xicom Technology
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after 10 years, but industry followed with new Ka satellite
launches that now dominate total capacity.
Broadcasting at Ka-band - In 1998, the US Global Broadcast
System (GBS) began broadcasting critical information to military
users globally over Ka payloads on two Ultra High Frequency
Follow-On (UFO) satellites. GBS now also broadcasts over the
Wideband Global Satcom (WGS) constellation at Ka-band. Over
1,000 GBS receive suites deployed worldwide can subscribe to
large-volume products like full-motion video from unmanned
aerial vehicles (UAVs), digital maps, satellite imagery, and more.
This critical distribution function couldn’t happen today without
the UFO and WGS Ka-band payloads.

Heidi Thelander, Vice President of Business
Development, Comtech Xicom Technology
onboard baseband switching and operated in Ka-band. ACTS,
along with Italsat, served a critical role in advancing satcom
through experimentation with Ka-band RF technologies,
propagation effects, and on-board switching. In 1997, a record
data rate of 520Mbps TCP/IP throughput was achieved between
large ground stations. In 1998, the Naval Research Lab used
ACTS to achieve a Navy record 45Mbps uplink data rate for a
ship at sea using a Xicom TWTA on a one-meter tracking
antenna aboard a 45ft yacht. These demonstrations proved highspeed Ka-band transmission capabilities, and they enabled the
commercial satcom industry to accept the technology risk of
building a business at Ka-band. ACTS was decommissioned

Moving up to Q-band - The US identified a need to provide the
US President, Defense Secretary, and armed forces with reliable
satcom for strategic command and control, and the Military
Strategic and Tactical Relay (MILSTAR) program was born.
MILSTAR incorporated adaptable anti-jam and low probabilityof-intercept/detection (LPI/LPD) technologies with nuclear
survivable designs to provide 2.4kbps peak speeds (Block I),
and 1.5Mbps (Block II), for the most strategic command
communications. This author’s first project after college at TRW
was simulating and analyzing adaptive antenna-nulling
algorithms for the eventual MILSTAR antenna. When launched
in 1994, MILSTAR became the most sophisticated, secure,
robust, protected satcom network in the world, but with 1.5Mbps
peak user data rate, there were limitations.
Advancing Protected Satcom - The US military worked with
the UK, Canada, Australia, and the Netherlands on the next
generation protected satcom, the Advanced Extremely High
Frequency (AEHF) satellite system, a joint service system
providing survivable, global, secure, protected, jam-resistant
communications for high-priority military assets. AEHF is
backward compatible with MILSTAR, operating at 44GHz uplink/
20GHz downlink, but increases peak user data rates to 8.2Mbps.
The sixth satellite launched in March 2020, completing global
coverage from 65°N to 65°S. AEHF added to MILSTAR’s role by
increasing data rates and bandwidth, providing the US and allies
an advanced, highly-resilient protected satcom constellation.

Figure 2. Key Milsatcom systems from 1960s to present. Photo courtesy of Comtech Xicom Technology
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slots to cover the populated land
masses. Traditional satcom service
providers held back until they saw
future revenue slipping away to upstart
competitors with high capacity, low
cost/bit, and no legacy customers to
suppor t. Early Nor th American
successes starting in 2005 using the
29.5-30.0GHz uplink included
WildBlue’s competitively priced
consumer internet access and
DirecTV’s popular HD programming.
These systems and others, like
Eutelsat’s KaSat, Avanti’s Hylas, and
Thaicom’s IPSTAR, were commercial
Ka-band trailblazers.
The military starts to switch bands
- With commercial Ka-band growing,
military users became interested in
switching between the government/
military band (30-31GHz uplink) and
the adjacent commercial band (29.530GHz or 29-30GHz uplink) during
Figure 3. Switchable dual-band Ka SSPA/BUC for transportable terminals in
operations. If you’re on a congested
2 kg package. Photo courtesy of Comtech Xicom Technology
network, switching to another network
is a highly appealing option to military
Military leads the way to Ka - While AEHF created protected
users. The dual-band terminal must be real-time switchable, meet
satcom, military use of commercial Ku-band for bandwidthperformance requirements for both systems, and not grow too
hungry surveillance missions around the world was gobbling
large, heavy, or costly. Broadband antennas can cover both
up capacity. The US began looking at Ka-band for relief. Available
bands, and 1GHz-wide modems are available. Dual-band
uplink bands of 27.5-30GHz for commercial satcom and 30switchable frequency converters and broadband solid-state
31GHz for government/military use were very wide and largely
power amplifiers (SSPAs) that meet gain flatness and linear
empty. Proposed high-throughput commercial Ka-band systems
output power across 2GHz are key technologies. Current
were still experimental, and many weren’t proposing global
broadband amplifier devices and programmable converter chips
coverage. The US decided on a military Ka-band solution. Use
enable design for very compact form factors like 16W WGS linear
of 30-31GHz uplink and 20.2-21.2GHz downlink allocated for
output power with field-commandable band-switching in rugged
government/military was one of the first real high data rate uses
2kg packages (Figure 3).
of Ka-band satcom besides direct broadcast.
GEO HTS widens Ka - Commercial Ka-band’s early years were
Gap-filler goes global - The Wideband Gapfiller Satellite (WGS)
followed by major industry investments in High Throughput
system, later renamed Wideband Global Satcom system, first
Satellites (HTS) for GEO orbits that push Ka-band on-orbit
launched in 2007, expanding capacity for the US and its allies.
capacity into the Tbps. HTS GEO capacity will keep growing
WGS was developed as an international network with users
through 2030, with quadrupling revenues. These HTS systems
including US military services, White House Communications
use the full 27.5-30.0GHz uplinks, but with varying frequency
Agency, US State Department, and international partners
plans such as a single 2.5GHz band with a new broadband
Australia, Canada, Denmark, Luxembourg, New Zealand, the
modem, multiple overlapping 1GHz bands, and asymmetrical
Netherlands, the Czech Republic and Norway. WGS provided
plans with varying sub-band bandwidth and spacing. Broadband
X- and Ka-band capacity far beyond any the military had before
antennas and feeds are available that meet performance over
with 2.4-3.6Gbps data transmission rate/satellite. The 1GHz of
the wider band; the tougher challenge was custom multi-band
spectrum available for military use at K/Ka-band, plus frequency
switchable frequency converters for each system while meeting
reuse with Ka spotbeams, yielded massive increases in
amplifier linearity and tight gain variation over 2.5GHz. With
milsatcom transmission capacity. WGS-1 provided more capacity
military users’ desire to add the 30-31GHz uplink, upconverters
than the entire DSCS constellation.
may need to have 4-5 sub-bands with 3.5GHz wide amplifiers.
Flexible SSPA/BUC designs with programmable/adjustable
WGS keeps advancing - WGS Block I (satellites 1-3) provide
building blocks are critical to addressing the myriad frequency
2.4Gbps peak capacity/satellite and include Ka-band GBS
plans. Changing frequency plans in multi-band switchable BUCs
augmentation, adding new information broadcast capabilities
must be simple and fast to meet short development timelines.
and supporting two-way communications over GBS. Block II
(4-6) incorporate RF bypass capability for airborne intelligence,
Ka-band LEO demands More - Recent industry focus is on
surveillance, and reconnaissance (ISR) platforms requiring ultranon-GEO systems, including low Earth orbit (LEO) and medium
high bandwidth. WGS Block II Follow-On (7-10) add limited
Earth orbit (MEO) constellations that must launch 10s to 1000s
protected services for users with modems having anti-jam
of spacecraft to cover the globe with fast-moving satellites
capability. Two more satellites, (11/12), are under development
orbiting much nearer Earth’s surface than GEOs. These LEO
with narrower spotbeams for stronger connections, providing
systems cost more to launch and maintain than GEO with shorter
twice the capability and enhanced security.
lifetimes and many more gateways, but much lower latency. LEO
systems with intersatellite crosslinks (ISLs) have a big advantage
The start of commercial Ka-band - Commercial Ka-band’s
in fewer ‘hops’ for low latency and higher network efficiency.
early start was uneven, as companies launched small Ka-band
They’re also advantaged for aero and marine mobility markets
payloads on Ku-band satellites to keep their slots. Several
and produce massive network capacity – 20+ Tbps by 2030.
companies began work on large Ka-band satellites for GEO
SpaceX’s Starlink, OneWeb, Telesat’s Lightspeed, Amazon’s
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Figure 4. LEO Ka systems need SSPA/BUCs with better Phase Noise, Jitter and EVM performance to meet
Spectral Efficiency Goals. Photo courtesy of Comtech Xicom Technology

Kuiper, and SES’s mPower are all proceeding with satellite
procurement and ground terminal development, each pushing
the limits of possibility for an efficiency/cost edge. Complex,
higher-order modulation and coding used to maximize spectral
efficiency and drive down system cost/bit demand pretty
dramatic tightening of RF component requirements including
lower phase noise, phase jitter, error vector magnitude (EVM),
and gain variation for SSPA/BUCs (Figure 4), all while radically
driving down cost with high volume given the large number of
gateways and very large number of users.

linear output power, but demand operation in challenging cabinexternal environments (Figure 5).
The impact of Ka-band satcom is accelerating, and military
satcom users will benefit from both technology advances and
new system architectures coming online now and over the next
few years. A lot of new capacity built at much lower cost/bit can
be applied to transmission of critical military communications if
governments can figure out how to work with commercial
enterprises that build and operate these systems. Today’s
government/military users must seek flexibility and adaptability
in networks and user terminals along with the performance and
GMC
protection they have always demanded.

Enhancing Ka-band for the military - Surveillance demands
have heightened since the US withdrew from
the Open Skies Treaty in May 2020. UAV
capabilities continually increase, improving
imagery and monitoring for pre-emptive
strikes, surveillance, and remote real-time
decision-making. Defense departments and
contractors worldwide are investing heavily in
ISR capability, which just keeps driving up
high-speed satcom requirements. The US
Navy is outfitting the P-8A Poseidon
surveillance aircraft with high-speed satcom
to support enhanced surveillance. Airborne
ISR platforms are looking beyond X-band, Kuband, and standard Ka-band (27.5-31GHz) at
alternative Ka-band spectrum to add capacity
and enhance security. Non-standard Ka-band
frequencies will require new terminal designs.
New RF chipsets and output combining
structures are needed for the amplifiers.
Efficiency improvements are critical to enable
these higher data rates for extended
unmanned flights. Power amplifiers must be
more efficient and located very close to the
antenna to minimize RF losses. Split box
designs, with the power amplifier mounted on
Figure 5. Multiple-band Enhanced Ka SSPA/BUC for ISR platform is split to
the antenna and multi-band block upconverter
increase EIRP and efficiency. Photo courtesy of Comtech Xicom Technology
located elsewhere, reduce required SSPA
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Understanding the shortcomings of
PACE plans in battlefield
communications
Battlefield communications are fraught with complex
challenges like security, reliability, and availability. The
PACE (Primary, Alternate, Contingency, Emergency)
methodology, employed widely within international defence
groups, provides a means of assuring communications.

Tim Williams, Business Development Manager, QinetiQ
The implementation of Command and Control (C2)
communications is a complex process for any organisation and
requires in depth planning. This is further exacerbated if the
deployment of forces is in a region where the quality of network
infrastructure is low. This challenge is one that Western military
organisations are subject to regularly, given their deployments
in under-developed countries such as Mali where British troops
have recently been deployed to.
The ability to communicate on the battlefield is essential for
coordination, reporting and C2 across the full spectrum of
military operations and incorporates all functionalities from the
fighting troops through to the logistics force that supplies them.
Considerations for assured tactical communications
When using mobile phones in our day to day lives, it’s easy to

ignore the eye-watering level of planning and implementation
of the infrastructure required to make them work. In a combat
scenario, the planning and implementation goes even further
given forces are working within a constantly changing
environment, where the infrastructure has to be built using
platforms that may have to move daily (or hourly), where risk to
life is high and freedom of movement is dictated by where in the
battlefield you are situated and the level of dominance you have
in that area. Planning considerations for tactical communications
include:

•
•
•
•
•
•
•
•
•

Frequency selection;
Path profile analysis;
Range;
Ground layout;
Generation and implementation of encryption;
Terminal identification allocation;
Location and strength of enemy;
Potential for denial of service from electronic warfare
(jamming); and
Targeting of key nodes due to Radio Frequency
detection.

Aside from these, it is important to take into account the
effects of weather, terrain, and changes to the ionosphere. Many

If a deployed user does not have the ability to communicate, it can result in them returning to base and failing to
complete the mission. Photo courtesy of QinetiQ
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factors are outside an organisation’s control and therefore drive
the need for versatility and resilience to a plan.
Why the best planned communications still cause mission
failures
The above merely considers the delivery side. C2 is also required
for the coordination and support of the very personnel and
platforms providing the infrastructure for the communications
network.
How do they achieve the intricate level of engineering needed
to set up the communications network in the first place?
Generally, the answer is through verbally delivered orders prior
to deployment which are a thorough set of instructions that try
to cover every eventuality. However, the situation can change
rapidly, and the relevance of those orders can dwindle. If a
deployed user does not have the ability to communicate, it can
result in them returning to base and failing to complete the
mission.
How the PACE methodology Helps
The biggest issue is that communications routinely fail at the
most critical point. To overcome this, a methodology called PACE
(Primary, Alternate, Contingency, Emergency) employed widely
within international defence to provide resilience to a
communication plan, is adopted. This provides a means of
assuring communications and ensuring all key nodes and
personnel have some means of transmitting and receiving
messages.
An example of the PACE process being implemented is as
follows:
Primary: The primary means are usually complex, robust,
digitised military communications systems that are routinely
expensive, heavy in weight, large in size (vehicle borne - less
some manpack solutions) and are delivered as part of a defence
organisations’ equipment programme. The primary system
usually operates within the VHF/UHF frequency band and
provides voice, data and situational awareness data services
and is protected with high grade encryption. When fully

functional, this system provides operations staff with the tools
they need to plan and prosecute the military tasks bestowed
upon them. These primary systems tend to be complex and
require a high degree of training for system engineers and
operators to achieve the level of competency required.
Additionally, the management required to deploy systems in the
simplest scenario cannot be underestimated and can take
months in advance of a deployment.
One of the biggest constraints with VHF/UHF radio systems
used in a line-of-sight role is the range; distances of between
20-40 miles are achievable in normal undulating terrain, however,
many operations, the ground to cover can range from 100s to
1000s of miles. Increasing the range of the links requires
rebroadcast stations to be implemented, but this adds further
complexity to a communications plan. Other primary systems
include UHF Tactical Satellite systems, but this is dependent on
limited satellite channel availability and tropospheric scatter
capabilities.
Alternate: When communications fail, an operator then needs
to understand whether it is a local equipment fault, issues with
frequencies or weather, to mention a few. It could also be due
to problems being experienced at the distant end. Engineering
is required and in many cases, it requires for communications
between the nodes. This requires another system, an alternate
system.
In this scenario, the alternate system is a High Frequency
(HF) radio. This is likely to be based on a complex and HighGrade encrypted system, which is part of a wider Combat Net
Radio programme. Again, these types of radios usually require
highly competent operators in order to deliver effective
communications. With most HF systems it is relatively simple
to establish a link over 30-40 miles by using whip type antennas
or simple vertical wires. Many systems today have the ability to
electronically lengthen antennas when a frequency is changed
in order to minimise the effort required, whilst maximising the
probability of success. This is further supported by automatic
link establishment where the network chooses the best
frequency to operate from. The shift from VHF/UHF to a HF

PACE is not about providing four levels of failproof communications, it is about assuring communications and keeping
personnel safe in what can be highly hostile environments. Photo courtesy of QinetiQ
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The ability to communicate on the battlefield is essential for coordination, reporting and C2 across the full spectrum of
military operations. Photo courtesy of QinetiQ

solution will reduce the bandwidth and in turn reduce the level
of data services that can be supported, which can include
reduction or total loss of situational awareness position feeds.
The impact of weather, time of day, seasonal changes and
atmospheric interference can be the difference between good
and no communications. Whilst you can increase antenna
lengths to counter the lower operational frequency which occurs
at night, this will reduce mobility.
Establishing a link between 20-50 miles is relatively straight
forward but achieving success between 70-200 miles is a totally
different challenge and may require the use of Near Vertical
Incidence (NVIS) Skywave which can test even the very best
operators. The bottom line is that when you switch to HF you
have to continuously work for communications continuity and
with the environment changing on an hourly basis, this can be
an onerous process.
When switching to an alternative system as part of PACE,
the user will experience some loss in capability, whether that is
quality of voice and/or reduction in bandwidth. The most
important point is that HF links require engineering, and, in many
cases, this requires the operator to communicate with a distant
end.
Contingency: In the event the alternative system is not
successful, users will then look to their contingency solution.
In a world of budget constraints and prioritisation it is difficult
for organisations to invest in effective contingency
communications systems. If you ask a large proportion of military
communicators or operational staff what the plan is for the
alternate system, they will most likely respond that it is a mobile
phone. In fact, the mobile phone has probably been etched
throughout the plan being used to engineer the primary and the
alternative links and conduct other administrative tasks. And
it’s easy to understand why; mobile phones are both easy and
effective. During military exercises, there are usually time
constraints as many tasks need to be sequenced to test and
train personnel. Additionally, there are pressures to ensure the
exercise is a success. This drives a culture to use mobile phones
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to coordinate events. In many cases it could be perceived as
being the primary means of communications. There is a military
saying: ‘Train as you Fight:’ Adopting a culture of using mobile
phones can have a very negative effect.
If we put the user in a war-torn country where infrastructure
has been destroyed or in the jungle, desert, remote mountainous
region or at sea, there is unlikely to be mobile coverage. This
changes the playing field. It is also important to highlight that
the level of security, stressed as one of the most important
attributes of the primary/alternate system, has suddenly
diminished from High Grade encryption to a non-secure system.
When both the primary and alternative links have failed and
your trusty mobile does not work, the options are either to return
to base or reach for the emergency system.
Emergency: As with contingency solutions, little investment is
given to emergency systems. Some of the luckier users may
get a non-secure satellite phone or even a distress beacon (but
we are not at the stage where a user needs to send an alert). The
point here is there is a cliff drop in capability if both primary and
alternative systems fail.
PACE isn’t broken - It needs a different interpretation
The above is an example of a PACE plan. All plans will be
dictated on what is available, both from an equipment/system
perspective but will also be driven by communications
infrastructure available in the theatre of operations/exercise.
Even with time and effort invested in a PACE plan, forces
are likely to find that the alternate system will be inferior to the
primary system and the contingency and emergency systems
will have questionable levels of security associated with them.
However, PACE is not about providing four levels of failproof
communications, it is about assuring communications and keeping
personnel safe in what can be highly hostile environments. It gives
commanders the peace of mind that if all else fails there is a
solution at hand that can be relied upon to maintain a link and
empower personnel to continue with the task that has been set
GMC
or in a worst-case scenario, simply survive.
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DARPA Blackjack Satellites. Photo courtesy of DARPA

The Blackjack constellation program
gains speed, raising the bar for
space domain awareness
DARPA’s LEO network continues its proliferation of
satellites intended for its Blackjack constellation project
for demonstration in 2021-22, establishing a dedicated
network for government and military connectivity including
the Pit Boss autonomous mission management system.
The first two payloads are planned for rideshare in the
summer of 2021, which will continue on to 2024, and likely
beyond.
Laurence Russell, Assistant Editor, Global Military
Communications
In 2018, the Defence Advanced Research Projects Agency
(DARPA) awarded a series of multi-million-dollar contracts to
various private groups to research the networking of satellite
buses through LEO platforms. DARPA’s intention with the
investments was to make use of emergent LEO technology
through the leveraging of private-sector manufacturers,
benefitting from LEO’s unique form factor and the speed of
commercial pipelines.
The US Department of Defence (DoD) was eager to replace
the old National Security Space (NSS) satellite infrastructure in
GEO without spending the billions it would take to build for, and
position at such a distance. By making use of a low-latency,
orbital network mesh, facilitated by commercial off the shelf
(CotS) components positioned in LEO, the DoD hoped to see a
reliable defence communications hub for ISR data.
While initial talks on proliferated satellites and LEO networks
at the Pentagon had procurement officers scratching their heads
as to how such an ambitious project would be affordable, even
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for the US military, the lowering cost of small satellites, which
can now sit at around US$15-20 million, besides the rideshare
opportunities at LEO distances, made the project increasingly
realistic.
Blue Canyon Technologies, recently acquired by Raytheon,
was granted a US$14.1 million contract in June of 2020 to
develop a microsatellite bus. Later that December they validated
their X-SAT Saturn-class bus design, the largest microsatellite
bus they’ve ever developed, in December 2020 in support of
Blackjack.
Daniel O’Dell, Program Manager, spoke to the speed of the
timeline to the CDR: “This is truly a go-fast program. Blue Canyon
works very fast, [the company is] building a commodity bus line,
which is what DARPA is looking for. It’s because of DARPA’s
willingness to work with us and let us produce our best effort in
the time that we can truly go at breakneck speed.” Blue Canyon
are just one of many companies sitting on expensive contacts
of various sizes to accommodate the Blackjack project.
Blackjack constellation
The Blackjack constellation should be available for
demonstration by 2022, eliminating the need to individually
replace and maintain singular satellite platforms, which represent
significant targets to hypothetical threats. These satellites are
intended to offer on-orbit processing, diverting the computing
responsibility to the space domain, where physical tampering
becomes near impossible. The use of LEO space allows for
those advantages to leverage high throughput and low latency
connections. While this of course covers a smaller area than
GEO platforms, the use of a widely distributed, linked
constellation mitigates the weakness.
“You need more satellites in LEO for regional or global
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coverage,” explained Paul ‘Rusty’ Thomas, DARPA Blackjack
Programme Manager. “But the same rocket can put two to three
times as much mass into LEO as it can into GEO, and the LEO
satellites are 10 to 25 times lower in mass. The lower unit size
and mass also enable faster design and deployment cycles
because the design/build complexity of a 200kg LEO satellite is
so much lower.”
Blackjack was in part influenced by the raucous success of
commercial LEO constellations and other NewSpace era
breakthroughs. “Blackjack was founded on the concept of
leveraging the commercial communications mega-constellations’
global datalink and the capability of their commoditised
production line buses to produce a satellite a day,” Thomas
explains. “Mega-constellations are in the early phases of showing
these lower cost, and individual satellites can add up to highly
capable global broadband networks.”
The Blackjack timeline shows its first demonstration with
Mandrake 1, a cubesat fitted with supercomputer-level
processing power. Mandrake 2 involves a pair of small satellites
which will interface with one another via optical laser links in
orbit, demonstrating the basis for an optical mesh network in
LEO space. An ancillary project concerning risk reduction
involves the Wildcard payload, a software-defined experiment
linking LEO to tactical radio aiming to hybridise ground data
delivery.
Unfortunately, on 4 January, Mandrake 1 and 2 were
damaged at SpaceX’s launch processing facility at Cape
Canaveral. According to an industry source, damage was caused
when the payload separation system was accidentally released
while they were being stacked. SpaceX has thus declined offers
to comment on the incident. Derek Tournear, Director of the
Space Development Agency (SDA) did take the time to clarify
“the good news is, while [the Mandrake satellites] were damaged
in payload processing, we will be able to repair them, and we
will be able to launch them on Transporter-2.” Transporter-2 is
expected to launch in June.
Orbital infrastructure
After aspects of Blackjack’s orbital infrastructure are addressed
- projected for late 2021 and 2022 - the Pit Boss autonomous
mission management system, supremely relegated to Raytheon,
will take sharper priority. Pit Boss is designed to facilitate the
collection, processing, and dissemination of critical information
to tactical users across a satellite constellation. Raytheon Space
Systems Director Mike Rokaw explains that: “Rather than
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sending data down to a ground station for processing, which
takes time we don’t have, Pit Boss will send data from space
straight to the right operator at the right time.” This process will
also be partly autonomous while using advanced encryption
techniques.
Whilst clear plans aren’t in place, Raytheon insists the
system is intended to be upscaled with artificial intelligence and
machine learning (AI/ML) innovations. Rokaw adds: “Selfknowing satellites are the next step in autonomous space-based
mission planning. This isn’t limited to missile warning and
defence. Future constellation management systems will migrate
to this type of methodology.” In space, maintenance and human
input are a lot more complicated, and so the capacity to automate
responses and processes is more important than in any other
domain.
By 2024, DARPA and the SDA would like to see an additional
150 satellites launched for Blackjack, cementing it as the new
standard for orbital ISR networking, and cornering the frontier
of missile detection and tracking, though they’ll also be capable
of watching the ground. SDA calls this expansion the Tranche 1
satellites, part of its seven-layer National Defence Space
Architecture. These satellites will be capable of hypersonic glide
vehicle (HGV) other advanced missile detection.
As cutting-edge missile proliferation continues among the global
powers, suitably advanced detection will naturally be required to
keep the world safe from the hypothetical threat.
GMC
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Lasers – From
warning to attack
Laser technology, namely a highly focused beam of light,
has come a long way in recent years, making its way well
into the forefront of new military and defence architectures.
With resources being spread across a wide range of new
laser activities, it’s an exciting time to be in the field.
Amy Saunders, Editor, Global Military Communications
The use of laser technology in the aerospace and defence
sectors is spread across a range of applications, including but
not limited to weapons, targeting, defence systems and
communications. A long time in the making, these directed
energy beams are both highly promising in accuracy, speed,
and cost, but also plagued by challenges, most notoriously
thermal blooming i.e., the beam’s speed, direction and intensity
being altered by travelling through air, an effect which is amplified
with fog, rain, smoke, etc. While laser weapon systems have
garnered the most attention in the defence media, they have
remained ‘one year away…’ until this year that is.
Laser weapons
In recent years, laser weapons have advanced from the shadowy
world of science fiction, testing in top secret defence and
academic labs, through to full field deployment in locations
across the world. For example, earlier this year, two RAF
Typhoon FGR4 British fighter jets destroyed two Islamic State
fighter cells with laser-guided bombs hidden in caves near Bayji,
Iraq.
In January, Germany’s Federal Office for Bundeswehr
Equipment, Information Technology, and In-Service Support
(BAAINBw) awarded a consortium (ARGE) consisting of MBDA
Deutschland GmbH and Rheinmetall Waffe Munition GmbH a
contract to fabricate, integrate and support testing of a laser
weapon demonstrator in the maritime environment. The order
value is in the low double-digit million Euro range.
Rheinmetall is in charge of the laser weapon station, the
beam guiding system, cooling, and integration of the laser
weapon system into the project container of the laser source
demonstrator. MBDA Deutschland is responsible for tracking,
the operator’s console and linking the laser weapon
demonstrator to the command-and-control system. The laser
weapon demonstrator is to be fabricated, tested, and integrated
by the end of this year. Trials onboard the German Navy frigate
F-124 Sachsen are expected to take place in 2022.
“The contract is an important step on the path to an
operational high-energy laser system,” said Doris Laarmann,
head of laser business development at MBDA Deutschland. “Our
two companies will apply their respective strengths to make
this project a success on behalf of the German Navy. Once it’s
installed, the demonstrator will also be used to test important
aspects such as the interaction and function of the sensor suite,
combat management system and effector as well as rules of
engagement.”
“The contract marks a systematic extension of the functional
prototype laser weapon successfully tested in recent years, with
the experience gained now dovetailing into one of the most
ambitious projects in the field of laser weapon development in
Europe,” said Alexander Graf, head of Rheinmetall Waffe
Munition’s laser weapons programme, and Dr Markus Jung, who
leads the company’s laser weapon development effort.
A breakthrough development in the history of defence
technology, lasers engage targets at the speed of light, operating
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with great precision and producing very little collateral damage.
A demonstrator system featuring these capabilities will soon be
put to the test under highly realistic operating conditions onboard
a German frigate.
Across the pond, the US Air Force has been exploring the
use of high energy lasers to strike against drones. One weapon
testing program has been overseen by the Directed Energy
Combined Test Force (DE CTF). The experiment is assessing
five Directed Energy Weapon (DEW) and has involved deploying
systems at ranges and in the field for training, testing and
evaluation over the past year. Three laser weapons and two
high-power microwave systems are part of the experiment; four
were tested during 2020, three of which have already been
deployed in the field.
The latest system tested, the High Energy Laser Weapon
System 2, (HELWS or H2) is the second version of a laser
developed by Raytheon. The H2 is more rugged ensuring
transportability and survivability, has a new beam director for
more accurate targeting, and features a robust power system
compared to its predecessor.
“This experiment has many notable US Air Force firsts,
including the complete training of and operation of the system
by Security Forces Airmen, the first directed energy c-UAS
capability, and the first integration with a base,” said DE CTF
director, Lt. Col. Jared Rupp. “The locations were selected as to
significantly enhance c-UAS capability through the use of these
DEWs, helping to prevent enemy airborne intelligence,
surveillance and reconnaissance (ISR), and attacks.”
The first phase of H2 testing validated the laser weapon’s
basic functionality including lethality and determined that the
system was ready to enter the second phase of testing. The
second phase involved deployment in the field overseas and
included H2 setup, operator training and an initial performance
assessment. Another assessment of the H2 will be conducted
in 6-12 months after the initial assessment concludes this year.
Later this year, the US Navy is set to field the first acquisition
program to deploy the High Energy Laser with Integrated Opticaldazzler and Surveillance (HELIOS), laser weapon system with
high-energy fibre lasers for permanent fielding by the US DoD.
While it will be initially integrated into an operational West Coastbased Arleigh Burke Flight IIA destroyer with the Aegis Combat
System, HELIOS is also adaptable to other ship types and
combat systems, such as aircraft carriers and big-deck amphibs
with the Ship Self-Defence System (SSDS).
Long range intelligence
More than just a high energy laser, HELIOS’s multi-mission
capabilities include long range intelligence, surveillance,
reconnaissance (ISR) and Counter UAS-mounted ISR (C-ISR)
Dazzler. The HELIOS system’s deep magazine, low cost per
kill, speed of light delivery, and precision response enables it to
address fleet needs now and its mature, scalable architecture
supports increased laser power levels to counter additional
threats in the future. HELIOS leverages technology building
blocks from significant, long term internal research and
development projects that continue to advance the Navy’s goal
for fielding laser weapon systems aboard surface ships and
putting the Navy on the right side of the cost curve for threat
engagements.
Lockheed Martin was awarded the Surface Navy Laser
Weapon System (SNLWS) Increment 1, known as HELIOS,
contract in January 2018 and has made steady progress on
this rapid Directed Energy prototype which will be delivered later
this year. In 2020, Lockheed Martin completed the Critical Design
Review and Navy Factory Qualification Test milestones,
demonstrating the value of system engineering rigor and proven
Aegis system integration and test processes on the way to
delivering an operationally effective and suitable laser weapon
system that meets the Navy’s mission requirements. During
factory testing in Moorestown, New Jersey, HELIOS routinely
demonstrated full power operation above 60 kW. The scalable
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laser design architecture spectrally combines multiple kilowatt
fibre lasers to attain high beam quality at various power levels.
In early 2021, the US Navy will field test the Department of
Defence’s first acquisition program to provide warfighters with
permanent laser weapon system capability.
“Completing these significant critical milestones for the
HELIOS team and the US Navy brings us much closer to
delivering the system to the Navy and providing the Fleet with
the capability to counter unmanned aerial threats and fast attack
boats today. This puts us on the path to counter anti-ship cruise
missiles in the future,” said Hamid Salim, Vice President,
Advanced Product Solutions at Lockheed Martin Rotary and
Mission Systems. “This is a transformational new weapon
system. Laser weapon systems are no longer years away; they’re
here now.”
Laser warning systems
As the use of laser technology in military circles expands, new
fields of application have become commonplace. Laser warning
systems, a passive military defence which detect, analyse, and
locate directions of laser emissions, are coming into being across
the world.
Indeed, Persistence Market Research has reported that
demand for laser warning systems is growing linearly with the
‘imminent laser threat’ from countries like North Korea, Russia,
and China, among others. The global market for laser warning
systems has now reached US$454 million and is expected to
grow at a CAGR of 5.8 percent to US$345.1 million by 2028,
with systems being installed on aircraft, helicopters, naval ships,
warships, and tanks. Developments in electronic warfare
products and the rising demand for detection, surveillance and
other applications are driving demand.
Laser warning systems with three of four sensors are
expected to remain the leading segment with more than 73
percent of the market by 2028 end. The high demand is such
that manufacturers are expected to move production bases to
developing nations to strengthen production lines.
The Air Force segment is anticipated to be the most
significant, accounting for more than 75 percent of the total
market value by 2028. Regionally, Europe and North America
currently comprise more than 58 percent of global market share;
however, in the next eight years, Europe, North America and
East Asia are expected to see CAGR of six percent in this

segment. The leading companies producing laser warning
systems – Elbit Systems, Saab Group, Thales Group, BAE
Systems, Leonardo S.p.A. and Collins Aerospace make up
almost 75 percent of the production market.
In the US, Lockheed Martin will soon begin formal integration
and testing of the Army’s combat vehicle protection system
intended to keep warfighters safer and more secure from
battlefield threats while utilising laser warning systems.
Lockheed Martin will provide its Modular Active Protection
System (MAPS) base kit, which includes an open-architecture
processor that integrates vehicle sensors and countermeasures
in a common framework to detect, track and defeat rocketpropelled grenades and anti-tank guided missiles. Sensors
include Northrop’s PICS IR sensor and Iron Curtain’s L3
Mustang, as well as several laser warning systems.
“Lockheed Martin partnered with the US Army in 2014 to
develop MAPS as a safe and secure vehicle defence system
that protects warfighters from a variety of anti-armour threats,”
said David Rohall, Program Manager for Advanced Ground
Vehicle Systems at Lockheed Martin. “Since then, the MAPS
base kit has proven itself in multiple live-fire demonstrations.
We’re ready to support integration and testing on a variety of
Army combat vehicles, the final step before the Army makes a
formal decision on fielding this capability.”
Under the 36-month contract, Lockheed Martin will deliver
five production-ready base kits with an option for up to 20, and
support Army integration and testing on Abrams, Armoured MultiPurpose Vehicle, Bradley, and Stryker vehicles. The contract also
covers developing base kit support for vehicle protection
capabilities beyond active protection, such as underbelly blast
protection. Lockheed Martin’s MAPS base kit supports the rapid
integration of MAPS-compliant sensors and countermeasures. It
is designed to protect current combat vehicles and support future
vehicle protection system capabilities.
The future beams
While not taking off at quite the speed of light, the popularity of
laser technology throughout the government and military sectors
is growing about as fast as it can within the spending boundaries
of defence organisations. With laser technology proving
extremely useful for attack, defence, detection and
communications, the field is only set to widen, with more
innovative solutions making waves in the years to come. GMC

Artist’s rendering of Lockheed Martin’s HELIOS system. Photo courtesy of Lockheed Martin
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