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Lincad wins contract with Team Leidos to
supply batteries to MOD
Lincad, UK supplier of batteries, chargers and power management systems
for military applications, has won a multi-million pound contract with Team
Leidos to supply a wide range of primary cells and batteries for the UK Ministry
of Defence.
Consisting of mainly lithium as well as some other cell chemistries, most
of these products must be suitable for mission-critical environments and
therefore have to be approved to UK Defence Standards. Lincad uses its
extensive in-house testing facilities to approve product and to demonstrate
continued product performance over time.
In addition, Lincad will be employing its capacity to package and label
supplied product for all modes of transport, including full adherence with the
stringent IATA regulations. The company’s own Dangerous Goods Safety
Adviser (DGSA) supports all aspects of product supply.
Lincad has been supplying a range of primary cells and batteries to the
MOD since 2010 and this present contract is set to run for three years with the
possible option of a one-year extension.
Peter Slade, Lincad’s Joint Managing Director, commented: “Not only are
we experts in the design and manufacture of bespoke batteries, we also have
extensive experience in the supply of large volumes of smaller cells and
batteries from other cell and battery manufacturers. Winner of the Supply Chain
award at the Made in SE Awards 2017, we have forged excellent relationships
with a number of the world’s leading cell and battery manufacturers to satisfy
MOD requirements.”
Team Leidos, led by Leidos Europe Ltd, is helping to implement the MOD’s
Logistic Commodities & Services Transformation (LCS[T]) programme which
is designed to enhance and improve the UK’s defence supply chain. Providing
essential procurement, distribution and storage services for MOD material,
Team Leidos is working to transform the supply chain by integrating a complex
mixture of services, at low risk, using a modern suite of systems.
GMC
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Comtech Telecommunications wins $4.8 million follow-on
contract for high-power military SATCOM TWTAs
Comtech Telecommunications has announced that during its fourth quarter of fiscal 2018, its Santa Clara, California-based subsidiary,
Comtech Xicom Technology, Inc., which is part of Comtech’s Commercial Solutions segment, has received a contract for more
than $4.8 million from a US military integrator for high-power satellite communication (SATCOM) travelling wave tube amplifiers
(TWTAs).
“The US Military counts on Comtech Xicom Technology to deliver sophisticated, high-power amplifiers. Over the past five
years, Comtech Xicom has
manufactured hundreds of amplifiers
for this application,” said Fred
Kor nberg, President and Chief
Executive Officer of Comtech
Telecommunications Corp. “Our
customers can count on Comtech
Xicom to deliver high-power SATCOM
products on time and with high
quality.”
Comtech Xicom Technology, Inc.,
a world leader in high-power
amplifiers, manufactures a wide
variety of tube-based and solid-state
power amplifiers for military and
commercial
satellite
uplink
applications.
The product range encompasses
power levels from 8W to 3kW, with
frequency coverage in sub-bands
within the 2GHz to 51GHz spectrum.
Amplifiers are available for fixed and
ground-based, ship-board, and
Photo courtesy of Comtech Xicom Technology
airborne mobile applications. GMC
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Schiebel completes successful S-100 trials
for the Belgian Navy
Schiebel effectively demonstrated the exceptional
search and rescue as well as maritime surveillance
capabilities of the CAMCOPTER® S-100 Unmanned
Air System (UAS) from 21 June to 1 July 2018 to the
Belgian Navy.
Schiebel’s trials for the Belgian Navy aimed at
building an enhanced knowledge base and developing
a successful concept of operations for the use of UAS
in support of search and rescue (SAR) as well as
intelligence, surveillance and reconnaissance (ISR)
missions. For the demonstration flights, designed to
show the suitability of the CAMCOPTER® S-100 for
these capabilities, the helicopter was equipped with
two payloads, the L3 Wescam MX-10 and the
Overwatch Imaging PT-8 Oceanwatch, as well as an
automatic identification system (AIS) receiver and a
rescue drop box. The flight trials included various
Photo courtesy of Schiebel
search and rescue scenarios in a land-based setting
in Lombardsijde and in a maritime environment in the
naval port of Zeebrugge.
“The trials with the S-100 have been very
successful and have taught us a lot about the possibilities of such systems and sensors, the ability to operate in Belgian’s confined
airspace, opportunities for the domain of coastal security and prospects for further developments,” said Lt. Commander D. Biermans,
who is in charge of the Belgian Navy’s Maritime Tactical UAS (MTUAS) Project Team. “Given the complexity of introducing a
MTUAS within the Navy and its impact on the concepts of operation and tactics, this was a first informative step and will be part of
a series of tests and experiments with a variety of vehicles and sensors.”
The flights were the first S-100 customer demonstration with the recently integrated PT-8 Oceanwatch payload. This revolutionary
wide-area maritime search capability offers a powerful naval patrol capacity and thus solves the challenge of searching for small
objects over vast areas. The employed combination of two payloads proved to be an ideal solution for the tested scenarios.
“With its small footprint, exceptional capability and state-of-the-art payloads, the CAMCOPTER® S-100 is the perfect platform
for maritime and land-based SAR missions,” said Hans Georg Schiebel, Chairman of the Schiebel Group. “Our tried and tested
helicopter continuously proves to be the most capable and successful vertical takeoff and landing UAS.”
GMC

Elbit Systems offers COTS solutions optimal for upgrading
military platforms
Leveraging its strong position in the aircraft upgrade market and the recent acquisition of Universal Avionics (“UA”), Elbit Systems
is to showcase at the upcoming exhibition in Farnborough a unique offering of commercial systems for military upgrade programs.
Defense budgets constraints and a widening requirement to comply with civilian airspace regulations drive a growing demand
for commercial cockpit solutions for military platform upgrades. Cost efficiencies, shorter time to market and full compliance with
Communications, Navigation, and Surveillance/Air Traffic Management (CNS/ATM) regulations make Commercial of the Shelf
(COTS) avionics optimal for upgrading military platforms.
Addressing these growing needs Elbit Systems,
together with its wholly owned subsidiary Universal
Avionics, presents a unique portfolio of COTS CNS/
ATM compliant solutions for upgrading Para-military
and military aircraft including helicopters, transporters
and special mission aircraft.
The offering to be showcased in the Company
booth #1354 (Hall 1) at Farnborough includes
Universal Avionics’ Flight Management Systems
(FMS), Primar y Flight Display system and
communication systems alongside Elbit Systems’
Enhanced Flight Vision Systems (EFVS), Head-Up
Display (HUD) and wearable HUD product line.
Yoram Shmuely, EVP and General Manager of
Elbit Systems’ Aerospace Division commented:” Our
leadership in the field of upgrading military platforms
our technological edge in the commercial aviation area
together with UA’s portfolio, enable us to promote this
unique offering that is optimally suited to address the
Photo courtesy of Elbit
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Detecting unauthorised drone use
The use of drones or unmanned aerial vehicles provides a valuable service for many industries and sectors both in the
UK and around the world. Jobs that once required the rental of expensive equipment or were dangerous to carry out
such as pylon inspection, roof inspection and crop monitoring can now be done with ease using the latest drone
technology. But while most drones are used for legitimate tasks such as crop monitoring or building surveys there are
a small number of users who may opt to use the technology for delinquent or criminal activities. Ben Duke of COPTRZ
explains how to detect and monitor against unauthorised drone use.

The use of drones or unmanned aerial vehicles provides a
valuable service for many industries and sectors both in the UK
and around the world. Jobs that once required the rental of
expensive equipment or were dangerous to carry out such as
pylon inspection, roof inspection and crop monitoring can now
be done with ease using the latest drone technology.
Small wonder then that the market for drones is set to
explode. According to a recent report by Price Waterhouse
Coopers it is estimated that there will be around 76,000 drones
flying in UK airspace by 2030 with drones contributing up to
£42 billion to the UK economy.
Why the need for drone detection?
But while most drones are used for legitimate tasks such as
crop monitoring or building surveys there are a small number of
users who may opt to use the technology for delinquent or
criminal activities. While the number of crimes committed by
drones is still quite small it is certainly on the increase, during
2016 the UK police received 3456 reports of that’s a 352 percent
increase on the year before.
The list of criminal activities a drone can be used for is almost
endless. Today’s drones use state-of-the-art imaging equipment
which can be used to commit a range of crimes including spying
on individuals to obtain PIN numbers, identifying the weak points
of property security systems, carrying out corporate espionage

6

by covertly monitoring employees or buildings and smuggling
contraband across borders and into prisons. There are even
reports of drones being used by criminal gangs to intimidate
locals.
The criminal use of drones isn’t the only problem, there is
also a risk of careless and reckless drone flying causing a danger
to other aircraft by accidentally flying into restricted airspace or

Photo courtesy of Pexels
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causing death or injury to people on the ground if they crash in
heavily populated areas. While it is a crime for causing death by
dangerous driving, there is no such equivalent for dangerous
drone flying.
Governments also recognise the risks that reckless or
criminal drone flying represents. In May 2018 the UK government
introduced new legislation which places restrictions on drones
with the capability of flying above 400ft and restricts flying within
1km of an airport boundary. New drone pilots will also have to
pass an online safety test. Drone pilots who breach the
restrictions face unlimited fines and up to five years in prison.
How to detect and monitor against unauthorised drone use?
While new legislation may help reduce the number of incidents
it is likely that determined criminals will still attempt to
compromise security systems with the use of drone technology.
So it is important that organisations take appropriate measures
to limit the risk by implementing effective drone detection
systems.
The most effective drone mitigation systems use a multilayered approach which consists of a network of video cameras,
infrared and RF sensors which are managed by analytics
software to detect, monitor and control drones which are
trespassing on the property. This system can then be integrated
with traditional security measures such as on-site personnel
and local law enforcement to provide 365-day protection for
employees and property.
One such system is AeroScope from DJI. AeroScope can
be deployed as a fixed or portable solution which is able to
detect drones in extreme and hostile environments including
those with high levels of humidity which often causes problems
for other drone detection systems. Once detected drones can
be tracked in real time and signal data can be retrieved to help
identify the location of the pilot.
How can AeroScope be deployed?
DJI AeroScope can be deployed as a portable or fixed solution
to detect trespassing drones within a fixed area. The system
has a variable range depending on its location and the size of
the antenna being used. Typically, fixed units have a larger
antenna which can cover an area up to 25 square miles. Compact
portable units are able to cover an area up to 10 square miles
depending on the terrain.
Portable units are completely self-sufficient and come in a
hard case which is easily transportable allowing the unit to be
used by mobile security personnel at an airport or other secure
environments. The mobile operator will receive alerts from
trespassing drones along with drone serial number, current
airspeed and the location of the pilot. Once identified, security
personnel can attend the pilot’s location to warn the individual
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that restricted drone usage is in operation.
Fixed systems use a number of large aerials located around
the site which are connected to a central monitoring station.
Because fixed antenna units have a much larger range they
can cover greater distances than mobile units. Typically, a fixed
antenna will have a range of up to 25 square miles allowing
security teams to cover an entire site such as an airport apron
or prison from a single monitoring station.
Who is AeroScope for?
AeroScope is designed for use by security professionals and
law enforcement services to protect property and individuals.
To ensure personal data is protected companies that wish to
use the system have to be approved prior to use by DJI. Key
markets for the drone detection system include airports, prisons
and open-air stadiums. The organisers of events that take place
in large open areas such as festivals and concerts are also
considered suitable users for the system.
The type of system required is dependent on the facilities to
be protected. A combination of fixed and mobile units can be
deployed to help protect large areas such as airport perimeters
and military installations. While fixed units are most suitable for
facilities which have onsite security personnel available to monitor
the central management station, mobile solutions are best suited
GMC
to smaller sites or those covering one-off events.

DJI AeroScope. Photo courtesy of DJI
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Beyond radios: Improved communication for
first responders using Smart devices
First responders perform a vital role in today’s world, and
ensuring they have the right equipment to save lives is of
the utmost importance. Here, Bart Adams, Director of
Products and Innovation at Luciad (a Hexagon Geospatial
Company), opines on improved communications systems
for first responders using smart devices.
First responders working in fire and rescue services must
adhere to a complex set of obligations during emergencies.
Much of the time, these obligations must be carried out in
extremely hazardous environments while responders are under
intense time pressures. Naturally, effective communications are
essential to carrying this out, and doing so in a fashion that
does not expose responders or members of the public to
unnecessary risk.
In the fast-paced first responder environment, effective
communications can be defined as ensuring that information
(such as tactical plans, data on emerging hazards and the
location of crew members) can flow seamlessly between incident
command centres and operational teams. All available
information on the incident, including intelligence on risks and
hazards, also needs to be assessed by the incident commander,
and all relevant information and tactical direction then needs to
be passed on to crews. At the same time, incident commanders
must be able to quickly identify what resources (for example,
firefighting equipment) are available, as well as the locations
and status of all deployed crews. They also need to be able to
identify and request resources as needed from other emergency
services teams. Finally, communications need to be logged for
post-incident analysis, which is a key part of ensuring that
decisions can be justified and accounted for. So,
communications in this environment are multi-faceted, complex,
and an incredibly important part of saving lives.
Rapid communication
Miscommunication can be deadly. Incident environments can
change incredibly quickly and new hazards, such as collapsing
buildings or released contaminants and chemicals, can quickly
change a situation. If changes are miscommunicated,
responders’ ability to respond properly could be severely
hampered; for example, firefighters could be directed to the
wrong part of a building and misunderstand where hazards are.
Following this, harm could come to both the response crew and
members of the public.
Communications need to be fast, and decisions need to be

Panasonic Toughpad-with incident
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Bart Adams, Director of Products and Innovation at
Luciad

relayed seamlessly to everyone who needs to be aware of them.
This is no easy task because the intensity of the incident
environment is a significant barrier to communications. For
instance, during a dwelling fire an incident commander outside
of a building will have broad awareness and will be able to
communicate freely with responders and partner agencies, but
also has to manage a large number of risk factors without being
able to physically see what is going on inside the environment.
In comparison, a responder inside of a building wearing
breathing apparatus and in ‘offensive mode’ has a more focused
awareness of the incident, but a much more limited ability to
communicate with team members.
Radio technologies
All in all, when it comes to emergency technologies, there is a
lot to think about to ensure that everyone is safe and that an
incident is dealt with in the most efficient possible manner.
Command, Control, and Communications (C3) technologies and
best practices should act as enablers both for first responders
actively combating incidents, for incident commanders directing
efforts and for senior commanders monitoring multi-agency
response efforts. Some current communication methods are still
relatively basic, however, and can actually hinder efforts.
At this time, many first responders rely on digital or analogue
radio systems and paging tools for communication. There are
many styles of radio communication, with the majority being
governed by strict rules and the use of codes or key terms to
avoid information overload. This method does not always work
effectively, however. The US Federal Emergency Management
Agency (FEMA) has stated that, despite all the strict rules in
place, responders: “are often overwhelmed by excess
information on the radio.” FEMA has highlighted other issues
with radio communications; for example, firefighters generally
assume that all equipment given to them is fireproof and highly
durable and subsequently do not pay much attention to where
a radio is worn, or they will not think to wear a fireproof radio
case. This means that non-fire-retardant radios are often
exposed to the effects of fire and steam and are therefore
vulnerable to damage and signal loss, meaning that firefighters
could lose communications altogether at a critical moment.
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As well as radio, location technology (such as GPS) and
physiological monitoring can be used to track the locations of
first responders attending emergencies. This allows
commanders to track movement as well as heart rates, smoke
toxicity levels, and can monitor when responders are entering a
dangerous zone.
Analyzing the data
The data produced by all of these tracking and communications
devices is immense, but all of it needs to be analysed and
understood in order for an incident to end as successfully as
possible. With this in mind, being able to visualize this data is
essential, and helps to vastly improve communications,
par ticularly given the complex nature of hazardous
environments.
Electronic systems which help to make sense of this plethora
of data are currently being used for C3, the SAFECommand
system developed by Airbus Intelligence is a good example.
This is in use across a number of UK fire services for both mobile
C3 and vehicle routing. However, paper is still in widespread
use for planning and informing communications, and whilst this
may seem convenient, building plans used by responders may
be outdated due to renovations, and it is difficult to use paper to
inform distributed multi-agency emergency service responses.
Paper can also easily be lost or damaged.
The networks used for voice communications vary from
region to region. For example, in the UK first responders are
reliant on the private Airwave TETRA network operated by
Motorola but are also in the process of transitioning to the
ambitious 4G Emergency Services Network built on EE’s
commercial network. This switch to 4G has resulted in push to
develop smart devices to solve the operational issues associated

with existing methods. There is also hope that this ‘digital
transformation’ in emergency service communications will
improve operational safety and effectiveness.
A mobile device for accurate communications
One such solution has been tested by Belgian fire brigades as
part of a European research project investigating the use of
embedded mobile communications systems. This project is
called the Artemis ASTUTE emergency services demonstrator
and was developed by two Belgian software companies: Luciad
(a Hexagon company) and IOS International. The project was
put together to provide adaptive situational awareness, and to
allow for effective communications between first responders and
commanders. It was also developed with future use cases in
border control and the military in mind. The overall aim of the
project was to develop a mobile device that could be used for
accurate communications, while decreasing the need for verbal
communications, and reducing information overload.
The solution was designed with the incident environment as
its core focus. It enables decision support and tactical
communications by making use of physiological data, location
data, environment data and information on hazards. On the
ground, the system is implemented onto Android-based
ruggedized devices, tablets for commanders, and smartphones
for first responders, in order to conveniently provide them with
information on a device with a look and feel that they are
comfortable with. The solution uses building information to build
a map for responders to navigate around, and other data
collected provides information such as the physiological state
of first responders as well as live situational data in order to
provide decision support. The system also provides responders
with critical alerts in response to ‘as-it-happens’ data – for

Artemis Astute Firefighters
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example, a first responder will receive an alert when they are
approaching a room containing dangerous goods.
Responders and commanders can communicate via both
text and annotations on the map in the system; these
communications can include tasks, known dangers and areas
where intervention from responders is necessary. All this
information can then be sent to relevant crew members. This
means that commanders can send responders visual
instructions that can be seen and assessed at a glance, rather
than responders having to rely on orders sent through potentially
unreliable radios. All communications are also recorded to
enable information sharing with third parties, such as insurers
and professional standards bodies.
The ASTUTE demonstrator was tested by six Belgian fire
brigades in Merksplas, Hasselt, Ninove, Cherloi, Dendermonde
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and Genk. Information on all of the needs and requirements of
the first responders was sourced from public safety stakeholders
such as the Belgian Crisis & Emergency Management Center.
The system was used in a search and rescue simulation by fire
responders who had received no prior training on the system,
and a System Usability Score was provided afterwards to assess
how well it worked as a means of communication. Commanders
were asked to organize and monitor the operation, to annotate
and communicate an unsafe situation, and to interpret imagery
taken by fire responders as part of the simulation. After
completion of the project in 2014, commercialization of the
ASTUTE prototype started, primarily targeting fire and public
safety markets.
Whilst the research prototype was developed specifically
for first responders, the solution could also be used in order to
enable the ‘Smart Soldier’ which is increasingly important in
today’s military. For example, using a similar system, unit
commanders could communicate via map annotations and
exchange tactical plans, allowing contextual data from C3
systems to be integrated into communications. Complex
manoeuvres could also be communicated remotely, rather than
via tactical radio or paper. These systems, like the ASTUTE
demonstrator, are not complete replacements of tactical radio
systems as they often utilize tactical radio networks for data
transfer in austere locations (locations devoid of infrastructure).
Instead, these new systems can build on the communications
capabilities of existing networks and can provide an additional
channel to augment the clarity of communications.
These types of systems are already increasingly being
implemented by armed forces. For example, the US Army
acquired Systematic’s SitaWare suite as part of their ongoing
replacement of systems like the Tactical Ground Reporting
System (TIGR), and their ongoing push to integrate C3 systems
into the Command Post Computing Environment (CP CE). Other
militaries are also implementing similar communication
transformation strategies as smart devices evolve to become
more suitable for the military environment. No doubt as other
communications and data channels open, such as lossless
remote video streaming, embedded physiological monitoring,
and high-quality satellite video streaming, they will also be used
to help improve decision making and communications in both
the emergency service and military environments.
In essence, as communications systems improve alongside
the rapid evolution of Smart technology, this will most definitely
open both military and first responder communications to new levels
of accuracy, whilst also improving operational safety.
GMC
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No strings attached – Why militaries no
longer need to trade off security and
scalability in wireless deployment
Wireless communications have completely changed the
face of the modern battlefield. Military missions have
become increasingly dependent upon wireless
communications technology due to ease of use and greater
flexibility. Chris ‘CT’ Thomas, Federal Solutions Architect,
Ruckus Networks (an ARRIS company), outlines how
wireless networking provides mission success, without
making compromises on security and scalability.
Federal agencies are in the midst of a technological
paradigm shift. With the passage of the Modernizing Government
Technology (MGT) Act and proliferation of remote access and
BYOD across the public sector, now more than ever, agencies
are on the cusp of decoupling from fixed workstations and
embracing the age of mobile. Yet, military organizations have
been slow to adopt wireless technologies for a myriad of reasons.
Much of the challenge is rooted in the complex dimensions of
modern militaries. In short, militaries have struggled to balance
the need to both maintain high security consistency against the
desire to be flexible, scalable and easy to manage.
Fortunately, military agencies have the opportunity to
overcome such adversity, and marry both the practicality of
wireless access and the challenges of security through new
technology and processes, rather than viewing them as mutually
exclusive – all with no strings attached.
Military wireless is the future
Challenges ranging from aged building infrastructure to extreme
and remote terrain has resulted in slow adoption of widespread
wireless networks for military agencies, whether domestically
or in-theatre. That is changing, albeit slowly, as military agencies
worldwide embark on expanding wireless technologies as part
of broader modernization efforts. For example, to increase
mission readiness, the US Marine Corps has announced a
concerted investment in broader wireless use. The ultimate goal:
To make wireless Internet as ubiquitous in defense as it is in
civilian life.
It is easy to see why this change is taking place – wireless

Cloudpath Image from Collateral
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Chris ‘CT’ Thomas, Federal Solutions Architect,
Ruckus Networks

networking provides significant benefits over all-wired
deployments: Easier installations, greater scalability of network
resources, increased agility, and less reliance on physical
presence of Ethernet ports.
Consider the case of a field medic treating a combat trauma
victim. Advanced, secure wireless enables that medic to begin
relaying key vital signs and other potentially lifesaving
information back to medical facilities to begin preparations for
surgery or other trauma care.
Another example of wireless use in military applications is
in more efficient supply chain and logistics management. Since
military agencies are among the largest logistics management
enterprises on Earth, using mobile devices and connected
Internet of Things (IoT) sensors can enable better and faster
inventory assessments to streamline supply orders, increase
efficiency and minimize backlogs.
Indeed, consider the recent words of Paul Mehney, Director
of Public Communications for the United States Army’s Program
Executive Office Command, Control, Communications-Tactical
(PEO C3T): “By going wireless, command-post setup and
teardown times may be reduced by hours, and less cable and
protective flooring have to be transported from location to
location,” Mehney said. “Soldiers can be untethered from their
workstations for improved collaboration. Most important, network
downtime is significantly reduced. Following command-post
setup, units can turn on their secure Wi-Fi hot spot and the
network can come up first instead of last, in as little as minutes
instead of hours. And soldiers can stay connected longer when
jumping the command post.”
However, adopting wireless is not a panacea for networking;
the increased benefits of wireless also lead to new challenges
that will need to be addressed.
Challenges of security and scale
Unlike wireless networks in the private sector, military networks
require an added degree of security. Even devices reporting
seemingly mundane energy information can reveal potentially
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which resources. Simply put, certificate-based security allows
granular user and device access control on your network.
Furthermore, it allows militaries to reduce network support
footprints at installations translating to the need for fewer support
staff and freeing up resources like food, lodging, and
transportation for more mission-oriented personnel. And, with
self-onboarding portals and automated security, Cloudpath ES
also reduces IT tickets, freeing up resources for less menial
tasks; some of our private-sector adopters have seen upwards
of 20-person hours saved per week per 1,000 users.
Furthermore, being network and device agnostic, the
interoperability of self-onboarding platforms results in fewer
concerns over the wide array of devices requiring different
configurations.

Photo courtesy of Ruckus Networks

important information about a facility’s use to adversaries. They
also require scale found in only the largest private telecom
organization; militaries operate globally with an ever-evolving
slew of network-connected devices.
Alone, the challenges of security or scale are relatively easy
to manage. They have also traditionally been at odds with each
other; deploying wireless infrastructure and devices on large
scale has been hard to do while also maintaining high levels of
security. Inevitably, users bring and connect unauthorized
devices, fail to properly enable security credentials, or neglect
routine security patches and updates.
Compounding these two challenges are the complex and
varied environments in which militaries must operate; most
businesses can reliably predict they will deploy wireless solutions
in office buildings. Militaries must consider buildings, ships,
aircraft, battlefields, temporary installations and more.
Merging practical scalability and security for better military
wireless
What can military agencies do to mitigate the challenges that
come with both ensuring security while also keeping wireless
scalability practical? Militaries should adopt the newly-emerging
industry paradigm of self-service, certificate-based on-boarding
processes for network devices.
These certificate-based on-boarding processes, along with
their management platforms, enable a host of advantages over
traditional manual on-boarding procedures including the ability
to pre-approve devices and automatically configure devices to
comply with ordained security standards.
By putting network management into the cloud and creating
certificate-based, self-onboarding, these platforms, like Ruckus’
Cloudpath Enrollment System, bring network management away
from the network edge and back to central IT services, providing
numerous benefits.
With certificate-based security, network end-users no longer
need to worr y about passwords or lockouts; security
credentialing is done once, after which a certificate lives at the
device level. In the case of reported compromise – a lost device
or detected security threat – the credential access can be
revoked or altered via the cloud.
Such certificate-based security ensures that network and
security administrators have complete control over which
devices belonging to which users, are authorized to access to

14

Don’t let compromise get in the way of mission success
Defense agencies are in the middle of a major wave in IT
modernization. Multiple new technology advances in data
analytics, IoT, and cloud computing are transforming operations
in ways that promise to cut costs and increase efficiency. And
with the traditional barriers to widespread wireless deployment
quickly being overcome, it is only natural that expanded and
easier wireless makes its way into military applications.
Today’s military missions increasingly rely on technology for
communications, control and logistics capabilities. Those in turn,
rely on easy to use, scalable and secure networks. Wireless
networking offers even greater flexibility and efficiency, but too often
came with tradeoffs between security and scalability; now it is possible
to have both without tradeoffs. Time to start taking advantage of
wireless; your mission success depends on it.
GMC
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EGNOS payload, to be hosted on the EUTELSAT 5 West B satellite. Photo courtesy of European Global Navigation
Satellite Systems Agency (GSA)

Developments in hosted payloads
Hosted payloads are an attractive way of gaining access
to space at reduced cost, and within a reduced timeframe.
The benefits are many, but several government agencies
are hesitant in their use due to security concerns. The
overall hosted payload market is a growing one however;
here, we take a look at notable recent developments.
Launching satellites is an expensive business. From design,
manufacturing, insurance, launch and operation, the costs can
run into the hundreds of millions, depending on the parameters.
And that’s if everything goes smoothly – the years of planning
and design can be further lengthened by launch delays, which
can be costly and extremely inconvenient.
Hosted payloads offer an extremely cost-effective solution,
ideal for small start-ups or government agencies. The hosted
payload model allows a communications module to be attached
to a (usually) commercial satellite, which shares the satellite’s
power supply and transponders, but operates independently.
With a hosted payload, entities gain access to in-orbit
capabilities without having to pay the entire cost of building and
launching a satellite. Other benefits of the hosted payload model
include reduced time to orbit.
So, what can you achieve with a hosted payload? The same
as many other satellites – Space Situational Awareness (SAA),
data collection, Earth observation, communications, R&D, etc.
The possibilities are endless, making the hosted payload model
highly attractive for many. With budgets constrained in many
government agencies right now, hosted payloads are expected
to grow in the coming years, however, some defence sectors
are still uneasy over their use, given that they don’t control the
entire satellite.
Eutelsat to host next-generation EGNOS payload
While some government agencies remain uncertain over the
security of hosted payloads, particularly when it comes to military
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applications, there are fewer concerns for key non-defence
projects.
In March 2017, the European Global Navigation Satellite
Systems Agency (GSA) selected Eutelsat Communications to
develop, integrate and operate its next-generation EGNOS
payload, to be hosted on the EUTELSAT 5 West B satellite, that
is due for launch end of this year. The new payload marks a
replenishment of current EGNOS capacity and is expected to
start service in 2019 for a duration of 15 years. Airbus Defence
and Space is building the satellite’s commercial Ku-band payload
and the EGNOS payload, while the platfor m is being
manufactured by Orbital ATK.
EGNOS is a European Geostationary Navigation Overlay
Service that acts as an augmentation service to Global
Positioning Systems (GPS) to improve the accuracy and
reliability of positioning information. EGNOS also provides a
crucial integrity message regarding the continuity and availability
of a signal which is essential in aviation where GNSS alone
does not satisfy operational requirements set by the International
Civil Aviation Organisation (ICAO) for use in critical flight stages,
such as final approaches. With the addition of EGNOS, which
has been certified for civil aviation since 2011, systems such
as GPS and Galileo can satisfy ICAO standards.
The EGNOS GEO-3 payload on EUTELSAT 5 West B will
comprise two L-band transponders that will act as an
augmentation, or overlay, to GNSS messages. Data from GNSS
measurements received by an interconnected ground network
of positioning stations across Europe will be transferred to a
central computing centre, where differential corrections and
integrity messages will be calculated and then broadcast by
EUTELSAT 5 West B to users. The new payload will be the first
step towards the deployment of the EGNOS next generation,
EGNOS V3. This new generation of EGNOS will augment both
Galileo and GPS, and is planned to be qualified by 2022. EGNOS
V3 will provide a higher level of performance and robustness
than the current EGNOS legacy services, as required by the
growing use and reliance on such services.
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United Launch Alliance launches SBIRS GEO-4 early
warning satellite

SSL to demonstrate hosted payload security for US Air
Force
The role of hosted payloads has been on the rise in recent years
as demand for space-based communications increases faster
than actual capabilities. However, as previously highlighted,
hosted payloads have not been widely accepted by government
agencies because they are uncertain about the levels of security
available.
Innoflight, Inc., a veteran-owned business specializing in
electronics systems for defence and aerospace, plans to alleviate
those fears. In September 2017, SSL announced that it had
been selected by Innoflight to provide a high-fidelity simulation
environment for testing the security of hosted payloads on
commercial satellites.
The capability, which is being developed for the US Air Force
Space and Missile Systems Center (SMC) as part of its Secure
IP Payload Accommodation Demonstration Project, will enable
SMC to demonstrate cybersecure payload hosting scenarios,
concepts of operation, and cybersecurity controls. It will also
demonstrate advanced, secure Internet protocol connections
between a government payload operations centre and the
hosted payload using the existing satellite operator’s networking
infrastructure, eliminating the high cost of specialised spacebased communication systems.
“SSL has significant experience integrating hosted payloads
into our leading commercial spacecraft platform, the SSL 1300,”
said Richard White, President of SSL Government Systems.
“Our commercial experience positions us well to provide the
precise test environment that Innoflight requires to demonstrate
how its secure interface solution will ensure cybersecurity for
US government missions. This work will become an integral part
of SSL’s secure interface for hosted payloads and will make the
benefits of the hosted payload model more readily accessible
to both government and commercial customers.”
The hosted payload interface is expected to play a key role
in enabling resilient, next-generation space architectures. “A key
factor in our selection of SSL to work with us in support of SMC
was the company’s leadership in commercial satellite design,”
said Jeffrey Janicik, President of Innoflight. “Our test environment
will benefit from SSL’s global reach and high-level experience
with hosted payloads and secure communications.”
SES-15 begins operations for WAAS hosted payload
Despite longstanding uncertainty surrounding the hosted
payload model, the US Federal Aviation Administration (FAA)
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has placed its faith in hosting some of its payloads onboard
commercial satellites for the last two decades, making significant
cost and time savings.
January 2018 saw SES-15 begin operations at the 129
degrees West orbital position, providing services over North
America, Mexico, Central America and the Caribbean. The allelectric satellite, which took six months to reach its orbital
position and complete testing, carries a hybrid payload of Kuband wide beams and Ku-band High Throughput Satellite (HTS)
capabilities with connectivity to gateways in Ka-band.
In addition to providing key inflight connectivity and
entertainment services, SES-15 also carries a Wide Area
Augmentation System (WAAS) hosted payload, which will enable
the FAA to augment existing GPS with the goal of improving
accuracy, integrity and availability of the system for the aviation
industry.
The 14-year contract for the hosted payload was awarded
by Raytheon Integrated Defense Systems, and includes 11 years
of on-orbit operations with options to extend on an annual basis.
At the time of the contract award, President and CEO of SES
Government Services, Pete Hoene, stated: “We are honoured
to have been chosen by Raytheon and the FAA to host this
payload on our satellite. This is a great example of how the
commercial satellite industry can provide the US Government
timely and affordable access to space.”
The FAA’s WAAS is a highly-accurate navigation system
developed from 1994 for civil aviation. It provides horizontal and
vertical navigation for approach operations for all users at all
locations. It covers almost all the National Airspace System
(NAS), providing augmentation information to GPS receivers to
enhance the accuracy and reliability of position estimates.
Signals from GPS satellites are received across the NAS at
widely-spaced Wide Area Reference Stations (WRS) and
forwarded to the WAAS Master Station (WMS) via a terrestrial
communications network. There, the WAAS augmentation

SES 15 launch. Photo courtesy of Arianespace
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messages are generated; these contain information that allow
GPS receivers to remove signal errors, vastly increasing
accuracy and reliability. The messages are sent form the WMS
to uplink stations, where they are transmitted to navigation
payloads on satellites.
Those satellites broadcast the messages on a GPS-like
signal, and the GPS/WAAS receiver processes the message
as part of estimating position. WAAS also provides indications
to GPS/WAAS receivers of where the GPS system is unusable
due to system errors or other effects. It’s an essential system in
today’s world.
NASA sees GOLD hosted payload launch
In the same month as the SES-15 satellite with its FAA hosted
payload coming online, January 2018 saw the successful launch
of SES-14, which will provide coverage of the Americas, Atlantic
Ocean, Western Europe and Northwest Africa with HTS
services, and Ku and C-band wide beam services. NASA’s
Global-Scale Observations of the Limb and Disk (GOLD) hosted
payload also has a place onboard SES-14.
“Using a host satellite makes access to space quicker and
more cost efficient, while meeting the increasingly more
sophisticated needs governments have nowadays. SES has
extensive experience in hosted payload projects and is wellsuited to meet these needs,” said Pete Hoene, President and
CEO of SES Government Solutions. “We are very excited about
hosting GOLD and looking forward to it starting its important
mission in space.”
NASA’s GOLD hosted payload features an ultraviolet
imaging spectrograph to measure densities and temperatures
in the Earth’s thermosphere and ionosphere in response to SunEar th interaction. It aims to revolutionise scientists’
understanding of this part of the space environment and its
impacts on low Earth orbit (LEO) satellite drag, and ionospheric
disruptions of communication and navigation transmissions.
GOLD will take unprecedented images of the temperature and
composition changes over a hemisphere.
GOLD is a result of collaboration among several worldleading entities. NASA’s Goddard Space Flight Center is
providing overall NASA program management, while the
University of Central Florida’s Florida Space Institute is the

Principal Investigator for the project. The GOLD instrument was
built and will be operated by the University of Colorado Boulder
Laboratory for Atmospheric and Space Physics. SES and its
fully-owned subsidiary SES Government Solutions, meanwhile,
are providing the host satellite, mission operations, and science
data transport.
Detecting missile launches with hosted payloads
With global tensions on the rise, early warning systems of
impending attacks have become more important than ever.
Accuracy is key, as we’ve learned from the recent false ballistic
missile alert issued by the Emergency Alert System in Hawaii,
which caused large-scale panic and chaos. Accordingly, satellite
systems have long been utilised to provide timely, accurate data,
and there’s definitely a place for hosted payloads within these
systems.
In January 2018, United Launch Alliance’s Atlas V rocket
took flight, transporting the SBIRS GEO-4, an early warning
missile satellite, into orbit. SBIRS GEO-4 is the fourth
geostationary satellite in the Space Based Infrared System
(SBIRS), a constellation of satellites that use infrared sensors
to detect and track missile launches. The SBIRS GEO-4 satellite
carries two infrared sensors: A scanning sensor which watches
the full disc of the Earth for infrared events, and a ‘staring’ sensor
to detect smaller short-range missiles which do not produce as
much infrared radiation.
In addition to its geostationary satellites, SBIRS also uses
four hosted payload sensors mounted onboard satellites in highly
elliptical orbit (HEO), including the National Reconnaissance
Office’s Trumpet-class signals intelligence satellites. These
SBIRS-HEO sensors provide additional observations of Earth’s
polar regions, which are less visible from geostationary orbit.
SBIRS is designed to provide the USA with advance warning
of an enemy nuclear strike, while also allowing the country to
monitor other missile and rocket launches around the world. As
well as detecting missile launches, SBIRS is also used for
intelligence-gathering, helping to identify and characterise
events that result in the emission of infrared radiation and to
improve general battlefield awareness. Two further geostationary
satellites, GEO-5 and GEO-6, were ordered in 2012 for launch
GMC
in the next decade.
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Federal Agency data is
under siege
With more than 65,000 employees in 56 countries, Thales is a global
leader in technology solutions for the aerospace, transport, defence and
security markets. Its unique capabilities include the design and deployment
of equipment, systems and services to meet complex security
requirements. Amy Saunders spoke with Nick Jovanovic, VP Federal of
Thales eSecurity Federal (a division of Thales Defense & Security, Inc.),
to discuss the findings of the 2018 Thales Data Threat Report, Federal
Edition.

Nick Jovanovic, VP Federal of
Thales eSecurity Federal

Thales Defense & Security, Inc. (TDSI) is
a global company serving the defense,
federal, and commercial markets with
innovative solutions for the ground tactical,
airborne and avionics, naval/maritime, and
security domains.
In addition to mission-critical communication systems, the company provides
helmet-mounted displays and motion
tracking technologies; SATCOM terminals;
advanced sonar systems; air traffic
management navigation, surveillance, and
simulation; and data protection solutions.
Furthermore, TDSI serves as a gateway
for technology, leveraging Thales-wide
solutions—such as combat management
systems; naval, airborne, and ground ISR;
and electronic warfare—to address US
requirements.

GMC: Can you provide an overview of the 2018 Thales Data Threat Report,
Federal Edition, and elaborate why it’s needed today more than ever?
Nick Jovanovic: Our 2018 Thales Data Threat Report, Federal Edition, issued
in conjunction with analyst firm 451 Research, polled US federal IT leaders about
data security, data breaches, spending practices, and a gamut of other securityrelated issues.
This year’s report is especially relevant because it tells us federal agency
data is under siege. 71 percent of respondents report their organization was
breached sometime in the past. Of those organizations, 57 percent have been
breached in the last year – a number that is three times the rate of just two years
ago (in our 2016 report, 18 percent reported a breach within the last year, and in
our 2017 report, 34 percent reported a breach within the last year). The 57 percent
rate statistic is the highest of all verticals we measured in this year’s report (others
include the healthcare industry, the retail industry, and the financial services
industry) or any region surveyed.
These statistics indicate data breaches remain pervasive within the federal
government, and that the current methods being used to secure agency data
are not working as effectively as they could. There also appears to be some
confusion over how to best protect critical data. Respondents cite data-in-motion
and data-at-rest solutions as being the most effective at preventing breaches,
but their spending decisions don’t align with this sentiment. While 73 percent are
increasing spending, 56 percent are spending that money on endpoint and mobile
defenses, and only 19 percent are spending it on data-at-rest security.
GMC: What can you tell us about these breaches, and why are they becoming
so prolific?
Nick Jovanovic: There are some obvious reasons for these breaches: Criminal
hackers want valuable citizen PII; nation-state hackers with their own agendas
seek to infiltrate agency databases; chronic funding and staffing issues remain a
problem; and most federal agencies are stuck with some of the oldest systems
and software found anywhere. But, that’s not the whole story. Security spending
decisions are also playing a sizable factor. As I noted above, federal agencies
are not spending their IT security dollars on solutions that will most effectively
protect data. Endpoint and mobile solutions are seeing the biggest spending
increase (even though they’re rated at the bottom in terms of effectiveness) and
data-at-rest security is seeing the lowest spending increase (even though it’s
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cited as highly effective).
Additionally, initiatives pushing for IT modernization within
the federal government mean more data is being stored in the
cloud; in big data repositories; being used for IoT purposes;
and being stored in containers. This digital transformation is
creating new risks, because each environment, and each vendor
within these environments, requires a unique approach to
protecting data.
I think it’s worth further expanding on our cloud technology
findings. More so than commercial enterprises, government
agencies are making a massive shift to the cloud. This bears
out in the stats:

•
•
•

Nearly half (45 percent) of US federal respondents used
more than five Infrastructure-as-a-Service (IaaS) vendors;
48 percent used more than 100 Software-as-a-Service
(SaaS) applications; and
Over two-thirds (72 percent) of respondents expressed
concerns about increased vulnerabilities from shared
infrastructures, followed by custodianship of encryption keys
(62 percent) and security breaches in the cloud (68 percent).

Even though federal agencies have strong compliance
standards (NIST 800-53; FedRAMP; and the Federal Risk
Management Framework), it appears agencies are not able to
catch all of the non-compliant usage. Look at how frequently we
hear about AWS S3 buckets left out in the clear with sensitive
information for hackers to mine.
There’s also the issue with keeping control of keys in the
cloud. A basic security maxim is that those who control the keys
control access to the data. Yet, federal agencies have a
preference for the cloud provider to control the keys (34 percent)
over local key control (32 percent). Interestingly, this is a potential
violation of the same compliance standards I cited earlier.
GMC: In a world where some 68 percent of US respondents
believe they are ‘very’ or ‘extremely’ vulnerable to a data
breach, why are more people not taking action sooner to
safeguard their networks? What are the challenges
involved?
Nick Jovanovic: Many people still think data security (especially
encryption) is complex and has a performance problem. As noted
in the report, the top two perceived barriers to data security
deployment are complexity (49 percent) and performance
impacts (41 percent). This long-standing, dated, and increasingly
inaccurate notion needs to be put to bed. Performance concerns
tend to be a relic of the early days of encryption solutions, when
software-based encryption was the rule, and performance
impacts were real.
Fortunately, data security platforms like ours, and SaaSbased data security applications, are making complexity in
deployment, management, and operation a thing of the past.
There is also a perception among federal agency IT
personnel that management of enterprise encryption keys will
be overly challenging, which further complicates an IT
environment fraught with budget and staffing limitations. But,
federal government agencies can simplify encryption key
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management and secure their data by selecting encryption and
key management technologies that offer smart, centralized
approaches and work across clouds, on-premises and in data
centres. Many federal agencies are already exploring this
approach, as illustrated by the 47 percent of respondents who
plan to implement ‘bring your own key’ solutions to remotely
manage their cloud deployments. This security strategy will assist
them in better protecting and controlling their data.
GMC: The use of commercial cloud services is booming
right now, but some 72 percent of report respondents
expressed concerns about increased vulnerability from
shared infrastructures. What are the risks associated with
cloud-based services, and how can a data-centric security
approach help?
Nick Jovanovic: Agencies are responsible for the security of
their data both on-premises and in the cloud. As their workloads
migrate to multiple cloud providers, they must be confident in
the security of their data. Agencies must be in compliance with
internal and industry data protection mandates. Their data must
be protected in the event a subpoena is issued to their cloud
provider. They should also be able to move data quickly from
one cloud provider to the next.
To better understand how a data-centric security approach
can help, check out the below cloud computing ‘shared
responsibility’ graph.

See the common theme? That’s right, it’s data. While there
is a shared responsibility between the cloud provider and its
customers, the customer is always on the hook for ensuring it
has the means to protect its data.
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Some solutions to meet the shared responsibility model
might include:

•
•
•

Bringing your own encryption for physical or virtual servers
running from your premises to multi-cloud environments;
Using tokenization with dynamic data masking to make it
easy to protect sensitive data and to add policy-based data
masking to applications; and
Leveraging a centralized key and data access policy
management solution to provide customer controlled key
management and data access.

GMC: The 2018 Thales Data Threat Report, Federal Edition,
found that 93 percent of respondents plan to increase
spending this year. Why isn’t this as good as it first seems?
Nick Jovanovic: Despite 78 percent of respondents citing datain-motion security and 77 percent citing data-at-rest security
as being most effective at preventing breaches, agencies are
prioritizing increases in data-at-rest security spending dead last.
Endpoint and mobile defenses spending is increasing for 56
percent of respondents and data-at-rest security spending is
increasing for only 19 percent.
Unfortunately, we’re not spending our IT security dollars
where it will protect data best.
GMC: What does the future landscape of the cybersecurity
sector look like to you? What steps need to be taken to

ensure data security?
Nick Jovanovic: According to the Report to the President on
Federal IT Modernization, we need to reduce the federal attack
surface through enhanced application and data-level protections:

“…agencies should shift their focus to placing protections
closer to data, specifically through improved management and
authentication of devices and user access, as well as through
encryption of data – both at rest and in transit. This approach
curtails an attacker’s likelihood of gaining access to valuable
data solely by accessing the network, and it has the potential to
better block and isolate malicious activity.”
We agree. Organizations need to adopt a defense-in-depth
approach, move away from an over-reliance on network and
endpoint security, and create a comprehensive data-centric
approach to securing their agencies.
With increasingly porous networks, and expanding use of
external resources (SaaS, PaaS and IaaS most especially)
traditional endpoint and network security are no longer sufficient.
When implemented as a part of the initial development (for ease
of implementation versus retrofitting at a later date), data security
– most especially, encryption – offers increased protection to
known and unknown sensitive data found within advanced
technology environments.
The alternative? Federal agencies will continue to suffer,
and we will see even higher breach rates next year.
GMC
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Driving the UK Space
sector
Lockheed Martin UK was created in 1999 under Lockheed Martin to
combine all of the entity’s UK companies under one banner. Lockheed
Martin is a global security and aerospace company primarily concerned
with research, design, development, manufacture, integration and
sustainment of advanced technology systems, products and services.
Some 2,000 people are employed at Lockheed Martin UK across 16 sites.
Amy Saunders met with Patrick Wood, Director of International Business
Development, UK Country Executive at Lockheed Martin – Space
Systems, to find out his vision for the company and his assessment of the
space sector.

Patrick Wood, Director of
International Business Development,
UK Country Executive at Lockheed
Martin

Lockheed Martin UK is the UK-based arm
of Lockheed Mar tin Corporation.
Headquartered in London and with 16 key
sites across the UK, Lockheed Martin UK
employs approximately 1,700 people from
Culdrose in Cornwall to Faslane in
Scotland.
Lockheed Martin UK is a strategic partner
to the Government and a major contributor
to the UK economy. As the fifth largest
supplier to the Ministry of Defence, we
spend approximately £1 billion each year,
supporting over 1,000 companies in our
supply chain. Our investment in the F-35
programme alone will sustain up to 20,000
UK jobs during the production phase.

Question: Lockheed Martin has been heavily involved in the global space
sector for many years now. What is the company currently working on?
Patrick Wood: Lockheed Martin has decades of experience in the global space
sector. As a company, we have built more interplanetary spacecraft than any
company and all US companies combined. We’ve been involved in missions to
Mars since 1976, when Viking 1 touched down, and we’ve worked with NASA on
every orbiter and lander that’s gone there. It is in our business’ DNA to support
the advancement of space exploration, partnering with public and private players
to go even further in the exploration of our universe.
We are currently working on a range of missions to advance deep space
exploration. Mars being the horizon, Lockheed Martin is a key NASA contractor,
whether it is the Orion Mission to transport astronauts safely into deep space or
missions such as MAVEN, the Mars Reconnaissance Orbiter (MRO) and Mars
Odyssey that have gathered innumerable data to draw a clearer picture of the
Red Planet. What used to be merely a dream is now within our reach and at
Lockheed Martin, we have a clear vision of what that reality looks like. Our
approach relies on the development of a Mars Base Camp, a sound, safe and
compelling mission architecture centred around an orbital outpost where scientistastronauts can perform unprecedented, real-time scientific exploration of the Red
Planet. Lockheed Martin is also supporting the development of deep space
habitats. We are taking part in NASA’s Next Space Technologies for Exploration
Partnerships (NextSTEP) through which we are studying the capabilities needed
to support human pioneering in deep space. Habitats, known formally as
‘exploration augmentation modules,’ are essential for the exploration of the outer
boundaries of space.
But going to space is just the beginning, what matters is what you can do
when you get there. Lockheed Martin builds the technology that gets things done
in space, whether it is exploring the solar system, predicting the weather, delivering
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precise GPS or supporting global security and defence
cooperation.
Question: You’ve been with Lockheed Martin UK since
September 2017; what experience do you bring to the role,
and what vision do you have for Lockheed Martin UK going
forwards?
Patrick Wood: I bring more than 30 years’ experience and deep
expertise in the space industry, having occupied key roles
spanning executive leadership, programme management,
engineering, technology, quality, operations and manufacturing.
Having trained as an engineer, my experience is as diverse as
defence, commercial and scientific missions from low Earth orbit
to geostationary. Before joining Lockheed Martin, I was Chief
Executive Officer of Surrey Satellite Technology, Ltd., and
previously held leadership positions with Airbus Defence and
Space.
What’s important in my background is that I understand the
rich heritage Britain has in aerospace and I want to ensure that
as a country we continue to build on it. I know the market and
the opportunities well and I want to ensure that Lockheed Martin
helps to develop the impressive supply chain we have here.
In the last 30 years working in the defence and space sectors,
I have come to realise the truly collaborative nature of aerospace
manufacturing. If you take a satellite as an example, it is striking
that the flight computer might be designed and manufactured in
Italy, while the RF equipment’s could be designed and
manufactured in Germany and the full product assembled in
the United Kingdom. Lockheed Martin’s approach is built on
global partnerships. The company operates in 70 countries
worldwide and focuses in each country on teaming with local
suppliers, growing local talent, and creating local jobs. That
strategy builds value for international customers and strengthens
in-country technical expertise and industrial capabilities. I look
forward to building on the corporation’s considerable global
presence to help our customers forge new partnerships.
Question: What is your assessment of the British space
sector, and what are your hopes and expectations postBrexit? How can Britain become a leader in space systems
technology and what changes are required to encourage
innovation?
Patrick Wood: I see huge, yet still largely untapped, potential
for the British space sector. Britain has a fantastic heritage as

one of the pioneers in the global space race. It was Ralph Smith,
a scientist at the British Interplanetary Society, in 1946 who first
suggested adapting rockets to enable them to carry humans
into space. Fast forward to the 21st century, the launch of the UK
Space Agency in 2010 was an encouraging step and crystallised
the hopes many in the sector had to see the UK take a more
prominent role in the global space race. Following the more
recent success of Tim Peake’s mission to the International Space
Station and the Rosetta mission in 2014, the Space Industry
Act 2018, passed by the UK Parliament in March 2018, is a
timely and exciting milestone to lay the foundations of the British
space sector post-Brexit.
The Space Industry Act 2018 provides the critical framework
to build UK spaceports, enabling Britain to properly compete in
the commercial space sector. It allows for the creation of the
additional legislation required to progress commercial space
activities including both orbital and sub-orbital activities as well
as horizontal and vertical launches from the UK. Small satellites
launch, scientific experiments, further developments for new
technologies, infrastructures and services are now within reach
for UK space players.
In the coming years, we hope to see the first commercial
launch in the UK, a key milestone in achieving the realisation of
the Space Industry Act’s full potential. One day you could go on
holiday by travelling in a driverless car controlled via satellite to
a spaceport, catching a hypersonic plane to fly through the
Earth’s atmosphere to get to your destination. We very much
see this piece of legislation as critical to underpin a more
prominent and leading role for Britain in space systems
technology. The UK has the lofty ambition of independently
launching its first satellite by 2020. With the country formally
leaving the European Union in 2019, there is a fantastic
opportunity but we need to make sure that the UK space sector
continues to get the support it needs.
We must acknowledge that the dynamics at play have
changed. In the 20th century’s global space race, the players
were governments representing their national interests. The last
decade has seen the emergence of strong private sector players
who have demonstrated their credentials as credible contestants
in the global space race. So, if the keyword for the last century
was competition, this century’s motto would be cooperation –
cooperation between public and private players to achieve the
full potential that commercial and military space applications
hold.
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Brexit also raises interesting questions around the future of
the UK’s space capability. We have already seen one instance
where Brexit is having an impact. Galileo, the flagship next
generation pan European navigation system has up to this point,
been developed across certain member states including the
UK. However, with Brexit on the horizon, doubts have been raised
around the UK’s continued involvement. These discussions pose
perhaps the first real test of the UK’s commitment and aptitude
to developing space capabilities. There are several things that
could ensure a smooth transition for UK space more generally:
Lessons which are being learnt through the Galileo experience.
First, clear ground rules must be established for how the UK
and Europe will continue to interact post Brexit. Second, when
tendering for space capabilities, the UK must decide what type
of capability it wants and what the parameters are of that
capability. Finally, the UK must ensure the right balance of
information sharing and collaboration between industry,
government and academia.
The UK is already home to leading space manufacturers,
such as satellite services providing for more than 250 billions of
pounds of GDP in the UK economy. By allowing commercial
launches from the UK, the Space Industry Act means Britain
can become a one-stop destination for space businesses,
making it competitive to attract the sector’s most innovative global
players.
Question: Which one technology do you feel shows the most
promise for the defence sector, and how is Lockheed Martin
UK working to progress that technology?
Patrick Wood: Artificial intelligence is making strides in the
space industry and contributing to significant advances in deep
space exploration. In the near future, space probes guided by
artificial intelligence reaching distant planets will no longer be
inconceivable. Effectively, this means unmanned space missions
could take place without any human interactions from Earth.
Now, this reality is fraught with questions and challenges still
left unanswered.
What happens once the mission has gone beyond the range
of communication? How does a probe know to return to Earth,
without a human prompt and order to do so? How can we sustain
space missions that span decades, with the possibility that
generations of scientists and engineers would have gone before
their return to Earth? Lockheed Martin has invested significant
resources in developing and fur thering the industry’s
understanding of this technology.

Question: What are the biggest threats to MilSatCom today,
and how is Lockheed Martin responding to these threats?
Patrick Wood: Military satellite communications have become
essential in modern warfare. The benefits of satellite
communications for global security and defence are now widely
understood, but less so are the cyber threats that risk
undermining our global and national security. The world is seeing
global proliferation of malicious and criminal cyber activity at a
time when people and organizations are becoming more
dependent on cyber capabilities in all aspects of our lives.
Today’s advanced persistent threats now have knowledge
of the vulnerabilities within systems and platforms across
distributed networks. They are targeting supply chains. And they
are keeping up with the exponential rate of advances in
technology, using techniques such as steganography,
cryptography, and reverse engineering for example. It’s critical
that organizations have models that accurately represent the
movements of an adversary in cyberspace to truly understand
the extent and severity of threats out there today.
While most of our work in the cyber security space is highly
confidential for security purposes, we have developed models
for tackling such threats that we can discuss more publicly. The
Cyber Kill Chain, for example, is a simple and highly effective
model that encourages you to think like an adversary. It includes
seven steps to enhance visibility into a cyber-attack and to create
actionable intelligence that enriches an analyst’s understanding
of an adversary’s tactics, techniques and procedures. Since we
unveiled it more than 10 years ago, the model has been adopted
by both government and commercial partners as cornerstones
for their own threat mitigation activities. The seven steps are:
1.
2.
3.
4.
5.
6.
7.

Reconnaissance;
Weaponization;
Delivery;
Exploitation;
Installation;
Command and control; and
Action-on-objectives.

Question: What are your expectations for Lockheed Martin
in 2018 - what do you hope to achieve?
Patrick Wood: In 2018, Lockheed Martin will continue building
on its legacy as a driving force of the global space industry and
contribute to furthering the exciting developments we are seeing
both in commercial and military space applications.
GMC
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Satellite interference:
A growing problem
for the military?
Is satellite interference a growing problem within certain
military spheres? Martin Coleman, Executive Director of
the Satellite Interference Reduction Group, opines.
There are varying opinions on whether the state of RF
interference in the military has improved or not. There are some
who believe it has, on the whole, improved in the last 10 years,
while others believe the situation has deteriorated. What is
agreed upon, however, is that interference is an important issue,
particularly as demand for bandwidth and services grows. Much
of this demand will need to be met by the commercial sector
which, from the military point of view, carries high risk in terms
of resilience and reliability, but is more cost effective.
Having said this, the commercial sector has worked hard to
reach a balance in terms of interference which, although a
significant problem, remains manageable. As a result, there is
a lot to be learned here. Interference in the military is a highly
unique and multi-faceted issue; remember, to the military it is
treated as a ‘threat,’ whereas commercially it is seen as
‘disruptive.’ So, what are the main challenges and what solutions
are available now (and are needed for the future) to maintain
secure and reliable military satellite communications?
The challenge of military interference
Almost everyone with a stake in the milsatcom sector will admit
that the challenges facing military users and operators are
completely distinct to those in the commercial satellite world.
Chris Dunn, Consultant at 3SDL Ltd and former Specialist
Education Manager, UK MOD, agrees that “it’s bad enough when
a commercial provider might lose their feed for say, an important
sporting event. But some of the intensive and critical operations
we do across the globe will ultimately fail without dependable
C2. This could lead to quite catastrophic outcomes considering
today’s ever evolving threats.” Interference within the military
space is quite literally life or death.
Even from the satellite operator’s view, military customers
present a challenge as they are “subject to higher demands in
service optimization, more efficiency on their satellite links (which
requires high modulation schemes) and less interruptions for
critical-mission applications,” according to Ruben Marentes,
Technical Advisor and former Director of the RF Operation
Center at Intelsat Corporation.
Although instances of interference and jamming are
extremely rare when using military X-band satcom, each
instance has to be addressed and managed as if it were a hostile
act by a potential adversary. Colin Neal, Spectrum Policing
Manager at Airbus, says that “we adhere to the same process
for any instance using Spectrum Monitoring and Geolocation
Systems to characterise, locate and isolate the interference
source quickly and efficiently.”
Clearly, intentional jammers want to cause as much
disruption as possible without detection, making it extremely
difficult to firstly identify the cause of the interference, let alone
solve it. In this case, prevention is often better than a cure.
But unintentional interference is still the key problem,
especially when it comes to multiple countries and services
operating in one region. Consider the number of satellite
networks in use by the numerous coalition forces during the
ongoing war in Afghanistan. In regions of high military activity
involving numerous nations, things can easily become
complicated.
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According to Dunn, interference is very often “not adversarial
or intentional, but can be genuine unintentional errors and
‘frequency fratricide.’ However, this is absolutely understandable
in the current global environment where we often need to work
with other countries’ militaries and systems, utilising a vast array
of different kit and on different parts of the spectrum.”
Andrew Bond, Sales and Marketing Director of satellite RF
distribution expert, ETL Systems, says “the unique environment
in which VSAT’s operate is one of the biggest challenges for the
military.” Very Small Aperture Terminals (VSATs) are widely used
within this sector but according to Bond, “discussions at IRG
workshops and events suggest that VSATs are one of the biggest
causes of interference, or at least that is what many report.”
VSAT systems can easily be set up incorrectly and can cause
serious issues on the satellite itself which “may go undetected.
This is caused by a combination of poorer training and field
experience, as well as more regular deployment and moving of
VSAT networks in a theatre of operations,” Bond added.
Naturally, with military staff in constant rotation, it is difficult
to keep up with the necessary training and education to ensure
staff are capable of using, installing and maintaining satellite
terminals and networks. As a result, human error is very often a
cause of interference.
On top of this, Neal adds that within the military “the variety
of different operating environments brings the need for a wide
variety of terminal types all with their own individual satcom link

Andrew Bond, Sales and Marketing Director of
satellite RF distribution expert, ETL Systems
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Chris Dunn, Consultant at 3SDL Ltd

needs. Each arm of the British Forces faces its own unique
problems, the rotational nature of the roles and the restriction
on numbers can mean that in some instances the maintenance
of the satcom link, during certain periods, may not be the primary
role for an individual. The assigned maintainer may have the
qualification but not necessarily the hands-on expertise, he/she
may have been trained but Skill Fade makes him/her less
effective. This is where the satellite service provider can help by
understanding the environment within which the operator is
working, understanding the pressures associated with the
responsibility of providing and maintaining that vital satcom link.”
Interference naturally involves two parties, and so resolution
requires communication and the sharing of information. Sadly,
Dunn believes one of the barriers to effective interference
mitigation in the military is a “reluctance to admit problems due
to concern regarding security implications.” Of course, it is
entirely understandable that military users are protective of their
operations. After all, as Dunn says, “there are justifiable
apprehensions in admitting issues regarding interference, in
concern for providing valuable feedback and intelligence to
adversaries in the battlespace.” But this does, however, limit the
ability for those being interfered with (whether that’s military or
commercial) to identify the cause of the interference, significantly
lengthening the time to resolution.
Within the commercial sector, Carrier ID (CID) has been a
useful tool for identifying the cause of interference and
quickening the resolution process. This has proved especially
valuable in solving large VSAT burst-mode terminal networks.
Unfortunately, given the reluctance of militaries to share their
location with non-cleared personnel, CID as it stands, is not an
applicable solution within the military. Having said this, there
have been attempts to set up a special military-suitable CID
whereby only the CID number of military terminals are available,
as well as the satellite operator responsible. In the case of
interference, the ‘interfered’ simply contact the satellite operator
who are then responsible for contacting the military user directly.
Future potential for RFI
Marentes believes that the RFI situation has improved in the
military space with “more and more services supporting military
applications in commercial satellites than ever before” and
satcom maintaining “reliable performance, at a competitive price
and with a reach/coverage sometimes unavailable to other
systems.”
One example is the introduction of the Digital Payload in
Intelsat EpicNG satellites. Marentes explains that the digital
payload allows new restoral and relocation options previously
unavailable to Intelsat Operations. “For example, if a customer
is experiencing RFI on a frequency where remote sites are
operating then the RF Operations staff can command the digital
payload to be adjusted and the carrier can then quickly move to
a different frequency range away from the interference without
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the uplinker making any changes on their end.”
Dunn is of the opinion that interference is a “growing issue
for how we [the military] operate around the globe.” He also
agrees that the military is increasingly having to utilise
commercial bandwidth due to demand for services across the
world: “We now often have to contend with utilising whatever
capacities, both commercial and military, that might be available
to fore-fill our ever increasing and often rapid demand to enable
our effective C2 networks.”
This shared arena where, according to Marentes, “services
are impacted by all types of interference,” can make it difficult
for military users as “not all customers have the same amount
of resources to respond to unintentional interference and their
lack of action can disrupt mission-critical operations.”
Neal adds that “military satcom is protected by strict terminal
certification, this maintains terminal quality which in turn
improves link budget accuracy and minimises instances of any
unintentional interference. Military grade terminals are often
operating within harsh and unforgiving conditions and suppliers
are usually investing significant amounts to maintain quality and
robustness.” This is not always the case in the less tightlycontrolled commercial bandwidth sector, meaning a potential
for more interference. He goes on to say that military users
experience little adjacent satellite interference (ASI) within xband (a band reserved for use by only military and government
users), saying: “I think that is linked to terminal control,
exceptional satellite design and the fact we do not have noncompliant operators on the satellites.” This being the case,
heightened interaction between military sectors and commercial
sectors, within the Ku-band environment, could increase the
likelihood of interference for military users.
Collaborating for the future
It is absolutely essential that milsatcoms are error free. Consider
the ship at sea, the aircraft on a remotely engineered runway
and the small isolated team on the ground, all waiting for the
influx of usable data that doesn’t arrive. The absence of that
data may impact humanitarian efforts, the inability to patrol a
no-fly zone or the relay of vital imagery, all of which could be
linked to a possible loss of life scenario. Data and information
sharing has never been more critical.
In the modern military environment, Neal says that “bearers
for many military satcoms are provided by commercial
companies, either directly contracted to or through third party
providers.” But Dunn says that this being increasingly the case
could worsen the state of interference: “As our demand ever
increases across the entire useful spectrum, often conflicting
with commercial requirements, this [interference] may get worse.”
This means that the military world must work with the commercial
sector, collaborating on interference mitigation strategies and
being open to communication.
The commercial satellite sector is in a good place with
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regards to interference, as we are all aware commercial Kuband providers/operators have had to deal with high levels of
interference for years, and will likely do for years to come, so
there is a lot that can be learnt from their experiences. At the
same time, Neal believes if the military are planning to augment
their military satcom capacity with commercial Ku-band (as an
example) as a bearer “they should understand the limitations of
their provisioned link and assess how this will impact the
effectiveness of the operation, identify the processes adopted
by the provider to mitigate the effects of interference and what
visibility they will have of the incident. They must also impress
on the service provider the level of support required not only
during peacetime but also, if necessary, during a transition period
and wartime.” Clearly, the challenges of operating during wartime
are distinct to those of peacetime, for example, the likelihood of
intentional jamming by the aggressor and unintentional
interference between allies in regions of high activity.
IRG, has, for a good few years, been the conduit between
equipment providers, satellite operators and satellite users, a
conduit through which ideas have been exchanged on the
technical solutions to the interference problem. The group feels
that it is well equipped and is willing to facilitate the conversations
needed between both the military and commercial satellite
sectors. Our relationship with both means that we can provide
forums for debate and discussion and encourage the creation
of new tools and techniques needed for interference mitigation
in the future.
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Neal agrees that the military can learn from the commercial
satcom sector by “maintaining a close watch on commercial
satcom to see how it develops systems/processes to mitigate
interference.” The comsat sector has introduced several new
solutions over the last decade capable of remotely monitoring,
detecting and correcting errors that are equally as applicable in
military scenarios.
Of course, it’s equally as important to ensure better
communication between allies in wartime, to prevent the
possibility of ‘frequency fratricide,’ as mentioned by Dunn, and
accidental interference. To this end, according to Neal, it makes
sense to “maintain and exercise agreements with allies to share
information, resources and expertise. An overall view of the
spectrum and an understanding of the true impact of an
unauthorised signal on not just your satellite may furnish the
operator with the last piece of the interference jigsaw puzzle.” It
should be noted that the sharing of information is military to
military, the commercial satcom provider operates, in these
instances, as an information collector and possible solution
advisor.
Similarly, allies should encourage one another to get on
board with CID or at least a CID solution that provides its benefits
in a secure manner. If we, IRG, the military and comsat sector,
and other organisations could make a real go of developing a
CID scheme suitable for all, we could make interference
resolution possible by just picking up a phone. Many maintain
that CID is not a solution for intentional jamming, but it does
make it easier and quicker to differentiate between unintentional
and intentional interference through a process of elimination.
Working with the political influence of militaries, commercial
satellite operators have a much better chance of being able to
do something about jammers, too.
As Dunn maintains, we can ensure “rapid identification of
potential interference, and then enable resolution of issues”
through an “effective collaborative and secure feedback system.”
The military actually has a huge opportunity here, in terms of a
shared feedback system.
Within the military there is a strict chain of command. All
staff are tightly controlled and must record and report every
occurrence of interference to command. In some cases, they
even record how they solved the interference. With so much
data on hand, it makes sense to use this data, potentially shared
between allies, to build an AI/ML framework capable of analysing
it and identifying trends and patterns. With this information, it
could even be possible to predict cases of interference,
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especially in the event of politically-motivated jamming (using
information about events, cultural festivals, inflamed regions etc.).
Although we don’t have the technology capable of this yet, it
has potential to overhaul the way we manage satellite
interference in the military.
Of course, there are methods and technologies available to
satellite operators with high throughput satellites (HTS) to limit
the effects and prevent interference. According to Marentes,
“having alternate paths,” i.e. redirecting the satellite traffic to an
RF segment away from interference, and “introducing errorcorrection schemes to the satellite links,” can overcome most
cases of interference. This works by intuitively adjusting the
signal where there is interference in order to minimise its effect
whilst maintaining the service at a lower quality. Although these
methods may increase OPEX, it can create much-needed
resilience in milsatcoms.
This flexibility however may not be possible. There are
instances where satellite and ground terminal configurations
need to be fixed, many nations are operating with systems that
still require “nailed up bandwidth/throughput” so any form of
Data/RF adaption is not possible, according to Neal.
Bond believes that where poor product quality is in evidence
it must be improved, saying that: The best approach to
interference mitigation is about “getting the right products in
place to reduce errors.” Poor product quality is a major cause of
interference in the commercial sector and something many
associations, including IRG and GVF, and operators are putting
measures in place to prevent. Neal believes: “For the military,
aging equipment and its supportability is the major source of
unintentional interference, an issue that is difficult to resolve
when many systems were built as one offs and are not
commercial off the shelf solutions.”
But if we improve the quality of satellite equipment, we must
also work to improve the training given to those personnel that
operate them. According to Neal, “training of users is the key to
establishing, maintaining and recovering mobile satellite links.”

This is especially the case given the number of different terminals
and services needing to be maintained within the military
environment. Neal believes militaries should “look to provide
varied levels of satcom training, not terminal specific training,
[and] ensure within that training that the fragility of satcom is
explained.”
This approach would give military users, the people on the
ground, a broader, in-depth understanding of satellite on the
whole as well as an understanding of the implications of satellite
interference and wider issues.
Conclusion
The military sector is unlikely to be able to meet the increasing
demand for more and more services, and as such will have to
rely on the commercial sector in a large number of cases. Given
the future of LEO constellations, as well as ever increasing
capacity in GEO for satcom, the military should be more proactive
in considering the wide variety of commercial satcom that will
likely be available in the future. This will offer flexibility and
resilience across varied platforms and throughout the orbital
regimes.
But of course, operating in the less tightly controlled
environment of comsat could mean an increase in interference
for the military. At the same time, both sectors have their own
ways of dealing with incidences and there is a lot that can be
learned from both. By collaborating on innovations and
developments, and communicating information more openly, the
military sector can make sure their use of comsat services
doesn’t impact operations. In my mind, it is about building an
understanding on both sides of the fence and using the
combined resources of the two sectors to bring about new
technologies for interference mitigation. Most importantly, we
must ensure interference is not ‘out of sight out of mind.’ With an
increasingly congested and contested space domain looking
likely in the future, it’s time to put measures in place now to
ensure error-free milsatcoms in the future.
GMC

Photo courtesy of Shutterstock

www.globalmilitarycommunications.com | June/July 2018

31

Global Military Communications Magazine

X-band Unmanned Aerial Vehicles (UAVs):
Optimizing satellite communications to
maximize UAV advantage
It is no secret that the use of Unmanned Aerial Vehicles (UAVs) is increasing. Market projections reflect growth in this
global market of over 14.5 percent CAGR over the next decade, estimated to be $20.71 billion in 2018 and $52.3 billion
by 2025. This growth is being fuelled by rapid advancements in smaller, lighter, and more efficient sensor payloads and
equipment, airframes and engines, which together give UAVs greater endurance, longer range and greater autonomy.
Greater autonomy naturally implies an ability to operate beyond-line-of-sight (BLOS) from the operator, which implies
the use of satellite communications (SATCOM). While the typical consumer answer has traditionally been the use of the
common Ku-band radio frequency (RF) spectrum, military and government consumers have X-band, a powerful SATCOM
option available exclusively to them. X-band is purposefully reserved for government use only because it offers significant
all-weather performance advantages, operational flexibility, and cost savings. Todd Dudley, Director, International Business
Development at XTAR explains.

The all-weather performance of the X-band RF spectrum –
and X-band UAVs – centers on X-band’s extreme resistance to
a form of atmospheric attenuation known as ‘rain fade.’ X-band
SATCOM, at 7.25-8.4GHz on the RF spectrum, sits below the
10GHz threshold where the size of water droplets, ice particles,
salt fog, and even airborne dust and sand, begin to cause
reflection and refraction – i.e. attenuation – of an RF signal.
This isn’t magic, it is science: Lower frequencies attenuate less
and thus travel further than higher frequencies through severe
weather conditions, as depicted in Chart 1:
There are three common ways that Ku- and Ka-band UAVs
can counter the effects of weather:
1. Additional Link Margin. The first and most common
measure to address weather attenuation is to add additional
link margin (bandwidth and power, if available) to maintain the
SATCOM link. This quantity of additional bandwidth and power,
known as space segment, can be enormous – and enormously
expensive – as Figure 1, below, demonstrates: For operations
in a Mediterranean climate, a Ku-band UAV requires 140 percent
more space segment than an X-band UAV for the same level of
service availability. A Ka-band UAV requires 510 percent more
space segment than an X-band UAV. The additional space

segment required for Ku- and Ka-band UAV operations in a
tropical environment can be far higher. X-band UAVs naturally
enjoy extremely high service level availabilities while using very
little space segment.
2. Adaptive Coding and Modulation (ACM). Ku and Ka-band
SATCOM users may also have to use ACM to help counter
attenuation. This method applies different combinations of
modulation and forward error correction (FEC) to a data stream
to counter the effects of weather attenuation as a signal degrades
in poor weather. ACM can significantly degrade throughput,
however, and is particularly difficult to use with certain types of
data streams because, when active, ACM can slow down voice
communications and live video feeds, quickly rendering them
unusable in bad weather. Because of X-band’s all-weather
characteristics, X-band UAVs do not need to employ ACM, and
can transmit extremely stable voice, data, and even highdefinition video links with extremely high service level
availabilities.
3. Uplink Power Control (UPC). UPC is another way to
stabilize a SATCOM link being impacted by weather attenuation.
UPC increases transmit power from a UAV during poor weather,

Photo courtesy of US Navy
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Chart 1

although this option is not generally an option on UAVs because
they generally do not want to carry the extra size or weight of a
higher-power amplifier for this occasional-use scenario.
The science behind X-band SATCOM performance
In the example below, a SATCOM link is closed between a UAV
operating above Benghazi and a tactical operations center
located in Tripoli without the use of ACM or UPC. As Figure 1
demonstrates, an X-band UAV would require less than 1dB of
link margin to successfully operate in this region. A Ku-band
UAV would require 2.6dB of link margin, which equates to 140
percent more space segment than an X-band UAV. A Ka-band
UAV would require 8.1dB, which equates to 510 percent more
space segment.
X-band UAVs perform naturally well in inclement weather
without the use or additional cost of these technologies, making
them far more effective - and lethal - than their weatherdependent counterparts.

X-band’s extreme resistance to rain attenuation is matched
by its extreme resistance to attenuation from sandstorms and
airborne dust, both very real concerns in today’s theatres of
operation.
The table below provides some data taken from the paper
‘Mathematical Model for the Prediction of Microwave Signal
Attenuation Due to Dust Storms’ to illustrate the effect of
frequency on RF signal attenuation in dust.
Predicted Dust Storm Attenuation for Dust Particles of 50 µm

Typical Rain Attenuation for 99.5 percent Availability (Tripoli
to Benghazi)
Figure 2: Signal attenuation due to suspended dust particles.
Source: http://www.jpier.org/PIERM/pierm06/11.09021906.pdf

Figure 1: Ku- and Ka-band UAVs can require significantly more
space segment (and cost) than X-band UAVs

Photo courtesy of US Navy

www.globalmilitarycommunications.com | June/July 2018

As shown in the table, signal attenuation at X-band is low
even for storms creating visibilities of only 10m. As with rain
attenuation, significant additional amounts of space segment
(400-500 percent more) should be incorporated into the satellite
links to overcome attenuation due to dust storms. If not
addressed, these figures translate directly into link instability,
which needlessly risks lives and mission failure.
If addressed, these figures translate directly into additional
financial costs, which needlessly drain financial resources that
could be spent on providing boots, bullets, and additional combat
power.
Operational flexibility – and high throughput
While Ku and Ka-band satellites are rapidly trending towards
smaller, more focused high throughput satellite (HTS) beams,
there are distinct advantages to operating on X-band’s large 4°
and 4.5° spot beams. Namely, X-band UAVs can more easily
support a much larger battlefield/surveillance area than Ku or
Ka-band UAVs on HTS.
Narrow spot beams can significantly challenge a commander
who needs the ability to dynamically re-task his in-flight UAV
assets anywhere under his authority without having to worry
about invisible HTS boundary seams, hand-off issues, and
keeping his datalinks – and the soldiers, sailors, airmen, and
Marines who depend on them – alive.
As Figure 3 demonstrates, wider spot beams offer X-band
UAVs an impressive amount of operational flexibility to a military
commander.
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“X-band’s extreme resistance to rain
attenuation is matched by its
extreme resistance to attenuation
from sandstorms and airborne dust,
both very real concerns in today’s
theatres of operation.”

Figure 3: The use of X-band’s larger spot beams,
combined with bits/Hz efficiencies greater than Kuband on HTS, allow X-band UAVs higher throughput
and a greater operational flexibility than their Kuand Ka-band counterparts.

The traditional ‘trade-off’ for using larger spot beams, of
course, has been lower rates of data throughput. Not so with Xband. Both Ku and Ka-band have strict limits on EIRP/power
density because Ku and Ka-band satellites are spaced as close
as 2° apart, and sometimes closer (Figure 4). Because X-band
satellites are spaced a minimum of 4° apart, X-band UAV
terminals can operate at higher, more efficient spectral power
densities and thus can often achieve higher throughput per
megahertz (bits/Hz), than on Ku or Ka-band. While actual
throughput depends on many factors, in one field test, X-band
achieved bits/Hz efficiencies 2.5 times greater than Ku-band on
HTS, measured on the same SATCOM terminal.
These two aspects of X-band UAVs – the use of broad spot
beams, and an ability to operate at higher spectral power
densities - make long-range, high-endurance battlefield support
or maritime surveillance missions not only easy, but affordable
as well.
Cost savings - and MILSATCOM compatibility
The cost savings associated with operating at higher, more
efficient spectral power densities and with lower link margins
can be staggering, when recognizing that a military commander
has to purchase 140 percent more Ku-band space segment
and 510 percent more Ka-band space segment for Ku and Kaband UAVs than for X-band UAVs. These costs savings rapidly
multiply even further when the second-order effects of having
an all-weather X-band UAV ISR/strike capacity are fully realized:

Figure 4: While X-band satellites are spaced at least
4° apart, commercial satellites are typically spaced
2° apart. This difference in spacing allows X-band
terminals to operate at higher, more efficient spectral
densities. Higher spectral power densities allow
small, X-band antennas to transmit at greater
efficiencies and throughput – even 2.5x greater than
Ku-band on HTS.
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All-weather UAV operations allow our military forces to deter,
disrupt and/or destroy a target more quickly, in any weather
condition, and move more quickly to the next target set. This in
turn preserves critical resources - and saves lives and combat
power as well.
What many UAV operators, planners, and acquisition offices
don’t know, however, is that many countries, like the United
States, Australia, Brazil, Canada, Denmark, France, Germany,
Italy, Luxembourg, The Netherlands, New Zealand, Spain, and
many others can save staggering amounts of annual O&M costs
by purchasing and using X-band UAVs, because these countries
have already invested in their own X-band military satellite
communications (MILSATCOM) constellations. Recognizing this
important strategic investment, an X-band UAV can fly without
any additional bandwidth costs at all, saving millions of O&M
costs each year, allowing their military to generate even more
combat power on limited budgets. The Wideband Global
SATCOM (WGS) constellation is openly available to US military
commanders and the UAV units who support them – but only if
they and the DoD acquisition chains and program offices who
support them know about these important strategic satellite
assets.
The road ahead
Some DoD program offices have already taken advantage of Xband SATCOM. The US Navy’s MQ-4C Triton UAV, for example,
is a more capable, all-weather variant of the US Air Force’s older
RQ-4 Global Hawk. The UK’s Protector UAV is a more lethal,
all-weather X-band variant of the Sky Guardian/Certifiable
Predator-B UAV. What is good for the goose is good for the
gander: It would next be good to examine an X-band capability
for the US Air Force’s RQ-4 Global Hawk itself, as well as the
US Army’s MQ-1 Gray Eagle UAV, the US Navy’s smaller MQ-8
Firescout and MQ-25 Stingray UAVs, and all non-program-ofrecord BLOS UAVs that are routinely contracted to provide
services to the DoD, so each could finally take advantage of Xband’s unique all-weather warfighting properties – at zero O&M
cost for bandwidth.
Conclusion
The tech market over the last 30 years has reacted very
favourably to products that reduce the size and weight,
operational flexibility, or cost of a product or service. UAVs and,
more broadly, SATCOM, is no different. SATCOM terminal
manufacturers already recognize X-band’s unique advantages
and are producing smaller, lighter X-band terminals that deliver
the performance that their go-anywhere, all-weather sensors
provide, and that their go-anywhere, all-weather missions
demand.
More broadly, X-band UAVs successfully exploit many of Xband’s natural properties to provide an excellent option for
warfighting commanders who demand all-weather, highthroughput performance and greatly increased operational
flexibility. While doing so, X-band UAVs operate more efficiently
and can significantly lower the DoD’s O&M costs, helping the
DoD to sustain and generate even more combat power, save
lives, and accomplish the mission – even in the harshest weather
GMC
conditions on the planet.
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