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Australian Navy
MATV arrives in
home port of
Sydney

Amphibious Transport Dock Portland (LPD 27)

Huntington Ingalls Industries
successfully completes builder’s
trials for Amphibious Transport Dock
Portland (LPD 27)
Huntington Ingalls Industries’ Ingalls Shipbuilding division has announced that
the amphibious transport dock Portland (LPD 27) has completed her first set
of sea trials.
Ingalls’ test and trials team spent four days in the Gulf of Mexico operating
the 11th San Antonio-class ship and demonstrating its systems.
“This successful sea trial is another testament to the quality work our
shipbuilders continue to provide in the LPD program,” said Ingalls Shipbuilding
President Brian Cuccias. “These are complex vessels, and I’m proud of our
workforce, who have the skills and knowledge it takes to design, build and test
these American warships.”
Major testing conducted during builder’s trials include anchor-handling,
ballast/de-ballast of the ship’s well deck, detect-to-engage, full power ahead
and astern and steering demonstrations.
“We place great importance on our relationships with our customers and
the responsibility we have to the sailors and Marines who will own this ship,”
said Kari Wilkinson, Ingalls’ Vice President of Program Management. “The
LPD team is strong and very prepared to continue providing these capable
assets to our country.”
Ingalls’ shipbuilders are now preparing Portland for acceptance trials in
August, when the US Navy’s Board of Inspection and Survey (INSURV) will
conduct inspections and witness final demonstrations before the ship is
delivered to the Navy.
“Our shipbuilders continue to work in concert with one another, and this
ship is another example of their successes,” said George Jones, Ingalls’ Vice
President of Operations. “We have the best construction team in our industry
today, and this team, along with the nationwide supplier base, will continue to
see more successes with their winning behaviors and team spirit.”
LPD 27 will be the third Navy ship named Portland, honouring both the
Oregon seaport and Maine’s largest city.
Ingalls has delivered 10 San Antonio-class ships to the Navy, including
John P. Murtha (LPD 26) in 2016. Ingalls will lay the keel of the 12th San
Antonio-class ship, Fort Lauderdale (LPD 28), this fall. Last month, Ingalls
was awarded an advance procurement contract for LPD 29.
The San Antonio class is a major part of the Navy’s 21st century amphibious
assault force. The 684-foot-long, 105-foot-wide ships are used to embark and
land Marines, their equipment and supplies ashore via air cushion or
conventional landing craft and amphibious assault vehicles, augmented by
helicopters or vertical takeoff and landing aircraft such as the MV-22 Osprey.
The ships support a Marine Air Ground Task Force across the spectrum of
operations, conducting amphibious and expeditionary missions of sea control
and power projection to humanitarian assistance and disaster relief missions
GMC
throughout the first half of the 21st century.
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Completing her maiden voyage, the Damen
Multi-role Aviation Training Vessel (MATV)
MV Sycamore arrived in Sydney harbour
last month. The 94-metre long vessel is now
less than a month away from deployment
as a versatile multi-role vessel and
helicopter training platform for the Royal
Australian Navy.
“It is definitely an impressive sight to see
the Sycamore enter Sydney harbour,” states
Damen Sales Director Asia-Pacific Roland
Briene. “The MATV project really highlights
what can be achieved with this joint team
effort. We have accomplished the on-time
and on-budget construction of a complex
vessel that will provide an efficient,
functional and comfortable training platform
for the Royal Australian Navy.”
The MV Sycamore is a special purpose
ship that has been designed and
constructed to combine both commercial
and military characteristics. Although the
vessel will be commercially operated, she
will integrate numerous strategic features.
These include, for example, a helicopter
deck with associated training facilities,
dedicated aviation operational spaces,
multifunctional mission deck and workshops
as installed on the latest Royal Australian
Navy ships – all meeting SOLAS
Regulations. Not limited to helicopterrelated operations, the MATV will also
enable the Royal Australian Navy to carry
out navigation and air traffic control training,
officer familiarisation, target towing, torpedo
and mine recovery operations, and dive and
unmanned aerial vehicle support.
Cooperative success
The 14-day maiden voyage has brought
some relevant points to light, Mr Briene goes
on to say. “So far the MV Sycamore has
proved to be very fuel efficient, with a range
exceeding the contracted requirements.
What’s more, she has encountered some
rough weather, causing significant
movement, which she handled very well.”
“Achieving this milestone has involved
close collaboration with all parties; the
Commonwealth of Australia’s MATV project
team, Serco’s defence engineering team,
who have overseen the design and
verification process, Lloyd’s Register, as
well as the Damen project and production
team.”
GMC
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Sikorsky delivers second S-92 helicopter to South Korea
Coast Guard
The South Korea Coast Guard has accepted
delivery of its second S-92 ® helicopter for
search and rescue following a ceremony.
Sikorsky is a Lockheed Martin company.
The South Korea Coast Guard has operated
a single S-92 helicopter since March 2014. To
date, that aircraft has flown more than 850 flight
hours, saving more than 30 lives flying search
and rescue and emergency medical transport
missions.
Most recently, on June 2, a 50-year old man
was rescued from a ship by the Korea Coast
Guard's S-92 helicopter. A dispatched crew
responded to the distress call, reached the
victim, and safely transported him to a hospital
for care in just 30 minutes. The victim is
recovering.
“The safety and performance of our current
S-92 aircraft has truly provided reliability when
it comes to the time-sensitive mission of saving lives,” said the South Korea Coast Guard's Senior Superintendent and Factory
Acceptance Test Inspection Team Lead, Kim Youngmo. “We look forward to putting this new aircraft into operations to continue
performing our mission.”
“We are honoured by your trust in Sikorsky and in our S-92 helicopter when performing these critical missions," said Audrey
Brady, General Manager, Sikorsky Coatesville Operations. "We look forward to continuing our relationship and, as always, we are
committed to providing world class support to your fleet.”
Following the aircraft's shipment to South Korea, aircrews will conduct training in-country. The aircraft is expected to enter
service by year-end.
Since 2004, Sikorsky has delivered more than 275 S-92 helicopters, predominantly to operators serving the worldwide offshore
oil and gas industry, and for civil search and rescue operations. Eleven nations fly the S-92 helicopter for their head of state
missions. In May 2014, Sikorsky was selected to build the next US Presidential Helicopter Fleet, the world's most advanced
executive transport helicopter, using the S-92 platform.
GMC
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The Language of Deploying Tools vs the Language of Deploying Strategy

Militaries must switch from cyber security to
cyber defense
In 2008, the US military woke up to a growing new threat to its computer networks. An infected flash drive was inserted
in a military laptop in the Middle East with the aim of delivering classified data to unknown foreign adversaries. Then,
Deputy Defense Secretary William Lynn called the incident a “digital beachhead” - an event that prompted new counterattack strategies. It’s now almost 10 years later, and cyber terrorists have developed ever more sophisticated ways to
infiltrate networks and steal valuable military secrets. Experts agree that it’s time to move from a cyber security to a
cyber defense mindset, as explained by Noam Rosenfeld, SVP, Cyber Intelligence Solutions at Verint Systems Ltd.
Most organizations approach cyber security this way: Layer
upon layer of bolt-on solutions, built year after year, without a
clear, integrated strategy behind them. The problem with this
unstable security structure is four-fold. One, it can be breached
and collapse easily. Two, it will enable security analysts to detect
specific malwares - maybe even understand the tactical picture
- but it won’t reveal the attacker’s overall strategy, so they can’t
predict the next steps. Three, it won’t show the full picture of the
organization’s weak spots. Lastly, while deploying a lot of point
solutions, this approach won’t enable a single picture that fuses
all this information together - this approach leads to lack of
visibility and poor command and control.
Making the shift from a security to a defense state of mind
to achieve better cyber solutions is no small matter. It’s a tactical
versus strategic issue. Most military security infrastructure is
focused on compartmentalized security solutions that give a
tactical picture, but don’t give the overall big picture explanation
of the enemy attack strategies deployed and why these strategies
were selected – what vulnerabilities they discovered and
exploited e.g. the weak spots in the current military attack
surface.
Approaching today’s cyber challenges from the tool
deployment perspective is important, but it doesn’t provide the
intelligence necessary to devise a strategy to win the cyber war.
After all, guarding military (or business) networks, weapons
systems, and secrets requires a thorough, nuanced system
based on intelligence, operational ability, and technology, not a
one-dimensional security solution.

6

It’s also essential to remember that both military and
commercial organizations often face hundreds of thousands of
attacks a day, some of them state sponsored and well financed.
If you’re ready to switch to cyber defense and speak the
language of strategy, know that a quality defense strategy is
built on the combination of three things: Intelligence, operational
ability, and technology - each complementing the other and with
the right ploys and processes to manage them.
Intelligence
Effective cyber defense necessitates an in-depth knowledge of
the defense capabilities and the attacker’s capabilities and the
organization’s attack surface (the potential penetration points
in the defender network) that attackers target to enter data to or
extract data. In other words, the defense commanders and their
teams need to create and analyze a detailed intelligence picture
that includes:
1. Thorough understanding of the attacker’s strategies and
attack methods, not just the malware used. After all, malware
is just a tool. It’s not the about hammer, it’s about the attacker
wielding the hammer.
2. Keen awareness of the organization’s current human abilities:
Is the security staff capable of dealing with the increasing
sophistication and volume of attacks?
3. Detailed knowledge of the organization’s attack surface,
particularly its weak spots among the ‘crown jewels’ and other
key areas.
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Operational ability
Now that you’ve gathered your intelligence, what do you do with
it? Operational ability is the set of sophisticated actions the
defense operations team needs to take using both intelligence
and technology. This usually includes a range of ploys or tactics,
and organizations who want to succeed in operational ability
must develop skills in:
1. Proactively searching for the attacker, using specially created
teams with investigative skills - Red teams to find your weak
spots and hunt teams to find the attackers (response teams
are utilized during the response phase).
2. Easily compartmentalizing the network to contain an attack,
a skill that requires intimate knowledge and planning of the
network.
3. Dynamically changing the attack surface to disrupt the
attacker, for example, dynamically changing IPs or
passwords.
Operational ability also includes building two additional
defense layers in addition to strengthening existing defense on
the home front – the internal network, so organizations don’t
meet the attacker for the first time inside their networks - and
incur high damages.
1. Front-end Layer – Located outside the organization classified
network, this could be honeypots on the Internet, several
tools in ISPs, or other activities of special teams that work
according to targeted intelligence.
2. Organizational Perimeter - Organizations can use internally
developed tailor made solutions that the attacker can’t buy
and try to bypass. He can only try to bypass them when they
are already installed. This layer also minimizes access to
the classified network by the organization’s suppliers,
allowing better control and management.
3. The Home Front - This area consists of military networks
(Army, Air Force, Navy, etc.) where you can use layered
defense - differentiating between users, applications,
infrastructures. By applying dynamic defense based on
changing the ‘attack surface,’ you will be better able to defend
the crown jewels of confidential military data.
Technology
You may have the best intelligence and the most effective
operational capabilities, but without the right combination of
technologies, you can’t win. Optimum technological solutions
work synergistically to give you the ability to execute an

operational concept. In cyber defense, the main operational
concept is to morph from being hunted to being the hunter.
So, how can we accomplish this? An attacker has close to
infinite ways to reach the target, but one thing is always constant
- an attack chain that has clear, consecutive stages. Thus, it is
critical to spread point solutions along the attack chain, but it is
more important to collect and fuse the ‘digital footprints’ that the
attacker leaves over these point solutions.
So, when building or upgrading a Cyber Security Operations
Center and selecting the prime technologies, ensure that the
combination:
1. Is sensitive enough to identify even a ‘single’ mistake the
attacker makes along the attack chain.
2. Has the width and depth to detect and prevent attacks on
the internal network and across the organization’s business
ecosystem.
3. Contains one place that fuses all the cyber sensors to create
a picture of all the attack dimensions, enabling you to act
and act effectively.
4. Includes automatic investigation to help reduce the incident/
alert ratio and turn many alerts into a handful of meaningful
incidents.
5. Includes a decoy mechanism to force the attacker to make
mistakes and leave digital footprints.
Worried about the financial implications of implementing
these three pillars into your cyber defense strategy? Just
consider the cost of a critical breach in terms of potential
casualties when they have access to your critical assets or
weapons systems.
How next-gen solutions advance your cyber defense
strategy
In today’s cybersecurity market, you’ll find an abundance of point
tools, some of them very mature and advanced, that focus either
on detection, prevention, remediation, etc.
But next-generation technology looks beyond individual
solutions and meets the cyber challenge more holistically. In
fact, the ideal answer is a full-platform solution that blends
intelligence and technology - a combined man/machine
operational ability that outsmarts the attacker. The next-gen
solution will contain not just technology in a box, but also a
strategy in a box, helping security professionals manage strategy
using automated and prediction tools.
Now that would really be a cutting edge cyber defense
GMC
arsenal.
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Evolution of the digital
battlefield
Hughes is a world-leading provider of satellite communications systems
and services to the global commercial and military markets. Amy Saunders
met with Rick Lober, Vice President and General Manager of the Hughes
Defense Division, to talk about the evolutions of the digital battlefield and
enhancing situational awareness.

Rick Lober, Vice President and
General Manager of the Hughes
Defense Division

Hughes is America’s master builderarchitect for defense and intelligence
satellite communications, giving form to
our clients’ net-centric visions.
Its technological innovation, commerciallyproven platforms and entrepreneurial
culture help it open new areas of thought,
research and development in satellite
communications. The company uses these
advantages to collaborate with clients in
creating unique solutions that enhance
security, interoperability and efficiency
across their mission-critical communications.
With Hughes’ solutions, military and
intelligence leaders can achieve more with
less, and integrators can explore new ways
to reach their program goals.

GMC: Can you provide an overview of the evolution of Hughes and its place
in the market today?
Rick Lober: Although Hughes was really founded with commercial markets in
mind, we’ve been in and out of defence almost since our founding. As telecom
went up and down, Hughes’ defence interests went up and down.
Around seven years ago, the decision was made to get more serious in the
defence market. There are a lot of synergies in how satellite works in remote
places for both defence and consumers, and we wanted to make the best of
that. We started out selling our standard commercial products to defence users,
and then we began looking at modifications of those products for defence
applications; special packaging, adding ruggedization, and incorporating more
specialised features. Today, we’re doing more mil-spec development from the
ground up, where we take the core Hughes technology and apply that to a
programme to come up with a true product for defence applications.
Right now, we do a fair amount of work directly with the Special Forces, and
we also work as a subcontractor with companies like General Atomics, Lockheed
Martin and Northrop Grumman. We recently announced a major contract to supply
the next generation Predator Remote Piloted Vehicle with an advanced satcom
system that will improve efficiency, reliability and speed. The frequency-agnostic
system will be able to operate over commercial communications satellites as
well as military satellites.
GMC: Which capabilities are key to Hughes’ military and defence
customers?
Rick Lober: I think the ability to develop waveform technology that enables
smaller antennas and anti-jamming capabilities that allow us to do things like
transmitting through helicopter blades, is key to our success. Systems integration,
taking the whole rather than just the parts as a commodity, is another strong suit
of ours. There aren’t many companies that both manufacture the equipment and
run the service, and I feel that running the service teaches us a lot about what
the equipment should do and be. It provides a lot of insight, and we can use that
to our advantage.
GMC: Protected tactical communications are becoming an increasingly
pressing issue in the military and defence sectors. What trends are you
seeing in this area?
Rick Lober: There are different tiers of communications right now. At the very
top-end we’ve got EHF, which provides high assurance anti-jamming capabilities,

GMC
Q&A
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The HeloSat system is getting a lot of interest right now; Hughes is
looking at both US and international opportunities
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and will even function in the case of a nuclear war, when there
is a lot of jamming and the atmosphere itself has been disrupted.
WGS and commercial satellites, meanwhile, deliver effective
communications that have very little protection; they can be
interfered with, and the number of such incidents is starting to
increase, particularly in the face of more sophisticated
adversaries in the last 10 years or so.
The feeling within the US Air Force right now is that they
need a solution that’s somewhat ‘middle of the road.’ Something
in between EHF, which is bullet-proof, bandwidth limited and
very expensive, and standard commercial communications,
which can be vulnerable but are inexpensive. They’ve come up
with ‘PTS - protected tactical satellite system,’ which involves
various elements; a terminal, which has already been awarded,
a ground segment element, which the RFP will be coming out
for later this year, and a satellite, which will be launched in the
future, although it will also be able to operate over commercial
satellites. It’ll take somewhere in the region of 6-7 years before
this system is ready for full launch, and the US Navy will probably
be the first to adopt this new technology, as they rely almost
solely on high bandwidth satellite communications when at sea.
In the meantime, Hughes is exploring near-term solutions
for protection, including modems and waveforms that provide a
certain level of resiliency in the face of interference. While we
feel the PTS program is a great step forward, there may likely
be a need for shorter term solutions depending on world events.
GMC: Achieving high quality communications on-board
rotary aircraft remains a challenge within military and
defence groups the world over. What can you tell us about
the progress Hughes has made in this area in recent years?
Rick Lober: Rotary wing communications is a pretty unique
area within the satellite sector, but it’s an area we’ve been looking
at for some time. It’s difficult to install a terminal on top of a
helicopter rotor as it interferes with the weight and balance,
and it can be very expensive.
We’ve developed a wavefor m-enhanced satellite
communications system that allows customers to place the
antennas below the blades, thus greatly simplifying installation
and lowering costs. Our HeloSat system is getting a lot of interest
right now; we’re looking at both US and international
opportunities. Aside from military applications, it’s also good for
surveillance, fire-fighting, search and rescue, and for services
such as the Coast Guard. Essentially, any time a manned or
unmanned helicopter starts to fly beyond 150 miles, or in the
case of mountainous terrain, the line of sight radios give out;

The HM500 was designed in conjunction with
DataPath, Inc. It is a highly portable, ruggedized
terminal
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that’s where HeloSat can deliver an effective solution.
We introduced the mainline product last year – called the
HM series modem, and interest is really picking up for it in a
variety of applications. We’ve also prepared customised versions
of this modem, for example, to fit into Predator UAVs. Last year
we introduced a very small X-band version, the XEBRA terminal,
which has a small 9x9 inch antenna panel. This ruggedized
product was developed with Airbus in the UK for the UK’s MOD.
The advantages of the terminal are the operating costs, which
are much lower than typical. Streaming video all day can produce
a very sizable bill with other systems, but this X-band product
results in much lower airtime costs. The new HM modem and
our advanced waveforms allow us to meet the variety of
applications noted above.
GMC: Intelligence, surveillance and reconnaissance (ISR)
platforms are becoming increasingly sophisticated in order
to keep pace with the threats of tomorrow. What
improvements is Hughes making in this area?
Rick Lober: What we see as a major market driver is smaller
and smaller systems with higher and higher speeds. Class 2
and 3 UAVS, which are smaller than a Predator or a Global
Hawk, still want the same data rates out, but you can’t put a 12
or 18 inch antenna on a small UAV. So, we’re looking at modems,
waveforms and antennas that can be reduced in terms of size,
weight and power (SWaP), so that we can get a satellite
capability on these smaller UAVs.
Our emphasis right now for C4ISR applications is with our
HM system, which uses a ruggedized, full mil-spec, specialised
waveform that allows efficient communications-on-the-move
applications. We’ve come up with a system that’s smaller in terms
of SWaP, and achieves higher throughput with better reliability,
particularly in the antenna segment, also giving some degree
of interference reduction; that’s what we’re offering right now.
GMC: Where do you think there’s the most room for
improvement in the digital battlefield, and what do you
expect in the years to come?
Rick Lober: We’re already seeing that Internet based protocols,
software-defined radios and modems are increasing in
popularity, although results have been mixed; it’s taken a while,
and it’s been fairly expensive.
In general, we’re going to see more satellite communications
in the forward areas of the battlefield. However, developments
in the commercial field are moving much faster than the DOD,
so I think the biggest challenge will be the continued adoption
of commercial technology for the military domain. Products will
be ruggedized and optimised for those applications, but the DoD
needs to get away from inventing their own waveforms whenever
possible as I see commercial companies way ahead in this area
of communications technology.
As we move communications closer to the forward deployed
troops, closer to the individual solider, SWaP is still a major
challenge. The less weight that a soldier has to carry, the better.
A big part of the SWaP problem is batteries and antennas, so
we’re seeing a lot of money being invested to reduce size, weight
and power in these areas, including the development of cost
effective, electronically steered antenna arrays (ESAs).
GMC: In May 2017, Hughes released its new HM500
transportable terminal, which enables rapid deployment by
individual users for secure, portable communications. What
benefits will this new product deliver, and how does it
compare to others available on the market?
Rick Lober: The HM500 was designed in conjunction with
DataPath, Inc. It is a highly portable, ruggedized terminal that
can give a single-person or small teams a communication
solution for high data rate applications. The simplified setup
requires no additional tools to assemble and with minimal
training, can be put together in less than 15 minutes. The intuitive
interface also makes signal acquisition very easy. Being a
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manual point terminal, it is lighter than many similar terminals
in the market and requires less power, extending battery life. One
of the biggest benefits with this terminal is that it will work with
a variety of Hughes modems including our WGS qualified HX
series, our new JUPITER series, and our HM series for
specialized applications requiring resilient waveforms. It also
works over any one of a variety of frequency bands (Ku, Ka, mil
Ka and X-band). This level of flexibility gives end users the ability
to acquire a terminal that best fits their specific requirements.
GMC: What do you expect Hughes to achieve in the next
couple of years?
Rick Lober: Going forward, there’s going to be a lot of continued

The amphibious testing of
Patria AMV28A completed
successfully
Patria AMV28A armoured wheeled vehicle has completed
successfully the swimming tests organised in the end of May
in Finland. With a total weight of 28 tonnes the vehicle swam
without difficulties, as expected. Patria AMV28A, where 28A
stands for 28 tonnes GVW amphibious (sea-stage 3) vehicle,
is the latest member of Patria AMV product family, introduced
at IDEX 2017 event earlier this year.
In the swimming tests, two different Patria AMV28A
vehicles were tested - one in test configuration with full
amphibious weight of 28 tonnes and the other one equipped
with Kongsberg PROTECTOR MCT-30 turret with some
payload capacity available. Both vehicles had no difficulties
completing the various amphibious tests at the Hanko area
in southern Finland during rather strong wind conditions,
constant wind speed being 10-13 m/s, in gusts more than 17
m/s.
Features of Patria AMV28A
• Bolt-on marine environment amphibious kit to 28 ton GVW,

emphasis on airborne ISR and command and control. For
example, we recently announced our new JUPITER Aero
System, which will provide the industry’s fastest in-flight
connectivity to commercial airlines. Our Defence Division is
taking that capability and has started applying it to the defence
market.
Hughes also has real strength in network management
because of the large size of networks we manage, and that’s
probably one of the DOD’s key priorities. We believe that they
can get a lot more efficiency and a lot more users on the satellite
bandwidth they purchase if they applied some network
management techniques, so we’ll have a lot of emphasis on
that front in the future as well.
GMC
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•
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sea-stage 3.
Automatized amphibious mode, protected and continuous
fighting capacity.
Modular amphibious kit, easy to detach and rearm when
needed.
Full operational capacity on land. Max. width 2.85 meters
without amphibious kit.
Extended hull for larger size IFV turrets and crew of 8
dismounting soldiers.
Protectable for against modern threat levels.
Marine environment protective coating.
Superior firepower also on an amphibious operation.
Desert powerpack.
Desert AC.

Patria is the undisputed market leader in the product
segment of modern armoured wheeled 8x8 vehicles with
deliveries to seven different customer nations. The armoured
wheeled vehicles developed by Patria represent the latest
technology in the industry. Patria’s expertise is based on
decades of experience and major investment in product
development. Patria works in close cooperation with its
customers and its extensive network of international industrial
partners. All the products and services are NATO-compatible
and are customised on an individual, customer-by-customer
basis.
GMC

Elbit Systems introduces SkyStriker
At the 2017 Paris Air Show in Le Bourget Elbit Systems launched SkyStriker - a remotely operated electro-optical, precise
guided Loitering Munition (LM) designed to seek, locate and engage various
targets for the tactical level corps. The new platform is based on Elbit Systems’
vast experience providing precise long-range tactical solutions.
SkyStriker is able to locate, acquire and strike operator-marked targets
enabling high-precision performance. The system’s electric propulsion
provides a low acoustic signature and enables covert low altitude operations.
Due to its flight speed capability, it can reach a distance of tens of kilometers
within minutes. Upon reaching the target area, it can loiter and pursue the
target for up to two hours.
SkyStriker offers quick deployment and ease of operation in the field,
provides forces with the ability to observe and identify an enemy target before
delivering a rapid precision airstrike. Its remote operation capability reduces
operators’ exposure to detection or enemy fire while guiding the LM to its
target. In addition to high accuracy, long range and a significant loitering
time, the SkyStriker is capable of carrying up to ten kilograms of munitions. The system also provides significant flexibility
such as the ability to choose any target, to engage at any direction and in various angles (shallow to steep) while significantly
decreasing costs. Moreover, SkyStriker enables the operator to abort a strike up to two seconds to impact, to re-engage and
in case of lack of authorized targets to order a safe return home.
Elad Aharonson General Manager of Elbit Systems ISTAR Division said: “SkyStriker is a force multiplier for the units in
the field allowing them to perform precise missions without putting them in harms way.”
GMC
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Air-launch of BrahMos - Credit BrahMos

Bolstering missile
systems
Missile guidance systems have come a long way since
they first came into use during World War I, and today
feature highly complex and sophisticated technology to
ensure the likelihood of success. Not only do missiles help
keep countries safe with their deployment, their mere
presence is a great deterrent for would-be attackers. As
anti-missile systems become ever more advanced,
defence forces around the world must ensure that their
capabilities are up to date to retain the effectiveness of
their missile programmes.
Missile guidance systems are a critical part of modern
warfare, and accuracy is key to success. But what separates a
missile from other tactical projectiles? Simply put, bullets, arrows,
shells and most bombs are neither guided, nor do they have
on-board power capabilities. Once they’ve been projected, that’s
it as far as the operator goes. Rockets come under a different
category, since while they do have on-board power, they don’t
have a guidance system. In contrast, Smart bombs, which we
are seeing more of today, feature a guidance system, but have
no on-board power system. Missiles have the best of both worlds;
an on-board power system, and a guidance system.
The key role of missile guidance systems is improving single
shot kill probability (SSKP). Such systems typically consist of a
navigation component, which tracks the current location of the
missile, a guidance component, which directs the missile
towards the target based on navigational data and target
position, and a control component, which applies guidance
commands to the missile.
Missile technology has come a long way since the first
application, widely considered to be during World War I.
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Increasingly sophisticated payloads and capabilities, such as
beyond line of sight, pure pursuit and proportional navigation,
have meant that countries with strong defence sectors have
embarked on a programme of staying up to date with the latest
ordinance.
India completes test firing of sea-to-land BrahMos missile
India has a strong history of guided missile programmes, having
successfully developed the Agni 3 intermediate range ballistic
missile, the Akash medium range surface-to-air missile, the Nag
anti-tank missile, the Prithvi tactical surface-to-surface short
range ballistic missile, and the Shaurya short range surface-tosurface ballistic missile, with many more under development or
testing. India’s strong missile capabilities have elevated it into
the league of countries that have exceptional strike capabilities.
In April 2017, India developed this history of a strong missile
development programme further when it conducted the first test
firing of a sea-to-land attack version of its BrahMos supersonic
cruise missile off the shore of the Andaman and Nicobar Islands.
The BrahMos missile has a strike range of 290km and can hit
targets with pinpoint accuracy even when cruising at supersonic
speeds. The missile was installed on an INS Teg naval warship,
and was fired at a target on one of the islands among a group of
other targets. The test firing found that the target was destroyed
with precision. Once the testing programme is complete, all of
India’s future naval vessels will be fitted with the Brahmos missile.
The BrahMos missile was developed in partnership with
Russia’s rocket design bureau Mashinostroyenia and India’s
Defence Research and Development Organisation (DRDO). It
features advanced embedded software, stealth technology and
guidance systems, and carries a warhead weighing 200-300kg.
The developers claim that no known weapon system can
intercept the BrahMos. The ‘fire and forget’ principle means that
once the BrahMos is launched, the missile can make use of
many different flight trajectories with no further guidance as it
approaches the target. The first phase of the two-stage missile
is run by a solid propellant booster engine that launches the
missile and accelerates it to supersonic speeds before detaching.
The second phase kicks in at this point, and, with liquid fuel
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ramjet engines, the missile reaches cruise speeds as high as
Mach 3 or 343ms-1.
The BrahMos missile has quite a history, dating back to its
first test firing in June 2001 from the Integrated Test Range (ITR)
in Chandipur in a vertical lunch configuration. The land and sea
variants are already in service, while air and submarine versions
are still undergoing tests. The BrahMos is part of the
government’s Made in India defence and equipment export
plans, and the missile is one of the most in-demand defence
products the country exports. Going forwards, India and Russia
plan to jointly develop a new generation of BrahMos missiles:

•

•
•

BrahMos: The existing BrahMos missile will be extended to
have a 600km+ range with pinpoint accuracy; this upgrade
will be applied to all existing BrahMos missiles. Test firing
has been ongoing since March 2017.
BrahMos-II: A new hypersonic cruise missile with a 290km
range and a speed of Mach 7 (2,401ms-1). Development is
expected to take 7-8 years.
BrahMos-NG: The BrahMos Next Generation missile is a
miniaturized version of the existing BrahMos, with a 290km
range and a speed of Mach 3.5. The smaller missile weighs
1.5 tons and measures 5m in length and 50cm in diameter,
making it 50 percent lighter and 3m shorter than the original.
It will also reportedly feature lesser radar cross section
(RCS), making it harder to locate and engage. The first flight
tests are expected to take place in 2017-2018.

Russia to modernise Iskander-M system
Russia is one of the top countries in the world when it comes to
domestic missile capabilities, with systems in place to rival those
of the USA, France, India and Israel. Although well-served by a
variety of A-135, S-300P, S-300V, S-300PMU-1/2 and S-400
missile systems, among others, Russia, too, is looking to
upgrade the systems it has in place.
According to Sergey Chemezov, General Director of Russia’s
Rostec Corporation, the Iskander-M Theater Ballistic Missile
System is expected to be upgraded in the next decade. The
current version was first launched in 1996 as a replacement for
the Oka (SS-23 Spider) to meet NATO requirements, and the

Iskander-M was officially adopted by the Russian Army in 2006.
There are reportedly 112 missile systems in operation under
the Russian Army in 2017.
The Iskander-M is a road-mobile missile system equipped
with two short-range ballistic missiles, capable of hitting fixed
and moving targets at distances up to 500km (but only 280km
for the export version, the Iskander-E), and travelling at
supersonic speeds. Designed to overcome air defence systems,
the Iskander-M performs ‘excessive manoeuvres’ in the final
flight phase, and releases decoys. The system can carry several
warheads, including cluster, fuel-air explosive, bunker-busting,
electromagnetic pulse, and nuclear. It can also carry R-500
cruise missiles, which have a 1,500km range, and is then dubbed
the Iskander-K.
The modernisation effort announced by Chemezov is
understood to primarily concern the Iskander’s fire control
system. Analysts believe that Iskander-M missiles are still
protected against modern jamming threats and anti-missile
systems, but an upgrade would ensure this is the case. “It would
be wrong to state that it’s impossible to intercept an IskanderM, but the effectiveness of the US-made Patriot and similar
systems remains extremely low,” Col-Gen. Vikto Yesin, an Aide
to the Commander-in-Chief of the Russian Strategic Missile
Forces, told Russia Beyond the Headlines (RBTH).
Current versions of the Iskander-M system are deployed at
locations in the Northwest Military District near St Petersburg
and Kaliningrad, and in the South and the Far East; every version
would receive the same upgrade after the testing programme is
completed.
Australia bolsters defences in line with political tensions
As a country with no shared borders, Australia has different
defence requirements than countries like India and Russia, and
its location puts it in the headlights of certain politically unstable
regions. The Royal Australian Navy and the Royal Australian
Air Force are both very significant forces, while the Australian
Army is a light infantry force, although recent reports suggest it
is currently being hardened and networked.
Tensions have been rising notably between North Korea and
the USA and its allies in 2017, as North Korea has performed

Iskander-M
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repeated ballistic missile tests and made certain claims about
future intentions and capabilities. The Australian has reported
that US General Vincent K. Brooks, Commander of UN and US
forces in Korea, reportedly told Foreign Affairs Minister Julie
Bishop that North Korea will be able to launch a missile across
the Pacific within the next four years, and to Australia within two
years.
“The assessment was that North Korea ... was now at a point
of advanced technology when it came to ballistic missiles that
were capable of carrying a single nuclear warhead, that it was
an increasing security risk not only to the Korean peninsula but
also to our region, including Australia,” said Bishop.
Military and political personnel alike have suggested that
Australia bolster its defences, and, based on current
programmes, we expect to see a lot of news of this kind in the
months and years to come on top of what we’ve already been
seeing.
The Australian Department of Defence (DoD) has entered
into a US$17.4 million contract with Kongsberg Defence Systems
for the integration of an additional terminal guidance capability
with the stand-off Joint Strike Missile (JSM) for its F-35 Joint
Strike Fighters.
The JSM is a high-subsonic air-launched development of
Kongsberg’s Naval Strike Missile designed for anti-surface
warfare and naval fire support missions, funded by the Royal
Norwegian Air Force (RNoAF). The missile weighs 416kg, and
measures 4m in length, 48cm in width and 52cm in height. JSM
is equipped with a programmable fuse, with custom-designed
fuse programmes downloaded prior to launch. The missile
features a 500lb-class combined blast (primary effect) and
fragmentation (secondary effect) high-explosive charge
insensitive warhead encased in titanium alloy, with a gross weight
of 120kg and an explosive weight of 100kg (TNT equivalent). A
Link 16-compatible two-way data link enables target update,
re-targeting, mission abor t, and bomb hit indication
communication.
Missile guidance is currently delivered by inertial navigation,
aided by global positioning and terrain contour matching
systems. The missile features a terminal target acquisition
capability with autonomous target recognition (ATR) enabled

by an imaging infrared (IIR) seeker. Terminal accuracy is less
than 0.6m, although the missile range has not been disclosed.
Under the terms of the contract, Kongsberg will integrate
and qualify a new low-cost, electronic support measure (ESM)
capability with the current IIR package, enabling JSMs to locate
targets by their electronic signature. Developed by BAE Systems
Australia, the ESM features a lightweight passive radio frequency
(PRF) sensor with an additional land attack and littoral attack
capability, as well as a two-way communications line for target
adjustment and inflight termination.
In other news, the Australian Government has provided
approval for the development of a Short Range Ground Based
Air Defence System to improve protection for deployed
personnel, marking the first step in the development of the
Australian Army’s contribution to the ADF’s Integrated Air and
Missile Defence Program, announced in 2016. The government
is set to invest AUS$2 billion in the system, which will be operated
by the Army’s 16th Air Land Regiment.
“A modern and integrated ground-based air defence system
is needed to protect our deployed forces from increasingly
sophisticated air threats, both globally and within our region,”
said Minister for Defence Senator the Hon Marise Payne.
“Australia’s current short-range capability is 30 years old and
due to be retired early next decade. The replacement system
will provide improved protection for our deployed servicemen
and women.”
According to reports, a Single Supplier Limited Request for
Tender will be released to Raytheon Australia in the first half of
2017 to develop its highly successful National Advanced Surface
to Air Missile System (NASAMS) for the Australian Defence
Force. And it seems that the desire for local expertise doesn’t
end there. Minister for Defence Industry, the Hon Christopher
Pyne MP, revealed that there would also be consultation with
Canberra-based CEA Technologies to explore integrating its
radar into an upgraded National Advanced Surface To Air Missile
System (NASAMS). In addition, Thales Australia’s Hawkei
protected mobility vehicle will also be considered as a potential
platform for the system’s missile launches. The final
consideration for the system will be returned to government in
2019.
GMC

Raytheon’s GEM-T surface-to-air missile
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performance and security combined with full global coverage.

Michael Abad-Santos, SVP Americas at LeoSat
Enterprises

LEO satellites are a
game-changer for
defence sector
network operations
Low Earth orbit (LEO) satellites are big news right now,
with tens of thousands due for launch in the coming years
should every project see fruition. The lower latency is a
key selling point for many applications, with security,
sensor, Internet of Things (IoT) and defence applications
all expected to benefit. Here, Michael Abad-Santos, SVP
Americas at LeoSat Enterprises, provides a more detailed
examination of the role LEO satellites will play in military
and defence operations.

Governments are increasingly looking to the commercial
satellite sector and in particular next-generation satellite
constellations to provide the innovative and resilient
infrastructure that they need. The military and government sector
relies on a number of key attributes when it comes to
communications networks. Critical operations require bandwidth
intensive applications, near real time command and control, and
advanced sensor capabilities. The proximity LEO satellites have
to the Earth translates into lower latencies and better data rates.
In addition, a high level of security and resilience are also key
attributes, which is why the defence sector is becoming
increasingly interested in the major performance advantages
of operating communications networks in low Earth orbit (LEO).
New developments in satellite constellations are leading to
innovative new networks that can greatly benefit defence sector
communications and network operations. As much as
communications from geostationary orbit (GEO) and medium
Earth orbit (MEO) satellites have been improved upon, satellite
is still often perceived as a last choice for network connectivity
when terrestrial and/or cellular infrastructure is not available.
Now, with the new LEO constellations, opportunities are available
for government and defence sector operators which will give
them access to previously unavailable levels of network
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Traditional satellite networks sub-optimal for data
In general, the world is increasingly data-driven, cloud-based
and transnational, creating an ever-growing demand to move
large quantities of data quickly and securely around the globe.
As the entire global community is becoming increasingly
dependent on Big Data, government and military markets, in
particular, are faced with new and demanding requirements for
capacity, latency and security, unmet by existing
telecommunications and satellite data infrastructure.
With these developments in mind, there is a clear focus in
the satellite sector on offering better data capabilities. Traditional
GEO satellite operators are adding power to their spacecraft to
facilitate high throughput satellite (HTS) capabilities, further
facilitated by deploying spot beams allowing that power to be
more concentrated in smaller areas. To further improve data
services, latency needs to be reduced as well, which has led to
the (planned) deployment of constellations in lower orbits: MEO
(12.000km – latency within beam 135ms) and a new generation
of constellations are now being prepared for even lower orbits
such as LEO (1.200 – 1.500 km). The lower orbit allows for high
throughput and latencies (within beam) below 30ms. The newest
innovation is adding inter-satellite connections that allow for a
lower than fibre latency on long distances (> 6,000km). Using
this architecture, which is fundamentally different from satellite’s
traditional ‘bent-pipe’ architecture, there is no need to downlink
to gateways in order to terminate traffic. When inter-satellite links
are combined with routing and switching capabilities via onboard processors, then a direct point-to-point or point-tomultipoint spatial MPLS network can be deployed in a very short
timeframe. With these capabilities, native IP is supported in a
MPLS configuration.
A new satellite architecture
LeoSat Enterprises is preparing to launch this type of
constellation, offering the defence sector a solution which does
not exist today – a global, low-latency, very high-speed and ultrasecure network for data transportation. The LeoSat solution will
deliver 1Gbps (a combination of links up to 10x is possible) with
latency below 30ms for domestic links (within the satellite beam
area). For distances beyond 6,000km, the total latency is better
than the capabilities offered via fibre connections. This is the
result of the lower propagation delay of the optical signal in free
space than through fibre. Traditional satellite (GEO) links have
a ‘domestic’ latency of around 500ms. The latest generation MEO
is closer to Earth and can therefore achieve better latency
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(130ms) when compared to GEO satellites. The LEO
constellations are even closer and are therefore in a position to
operate with latency below 30ms.
With LeoSat’s constellation designed to have inter-satellite
connectivity via laser links, this offers additional advantages
over other LEO constellations in terms of latency, as the intersatellite connectivity provides a direct link to adjacent satellites.
Alternative LEO solutions are using the traditional bent pipe
connection which requires a link with a ground station/hub to
connect to the next satellite. Not only is the inter-satellite solution
providing better latency performance, it also guarantees a much
better level of security by avoiding ground stations. Low latency
is important for two main reasons. Firstly, it enables the higher
throughput (note that the effective throughput of a 1Gb link with
500ms latency is effectively much lower than 1Gb) and secondly,
it allows for native mode IP which reduces processing power
and the use of standard modems/routers, saving both equipment
and operational costs
Security is clearly a key priority for government/military
communications. LeoSat provides unprecedented security as
data will travel end-to-end across one single encrypted network,
bypassing terrestrial infrastructure. With the LeoSat system
taking all traffic in its native form and carrying it from any point
on Earth to any other point on Earth without touching the Earth’s
surface in between, and therefore completely isolated from any
terrestrial infrastructure, is totally unique and an enormous
advantage to governments and the military.
Additionally, LeoSat’s multi-satellite (up to 108) constellation
provides inherent redundancy and resilience should issues arise
with a single satellite. At any one time, there are always 2-7
satellites in view, depending on the latitude of operation.
Regardless of technical or weather issues, there are alternatives
to route traffic. In fact, these secondary and tertiary routes are
preprogrammed into the constellation for every datalink. This
again underlines the myriad of safety options and high availability
capabilities that the LeoSat constellation has inherently built in.
This puts it in a class of its own when compared to its alternative
GEO/HTS systems where it is all about one satellite and one
link.
Another feature of the LeoSat system which resonates well
with military requirements is that LeoSat plans to use flat panel,
phased array and fully-integrated antennas. In addition to the
antenna being self-pointing, it also has all the necessary
equipment on board, making separate modem and RF units a
thing of the past. Only requiring a power cord and and Ethernet
cable for data connectivity translates into another great step
forward towards rapid deployment in even the harshest
environments.
Cost-effective, secure, high-throughput network for
government communications
Cost is of course a key driver for the defence sector. With the
unique benefits of LeoSat’s network solution, cost savings will
be achievable with the military’s ability to further rationalize and
streamline its operations, using a much simpler infrastructure
based on integrated antennas in combination with bandwidth
that is very flexible in its deployment. As such, LeoSat is looking
to reduce the overall total cost of operating and using a satellite
network. Also, bandwidth capabilities mean that much more
information can be used and analyzed during missions making
much better and more effective results with a higher degree of
precision due to extremely low latency. Having to launch one
missile less because of a higher degree of accuracy is where
the true saving is. In addition, networks will require less Smart
boxes to mitigate the negative effects of high latency associated
with GEO infrastructure, again resulting in cost savings and as
such simplifying the network, making for a much more robust
infrastructure. So, increased precision, simplified infrastructure
and higher success rates are inherent attributes of the LeoSat
constellation – something the military can benefit from not just
in the monetary sense, but also in an area ultimately more
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important: Increased success.
In terms of performance advantages against current
broadband satellite communications, as well as against current
and upcoming HTS constellations, LeoSat represents
a paradigm shift in capabilities. LeoSat’s bandwidth options will
begin at 100Mpbs up to 1.6Gbps. For surge requirements, the
system has the ability to supply 5.2Gbps when needed. LeoSat’s
latency advantages are again much better than GEO HTS, but
when compared to fibre, it is even more remarkable: Given the
proximity of the satellites to the Earth’s surface in combination
with the relatively low data transmission speed in fibre optics,
LeoSat can bring traffic from New York to Tokyo in less than
100ms, whereas fibre will take close to 175ms. Being able to
beat fibre at its own game is something very new to satellites. It
will allow government customers to utilize latency sensitive
applications originally designed to be used only over terrestrial
fiber networks and deploy them on satellites and benefit from
all the ubiquity that is so characteristic for satellites. This will
greatly expand any DoD’s reach and capabilities at the tactical
edge.
The future is LEO
A low Earth orbit solution will become a must for the defence
sector for situations where high throughput, low latency, ultrasecurity and mobility is expected, especially in combination with
rapid deployment. LeoSat will be a game-changer for
applications such as near real time command and control,
bandwidth intensive ISR applications, advanced sensor and
GEOINT applications and ad hoc low latency terrestrial network
augmentation where necessary. To be able to offer these
services anywhere on the globe, through one system and one
satellite operator, makes this a very simple and efficient system
to operate. 2019 will see the start of the launch of LeoSat’s new
low Earth orbit satellite solution, with full deployment in 2022,
providing the defence sector with increased precision, simplified
infrastructure and therefore higher success rates for military and
government operations.
GMC
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Increasingly challenging
environments

Ray Ivie, Group President of
Integration and Operation
Solutions Group for LGS
Innovations

LGS Innovations delivers mission-critical
communications products, R&D, and
suppor ting services to US defense,
intelligence, and civilian agencies, state
and local governments, critical
infrastructure operators, telecommunications and service providers, and other
commercial customers around the world.
The company creates advanced solutions
in wireless communications, signals
processing and analysis, optical
networking, photonics, routing and
switching, and spectrum management.
These solutions drive mission success in
Command, Control, Communications,
Computers, Intelligence, Surveillance and
Reconnaissance (C4ISR), cyberspace
operations, and network assurance. By
incorporating best-in-class commercial
and custom technologies with a full suite
of offerings in research and development,
engineering, integration, and product
applications, the company’s solutions
improve efficiency, reduce costs, and
provide an information advantage to
customers.

LGS Innovations was established in 2006 to act as Alcatel-Lucent’s sole
sales and contracting channel for all classified and unclassified business
with the US Federal Government. The company was acquired by Madison
Dearborn Partners and CoVant in 2014, after which it continued to act as
the exclusive reseller of Alcatel-Lucent products to the US Government.
The company delivers a range of next generation solutions that solve the
most complex networking and communications challenges facing
governments, critical infrastructure operators, and large commercial
enterprises. Amy Saunders spoke with Ray Ivie, Group President of
Integration and Operation Solutions Group for LGS Innovations, to find
out more about the company’s presence in the military and defence sectors,
and how defence forces can remain effective in an increasingly challenging
environment.
GMC: Can you provide an overview of the development of LGS Innovations,
from its founding to where it stands today?
Ray Ivie: Innovation is in our DNA. We trace our origins back to Bell Labs and
AT&T, where much of the technology that has become a part of our everyday
landscape originated. These firsts include the telephone, binary digital computer,
satellite communications, cell phone, solar cell, the laser, UNIX, fiber-optic cable,
and the first 100Gbps IP transmission.
In 1996, AT&T spun off its communications equipment division – as well as
associated Bell Labs research assets – into Lucent Technologies. Lucent and
Alcatel merged in 2006 to become Alcatel-Lucent, creating a difficult situation
for the federally-focused group of the company. As a primary US Government
contractor for classified work, foreign ownership caused some issues, leading
first to the creation of a subsidiary (LGS Innovations) with a Special Security
Agreement, and then to an independent corporation. Madison Dearborn Partners
and CoVant acquired LGS in March 2014, reopening many doors to our traditional
customers in the Intelligence Community. In October 2015, LGS acquired Axios
Engineering, which provides communications and signal processing solutions
and mission support services for the defense and intelligence communities. Since
2014, LGS has grown revenues four-fold.
GMC: What services and solutions does LGS Innovations provide to the
military and defence sectors?
Ray Ivie: LGS Innovations delivers mission-critical communications products,
research and development, and supporting services to create advanced solutions
in wireless communications, signals processing and analysis, optical networking,
photonics, routing and switching, and spectrum management. These solutions
drive mission success and create an information advantage in Command, Control,
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Communications, Computers, Intelligence, Surveillance and
Reconnaissance (C4ISR), cyberspace operations, and network
assurance for the US defense and intelligence communities.
Axios added direct mission operations support to our
portfolio. Our staff trains and sits shoulder to shoulder with
uniformed intelligence analysts to provide application, tool, data
distribution, and process assistance to service members actively
engaged in collection and operations. This puts us very close to
the mission in technology and direct operational support.
GMC: Where does LGS Innovations see itself in the market,
and how does it plan to expand going forward?
Ray Ivie: With our diversified offerings, LGS is able to provide
solutions that leverage capabilities across the integrated C4ISRCyber mission space. Our primary focus is in the areas of
computers, communications, intelligence, cyber, surveillance,
and reconnaissance. We create new technologies and design,
develop and field operate these systems in a very short time
period compared to traditional acquisition timelines. This is
something I haven’t seen at other companies I’ve worked for.
Our goal is to give our warfighters and decision makers an ‘unfair
advantage’ over threats and adversaries, and we do so daily.
Moving forward, we are shifting from a supplier of unique
and key technologies and materials for a large prime’s systems,
to integrating these into our own systems or being an integrator
of our technologies and others as a prime.
GMC: How can innovation and R&D be maximised for the
advantage of the warfighter today?
Ray Ivie: As I stated earlier, our primary responsibility is to create
an unfair advantage for our fighting men and women on the
battlefield. That’s what putting mission first is really about. As a
mid-sized company focused on R&D, LGS seeks to develop
innovations that disproportionately impact outcomes.
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The ability to innovate has long been a key factor in America’s
success on the battlefield, and this remains true today. US forces
rarely outnumber our foes on the battle front, and we don’t win
merely because we have more and better resources; we win
because we have better intelligence, superior strategies, and
unexpected differentiators. That is our focus. Some of our
investment in R&D is directed by our work with US agencies
(such as DARPA), but innovation does not only come from formal
requirements and government solicitations, it comes from the
ingenuity of a free market in which contractors make IRAD and
corporate investments to address the challenges they perceive
in their own areas of expertise. With over three percent in IRAD
investment and another three percent in additional corporate
investment, LGS places a high priority on R&D. These
investments are driven by the insights of the scientists in our
labs, the engineers who maintain ongoing dialogs with our
government customers in the acquisition offices and analytical
cells, and the engineers and operators forward deployed in
support of the mission. These investments, along with those of
hundreds of other defense contractors, complement
government-directed investment and ensure broad arrays of
innovative ideas are brought forward for consideration. We
support the government’s proposed rule changes to DFARS for
IRAD to encourage technical interchange with the government.
It is important that the limited R&D budgets be used correctly,
however it is important that those rule changes be implemented
in a manner that does not discourage these corporate
investments and innovation.
It is also important to consider R&D as part of a continuum
that spans both the defense and commercial sectors. There are
economies of scale in play in the commercial sector that the
defense sector can never hope to match. These economies have
created lightweight, portable communications and processing
platforms (cell phones), highly optimized computer platforms
(graphical processing units), extraordinarily rich software
frameworks (open source software), cyber-enabled devices (the
Internet of Things), and vast, distributed computing resources
(the cloud). However, I would caution that the recent apparent
belief that ‘Silicon Valley’ and commercial industry is more
innovative than the traditional defense industry doesn’t take into

19

Global Military Communications Magazine

consideration the mission knowledge and constraints placed
on the defense industry. We are seeing a troubling trend of
reducing the profit percentage allowed on even leading-edge
R&D.
This trend is discouraging and could lead to companies
reducing R&D in favour of placing their best and most innovative
staff on profitable programs vs potentially risky R&D. Companies
need to be encouraged to take risks and push the limits of
science to maintain our technology edge; because we can be
assured that our adversaries are attempting to do so as well.
GMC: Spectrum management is a key priority for many
government arms. How can military and defence groups
maintain their communications capabilities in an
increasingly congested environment?
Ray Ivie: Conventional spectrum management is generally a
static process. Users are assigned exclusive rights to bands of
frequencies to be used in specific geographical regions. The
way forward is through the sharing of spectrum, except in very
unique and demanding mission requirements.
The demand for spectrum far out paces the available slices
allocated. More and more commercial devices, appliances and
communications are moving to wireless interfaces causing
severe overcrowding and interference and intense competition
with military weapon and communications. Additionally,
compliance with US spectrum allocations is only a small part of
the military’s problems. Military radars, communications,
sensors, and weapon systems must maneuver within and
around spectrum that is allocated differently around the world.
For example, a Navy ship training off the US coast must comply
with US allocations, but when deployed it must also be able to
adapt to different allocations, laws, and policies (or lack thereof)
while operating in other parts of the world. A ship may operate
in dozens of international spectrum-regulated areas on a single
deployment and may be limited in operating modes for its
sensors and systems or not be able to use them at all.
On the opposite side of the problem, with narrowly allocated
bands, an adversary is able to develop and use technologies to
detect, jam, spoof, or target military systems and units based
on known spectrum allocations or limitations. I believe that using
dynamic environmental surveying and frequency-agile systems
will allow much broader use of the spectrum without specific
allocation. This has the benefit to the military of hiding in plain
sight without being uniquely detected and identified, especially
for sensor systems.
GMC: Software defined radios are becoming ever-more
advanced as the battlefield becomes increasingly
digitalised. How big an impact are they having on soldiers
in the field, and what improvements do you expect to see
next?
Ray Ivie: Software defined radios (SDRs) have transitioned from
being the domain of hobbyists to being a key component of
most modern communications systems. SDR frameworks
provide a means of suppor ting hundreds of different
communications, surveillance, and spectrum awareness
applications from a single hardware platform. This enables
tremendous mission flexibility, rapid prototyping, development,
and deployment of new capabilities; software upgrades that allow
existing platforms to implement entirely new missions; and
remote maintenance and evolution of systems. Software defined
radios are part of a larger movement that includes software
defined networking, software defined video teleconferencing,
and other emerging trends. It also meshes with the evolution of
cyber as the internet extends into the RF domain and includes
many new devices, an area which encompasses vehicle
telematics and the Internet of Things.
This evolution impacts soldiers on the battlefield in a variety
of ways. First, from the commercial and defense perspectives,
our soldiers have greater access to technology than ever
before. This provides opportunity and challenges. We can put
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more capability into the hands of our soldiers at lower cost, but
we need to be able to emulate the commercial market in terms
of deployment and intuitiveness of capabilities if we are to realize
these opportunities. We need deployment models that are less
centralized and regulated to get capabilities pushed outwards
rapidly. At the same time, we need to be wary of the risks - both
RF and Cyber - that these technologies bring, as well as the
unique logistics and sustainment issues the military has. I expect
to see trends towards defense capabilities being made available
on commercial (or similar) devices that may be accessed and
downloaded in a manner similar to that which we use for our
cell phones today.
Like computers currently used on the battlefield, these
devices will be hardened and modified, and the downloads will
be carefully constructed and distributed, but the ability to get
the right capability in the hands of the right person in a timely
manner will enable greater mission flexibility. We’re already
seeing this trend today, and I expect that it will continue in the
future.
GMC: As one of the top priorities for governments
worldwide, how can security be ensured when network
components are developed and sourced from many
different countries around the world?
Ray Ivie: It is almost unavoidable to integrate a solution or build
a system without using hardware or software that has been
developed overseas or using open source software. The issue
has been a growing concern for many years and been addressed
by supply chain inspection and management and through virus
and malware scanning. Unfortunately, we are finding out that
these methods are not enough. Even platforms that are carefully
developed with cyber security as a high priority are susceptible
as soon as they connect with or are integrated with other systems
and network pathways.
To address major elements of the problem, LGS developed
a capability over a decade ago for highly threatened government
customers. Recently, we began offering this as our
CodeGuardianTM solution to other government and commercial
partners. CodeGuardian is a process and set of automated tools
that inspects code for vulnerabilities at the source code level,
mitigating the risk of malware, back doors, and exposure of
proprietary information. LGS then works with the customer to
correct or close the vulnerabilities identified. Once the code is
deemed clean, software diversification is applied to randomize
the executable program so that various instances of the same
software, while functionally identical, are arranged differently.
Customers are provided keys to operate the code and can have
as many instances as they desire for their customers, systems,
locations, etc.
Lastly, LGS acts as a trusted agent for delivery of the code
to the customer. CodeGuardian is ideal for foreign owned
companies selling into the US market or customers requiring
exceptional protection from intrusion, such as weapon systems,
communications networks, banking, insurance, medical,
transportation, infrastructure, and other essential hardware/
software solutions.
GMC: What’s on the horizon for LGS Innovations for the
rest of 2017 and beyond?
Ray Ivie: C4ISR and Cyber security will remain our focus. We
are moving from a key enabler of innovative technologies
integrated by others, to an integrator of our unique and leadingedge technologies with existing and developing commercial and
government systems and technologies to provide full solutions.
We plan to continue expanding in the science areas we are well
known for (telecommunications, SIGINT, photonics, cyber
security and spectrum operations) as we create new value for
our existing customers and expand to new customers with similar
challenges and issues; always striving to give our warfighters
and decision makers the ‘unfair advantage’ to prevent or win
GMC
battles in any domain.
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A distributed virtual network – the future for
C4ISR combat systems
Effective command, control, communications, computers, intelligence, surveillance and reconnaissance (C4ISR) systems
are essential for every aspect of modern warfare. However, as technology has advanced, such systems have not kept
pace with new capabilities. Phil Yanni, Senior Data Links Architect at Rockwell Collins, outlines how cloud based
systems can deliver an effective, modern, solution.
Gen. Denis Mercier, Supreme Allied Commander
Transformation at NATO, recently stated that the future combat
system is not an aircraft, “It is a C4ISR [system] with the cloud
ID and platforms that are either piloted or unpiloted…This is
what we have to be able to build for the future, but we have to
start it now.”
Highlighting the General’s issue, joint operations have
become the norm, but joint interoperability remains elusive.
There are languages like ASCA (Artillery Systems Cooperation
Activities – a NATO interface definition) that loosely tie together
fire control systems, and there are standards for command and
control (C2) based upon Link-16, but when five, ten, or even
more countries are involved in an operation, integration of
multiple sensors with fire control systems across the battlefield
becomes extremely difficult. Much has been made of the 5th
generation fighter’s inability to exchange data with Link-16, but
the issue is larger than just the fighter aircraft. It is the critical
sensor data that they hold and cannot share with other units,
and crucially, with C2 assets.
As sensor fusion has evolved through the use of artificial
intelligence (AI) and other technologies, it has become possible
to fuse what appears to be seemingly disparate data. These
advanced fusion engines need data - which may be stove-piped
in 5th generation fighter aircraft, advanced electronic warfare
systems, or within video streaming systems. It is these stovepiped systems that have created the perception of information
overload. If we can’t combine sensor data and create IDs, intent,
and patterns of attack, we will simply store it away and never
look at it.
The Combat Cloud
As pointed out by General Mercier, we can no long store our
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sensor data in stovepipes and expect to stay ahead of the enemy.
Wherever the data comes from, we need a common method of
storage, and more importantly, the ability to access and
manipulate the data. In the commercial world, the issue of storing
vast amounts of data securely has become the norm. Large
server farms physically spread geographically for redundancy
purposes enable online access from anywhere. In environments
like banking and commodity trading, security is the key
component to their cloud.
To break down the stovepipes, we have to design systems
that are cloud based and expect to share data over a secure
network. This is a 180-degree change from today’s system that
presumes there is no connectivity, or at best, limited connectivity
beyond system boundaries. Whilst command and control
datalinks like Link-16 and VMF exist, they are constrained and
are unable to handle video or any significant amount of sensor
data.

•
•

What if Link-16 could pull the data from the cloud as needed
to perform the command and control function?
What if video links made tagging data available in the cloud?

With the advancement of fusion engines and the combination
of data from video, radar, and electronic warfare sensors, we
can rapidly create positive IDs, with increasingly more accurate
results. C2 systems can report the IDs once they are created.
Implementing the Combat Cloud
To move the concept of the Combat Cloud forward, Rockwell
Collins has developed the Ground Early Warning and Control
System (GEWaCS) utilizing and modifying proven C2 systems.
The technology is a first step towards a cloud based C2 system
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that can pull data from cloud based devices. The GEWaCS is
comprised of hundreds of data processing engines connected
by a virtualized network. The engines are hosted on Virtual
Machines (VM) and are used to process, distribute, correlate,
and store a cloud of sensor, radar, and datalink tracks. Recently
video tagging data has become available to the datalink,
enabling the display of sensor coverage in Link-16.
The GEWaCS system design is predicated upon a cloud
like environment - numerous data processing engines distribute
the sensor data, control the communications nodes, and
manage the common operational picture (COP). The correlated
COP is distributed across the Link-16 network for enhanced
situational awareness (SA) and can be forwarded to ground
networks over VMF or other datalinks. Target location data
generated can be distributed to the appropriate identification
systems and sent to the weapons systems through VMF, Link16 or JREAP-C over the Combat Cloud.
This architecture provides very significant network and node
redundancy that ensures increased system survivability in a
hostile environment. Furthermore, through the reduction of
hardware to the GEWaCS, the cost of through life support is
reduced, availability is increased, and technology insertion and
spiral development are easier to implement.
Enabling technology
A new mindset is required to design a Combat Cloud based
system. In the past, military C2 software was designed to run
on hardware that was in an operations centre, in an aircraft, or
in a vehicle. GEWaCS presumes none of that - the only
connection between the data processing engines and the
sensors or assets is an IP address - where the actual software
run is unknown. As long as there is a secure backbone, the
data processing engines have multiple paths and can route the
sensor data as needed. Whilst there is always concern about
the security of the backbone, it does not have to be wired and
could be created using a variety of wireless technologies. The
software reacts to the network, it can route data, it can reduce

the request for the data update rates, and it can filter data as
needed to ensure the C2 system has the information required
to make decisions.
The flexibility of the system is key to enabling the Combat
Cloud. Once you have moved away from hardware based
architectures, there are no limitations as to where an operation
can be coordinated from. If a specific set of sensors is needed
for a mission, they can be assigned to a handful of operators
and a time sensitive targeting cell can be instantly created. Once
the operation is over, those assets can be re-assigned back to
the pool. This is a very different approach from a hardware based
system, which maximizes the use of sensors, aircraft, and
operations expertise on a mission by mission basis. For example,
an intelligence, surveillance and reconnaissance (ISR) platform
could be ‘loaned’ to a joint terminal attack controller (JTAC) and
reassigned to the pool after a Close Air Support mission.
Another advantage of the GEWaCS architecture is assets
do not have to be dedicated to training or exercises. Any sensor
or group of sensors can be assigned to a virtual operating centre
along with the operators needed for the training mission. After
the training mission, the sensors can be reassigned to normal
operations, and the operators can be assigned to their operating
centre. This not only enables a reduction in the cost of training,
but through the use of an embedded training concept, cost is
one of the key advantages of the GEWaCS.
GEWaCS Combat Cloud architecture
GEWaCS leverages a proven architecture to create a system
that can be reconfigured as needed to meet the evolving
battlefield objective. There are a number of key components
required to distribute the sensor data and enable the C2 system
to access the resulting COP.
A key point here is that with the exception of the ground
stations which connect directly to a sensor, these nodes are all
virtualized. Where they are located does not matter. You can
quite literally run your command and control system from a coffee
house.

Photo courtesy of Rockwell Collins
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“Today, most air assets and sensors
are assigned days, weeks, and
sometimes months in advance of a
mission. The Combat Cloud provides
the flexibility to reassign assets as
needed. It significantly improves the
effectiveness of advanced sensors,
while enabling the integration of new
sensors as they become available.”
The command and control link interface (C2LI)
The C2LI is a cloud based data processing engine that merges
and routes sensor data as needed. The C2 system human
machine interface (HMI) talks directly to the C2LI to access the
COP.
Weapon system interface
The weapon systems in the GEWaCS Cloud are connected via
secure IP, the interface is normally JREAP-C. This interface
enables the sending of target location data directly to the weapon
system along with the C2 data required to approve weapon
release.
Sensor system interface (SSI)
The SSI is the interface to the sensor suite which enables the
receipt of data, (e.g. Radar, EW, ISR) at the C2LI data processing
engine, which is then correlated to allow for a COP to be shared
across the Link-16 network.
Ground stations
The communications nodes within the GEWaCS architecture
are the ground stations. The ground stations are controlled
remotely from any data processing engine connected to the
secure WAN. There is no need for a local operator at the ground
stations.
Network management (NM) and simulation interfaces
The GEWaCS includes the option to manage Link-16 networks
through the utilization of the NM interface. Another option is the
utilization of the simulation interface, which provides an
embedded training capability enabling the creation of virtual
operating centres for training missions.
System of systems manager controller (SoS-MC)
The SoS-MC is unique to a cloud based solution and is critical
to the management of a virtual system. The SoS-MC performs
diverse tasks including monitoring each node, controlling hotbackup, and creating virtual operating centres as needed. The
SoS-MC is the key to integrating components in a virtual
environment.
Summary
As stated by General Mercier, the Combat Cloud concept is not
new, but technology limitations have prevented its
implementation. By combining existing technologies in a virtual
environment, the Rockwell Collins GEWaCS has made great
strides toward the Combat Cloud.
Today, most air assets and sensors are assigned days,
weeks, and sometimes months in advance of a mission. The
Combat Cloud provides the flexibility to reassign assets as
needed. It significantly improves the effectiveness of advanced
sensors, while enabling the integration of new sensors as they
become available. Reaction times of days and hours are no
longer viable – and this system enables a commander to assign
GMC
assets to a mission in real time.
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Tata announce F-16 India
partnership
Lockheed Martin and Tata Advanced Systems Limited
(TASL) signed a landmark agreement affirming the
companies intent to join hands to produce the F-16 Block
70 in India. The F-16 Block 70 is ideally suited to meet the
Indian Air Force's single-engine fighter needs and this
unmatched US-Indian industry partnership directly
supports India's initiative to develop private aerospace
and defense manufacturing capacity in India.
This unprecedented F-16 production partnership
between the world's largest defense contractor and India's
premier industrial house provides India the opportunity
to produce, operate and export F-16 Block 70 aircraft, the
newest and most advanced version of the world's most
successful, combat-proven multi-role fighter.
F-16 production in India supports thousands of
Lockheed Martin and F-16 supplier jobs in the US, creates
new manufacturing jobs in India, and positions Indian
industry at the center of the most extensive fighter aircraft
supply ecosystem in the world.
“This agreement builds on the already established joint
venture between Lockheed Mar tin and Tata and
underscores the relationship and commitment between
the two companies,” said Mr. N. Chandrasekaran,
Chairman of Tata Sons.
“Lockheed Martin is honoured to partner with Indian
defense and aerospace leader Tata Advanced Systems
Limited on the F-16 program,” said Orlando Carvalho,
Executive Vice President of Lockheed Martin Aeronautics.
“Our partnership significantly strengthens the F-16 'Make
in India' offer, creates and maintains numerous new job
opportunities in India and the US, and brings the world's
most combat-proven multi-role fighter aircraft to India.”
The Lockheed Mar tin-TASL F-16 par tnering
agreement builds on TASL's proven performance
manufacturing airframe components for the C-130J airlifter
and the S-92 helicopter.
With more than 4,500 produced and approximately
3,200 operational aircraft worldwide being flown today by
26 countries, the F-16 remains the world's most
successful, combat-proven multi-role fighter ever
produced. The F-16 Block 70 is the newest and most
GMC
technologically advanced F-16 ever offered.

Lockheed Martin
receives contract for
Sniper ATP
Lockheed Martin has received an Indefinite Delivery/
Indefinite Quantity (ID/IQ) Foreign Military Sales (FMS)
contract from the US Air Force to provide sustainment
support for Sniper® Advanced Targeting Pods (ATP) and
LANTIRN Navigation Pods.
Under the ID/IQ contract, FMS customers will place
orders for repairs and returns, on-call technical support,
depot activities and other sustainment efforts. Work on
the five-year contract, which has a $200 million ceiling,
will be conducted in Warner Robins, Georgia; Orlando
and Ocala, Florida; and Santa Barbara, California.
Lockheed Martin previously established a $485 million
Sniper ATP ID/IQ contract with FMS customers to procure
pods and spares.
GMC
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Getac MX50 on soldier

Arming the digital soldier
The battlefield is one area where technology has always been embraced for all the benefits it can deliver. Enabling realtime communications, surveillance and reconnaissance, telemedicine, mapping and analysis is vital to ensure the full
picture is available to commanders on the ground. In recent years, rugged computing devices have become a major
component of battlefield operations to enhance communications and situational awareness capabilities on the ground.
When it comes to individual soldiers, rugged tablets are leading the way in portability and capabilities.
Demand for rugged laptops and tablets has boomed in recent
years, and not just among military and defence groups.
Healthcare, public safety, and industrial applications like oil and
gas are all seeing the benefits rugged tablets can provide,
meeting the complex data exchange and safe communication
hubs needs.
Part of that demand stems from the ease of use afforded by
tablet devices. All over the world, consumers are becoming more
accustomed to using tablets everyday within their own homes,
whether it’s for online shopping, social media, email, or webbrowsing, etc. That practice delivers a real edge in terms of
natural-feeling operation in the battlefield, as well as other highrisk applications. The simple, intuitive interfaces mean that
applications can be launched and used extremely quickly, and
when it comes to switching between different devices, one is
largely interchangeable with the next.
There’s a lot more to a rugged tablet than simply taking a
commercial off the shelf (COTS) product and adding a rugged
casing to protect it from drops, impacts, or spillages; in the
battlefield, such a device is unlikely to withstand the harsh
environments experience. While some manufacturers today are
ruggedizing off-the-shelf tablets with standard iOS and Android
software, these products fall short of strict military standards
and specifications. Consumer tablets often lack the interfaces
required for specific military and defence operations, such as
RS-232, SPI, I2C, CAN and wired Ethernet. Retrofits, whilst
available, are often unstable and insufficient, in addition to adding
unnecessary bulk. Lifecycle is also important; while consumer
tablet devices are designed for only a short period of use,
typically lasting around two years, most military devices are
required to work for ten years. Security is another key concern.
Custom devices, designed specifically for militar y
applications with input from defence group users, are, therefore,
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the best solution to meet complex and advanced military
requirements, providing design flexibility that just isn’t available
in ruggedized COTS products.
Getac launches first rugged mobile device for the defence
sector
Getac, a MiTAC-Synnex subsidiary company, offers an extensive
line of rugged computing products including laptops, tablets and
handheld computers for the military and defence, law
enforcement, public safety and emergency services markets,
among others. In March 2017, Getac unveiled its first rugged
mobile device designed specifically for the defence sector.
Satellite Evolution Group attended a press preview event in
London in February 2017 to learn more about the technology
and potential applications.
The new MX50 is a 5.7 inch IPS display tablet that offers a
consumer device-like experience, but with the enhanced power,
robustness, security and functionality required by dismounted
soldiers on the battlefield. Powered by the latest Intel mobile
system on chip (SOC) processor, the MX50 provides defence
personnel with high processing speeds and low power
consumption to quickly view, manipulate and send/receive data,
access battlefield applications, disseminate blue and red forces
tracking, fire control orders, and mission command information.
“Quite unique within Getac is the fact that we own all the
components in the device, except for the processor and the
wireless components. This helps with our supply chain, but also
allows us to modernise and customise the bios of the device as
required by our customers,” explained Jackson White, Sales
Director at Getac UK Ltd.
The MX50 is certified to Military Standards 810G and 461G,
meeting current, legacy and future GSA standards. Addressing
security concerns, the tablet meets the Common Criteria ISO/
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IEC 15408 computer security certification, and the NSA’s
Commercial Solutions of Classified (CSfC) platform and file
encryption data at rest guidelines, which enables commercial
components to be used in layered solutions to protect classified
national security systems information.
Getac’s new rugged tablet is compatible with a large number
of IEEE communication protocols, making it interoperable with
a range of external hardware and drivers, such as the Glenair
connector to provide USB 2.0 and power to the device. The
latest Android OS makes it easy for third party applications and
soldier systems such as Battle Management Systems (BMS) to
be loaded onto the device. Unlike COTS tablets, the MX50 can
withstand drops and other impacts, operate seamlessly in
extreme weather conditions, from -21 to 60 degrees Celsius,
and EMC environments, and has an Ingress Protection (IP) rating
of 67.
The 5.7 inch IPS display gives a wide viewing area with
Getac’s proprietary LumiBond screen technology for readability
in sunlight, and brightness of up to 480 Nits. “The LumiBond
technology is key throughout our entire product range, and
especially so in these small form-factor devices. The MX50 is
made up of the back screen, followed by our proprietary
LumiBond resin, which provides industry-leading sunlight
readability and reduced the EMC emissions, and provides
greater robustness, so the screen doesn’t become the point of
failure in any of our devices,” said White.
The multi-touch feature means soldiers can use gloves, touch
and/or pen modes, even in the rain. Rubber directional input
buttons on the screen ensure the device can continue to be
used even if the screen breaks, further enhancing usability. “This
was one the key requirements when we spoke to end users.
They didn’t want to have to replace the product immediately if
the screen became damaged or broken,” added White.
For maximum battlefield usability, the MX50 was designed
to be snapped into a tactical vest check mount. There is also an
option to achieve limitless power with Getac’s LifeSupport
technology, with an additional snapback hot swappable battery.
“There is a trend toward consumer grade mobile devices for
use in the military because they’re lightweight and familiar. But
these devices are not built to withstand harsh environments, or
deliver the power, reliability and functionality today’s soldiers
need,” said Chris Bye, President of Getac UK. “With the MX50,
we’re delivering the best of both worlds; a rugged device that
meets real military needs, that is compact, lightweight, intuitive
- perfect for the already overburdened infantryman.”
Later in March 2017, Getac announced a partnership with
data protection services company Trivalent to deliver seamless
and robust next-generation data protection for the first time on

Thales unveils the future
ground application of its
multifunction radar
On the first day of the Paris Air Show, Thales unveilled its
Ground Fire family: a range of latest-generation
multifunction ground radar. The radar system, which is fully
digital, will carry out air defence and surveillance missions
simultaneously.
Air Forces today are confronted with major changes in
the type of threats they face, as well as in their environment.
Targets can be very slow or extremely fast-moving, furtive
and manoeuvring. In addition, military personnel often face
very challenging interference conditions. Consequently,
they require a radar that allows them to perform all the
missions they are expected to operate.
The Ground Fire family meets this requirement perfectly,
since it offers an unprecedented level of performance for
air and defence surveillance including anti-ballistic missiles
with a capacity to conduct missiles from the Aster family in
hostile environments (clutter, rain, jamming, etc.). The
Ground Fire versions, which are fully digital, are able to
simultaneously detect and track a comprehensive range of
targets such as ballistic missiles, with continuous 360°
coverage in azimuth, up to 90° coverage in elevation and a
range of 400 km. Very compact and deployable in under 15
minutes, the Ground Fire range will be extremely mobile
and air transportable.
The Ground Fire range system includes a mobile, truckmounted antenna and is designed to operate on any type
of ground surface. The Ground Fire range is identical to
the Sea Fire family - the naval version which is set to equip
the future intermediate-size frigates of the French Navy.
Both families are based on the principle of modular, scalable
architecture.
Like those of the Sea Fire radar, the transmitter/receiver
modules that make up the antenna will all be identical and
interchangeable, to facilitate series production and
maintenance operations. It will be possible to adapt the
number of modules in order to modify the strength of the
radar depending on the user’s needs.
Thales has implemented defined, efficient industrial
resources by integrating digital technologies into the very
core of the production process.
GMC

Patriot Technologies DT311 Rugged Tablet
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rugged computing devices. By incorporating Trivalent’s data
protection technology, including its unique Data Alchemy, which
renders data completely unusable by unauthorised parties,
Getac can provide its customers the most advanced data
protection technology available today.
“Our partnership with Getac will enable data protection on
their rugged devices the moment content is created,” said Ermis
Sfakiyanudis, Co-Founder and CEO of Trivalent. “Getac’s
customer base work in fields that generate classified information
and need a secure environment to create and share this content.
Trivalent’s proven encryption and shredding approach delivers
an optimal solution with secure storage on the device or in the
cloud to meet diverse business and government requirements.”
Patriot Technologies announces new US Navy purchase
agreement
Patriot Technologies is a Maryland-based provider of custom,
secure hardware and software solutions for governments,
enterprise, healthcare, education and other entities around the
world. All technology development, from consulting, design,
integration, implementation and delivery, are addressed inhouse. Patriot has a range of rugged tablet devices with different
features for a variety of applications, including in the government
and defence fields.
In March 2017, Patriot Technologies announced a five-year
blanket purchase agreement from the Defence Information
Technology Contracting Organisation - Scott Field Office, for
the US Navy to procure rugged tablets designed by DT
Research, Inc. The US Navy selected the DT311 rugged tablets
to deploy to personnel working at shipyards for technical
maintenance management, field testing, training and warehouse
inventory control, among other field data operations.
Patriot’s DT311 rugged tablets are full-featured, lightweight
and ruggedized for military operations in extreme environments.
The devices have a built in Smart Card/CAC full-slot reader for
multiple security control, and full HD anti-reflective outdoor
viewable screens and brightness to 800 Nits for excellent viewing
in sunlight. The devices run on the latest generation Intel
processors for high performance and a fanless design for
increased durability. The DT311 rugged tablets meet the
following security standards: MIL-STD-810G, MIL-STD-461F,
NIST (National Institute of Standards & Technology) Compliant,
HERO (Hazard of Electromagnetic Radiation to Ordnance)
Certified (DT311H). They can also be operated in extreme
temperatures of -20 to 60 degrees Celsius.
The DT311 rugged tablets make full use of advanced
Windows 10 security, including Device Guard enterprise
hardware and software security features that mean the tablets
only run trusted applications with TPM 1.2 and 2.0 support. Builtin Lock Down features protect against malicious users while
increasing system reliability. The DT311 rugged tablet combines
operating system software security with its proprietary hardware
security, including a media sanitization option that supports both
NSA and USA-AF/Navy/Army standards. Hardware security
options also include instant blackout, as well as automatic
Bluetooth, RFID and WiFi disable functions that can be preconfigured to turn off all radio capabilities under certain
conditions.
“Our tablets will enable the US Navy to improve productivity
and increase efficiencies for a broad range of field-to-office
duties,” commented Joe Lewin, Director of Federal Sales at DT
Research. “Navy personnel will save significant time as they
securely access data and images within a variety of
environments using a highly durable, yet lightweight mobile
device that has been purpose-built for their needs.”
Xplore Technologies Corp extends US military order for
rugged tablets
Texas-based Xplore Technologies Corp prides itself on
manufacturing the most complete line of custom ultra-rugged,
fully-rugged and rugged tablet devices on the market today. It
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serves customers in the military and defence, energy, public
safety, utilities and field services sectors, among others. With
its recent acquisition of the Motion product line, the company
now delivers the broadest range of rugged Windows and Android
tablets available.
In September 2016, Xplore Technologies announced a
US$1.1 million follow-on order for its customised XC6 M2 tablets,
the latest in a multi-year, multi-million Dollar mobility project with
the US military. Since the project began in 2012, more than
3,000 customised Xplore XC6 ultra-rugged tablets have been
purchased and deployed as the basis of a third-party OEM
solution, which the US military utilises for data collection in the
field.
The Intel-powered XC6 is the fifth generation of Xplore’s
MIL-STD-810G, IP67, C1D2/ATEX certified ultra-rugged tablet.
The fully-functioning Windows tablet is field-proven to provide
real-time data and communications support for both missioncritical training missions and sensitive battlefield operations. With
one of the lowest failure rates in the industry at less than one
percent, it is waterproof and dustproof, and resistant to
vibrations, shocks, extreme temperatures, humidity, salt fog, and
fluid contaminants. The XC6 features an industry-high 7 foot
drop rating and comes with government-mandated security
features such as a built-in SmartCard/CAC reader, fingerprint
scanner, TPM 1.2, encr yption and other multi-factor
authentication tools. 4G LTE, Wi-Fi, Bluetooth and I/O
communications technologies keep users connected to critical
mission data and colleagues for real time briefings, while hot
swappable batteries and tool-free repair kits eliminate the risk
of device downtime in the field. The availability of specialized
XC6 features such as Night Vision (NVIS) dimming capabilities
and ruggedized in-vehicle mounting systems deliver continuity
of mission-related tasks day and night.
“The XC6 has clearly become the device of choice for military
field applications over the past several years,” said Mark Holleran,
President and COO of Xplore. “We’re honoured that customers
such as this one are able to extend the XC6’s value to the military
in new ways. In fact, we’re seeing a rise in the number of
customers who want to buy, market and re-package Xplore
rugged tablets as part of their custom OEM solutions. As this
project has proven, supporting a third-party OEM model could
lead to very lucrative sales opportunities for Xplore, especially
in the military sector.”
GMC

Xplore Technologies XC6 rugged tablet
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Rob Hall, Head of Product Strategy at Chemring
Technology Solutions

The mobile battlefield
The mobile battlefield is a dangerous place to be for today’s
warfighter, with threats coming from many sources. Never
before has situational awareness been so critical.
Communications capabilities can make the difference
between life and death, but it is vital that such
communications are secure, complete and always
available. Rob Hall, Head of Product Strategy at Chemring
Technology Solutions, outlines the current battlefield
situation, and how capabilities can be enhanced with the
latest complete communications networks.
Since 9/11, coalition forces have been engaged in counterinsurgency operations. Whilst large deployments are now over,
the future will be even more challenging. Moving from
asymmetric warfare to a hybrid environment will require lessons
learned in Afghanistan and Iraq to be clutched into near-peer
doctrine.
Experiences over the last decade presented a number of
challenges relating to tactical communications, which are used
to support the ever-evolving battlefield in situations such as
communications on the move (CoTM), forward command and
reconnaissance positions, unmanned vehicle control, and
welfare and administrative support. Going forward, these
challenges will have the added complexity of a congested and
contested environment.
The development of such technologies represents a complex
dichotomy for the military. On the one hand, a high intensity,
swiftly evolving situation is now the norm for troops in the modern
field of operation. Multiple issues must be quickly addressed
across the entire chain of command, which needs access to
timely intelligence so that it can be applied to the context of the
immediate situation.
On the other hand, in the context of insurgent operations,
the opposing force is able to rapidly leverage and innovate based
upon available COTS technologies. The challenge for the military
organisation is to respond in an agile fashion to a rapidly-evolving
threat within the context of decreasing defence budgets.
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Balancing programmes and resources
The UK’s Strategic Defence and Security Review (SSDR), and
similar global initiatives, aim to bring military programmes and
resources back into balance, to meet both the changing
capability and deficit reduction needs of major western
economies. The SSDR specifically looked at the future character
of conflict and concluded that:
“Globalisation increases the likelihood of conflict involving
non-state and failed-state actors…. Asymmetric tactics such as
economic, cyber and proxy actions instead of direct military
confrontation will play an increasing part…. As a result, the
differences between state-on-state warfare and irregular conflict
are dramatically reducing. Our enemies will continue to attack
our physical and electronic lines of communication and the
growth of communications technology will increase our enemies’
ability to influence, not only all those on the battlefield, but also
our own society directly. We must therefore win the battle for
information, as well as the battle on the ground.”
Understanding the deployment of friendly forces at any given
time is an essential part of an operation, as the consequences
of misidentifying forces can be catastrophic. In order to provide
enhanced situational awareness for soldiers in the future, a
number of key technological challenges must be overcome.
Firstly, controlled integration of information from disparate
sources, carried over a variety of links, is required in order to
combine air-sourced and land-sourced information elements in
a unified picture that is necessary for efficient decision making
at the tactical command level.
Secondly, the robust distribution of these information
products down to the lower levels of command, via high
bandwidth, low-latency communications, is required to support
the range of full motion video, stills imagery and other complex
information products available from today’s suite of sensor
assets.
Thirdly, as always, the restrictions of the soldier burden play
a key role in technology development. The continual demand
for technologies that deliver an advanced capability within the
constraints of size, weight and power is driving technological
development development of future soldier technologies.
Tactical communications limitations
Current tactical military radios constrain users as they offer
insufficient bandwidth to cope with growing data requirements.

SmartLink in use
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These radios are also proprietary, expensive and heavy. All of
this increases the burden on the soldier and constrains their
situational awareness. As a result, users are demanding the
smartphone and tablet experience on the battlefield.
To meet that need, such a system has to be tough, rapidly/
simply deployable and able to offer the features of a standard
cellular network (voice, image, video and data sharing) in the
most remote locations.
This capability will be achieved. Right now, this type of
comms, at the tactical edge, is still in the early stages of
evaluation. Everyone has the experience of needing to hold the
phone a bit higher or walking over to the window to get a good
signal. That’s not an option when that would make you a target
or you need to absolutely be able to get the next update message.
However, when you’re not at risk of going out of range of the
base station, e.g. in a base, or you’re moving along with the
base station in convoy, you get the advantages of a modern,
multifunction, high bandwidth solution that can be customised
to your needs.
Our SmartLink system enables this by, providing a complete
communications network, both locally and worldwide, using
commercial smartphones and tablets. As well as providing local
coordination and immediate data sharing between users,
soldiers can track each other in difficult environments, improving

collaboration and situational awareness. This rapidly usable,
cellular network-in-a-box solution, will continue to deliver real
time information to those operating in the cellular bubble when
no other communications systems are available.
Soldiers now have access to all the features of a high-end
cellular network, can maintain their PTT radio communications
and share location, video and image data in real time, while
carrying only a small, well understood device. The system can
also be upgraded for specific missions and to meet the changing
demands of the battlespace.
The small form factor, ease of set-up and low power
consumption of SmartLink is unrivalled in the market, bringing
the benefits of cellular technology to the battlefield where no
local infrastructure exists. This highly portable, private base
station can provide a communications bubble of up to 2-3km,
which can be extend to 5+km. We see SmartLink as a major
step towards a cellular-deployed core, providing high bandwidth
capability across the complete battle space. This in turn allows
the deployment of multiple sensor types, accessible through
Cloud-based ser vices, in order to deliver a single
electromagnetic environment.
Beyond the battlefield, this type of technology is ideal for
the wider role of today’s soldiers, such as disaster relief and
humanitarian aid, and border security.
GMC

Sikorsky signs five-year production contract to build
Black Hawk helicopters for US Army
The US government and Sikorsky, a Lockheed Martin company, have signed a five-year contract for 257 H-60 Black Hawk
helicopters to be delivered to the US Army and Foreign Military Sales (FMS) customers. The multi-year contract will yield
significant savings for the US government compared with purchasing the same quantity across five separate annual
agreements.
The "Multi-Year IX" contract for UH-60M Black Hawk and HH-60M MEDEVAC aircraft marks the ninth multiple-year
contract for Sikorsky and the US
government for H-60 helicopters. The
contract value for expected deliveries is
approximately $3.8 billion and includes
options for an additional 103 aircraft, with
the total contract value potentially
reaching $5.2 billion. Actual production
quantities will be determined year-byyear over the life of the program based
on funding allocations set by Congress
and Pentagon acquisition priorities. The
deliveries are scheduled to begin in
October of this year and continue through
2022.
The UH-60M/HH-60M helicopters are
the latest and most modern in a series of
Black Hawk variants that Sikorsky has
been delivering to the Army since 1978.
They provide additional payload and
range, advanced digital avionics, better
handling qualities and situational
awareness, active vibration control,
improved survivability, and improved
producibility.
"Four decades of production, strong
program execution and delivery on behalf of the warfighter, coupled with great affordability for the taxpayer, have been the
cornerstones of this program," said Sam Mehta, President, Defense Systems and Services, Sikorsky. "This contract allows
us to continue supporting the important missions the Black Hawk performs as the workhorse utility and medical evacuation
(MEDEVAC) helicopter in the US Army inventory."
Colonel Billy Jackson, the Utility Helicopters Project Manager stated that, "This contract will provide our Army, sister
services and allies with state-of-the-art modernized helicopters to complete crucial missions and save lives. Moreover, this
effort will stabilize our manufacturing base and control long-term costs, and ultimately provide significant savings to the
taxpayer."
GMC
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Tactical ground robotic
systems
Roboteam, Inc is a leading global provider of tactical ground robotic
systems, having completed more than 54 government contracts, with
platforms deployed in 32 countries. Its team of experienced veterans lead
the design, development, production and delivery of high performance
tactical ground robots to reliably support its troops in the field. Amy
Saunders spoke with Shahar Abuhazira, CEO of Roboteam, Inc, to find
out more about the company’s capabilities and view of the market.

Shahar Abuhazira, CEO of
Roboteam, Inc

Roboteam designs, develops and
manufactures cutting edge, user-oriented,
multi-purpose, unmanned platforms and
controllers for Defense, Law Enforcement
and Public Safety missions. Today,
Roboteam is a global operation with
offices in the US and Israel serving a wide
spectrum of customers with several lines
of products. It has created a line of
lightweight, fast deployable unmanned
ground systems that deliver technological
and functional breakthroughs for tactical
purposes with unmatched reliability.
Among its customers, one can find top
units within the US Military, Special Forces,
EOD units and SWAT teams as well as
other elite units around the globe.
Roboteam’s flexible architecture permits
a fast development of products, supported
applications and core technologies. The
company prides itself on being engineers,
inventors, and close to its customers and
end-users.

GMC: Can you provide an overview of the company’s development, from its
founding to where it stands today?
Shahar Abuhazira: Yosi Wolf and Elad Levy founded Roboteam in 2009 as an
entrepreneurial effort to help the modern day warfighter on the battlefield. After
serving in the Israeli Air Force, Roboteam’s co-founders fostered the idea to
bring unmanned, ground vehicles to land forces. This was a large undertaking
because, at the time, land robots were reserved exclusively for explosive ordnance
disposal specialists.
In 2012, Roboteam’s co-founders brought me on to spearhead the US
operations. Just shortly after I joined the company, we won a contract of over
US$9 million to build and deliver 100 Micro Tactical Ground Robots (MTGRs) for
counterterrorism units within the US military. After winning a US$25 million US
Air Force contract in 2015, we successfully placed Roboteam as a top military
robotics provider.
Since 2012, we have launched five additional life-saving platforms and won
contracts in the US, UK, Australia, Poland, Switzerland and Israel. What started
out as an idea between two robotics specialists has grown into a multinational
company with over 100 employees, 95 percent of which are military veterans.
GMC: What services and solutions does Roboteam provide, and how do
they compare with competitor offerings?
Shahar Abuhazira: We offer a full line of robotics solutions, from a 3.6lb throwable
robot to a 850lb logistical carrier. Our robots provide a wide array of capabilities
that help soldiers with dull, dangerous and dirty work. Our smallest platform, the
Individual Robotic Intelligence System (IRIS) provides 360-degrees of HD video
with quiet operations, making it perfect for stealth intelligence, reconnaissance
and surveillance missions.
The MTGR, which is our most popular platform, provides all-terrain
manoeuvrability with 360-degree day and night vision. Battery operated, the MTGR
can run continuously for up to four hours. Also, using Roboteam’s unique “follow
me” technology, a solider can operate a convoy of MTGRs to conduct surveillance
operations semi-autonomously.
The Probot (Professional Robot) is our largest platform and can carry three
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times its own weight, 1,650lbs, to be exact. With all-terrain
manoeuvrability, the Probot allows ground forces to
autonomously control the platform, increasing the overall
efficiency of armed units.
Recently, we announced our newest platform, the Rooster,
a hybrid air/ground robot that allows soldiers to overcome
obstacles on the ground or underground by flying short
distances. Using our IRIS platform, we were able to attach a
foldable hex-rotor drone that can be remotely controlled from
700 feet away.
GMC: Where does Roboteam see itself in the market, and
where is the greatest opportunity for growth?
Shahar Abuhazira: We are bringing the Silicon Valley approach
to the defence market. We pride ourselves on developing
products that are capable of incredible and intricate operations,
but also simple enough for anyone to use. In line with our goal
ease of use, each of our robots can be controlled using our
integrated wireless controller named ROCU-7. With an easyto-learn interface, soldiers can control any number of Roboteam
products via a secure and intuitive control unit.

Photo courtesy of Roboteam
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GMC: How do Roboteam’s products improve situational
awareness in the battlefield, and how is this information
integrated with that of other sources?
Shahar Abuhazira: Our robots venture where soldiers are
unable to go or where it is too dangerous to go. Some of these
areas include confined spaces, tunnels and other subterranean
areas as well as urban environments, under cars and within
buildings.
Through our Autonomous Model “Top Layer,” our specialized
robots provide real-time 3-D mapping and autonomous
navigation of a location. A single operator can control multiple
robots, all equipped with numerous sensors, 360-degree
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mapping and MESH communication which provide the soldier
with a complete understanding of the environment.
This information is indispensable on the battlefield and can
mean the difference between life and death. The situational
intelligence that our robots provide can be integrated with other
types of hardware and software commercial products to create
more unique capabilities that will allow better protection for the
soldier and make these robots real force multipliers.
GMC: What are the key challenges when designing tactical
situational awareness platforms?
Shahar Abuhazira: Creating a platform that can operate in any
feasible environment that a solider faces. This includes
seemingly simple obstacles such as stairs, trash, uneven
surfaces and complete darkness.
One of the key challenges that we have been able to improve
upon in the robotics industry is the ability to understand the
needs and requirements of the warfighter and quickly integrate
those requests functional robotic solution. R&D, testing and
delivery can take a long time in the defence space. We pride
ourselves on our ability to truncate the turnaround time in order
to get the solider the tools that they need to stay safe.
The MTGR, for example, was in Afghanistan only one year
after we started the development!

GMC: How big a role do you believe semi-autonomous
tactical robots will play in the battlefields of the future?
Shahar Abuhazira: Robotics will continue to play an everincreasing role in the military and on the battlefield. The
government looks to industry for easy-to-use, cost effective,
reliable and quickly deployable tactical equipment, and so far,
industry has been able to meet (and exceed) this call.
Innovations in hardware and software are making it easier
to develop robotics to use in the battlefield and this keeps our
soldiers out of harms way and provides them with a more
comprehensive understanding of the threats that could be
around the corner.
GMC: What’s on the horizon for Roboteam in the rest of
2017 and beyond?
Shahar Abuhazira: At the beginning of 2017, we named the
Honourable Heidi Shyu as our Chairman of the Board and LTG
Charles Cleveland and Lt Gen. Kenneth Glueck to our board of
directors. In addition, we will be launching a new platform this
year. And we will release two new products to the market – one
transportable, weight 160lbs platform, and the second will be
the new generation of the MTGR. Both will be the most advanced
UGVs in the market, developed together with users and will
GMC
provide new amazing capabilities to the users.
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Lockheed Martin-led team
launches future USS Billings
The Lockheed Martin-led industry team launched the 15th
Littoral Combat Ship (LCS) into the Menominee River at the
Fincantieri Marinette Marine shipyard on July 1.
Ship sponsor Sharla D. Tester christened LCS 15, the future
USS Billings, in Navy tradition by breaking a champagne bottle
across the ship's bow just prior to the launch.
“As a lifelong Montanan, there is no greater honor than to
serve as the sponsor of the future USS Billings and to help
bring this magnificent warship one step closer to joining the
fleet,” Tester said. “I know the people of Billings - and all
Montanans - look forward to supporting Billings and her future
crews for decades to come.”
Named in honor of the patriotic and hardworking citizens of
Billings, LCS 15 will be the first US Navy ship to bear the name
of Montana's largest city. She will undergo additional outfitting
and testing at Fincantieri Marinette Marine before her anticipated
delivery next year.
“The Freedom-variant LCS plays a critical role in the US
Navy's fleet, and we are committed to getting Billings and her
highly capable sister ships into combatant commanders' hands
as quickly as possible,” said Joe North, Vice President of Littoral
Ships and Systems. “These flexible ships will help the Navy
achieve its goals of growing the fleet rapidly and affordably.”
The Lockheed Martin-led industry team is currently in fullrate production of the Freedom-variant of the LCS, and has
delivered four ships to the US Navy to date. The future USS
Billings is one of eight ships in various stages of construction at
Fincantieri Marinette Marine, with one more in long-lead
production.
“We are proud to be building the USS Billings and her sister
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ships at the heartland's only naval shipyard,” said Jan Allman,
Fincantieri Marinette Marine president and CEO. “Today's launch
and christening is a testament to the hard work of the more
than 2,500 Michigan and Wisconsin workers who pass through
the shipyard's gates, put on their hard hats and build American
warships.”
The Lockheed Martin-led LCS team is comprised of
shipbuilder Fincantieri Marinette Marine, naval architect Gibbs
& Cox, and more than 800 suppliers in 42 states. Costing less
than a third of a brand new Arleigh Burke-class destroyer, the
Littoral Combat Ship is the Navy's most affordable surface
combatant shipbuilding program and the ideal platform to grow
the US Navy fleet quickly and affordably.
The Freedom-variant's steel monohull design is based on a proven,
GMC
resilient design recognized for its stability and reliability.

Huntington Ingalls Industries appoints Ron Davis as Chief
Information Systems Officer
Huntington Ingalls Industries has announced that Ron A. Davis
has joined the company as chief information systems officer
(CISO). In this new role, he will lead the company’s cybersecurity
program with responsibility for ensuring the early identification
of threats and risks and the implementation of controls and other
processes and methods to protect information systems for the
entire HII enterprise.
Davis will work in HII’s Washington, D.C., office and will report
to Chris Kastner, Executive Vice President, business
management, and chief financial officer.
“Cybersecurity is a top priority for HII,” Kastner said. “Our
information systems must remain secure to not only protect our
business, but to protect information vital to our nation’s defense.
We look forward to Ron joining our team and putting his extensive
cyber experience to work in this very important role.”
Davis joins HII after serving as chief information security
officer for Vencore since 2015. Prior to joining Vencore, Davis
held several positions at BAE Systems, including director of
global cybersecurity program integration and director of global
cybersecurity operations.
As a BAE Systems employee under contract to the federal
government, he served as director of IT security at the
Department of Treasury and IT security manager at the
Department of Commerce. Also in a contracting capacity, Davis
served as senior lead information systems security engineer at
the Defense Logistics Agency headquarters and the Department
of Homeland Security. He has an extensive background in
cybersecurity policy and procedure development, security
architecture, security risk management, cyber threat
management, and incident response. He earned a bachelor of
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science degree from Strayer University and is a certified
GMC
information systems security professional.

Ron A. Davis, Chief Information Systems Officer
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