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Northrop Grumman completes validation test
of new rocket motor for United Launch
Alliance
Northrop Grumman Corporation conducted a validation ground test of an extended length 63-inch-diameter Graphite Epoxy Motor
(GEM 63XL) on January 21st at its Promontory, Utah, facility. This variation of the company’s GEM 63 strap-on booster was
developed in partnership with United Launch Alliance (ULA) to provide additional lift capability to the Vulcan Centaur rocket.
“This new motor optimizes our best-in-class technologies and leverages flight-proven solid rocket propulsion designs to provide
our customers with the most reliable product,” said Charlie Precourt, Vice President, propulsion systems, Northrop Grumman.
“Evolving the original GEM 63 design utilizes our decades of GEM strap-on booster expertise while enhancing capabilities for
heavy-lift missions.”
During today’s static test, the motor fired for approximately 90 seconds, producing nearly 449,000 pounds of thrust to validate
the performance capability of the motor design. Additionally, this firing verified the motor’s internal insulation, propellant grain,
ballistics and nozzle in a hot-conditioned environment.
Northrop Grumman has supplied rocket propulsion to ULA and its heritage companies for a variety of launch vehicles since
1964. The GEM family of strap-on motors was developed starting in the early 1980s with the GEM 40 to support the Delta II launch
vehicle. The company then followed with the GEM 46 for the Delta II Heavy, and the GEM 60, which flew 86 motors over 26 Delta
IV launches before retiring in 2019. The first GEM 63 motors supported ULA’s Atlas V rocket in November 2020.
GMC

Northrop Grumman conducted a validation test of its GEM 63XL rocket motor. Photo courtesy of Northrop Grumman
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Elbit Systems’ UK subsidiary wins $137
million contract to supply future target
acquisition solution
Elbit Systems announced that its UK subsidiary, Elbit Systems UK Ltd., was awarded a $137 million (approximately £100 million)
contract by the UK Ministry of Defence to provide the British Armed Forces with the future target acquisition solution for Joint
Terminal Attack Controllers and Fire Support Teams under the Dismounted Joint Fires Integrators (D-JFI) program. The contract
will be performed over a five-year period.
The D-JFI solution to be provided by Elbit Systems UK, is a networked, passive and active target acquisition solution that
acquires, generates and communicates target information to effector systems for effective engagement of joint precision and nonprecision fires. The solution is empowered by Artificial Intelligence and will interface with the radio communication systems of the
British Army, Royal Air Force and Royal Marines. The D-JFI solution draws on the Company’s operational experience in providing
dismounted network combat solutions. It integrates several of its technologies, including: the TORCH-XTM Battle Management
Application; the HattorixTM system for undetectable generation of high-precision targets, the CORAL Multi-Spectral electro-optical
payload for enhanced target acquisition in day and night and the RattlerTM XR long range laser designator. The D-JFI solution will
enable fast and secured transmission of target information across the British and Allied Armed Forces, allowing swift and accurate
utilization of artillery and close air support.
Martin Fausset, CEO of Elbit Systems UK, said: “It is essential for our Armed Forces to be able to operate swiftly and accurately
in hostile environments. The systems to be supplied by Elbit Systems UK represent our commitment to continuously provide the
most advanced technology to those on the frontline. The D-JFI solution will provide operational advantage to the British Armed
Forces in an increasingly complex battlefield.”
Defence Procurement Minister Jeremy Quin said: “This contract with Elbit Systems UK not only delivers the very latest in
battlefield technology to our frontline soldiers, but also invests in the British defence industry, sustaining more than 500 jobs across
the UK.”
Employing over 500 people in 10 sites across the UK, Elbit Systems UK has successfully delivered on multiple projects in the
UK both independently and in partnership with other British companies, most notably are the Watchkeeper UAV program for the
British Army and the UK MOD Military Flying Training System (UKMFTS) program. Elbit Systems UK was also recently selected by
the UK MOD to provide the Royal Navy Future Naval Training Program, the MORPHEUS Battlefield Management Application for
the British Army and networked simulators to train mounted and dismounted Joint Fires teams and Joint Fires Cells.
GMC

Photo courtesy of Elbit Systems
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Swedish Coast Guard Kombinationsfartyg KBV 001 Poseidon. Photo courtesy of NSSLGlobal

Meeting the communications needs
of a modern navy
It’s a challenging time for meeting the communication
needs of a modern navy. With significant changes in capital
equipment as new vessels come into service and the
growing operational and welfare demands on these
platforms, combined with impending financial challenges
as many governments deal with the impact of COVID-19
on their defence budgets.
Neil Fraser, Director of Defence and Space Programmes,
NSSLGlobal
Many navies throughout the world have changing information
demands to cater for defence and wider security tasks and are
looking at how to best leverage a blend of commercial satcom
(COMSAT) and military satcom (MILSAT) services to deliver
assured and affordable solutions. Taking the Royal Navy as an
example, supporting the F-35 aircraft onboard HMS Queen
Elizabeth and HMS Prince of Wales, requires significantly more
bandwidth and communications capabilities than previously
seen in the Royal Navy. This is unsurprising, given the
procurement timelines of both the aircraft and the carrier, but
reflects an increasing challenge to defence – that of ‘gearing’
the timelines for the acquisition of combat platforms with the far
quicker upgrade cycles (in both expectation and capability) of
information technology and the enabling communications
networks.
Closer to home, and relevant more particularly to nations
who do not generate carrier task groups and for dealing with
migration and border security roles, the Royal Navy’s River-class
offshore patrol vessels are in great demand for coastal water
policing. These coastal operations in some ways present a more
complex communications demand, as ships not only have to

8
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communicate with other navy platforms, but other law
enforcement agencies both on and offshore and so require a
blend of technology such as satcom and mobile phone (LTE)
connectivity. For many of the world’s navies, coastal patrols and
defences are a key objective, and we recently won a contract
with the Swedish Coast Guard to deliver Ku-band VSAT solutions
to support their mission.
The Royal Navy’s game-changing ‘Future Commando Force’
transformation programme is looking at how the Royal Marines
will operate, including tactics, and increased applications of
emerging technology. This will change the communications
demands between an amphibious force and small groups
operating ashore who need to establish satcom quickly, operate
drones and exploit artificial intelligence in the deployed
environment. These changing concepts and the technology to
support them have relevance to many nations amphibious forces
and also light land forces where rapid deployment and making
greater use of assets is becoming a key focus to deter and
counter threats, both in projecting forces abroad and to protect
sovereign territory. Many nations have long porous land borders,
in addition to coastlines, and communications is key to ensuring
that incursions can be seen and dealt with.
The Royal Marines and the wider Royal Navy also retain
roles that push forces to NATOs northern flank and within the
Arctic Circle, presenting additional communications challenges
to the usual deployments able to be well served by the
geostationary belt.
Most modern navies operate in coalition, forming task groups
of many nations, for example in counter-piracy and regional
reassurance roles. This requires shared information across
multiple systems to coordinate intelligence, planning and tactical
operations. Some of this will be from ‘open source’ and
particularly well suited to COMSAT broadband solutions. There
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is also a resurgence in Anti-Submarine Warfare (ASW) with a
related airborne and maritime connectivity demand for
Intelligence, Surveillance and Reconnaissance (ISR) in national
and wider regional terms, for example as the UK brings the P8
Poseidon towards full operational capability. In addition to
manned ISR, there is also increased use of unmanned air
systems (UAS) which need assured communications to fly in
airspace and also to offload critical information in a timely
fashion. The size, weight and power (SWAP) challenges in UAS
are areas the industry is addressing.
Changing expectations
Commanders and crew are used to utilising the latest information
technology ashore, to consume both entertainment and business
information. Service personnel who use instant messaging and
video calling, on-demand TV and computer games, increasingly
expect to have similar services when deployed.
Crew communications are key for welfare, entertainment,
training and education. In fact, a survey by the international
maritime charity, the Sailors’ Society, also found that reliable
connectivity is of fundamental importance for mental wellbeing,
operational efficiency and safety at sea, as well as its critical
role in attracting new talent. The recent Happiness Index report
on the welfare of mariners in the commercial sector, published
by The Mission to Seafarers, also found that crew that have
good communication with their families are much happier than
those who do not. Whilst commercially focused surveys, being
at sea for long periods has welfare implications for military
personnel.
However, in many cases, these expectations are not met,
and this is not always through an operational security constraint
for a particular mission or a lack of funding. Currently, many of

the Royal Navy’s frigates, destroyers and aircraft carriers have
less bandwidth available to them than most domestic consumers
enjoy at home or many commercial vessels afford their crews.
With bandwidth upgrades necessary to support new military
equipment and meet changing threats, now is the time for navies
to consider replacing direct TV at the same time, with internet
services and content management solutions to enable managed
Wi-Fi for mess decks and cabins, which are now common-place
in commercial vessels.
Choosing the right services and equipment
Maritime platforms need both choice and resilience, often
achieved through a variety of communications solutions ranging
from GMDSS (Global Maritime Distress) COMSAT on L, C, Ku
or Ka-bands and, in many cases, ships have MILSAT on X, Mil
Ka or UHF. Whilst ships thus have a mix of operational, tactical
and welfare networks, the throughput of these systems can be
limited, or they are allocated to specific tasks.
Having more commercial bandwidth alongside military
satcom helps both crew and combat missions because, if the
right systems are in place, they have the ability to prioritise
bandwidth based on the task in hand and the electronic
environment. Many navies already leverage COMSAT, and
several are now benefitting from the latest commercial services,
including for example NSSLGlobal’s Cruise Control+ and Crew
Unite services. In addition, hybrid solutions are increasingly
required, such as the award-winning FusionIP service where
one single 60cm dome integrates the best of two worlds; LTE
and satellite broadband, allowing ships to automatically switch
between 4G/3G and satellite networks to achieve optimum data
speeds and cost efficiency.
What’s also required to benefit from changes in technology

FusionIP radome on ship. Photo courtesy of NSSLGlobal
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more cost-effectively and rapidly is a flexible network
infrastructure and antenna mounts, so that systems can be
upgraded with ease. This includes both specific Mission Task
Equipment (MTE) for certain deployments and future technology
to accommodate rising demands. Increasingly in polar regions,
naval vessels also need to utilise low Earth orbit (LEO) satellites,
using networks such as the Iridium Certus platform providing
global L-band coverage and with greater throughput than
previous systems.
Of course, how these capabilities are delivered is more than
just satcom bandwidth and terminals, and for many commercial
customers and most military customers the use of Virtual Private
Networks (VPN) for security and also regional hubs for control
of data and information often form core parts of requirements,
and something NSSLGlobal and other providers are familiar
with.
Looking to the future
In order to meet the future needs of navies, it’s going to be
necessary to balance the laws of physics with meeting
expectations. The further forward you go or the smaller the
vessel, the more crucial that size, weight and power becomes.
Future navies and commando forces will require assured and
affordable services that require the minimum number of
terminals, modems, boxes and cables, combined with flexible
service plans whilst being able to work on the broadest number
of bands and constellations as possible. Multiband terminals
are becoming fairly commonplace, but clearly working on
multiple orbits presents additional challenges. But for small craft,
vehicles and small teams easy to use and small form factor
capabilities are key.
Approach
Many defence organisations are considering how to improve
contracting mechanisms in order to deliver innovative new
solutions. The challenge for long term programmes is that what
people need is often hard to determine, especially if they don’t
understand what they could have. Some in defence still view
satcom as expensive and only for specialist uses. Yet we live in
a world where millions of consumers get their broadband from
space (at superfast speed), and people on super yachts and
commercial vessels can stream video content. These networks

have been delivered by industry, not to meet statements set out
in a thick requirements document, but to win business based
on analysis of the market and understanding of what consumers
need.
Thinking across programmes is also key – and looking at
what the front-line command and deployed user needs. Take
Intelligence and Surveillance (ISR) for example; it needs sensors
on platforms (including the person as a platform in some cases)
to collect data, that needs delivered to places and people with
the right tools to analyse, add value, layer over other sources
(government, allies or open) and get it back to commanders
and users. That seems to work on smartphones with apps to
navigate cities and find places to eat but presents challenges
for defence CIS programme architectures across the deployed
and fixed space. It isn’t simple - maritime threats from sub-surface
and fast boats, the complexity of joint and coalition operations
and a complex and lengthy ship acquisition and refit programme,
but it means you then see satcom as part of the enabling network
woven across much of this and to a deeper level.
My time in uniform, at Viasat and now at NSSLGlobal shows
me that leveraging multiple satellites and really understanding
user demand and actual usage allows cost effective capability
to be delivered – whether this is to super-yachts, oil tankers or
Royal Navy vessels. In addition, how adding value services to
what may initially be seen as a ‘connectivity’ problem is actually
what customers really need.
Defence solutions are often a combination of hardware,
software, government and private sector products and services
and thus a more collaborative approach is needed with the
industry to ensure more cost-effective improvements can be
delivered iteratively in a timely fashion, rather than following
more rigid approaches that allow for little adaptability.
Focusing on the end customer, whilst clearly understanding
the technology that enables solving his problem, is perhaps the
key to looking at these programmes across an end to end
architecture which extends to and from space, and across a
fixed and mobile infrastructure.
With more flexibility to acquisition approaches and more
regular dialogue with industry, navies will be better positioned
to shape and exploit industry developments to meet the
operational, tactical and welfare expectations and demands of
GMC
commanders and crew.

UK Carrier Strike Force QE, Northunberland Dragon. Photo courtesy of NSSLGlobal
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Powering applications
globally
Intelsat General Communications (IGC) provides connectivity solutions
to government agencies around the world leveraging secure, cost-efficient,
high-performance satellite networks to power applications ranging from
homeland security and remote military operations to disaster
preparedness and recovery. With uncertain days ahead given the close
of the pandemic and the change of US administration, Skot Butler,
President of Intelsat General Communications, outlines his strategies for
delivering to government sectors in 2021.
Laurence Russell, News and Social Media Editor, Global Military Communications
Skot Butler, President of Intelsat
General Communications

GMC: What successes are you most proud of in the Government segment
in 2020?
Skot Butler: There are three things that I would like to highlight. The first is in the
hosted payload arena. We launched Galaxy 30 with a hosted payload for the
FAA, under contract with our partner Leidos, in support of the FAA’s Wide-Area
Augmentation System, or ‘WAAS,’ which is used to provide airline pilots with
precise approach and departure, essentially augmenting GPS services for the
National Airspace System. This is the second WAAS payload that we’ve completed
in recent years.
We’re also under contract via Maxar to host the TEMPO payload for NASA
on Intelsat 40e. TEMPO looks at tropospheric emissions through UV visible
spectrum to detect pollutants in the atmosphere. That satellite is currently under
build for launch in 2022. We’re big proponents of hosted payloads and we wish
that there were more missions that we could get to line up with government
needs.
We’re also very proud of our fully managed ‘Satcom as a Service’ offerings
with FlexAir and FlexGround. In 2020, we’ve brought increased speeds to those
services with the help of our high throughput satellite (HTS) fleet, as well as
ubiquitous global coverage that supports users anywhere, and new terminal
flexibility across new antenna sizes and form factors.

GMC
Q&A
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Intelsat's Flex White House Demo. Photo courtesy of Intelsat
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We’ve also partnered with terminal manufacturers, to simplify
this technology, requiring less training for users and greater
ease-of-use overall.
GMC: With the new administration now in place, what does
Intelsat want from the new government leadership?
Skot Butler: There are several things that we’re looking for from
the government, and that we’ve been anticipating for some time
now. These are things that we think are important for both
government and commercial industry as we go forward.
The first thing is to maintain a dedicated funding and
programme for commercial satcom. We believe that deliberate
programming and investments are needed to evolve the
commercial satcom sector in line with the US Space Force’s
SATCOM Enterprise Vision, which prioritises a hybrid, integrated
commercial-military satcom architecture. We think it’s imperative
to have dedicated stable funding to meet that vision.
The second thing would be a flexible procurement
framework. A long-term baseline of capacity to support enduring
US Government missions will better align the needs of industry
with those of the government, essentially establishing a more
stable customer relationship in which the government benefits
from greater input into investments due to the durable
relationship.
The third thing would be to finalise satcom cybersecurity
standards. All of the DoD’s supplier base has general compliance
requirements coming down courtesy of the Cybersecurity
Maturity Model Certification (CMMC). So that’s sort of a broad
umbrella.
Satcom has a range of more targeted information assurance
controls - known as ‘IA-Pre’ - to pre-clear commercial systems
and networks for government use, which means we need
finalisation of standards that we can then ensure we’re delivering
on.
The last thing is a continuation of something that has been
growing in importance for a number of years now, namely the

deliberate, enhanced collaboration between industry and the
Department of Defence (DoD), that ties directly back to that
SATCOM vision. Essentially, the more we are directly engaged
as an industry to understand the unique challenges of the
government, particularly in the DoD, the more we can do as an
industry to make sure that we’re prepared to best support them.
GMC: With the rapid advancement of digital complexity and
the cyber domain, data security has become increasingly
important. What are the contemporary dangers major
governments face?
Skot Butler: Transmission security, or TRANSEC, is about what
they call the externals of the communication link, as opposed to
communications security, or COMSEC, which relates to the
actual information that’s being transmitted. Transmission security
is really about things like the IP headers and so forth, which
carry certain types of information about the kind of traffic; the
remotes, the pattern of requests coming from remote terminals
to join a network, traffic volume, and so on.
Those are potential areas where information could be
exploited. Depending on the type of network, there may be more
or less concern about different kinds of threats. But there are
mitigation techniques that commercial systems can adopt, for
instance, showing constant walls of data so it’s not obvious when
data is passing through which could signal an increase in
operations. Random dummy bursts can also be injected, digital
keys can be used, etc. There are a range of techniques that can
be employed, and industry continues to work to enhance that
mitigation.
GMC: Is there anything the government doesn’t have right
now that you feel they should?
Skot Butler: A lot of what we’re looking for is wrapped up in
policy and architecture. We’re very supportive of the Space
Enterprise Vision - signed in February 2020 - which looks to
have a single enterprise architecture across commercial and

Photo courtesy of Intelsat General
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military satcom. There is a lot of work to do by all constituents to
truly realising that picture.
There are funding elements, procurement frameworks and
interoperability standards which must be solidified now. The good
news is that there is alignment between industry and government
on this, it is just going to take a bit of elbow grease.
GMC: What can private industries like Intelsat offer
government buyers that US Armed Forces R&D cannot
match?
Skot Butler: The most important factor is probably speed. How
long government programmes can take to develop is a wellworn trope. Sometimes there’s good reason for that, but it is a
problem when the technology that they are using becomes
obsolete, or otherwise outmatched by the time those systems
are actually fielded. Technology simply evolves faster now due
to the nature of modern commercial space innovation. Not every
state program can match the market as it is now.
The other factor is investment. Because the industry serves
commercial as well as government markets, the business cases
are built upon broader market bases, allowing for sharper
investment. That said, there are mission areas where uniquely
government solutions are still best. This is not a winner-take-all
situation, but rather, different strengths which have a lot of
potential to complement one another. In the case of wideband
SATCOM, it is clear that this is a textbook case where the
commercial industry can form the primary backbone.
By leveraging commercial investment in places where we
can excel, the government can focus their internal investments
where they are best applied. One such priority for them is
integration, which has a lot to do with satcom architecture in
how the hardware and software they are building and buying
join up.
This will be a critical role for the partnership between the
government and commercial industry. The government needs
to clearly lay out its requirements, without dictating the solution

in a way that is overly burdensome on industry - driving costs
up for all.
GMC: Could you tell us about your collaboration with
Eutelsat to deliver quantum satellite technology?
Skot Butler: IGC is going to be the channel to the US
government market via the partnership that we enjoy with
Eutelsat. Their capability on quantum is software-defined, which
we see as the future for satellite networks for both space and
ground. Software Defined Networks (SDN) enable solutions like
beam shaping, beam splitting, power, and frequency agility - all
of which enable unprecedented flexibility and resource efficiency.
When missions change quickly, our control over the beams
can adapt to continue providing coverage in unique
circumstances on the move, allowing for more return on
investment in space as orbital assets remain available in all
circumstances - matching the coverage and power to the specific
mission need. Our customers will be able to create a library of
known beam configurations in advance, which can be rapidly
employed. More importantly, they can devise new configurations
in near-real-time to meet emerging mission needs. Finally, they
will be able to do this via IGC in order to provide maximum
operational security.
GMC: With environmental catastrophes increasing in
strength and frequency, what advances in disaster
preparedness and emergency communications can help
keep people safe from natural disaster?
Skot Butler: I would say satellite has long been the solution to
communication challenges in times of disaster when terrestrial
networks are damaged or lost. Satellite provides both monitoring
networks to provide early warning alerts, and also can quickly
establish new communications networks to provide for responder
communications and the logistics of rapid deployment.
Our Flex network is an ideal match to this challenge. Paired
with the latest user terminals, which are inexpensive, small, and

Photo courtesy of Intelsat General
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simple to use, we can deliver new value to responders. Our
plans remain flexible enough to deliver the right capacity for
emergencies, enabling affordability and adoption to places that
might not have significant requirements outside of disaster
situations. Essentially, it is possible to have a standing broadband
satcom network without the attendant costs of a traditional
network. That allows us to keep capacity primed and ready for
use within an affordable usage-based model that suits everyone.
GMC: How do you plan to proceed across the next six
months despite the coming upheaval given the new
administration’s priorities, trade war de-escalation, climate
uncertainty, COVID havoc and so on?
Skot Butler: Of course, we have no crystal ball here, and these
are certainly more volatile times than those we’ve experienced
in years past. We do feel confident that the increased focus on
space is not something that is going to lose steam in the arms
of the Biden administration, but on a granular level, the budget
could certainly look different based on the new Administration’s
priorities. But in the near term, we will simply be keeping our
heads down focused on our user mission.
Our government users often need to operate in pretty remote
and austere environments under very demanding conditions,
so we plan to continue advocating for resources and policies
that are going to best equip the end-user. Besides that, we plan
to continue to deliver on our brand promise of excellence and
support that we’ve long provided.
In respect to COVID, we will be following much the same

procedures that we put in place earlier in the year, keeping our
people and partners safe while remaining productive. We’ve
been lucky in that our management had a solid disaster response
plan in place, kept updated over our many years of doing
business, which we were able to step into without much fuss,
causing a relatively seamless transition of support and very little
impact to our customers.
Looking forward, we’re paying attention to what the DoD
needs for their hybrid architecture and considering many
avenues for where the demand’s going to be. We’re interested
in software-defined networks offering interoperability across
domains and better integrating satcom with the larger telecoms
infrastructure on a global scale while being prepared to
seamlessly interoperate with a 5G world.
The bottom line is that Intelsat is continuing to innovate and
lead. A couple of specific examples: We are heading the 3GPP
Non-Terrestrial Networks working group to develop standards
for extending terrestrial networks to satellite in a standards-based
infrastructure. We’re also a founding member of the HAPS
Alliance, looking at how high-altitude platform stations can be
utilised for yet more flexibility, coverage augmentation, and surge
requirements with super-low latency. We’re looking at how
antennas down to handset sizes can be integrated into greater
networks and networks of networks. And of course, we’re looking
at creating the best possible user experience, delivering
capability in the most uncomplicated way we can through
interoperability with things like universal modems and other
solutions.
GMC

Galaxy 30 with a hosted payload. Photo courtesy of Intelsat General
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Wearables go
intimate for
multitudinous
defensive
applications
Wearables are a group of horizon technologies for which
consumer electronics developers are establishing a
particularly wide frontier. As increasingly intuitive
peripherals and ever more intimate applications coalesce,
military functionality becomes an increasingly obvious
aspect of future peacekeeping.
Laurence Russell, News & Social Editor, Global Military
Communications
Thanks to the trend of micronizing technology, our hardware
has become noticeably smaller without having to sacrifice power,
a quality which has resulted in the kind of adaptability that has
made the realism of robust, non-invasive wearable technology
more tangible. Motion tracking, GPS, body monitoring, sensors,
haptics and augmented reality are all common applications
seeking to increase our access to technological sophistication.
On the consumer side, the most immediate devices of this
field that spring to mind are smartwatches, headphones and
optical displays, though wearable technology has been proposed
to extend to clothing and by extension the fashion industry, with
smart shoes and gloves. MarketWatch estimates that the

wearable market will reach US$58.3 billion by 2024 growing at
a CAGR of 15.8 percent from 2016.
On the surface, wearable technology brings digital
convenience closer to the user, to an almost intimate degree,
making technology unprecedentedly tactile. On a wider scale,
wearables are a fairly explicit step between conventional
hardware and cybernetics.
As tends to be the trend with new frontiers of technology,
the cutting-edge of this movement sits in the commercial sphere.
Devices like the Fitbit and Apple Watch are continuing to innovate
in the field of medical monitoring and wearable computers. With
new electrocardiogram (ECG) technology, these devices are
on the cusp on constant monitoring of a wearer’s basic vital
signs for irregularity, aiding in maintaining a healthy lifestyle.
Industrial wearables
Industrial equivalents in mobile computers used by warehouse
operators expand on such innovation, with powerful handsfree
devices providing a cavalcade of integrated applications. This
can allow operators to scan items, check spreadsheets, read
information via heads-up displays or log commands via voice
all without having to carry anything new. Lightweight and
ruggedized purpose-built wrist, head or hip-mounted devices
optimize productivity, quality of service and worker welfare. It
isn’t a stretch to imagine how such innovation could be applied
to mission-critical responsibilities.
One such application is maintenance, repair and operations,
supporting engineers and technicians with streams of
information, from instructions to technical documents and of
course live calls with supervisory staff, intuitively implemented
into their field of vision.
A new head-mounted display (HMD) start-up, Klatt Works,
aims to simplify optical display wearable technologies by
removing barriers to implementation for MRO industries. While
augmented and virtual realities (AR/VR) are powerful buzzwords
in discourses concerning visual overlay technology, Klatt Works
is taking a more realistic approach, limiting their AR/VR
investment to focus on text-based organic instructions, which
are far easier to organise and interpret.
Ed Riehle, Klatt Works’ Director of Business Development
explains that the investment in technology and training to
properly implement AR/VR is simply too high for most MRO

An earable computer system developed at the University of Boulder by Assistant Professor Tam Vu. Photo courtesy of CU
Boulder
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providers. He also suggests that most highly-trained and
seasoned technicians don’t require the granular level of detail
AR/VR accommodates: “I don’t need my mechanic to know to
turn a screw left or right on a certain process—they know how
to do that kind of work,” said Riehle.
Klatt Works’ MX Accelerator system takes the content
creation process out of the equation, instead disseminating
existing manuals and technical documents into a form easily
accessible and interactable through an HMD, making them
available to technicians and supervisors out of the box. The MX
Accelerator was developed in part through the US Air Force
Small Business Innovation Research Program in 2019 during
which Klatt Works demonstrated their solutions using
maintenance processes on the Bell Boeing V-22 Osprey.
Earable innovation
A team of engineers at the University of Illinois’ Grainger College
of Engineering recently released a packet of academic
documents detailing their work with connected earphone
technologies, or ‘earables.’ “The leap from today’s earphones to
‘earables’ would mimic the transformation that we had seen from
basic phones to smartphones,” explained Professor Romit Roy
Choudhury, an expert in electrical and computer engineering.
“Today’s smartphones are hardly a calling device anymore, much
like how tomorrow’s earables will hardly be a smartphone
accessory.”
Supposedly, earables will be capable of generating “acoustic
augmented reality,” that is the application of sound artificially
shaped to appear to be coming from a certain direction, quickly
alerting a user of something in their environment. This combined
with whisper-quiet information delivery could allow for a truly
intuitive means of supplying situational awareness to personnel.
Hypothetically, earables could hear the movements of the
teeth, tongue and throat, which could potentially be recognised
as certain commands, allowing for a form of sub-vocal
communication, allowing for simple messages and inputs to be
read by the device without the user needing to make perceptible
noise.
That is to say nothing of health monitoring. The ears are a
key part of the human body, which combined with other
monitoring points, could present a very clear picture of a
peacekeeper’s health for commanders to track through IoT

technology. “We’ve been working on mobile sensing and
computing for 10 years,” explains PhD student Yu-Lin Wei. “We
have a lot of experience to define this emerging landscape of
earable computing.”
In the mission-critical sphere, this amounts to the ability to
inform peacekeepers of the direction of approaching threats,
allies or civilians identified through ISR data available to their
commanders and support staff, or have intelligence operatives
communicate simple codes without speaking or using a physical
device.
Military application
Direct military applications are more complex when it comes to
emergent technology. The nature of mission-critical hardware
and software is reliability, not bleeding-edge innovation. As such,
true wearable implementation in defence is on our horizon,
however early research and development programs are well
underway.
The Pentagon is looking to pilot a number of remarkable
applications in 2021 including wearable sensors, neuromorphic
computers, and holographic display. A special notice published
by the US Defense Department’s Prototypes and Experiments
Office invites companies that share their objectives to participate
in virtual solutions meetings set to be held in early 2021.
Solutions have been divided across five focus areas:
Computing at the edge; health; human performance and
remediation; modelling and simulation; psychometrics; and
telemaintanance applications. Appropriate technologies are also
described in the notice to include analytics for low-connectivity
environments, brain/machine interfaces, electroceuticals, smart
fabrics and sensors, and predictive performance models.
“The meeting will provide selected innovative companies with
an opportunity to make short technical presentations to
government representatives about their technologies and
products,” the notice reads. These incentives are being fielded
on behalf of the Air Force Warfighter Integration Center and its
Disruptive Technologies Team besides the 711 th Human
Performance Wing of the Air Force Research Laboratory.
Together, they hope to support “agility operations through justin-time training technologies that promote warfighter adaptability
to support multi-mission operational requirements in austere
environments.”
GMC

HMD system. Photo courtesy of Klatt Works

www.globalmilitarycommunications.com | January/February 2021

Issue.pmd

19

19

24/01/2021, 19:45

Global Military Communications Magazine

Interference: Is it time for a new
resolution?
Satellite interference has for a long time cost the satellite
industry valuable time, ensuring that it doesn’t cause
severe service degradation for customers. Martin Coleman,
Advisory Board Member, Satcoms Innovation Group,
recounted his tales of the early days of interference: “I
was one of the first people to have an interference case.
We didn’t know it was interference, it was just a problem
that needed solving.”
Joakim Espeland, CEO, QuadSAT
It was first brought to industry wide attention in the late 90s
when a representative from the European Broadcasting Union
(EBU) brought up the increasing trend of interference impacting
broadcasts at a meeting of the World Broadcasting Union –
International Satellite Operators Group (WBU-ISOG). The
broadcasters took the problem to the satellite operators and
this in turn led to the formation of the Satellite Users Interference
Reduction Group, now known as the Satcoms Innovation Group.
In 2013, the Satcoms Innovation Group (at the time the
Satellite Interference Reduction Group) conducted a survey with
Newtec that found more than 50 percent of operators
experienced interference at least once a month, with some
suffering continuously. Interference is not going away, but it
seems operators have more tools to help manage it, even with
growing fleets and ever more complex environments. However,
interference causes degradation and impacts all satellite users,
both commercial and military. Therefore, is it time to look at what
more can be done to bring cases down?
Interference and the military
In the early days, interference mitigation was very much led by
the commercial satellite industry. This is not through any apathy

on the part of the military, rather because the military has the
advantage of being a relatively small network that could initially
self-manage the problem. That is no longer the case and military
users have increasingly found themselves impacted. Space has
become more crowded, networks have grown, and satellite
interference can impact services, even if not in the same
frequency band.
At the same time, military applications have an arguably
greater need to avoid interference as any service degradation
could have a safety impact for military operations and personnel.
Some types of interference are almost exclusively caused
by military operations and are particularly challenging to solve.
These are often caused by something other than a satellite
signal, such as, for example radar interference or interference
caused by signals from weapon systems. That said, whatever
the cause, just as the broadcasters came to the operators for
solutions, it will ultimately be down to the satellite operators to
resolve interference for the military.

Military interference: Reality vs perception
There is a tendency, especially for the military, to assume that
most satellite interference is intentional, caused by deliberate
jamming. In actual fact, it has been proven time and time again
that this is not the case. Jamming impacts only a small minority
of services, both in commercial and military. Back in 2007 and
2008, the then SUIRG collected stats from satellite operators
that showed only 0.03 percent of interference was deliberate.
Although these stats relate to several years ago, the general
consensus is that intentional interference is still minimal, aside
from occasional peaks around specific political events in certain
regions.
Over the past few years, stats have periodically been
presented at SIG workshops, all of which show that the biggest
causes of interference are human error, such as misalignment
and faulty decommissioning, for example, and equipment failure.
When it comes to equipment failure, this could be down to an
under-performing piece of equipment that was never fit for

Photo courtesy of QuadSAT
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purpose, but it can also be caused by ‘graceful degradation’ of
equipment, whereby preventative maintenance of installed
equipment is not happening, and it becomes faulty before end
of life. This can relate to any part of the ground equipment, from
faulty cables to under-performing radomes.
As alluded to earlier, radar is also a big cause of satellite
interference and it is particularly challenging to resolve. This
means that nothing much has changed to resolve this cause of
interference over the years. Radar emissions can be
inadvertently uplinked to a satellite or affect the Earth station
itself. The challenge is that it is not easy to identify the source
and it can only be fixed if you know what is wrong. If the
interference impacts the customer’s receive equipment, the
satellite feed itself may seem fine when monitored independently.
One big cause of radar interference is counter incoming weapon
systems. They can destroy a lot of signal but can transmit without
prior warning. Once radar interference occurs, often operators
have no other option but to simply move services to elsewhere
on their network.
The road to resolution so far
Satellite operators, with the help of initiatives from both SIG
and the Global VSAT Forum (GVF) have put a great deal of
effort into interference resolution. A big part of SIG in particular
is about fostering relationships between the technical operatives,
which has led to a situation today whereby interference can be
solved much quicker thanks to closer collaboration. The amount
of time it takes will depend largely on the source of the
interference.
When it comes to resolution, there are two approaches:
Proactive and reactive.
Proactive measures
There have been a number of industry-led proactive initiatives
that have been aimed at putting in measures to prevent
interference happening in the first place.
The GVF’s training courses ensure that satellite engineers
are equipped with the right knowledge and tools to prevent them
causing interference, as well as knowing how to spot errors

when they do occur. These courses have been crucial in reducing
human error. The military sector is challenged with frequent
personnel changes, making it difficult to keep up with the right
training each time a new person transfers into a satellite-based
role. I’m certain that if all satellite engineers, no matter the
application, had undergone some level of GVF training, we would
see a dramatic reduction in interference cases.
The GVF also introduced a type approvals initiative to reduce
errors caused by under-performing satellite equipment. For
satellite users, they know that products that have been type
approved have a certain level of minimum performance.
However, many of the satellite operators have their own rigorous
testing procedures for antennas used on their networks.
Realising that a lot of work was being doubled up across the
board, they decided to work together to come up with a minimum
set of requirements that would suit all operators. This has already
transformed antenna testing and greatly frees up time spent as
an antenna that has been testing to SOMAP guidelines doesn’t
need to be retested by a different operator, except to test any
specific parameters not covered. Testing itself however remains
complex and expensive.
Reactive measures
There have also been several measures aimed at helping spot
and resolve interference once it does occur. This has largely
been the remit of the Satcoms Innovation Group, not surprisingly
as its membership is made up of those at the thick end of dealing
with interference as it occurs.
Notably, SIG was responsible for spearheading the Carrier
ID initiative (CID), which adds an ID to ensure an interfering
carrier can be easily and quickly recognised. Satellite
manufacturers worked together to develop a common standard
and it is currently available in most satellite modems and
modulators. This concept was taken a step further by Verisat,
now part of Kratos, when it developed SatGuard, a tool for
automatically identifying the source of VSAT interference.
All these initiatives have also very much raised the
awareness of satellite interference. This makes it easier for
technical teams to get support and financing from commercial
teams. Open discussion around the problem makes for better
resolution. However, it is still very much up to the operations
teams at the satellite operators, which need to identify and solve
it on a case-by-case basis.
Interference still exists, so what now?
While measures put in place thus far have obviously had an
impact, the problem of satellite interference still exists and is
growing. Most of the tools at operator’s disposal are aimed at
resolving it once it has occurred. In a world where RF systems
are being deployed more rapidly every year, the current
mitigation model will simply not hold for the future. The industry
needs to focus on being proactive instead of reactive and we
need innovation and new tools to do that.
Testing antennas and type approvals is nothing new, as
previously stated. However, testing is currently time consuming
and expensive. It is also even more challenging to test antennas
in-situ to spot any degradation over time. By using drone
technology to test antenna performance we can totally
revolutionize this process.
Using drones in different testing scenarios should
dramatically reduce interference:

Photo courtesy of QuadSAT
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1. Testing antennas before deployment
With drone-based testing, antennas can be tested much more
cost-effectively before deployment as the testing solution can
be taken to the antenna. It will enable operators to facilitate a
wide variety of testing scenarios to control the performance and
quality of satellite antennas before they are introduced into their
network. It also represents a cost-effective way for antenna
manufacturers to acquire inhouse test capabilities and be able
to validate their designs during research and development before
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Types of interference
• Adjacent Satellite Interference (ASI) - Interference that is caused by a transmitter operating in an adjacent channel.
ASI occurs when an interfering signal interferes with a satellite’s legitimate communications traffic.
• Cross-Pol Interference - Digital Satellite News Gathering and other occasional services with misaligned polarization
leak energy into services located on the opposite polarization.
• Terrestrial Interference - This is the result of; existing terrestrial microwave systems; new microwave systems that
have commenced service following deployment of the satellite; or civil or military radar systems.
• L-band Interference - where L-band signals penetrated the cabling system with L-Band modems and caused interference.
• Sweeper - An RF signal – modulated or not – that increases or decreases its transmission frequency over time. This
can happen regularly or randomly. On its course through the spectrum, it destroys or degrades existing
customer carriers.
• Retransmit - The most common type of IF pick-up is generated by satellite ground terminals that are located nearby
FM radio distribution stations that retransmit parts or the entirety of the FM radio broadcasted.
• Intermodulation - If the transponder is filled with 3 or more carriers, you will suffer from transponder intermodulation
noise. The level of intermodulation noise depends on the transponder operating point.

approval programs with satellite operators as well for factory
acceptance testing.
2. In-situ measurements
Drone systems can also be used in the field. This would be
particularly useful for military applications, giving users the ability
to test comms-on-the-move terminals in-situ easily and
continually. This could include verifying that there is no co-site
interference by measuring and mapping a full ship or aircraft,
for example, across all frequencies emitted by it.
3. Radar testing
At QuadSAT, over the past couple of years, we have been
working hard to develop our solution for testing antennas. This
year, we decided to look also at radar testing. Together with
Terma, we have successfully completed tests, which
demonstrated our RF-testing drone’s ability to test and validate
radar system performance at the site where the radar is
deployed. Perhaps this could be deployed to ensure performance

and avoid radars causing interference.
The future of interference mitigation
Interference is costing satellite operators and the industry
customers loss of revenue and degraded satellite service. This
affects the entire industry, as satellite capacity becomes more
expensive than it needs to be, as well as causing customer
dissatisfaction due to outages or degraded service.
Interference mitigation is too much of a manual procedure
today and other than installer education, it is a fully reactive
approach. We need to increase the proactive approach using
innovative solutions to fully verify any new installation or service
visit, to be certain that interference is not generated on any
satellites. Getting it right the first time around will save the
operators, but also the installers and service companies stand
to profit from not having to return to site. Drone-based antenna
testing is one new tool in our toolbox that we believe will help
reduce interference, but resolution continues to need an industryGMC
wide approach and constant innovation.

Photo courtesy of QuadSAT
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Capitalising on their
success
Chess Dynamics provides advanced integrated systems and technologies
for detecting, tracking, classifying, and disrupting a wide range of naval,
land and air threats using specialised electro-optics, stabilised platforms,
digital video tracking and analytics. With a number of UK contracts under
their belt, David Eldridge, Sales Director, Chess Dynamics describes how
the company is capitalising on their successes.
Laurence Russell, News & Social Editor, Global Military Communications

David Eldridge, Sales Director,
Chess Dynamics

GMC: With average recruitment and duration of service steadily dropping,
has automation become an urgent conversation in defence?
David Eldridge: In defence sectors, platforms take a long time to go from concept
to deployment, which means that when someone joins the service the technology
is probably slightly older than recruits are used to. This and the fact that recruits
are used to using the latest technology in their personal lives means it can take
an extensive amount of time to train personnel to effectively use a capability.
So much of our understanding of technology is intuitive through the nature of
commercial applications and consumer electronics that it can be jarring to learn
something entirely new. And as commercial technology is often faster or smarter
than state technology, it can cause a lot of unnecessary friction.
Our interest is in increasing the tempo of technology rotation and work to
reduce its training burden. We ought to be doing everything we can to keep hold
of our most valuable service people, and automation plays a key role.
GMC: What are the benefits of automating defence and mission-critical
systems?
David Eldridge: The priority in automated systems of this type is to create systems
that fill the blind spots of distracted users. Personnel on the front line often find
themselves focussed on specific tasks and concerns, but critical scenarios aren’t
often so singular in their scope. In the contemporary multi-domain environment,
our personnel often need extra eyes and hands.
The challenges they face are only compounded with the increased use of
unmanned systems, which are very effective at adding to the chaos of

GMC
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AirGuard. Photo courtesy of Chess Dynamics

engagement. All these demands can easily overload the
operator, not simply dividing their attention, but scattering it
completely to the point of ineffectuality.
With automatic awareness, alerts and pathing, the operator
can focus on command and operative roles while machines do
the heavy lifting, making critical scenarios a lot less complex.
The reduction of operational and training burden through
the use of intuitive automated systems isn’t only valuable, it’s
swiftly becoming necessary.
GMC: As the complexity of defence and peacekeeping
increase, so does the demand for quality and reliability in
situational awareness systems. How does surveillance
agility help us keep a safer world?
David Eldridge: Availability of capabilities is key. There are now
multi-level systems taking in several sensors using different
technologies. That structure can be spread across thermal, radar,
infra-red and such, which makes it elaborate, and so when one
piece of the puzzle drops out, it can leave an opening.
At Chess, we’re focused on ensuring our systems are as
modular and integrated as possible, for the highest degree of
availability possible, with consideration to cyber threats.
The best way to do that is to build with consideration to
environment, for example considering the impact of vibration
temperature, moisture, use and maintenance cycle. After all, a
system is only powerful if it’s available.
GMC: You’ve been working with Vision4ce on AI systems to
automate target classification to enhance accuracy and
speed of those processes. Could you elaborate on those
efforts?
David Eldridge: Vision4ce is an associate company of Chess
Dynamics. They’re manufacturing rugged PCs and high-speed
video tracking, and working closely with artificial intelligence
and augmented reality technologies. They’re now offering a lot
of valuable support for our products.
The term AI is thrown about with increasing frequency these
days, in all manner of ways, which means we have to be more
specific about what we mean by it. It’s all about how the system
learns and how it makes decisions. We’re interested in a system’s
ability to accurately interpret and classify what it sees. That
reduces operator burden by providing a degree of analysis in a

split-second timeframe, which can offer very clear answers
broadcast instantly through a network.
Making sure that the system can remain accurate, dependant
on the angle it’s observing from and all manner of light levels, is
the challenge. It’s all well and good when it works on a clear
day, but the Chess derived system is designed for use when it’s
pitch black in a storm.
GMC: The subject of ethical AI development is presently
dominating STEM discourse. The subject of target
classification represents a primary topic of those
conversations. What’s Chess Dynamics’ position?
David Eldridge: It’s certainly something we’ve considered. In
terms of our applications, we supply into coastal surveillance
and integrated vessels, which is primarily about keeping an eye
out for vessels and assisting people who may be in danger at
sea.
The ethical conversation is centred around the capability of
a system to make decisions without an operator. Surveillance
technologies can identify compliant vessels very easily, but other
objects of interest could be harder to distinguish, particularly if
they’re abnormal.
Maritime surveillance such as this is generally less intrusive
than the conventional kind because there’s not much privacy
on the open sea to intrude upon. The hypothetical concern may
be that the system isn’t constructed with the same foundational
principals that a typical soldier would possess, but in the realm
of simple observational and analytical technology like this, the
worst-case scenario is a false-positive, which would amount to
an operator simply confirming the object.
Question: In the case of civil environments, surveillance is
heralded as a blessing and a curse. Body cameras are said
to uphold service standards, but CCTV is accused of eroding
privacy. How can we leverage these new technologies
responsibly?
GMC: Ultimately, the surveillance systems we use are relatively
simple. Some users may require evidential recorders, but even
those are beholden to data protection laws in terms of what’s
permissible.
From our standpoint as developers, what we can do is
provide the tools to provide the greatest degree of accuracy to
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Sea Eagle FCRO, Photo courtesy of Chess Dynamics

make abundantly clear what is and isn’t being imaged, and
uphold the highest standard of truth that our hardware and
software can produce. We do this in the knowledge that the
capability is being used a correct and ethical manner.
GMC: Command and control technology appears to be
innovating at increasing speeds, and mission-critical
institutions worldwide as quickly capitalising on them. What
sorts of ISR trends do you predict seeing in the near future?
David Eldridge: I would say that multi-level interconnected C2
systems have a lot of advantages.
In many areas, surveillance doesn’t have to offer such a
high standard of latency and image. From a macro perspective,
it’s often strategic to spread out our eyes and ears with a
quantitative interest rather than a qualitative one. The ability to
operate and command the interface is the important part
because that gives you the range to watch all corners.
The true innovation would be transposing the well-
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documented degree of interconnected surveillance coverage
you see in London these days into a military context. I would
say that sort of evolution is currently within reach.
In terms of command and control, the ability to quickly share
information at all levels is one of the next big things. There have
been some organisational and logistical barriers to its
implementation, but scientifically the capability is proven globally
and is only getting more agile.
Chess Dynamics sits at the forefront of those advancements.
It’s an exciting era for us and we’re looking at providing
surveillance and fire-control solutions at naval, land and security
domains.
A lot of those customers own very expensive platforms which
have gone through an exhaustive process to reach the level of
sophistication they possess. We’re able to affordably rotate
technology on those platforms to keep them at the cutting-edge
with respect to the emergent threats we must be able to respond
to, which is no small challenge.
GMC
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MISAWA, Japan (Sept. 3, 2020) Master-at-Arms 1st Class Alan Ranks and Master-at-Arms 1st Class Krystal Peterson,
both assigned to Naval Air Facility Misawa, take the temperatures of test participants during day two of the Navy-wide E6
advancement examination. Both of the Navy active duty advancement cycles have been modified this year due to health
protection conditions, including separating exams into multiple test days, social distancing at exam sites, participants and
proctors wearing masks, and temperature and wellness checks done prior to entering the examination rooms.

How digitisation within the defence
industry has been expedited by
coronavirus
As organisations across the world navigate their way
through the unpredictable coronavirus pandemic, the role
of technology to build resilience and ensure business
continuity continues to gather pace. For global defence
organisations in particular, the pandemic has fast
forwarded many digital advances, with many reporting that
within weeks their organisations have managed to deliver
on digital infrastructures projects that were scheduled years
down the line.
Matt Medley, Senior Product Manager, IFS
For all military operations to continue and stay within COVID19 guidelines, organisations have realised that they need to cut
back on bureaucratic processes and embrace a new model of
flexibility, and that means prioritising increased investment in
new technology. We can already see this at work – the British
Armed Forces is currently trialling the use of simulation, which
includes virtual reality and augmented reality, to conduct targeted
and responsive training for personnel. In Australia, industry,
military, and academic bodies have partnered together to coinvest in data visualisation research. The project focuses on the
development of new manufacturing technology to support the
Hunter Class Frigate Programme and it is hoped that the coinvestment will instigate improvements in shipyard planning and
add unique data analytics and problem-solving capacities.
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Defence organisations are already reaping the benefits of their
new working strategy and investments - according to recent
interview with senior UK military figures.
Recent IFS research indicates that the defence sector’s
developments align with the trend of organisations across
various sectors accelerating their digital advances post-Covid.
Over 50 percent of respondents across multiple industries are
looking to increase their spend on digital transformation going
forward in response to the pandemic. And with the adoption of
digital transformation increasing, the pandemic has also
facilitated another unforeseen outcome - a review of traditional
and often outdated processes.
The downtime created by the pandemic has allowed military
organisations the opportunity to re-evaluate the effectiveness
of current operations and see how they could be improved going
forward. It has been a springboard for digital transformation - as
can be clearly demonstrated in four critical areas.
1. Remote operations – a crucial feature of risk mitigation
Planned and unplanned outages that cause bandwidth and
connectivity problems can plague civilian and defence
organisations alike. These outages can be triggered by a variety
of external factors, from system maintenance, to cyber-attacks
and natural disasters. In most cases, organisations can quickly
implement their emergency plans during these outages and
restore their network connectivity shortly afterwards. As
connectivity has become a more pronounced issue since the
outbreak of the coronavirus pandemic, the need for a new
working paradigm that incorporates remote working has
increased. This new rise in demand has seen military
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In light of the evolving needs that organisations are facing
post-COVID, a Disconnected Operations solution has the
potential to not only assist defence organisations in recovering
from outages but also implement long-lasting change - allowing
operations to continue seamlessly even when assets and
workforce are located across the globe.

Matt Medley, Senior Product Manager, IFS

organisations join civilian companies in seeking remote data
access and the ability to continue working while offline and later
reconnect and resync.
However, a more advanced network solution is required for
military organisations due to the nature of operations occurring
in complex situations without readily available connectivity - and
this is where a robust Disconnected Operations solution is
necessary. Disconnected Operations can support operations
that take place in unfriendly territories with unreliable connection
and when there is a need to perform operations over an extensive
period. Disconnected Operations are an essential feature of
disaster-proofing operations as they allow data and technical
records to be collected autonomously when offline and
reconsolidated when connectivity is restored.

2. Digital advances help streamline processes, without net
change in personnel numbers
The progress of digital transformation and automation within
defence organisations has long been held back by fears that it
would inevitably result in personnel reductions. This fear has
also been to the detriment of headquarter and administration
reform.
Since the start of the pandemic however, digital advances
are disproving the initial fears felt by many high-ranking officials
within the military. The changes are increasing workforce
efficiency, thereby removing the pressure to reduce personnel
while also bringing new benefits to defence organisations. Most
notably, digital transformations allow organisations to retain
valuable personnel during a time when the pandemic is
exacerbating pressure on existing budget cuts. The military
digital transformation and automation advances that have
followed in the wake of the pandemic are helping forces across
the world address the issue of how to reduce admin costs without
compromising valuable personnel. By streamlining
administrative tasks, the digital changes ensure more efficient
back-office processes can take place and more resources can
be reassigned to the operations that matter. It is clear to see
that an increase of workforce efficiency without the need for
headcount reductions can be achieved when resources from
non-value-added processes move to core operations.
In comparison, defence manufacturers are in a less fortunate
position when it comes to benefitting from the progress of digital
transformation and automation. Despite recent advances in
Industry 4.0 technologies, organisations are still reliant on
maintaining large human labour workforces onsite, often to
support specific projects. External factors, such as budgetary
shortfalls and COVID-19, can cause these specific projects to
be delayed and this often results in skilled labourers being
reassigned to other projects or, more frequently, being let go to

Airmen participate in a training scenario at Prince Sultan Air Base, Saudi Arabia, Sept. 4, 2020.
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preserve cash. The companies best able to match their labourers
to value-added work have the best chance of retaining them
and preserving critical skillsets - the right technology solutions
can help highlight those opportunities for workforce realignment
post-COVID.
3. Pandemic downtime has encouraged businesses and
governments to reform long-standing processes – esignatures get a boost
Defence organisations, and in particular higher-ranking military
leaders, have realised that they need to forgo previous
attachments to in-person, direct management and instead adopt
a new working paradigm – namely one involving flexible and
remote working – to respond to the challenges presented by
the coronavirus and social distancing requirements. The US
DoD for example quickly moved to roll out Microsoft Teams to
thousands of remote workers in less than a month.
The modern ways of working have proven themselves to be
more than adequate replacements to the traditional processes
- with many questioning whether productivity in the past had
been held back by the long-standing means of operating. For
instance, electronic signatures generated by automated
workflows are quickly supplanting previous methods of requiring
physical signatures on formal documentation. This digital
transformation has drastically cut down the lengthy approval
processes that have been attributed to employee
disempowerment.
By reducing the number of total approval steps and raising
authority thresholds for lower-level managers, employees are
no longer frustrated by lengthy approval steps and executives
have been given the opportunity to focus their attention on more
important strategic matters.
Lockdown has given defence organisations the opportunity
to apply lessons-learnt from non-traditional processes to future
means of operation. By embracing change, the defence sector
can reap the benefits of the modern ways of working – most
notably the ability to streamline processes and increase
efficiencies across organisations – all while empowering the
workforce to be results-orientated.
4. When embracing change, make sure you continue to

adhere to regulation
The ability of A&D organisations to demonstrate excellence
across a variety of compliance areas, such as ITAR, FedRamp,
and CMMC, places them in a stronger position than other sectors
when it comes to securing large government contracts. Even
during the current global crisis, government defence spending
has remained relatively stable, with large multi-year contracts
still being awarded for major new programmes. This is in stark
contrast to commercial aviation organisations, who are
experiencing sudden decline and are recovering slowly from
the pandemic.
If military organisations want to increase their reliance on
remote operations going forward, they cannot afford to
compromise on compliance. To meet this changing demand,
defence in-service support providers need to consider how they
could strengthen their digital or remote operations with flexible
software architecture that adheres to strict industry regulation.
Research during a recent IFS webinar, attended by key decision
makers within aerospace manufacturing, revealed that only three
percent of respondents deploy their ERP software only using
the cloud - whereas 64 percent said they use their software
either on-prem only or a mixture of on-prem and cloud-based
deployments.
It is clear to see therefore, that if the defence sector wants
to continue remote working and reap the benefits that this recent
digitisation brings, while remaining compliant, they need to
choose their software infrastructure carefully. With a managed
cloud or secure hybrid enterprise software environment for
critical compliance areas such as ITAR, military organisations
and in-service support providers alike can explore remote
capabilities knowing compliance is not an issue post-COVID.
Making the digitisation leap now will drive future industry
success
The pandemic has been a catalyst for digital transformations
within the defence sector, turning blueprints into a reality in a
matter of months. If defence organisations embrace digital
transformation and choose a capable enterprise software
solution to do so, they will continue to reap the benefits of
increased efficiencies, streamlined processes and increased
flexibility long after COVID-19.
GMC

Air Force Master Sgt. Lakisha DeJesus, assigned to Joint Task Force Civil Support, attaches a power supply to a satellite
communication terminal outside a local hotel during Vibrant Response 20 Lite in Williamsburg, Va., Sept. 15, 2020.
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Earth observation
for the military
Earth observation plays a critical role in daily military and
governmental and operations by providing highly detailed
data, rapidly, from across the globe. Such data is essential
for timely information, surveillance and reconnaissance
(ISR), enabling the smooth running of day-to-day life and
critical missions alike.
Amy Saunders, Editor, Global Military Communications
One of the oldest and best-established satellite applications
in history, remote Earth observation has improved the life of
billions in the last few decades. Applications such as
meteorology, cartography, remote sensing, GNSS radio
occultation and surveillance have truly been gamechangers for
governments, militaries, businesses and consumers the world
over.
Earth observation goes global
With such diverse applications truly making a difference to lives
everywhere, the Earth observation sector is booming.
According to NSR’s Satellite-Based Earth Observation, 11th
Edition report, global annual revenues from the sale of satellite
Earth observation data derived products is expected to grow at
a CAGR of 8.2 percent from more than US$3.3 billion in 2019 to
US$7.2 billion by 2028. More than 1,100 new commercial Earth
observation satellites have been announced for launch up to
2028, including several constellations for global monitoring as
well as standalone satellites with niche capabilities, for
monitoring greenhouse gas emissions, for example. NSR warns,
however, that not all of these 1,100 satellites will launch as
mergers and integrations ramp up; Maxar’s merger of Digital
Globe and MDA, for example, drove the company to 85 percent
of the North American market share back in 2018.
Currently, Earth observation data is used for defence and
intelligence (23 percent), public authorities (20 percent), weather
(14 percent), services (14 percent), managed living resources
(12 percent), energy and natural resources (10 percent), and
industrial (7 percent). Responsible for more than 43 percent of
annual Earth observation revenues according to NSR,
government and military will remain the largest customer
segment for the field by far for the near future; however, this is
expected to change by 2028, with the services group (mainly
financial and insurance) expected to eclipse government and
military revenues combined.
A more recent report from Euroconsult – ‘Earth Observation
Data & Services Market’ – broadly agrees with NSR’s analysis,
forecasting US$8 billion in revenues by 2029, with the growth
being driven by defence and new commercial markets supported
by the arrival of new constellation operators with low-cost
solutions. According to Euroconsult, the total value of the industry
was US$4.6 billion with the data market reaching US$1.6 billion
and value-added services (VAS) contributing US$3 billion.
Defence accounted for 64 percent of the data market, while
environmental monitoring was the largest user of VAS.
More than 50 companies have announced their intention to
develop Earth observing constellations, representing roughly
1,800 small satellites, the majority of which are under 50kg.
This proliferation of new constellations results from a record
year for fundraising in 2019, with more than US$800 million
invested. These new constellations will compete with the
incumbent players for lower accuracy and higher revisit rate data
which is expected to put pressure on pricing. As data price points
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come down, especially for one-meter ground resolution that can
be leveraged for value-added services, the data market is
expected to slow, despite increased usage.
“The commercial data market is going beyond multispectral
optical data with new constellations providing hyperspectral
imagery and Synthetic Aperture Radar (SAR),” said Alexis Conte,
Editor-in-Chief of the report and Senior Consultant at
Euroconsult.
Constellations at the ready
Back in February 2020, Airbus unveiled a new portfolio of Earth
observation satellites to better meet market demands. The new
portfolio encompasses off-the-shelf products ranging from the
constellation-ready S250 optical and S250 radar all the way to
absolute-high-end systems with the S850 radar and the S950
optical. It also includes the S450 optical, formerly known as the
AstroBus-S.
“The success of our AstroBus products has confirmed our
decision of about five years ago, when we started to propose
largely standardized satellite systems for the international
market,” said Laurent Jaffart, Head of Strategy, Corporate and
New Business Development for Airbus Space Systems.
“Customers appreciate the easy access to flight-proven
technology, available quickly and offering excellent value-formoney. Today’s market shows a growing demand for optimized
revisit rates as well as an increasing need for highly reliable
and detailed information,” added Jaffart. “The fact that we are
able to combine our latest technological advancements with the
experience collected in decades of technological leadership,
enables us to define a portfolio that offers the right solution for
every customer.”
The new portfolio comprises:

•

•
•

The constellation-ready S250 optical and S250 radar, two
small satellites that benefit from Airbus’ most recent
advancements in the NewSpace sector (as also applied in
the production of OneWeb satellites), with the French CO3D
four-satellite constellation being the first to build on this
product.
The flight-proven S450 optical, recently selected for the
PerúSAT-1 (launched in 2016) and THEOS 2 (launch planned
in 2021) programmes.
The S850 radar, a highly sophisticated radar system whose
technological capabilities enable advanced applications both
in the observation domain and in scientific contexts.
The S950 optical, a high-end optical satellite that is also the
base for Airbus’ own Pléiades Neo four-satellite constellation
(starting in 2020).

Airbus customers can also choose to include elements such
as applications and operations training, in-orbit-delivery, a
complete ground segment, etc. into their Earth observation
programme.
Movers and shakers
Exploring more niche applications, September saw Axelspace
Corporation announce the signing of a MoU with Gazprom
Space Systems (GSS) towards the common goal of empowering
anyone with actionable Earth observation data to make more
informed decisions.
Axelspace and GSS will explore opportunities to deliver
competitive remote sensing solutions, particularly for the energy
industry, by combining the satellite imagery data from
Axelspace’s AxelGlobe platform - a next-generation Earth
observation platform consisting of dozens of microsatellites
called GRUS, the first of which was launched in 2019 and the
next four due shortly - powered by its proprietary microsatellite
constellation GRUS and from SMOTR Earth Remote Sensing
Space System (the SMOTR System), powered by SMOTR-V
satellites.
The SMOTR System is developed by Gazprom Space
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Systems, an affiliate of Gazprom, carrying out space activities
in the area of creation and operation of telecommunication and
geoinformation space systems in the interest of Gazprom Group
companies and other customers. The system’s primary focus is
to search for new gas deposits, monitor gas infrastructure and
conduct environmental monitoring.
In the same month, Space Flight Laboratory (SFL)
announced the successful launch and deployment of another
project we’ve been watching closely - the GHGSat-C1
greenhouse gas monitoring microsatellite - and the Slovenian
NEMO-HD Earth observation microsatellite. SFL developed the
small satellites at its facility in Toronto.
“Congratulations to GHGSat Inc. of Montreal and SPACE-SI
of Slovenia for making these groundbreaking microspace
missions a reality,” said SFL Director, Robert E. Zee. “Our spaceproven attitude control and precise pointing technologies were
major factors in winning the development contracts for GHGSatC1 and NEMO-HD,” said Zee.
GHGSat Inc. awarded SFL the development contract for
GHGSat-C1 (‘Iris’) after building the pathfinding GHGSat-D
(‘Claire’) microsatellite launched in 2016. Using high-precision
target tracking capabilities developed by SFL, Claire successfully
demonstrated that sources of methane and other gas emissions
could be detected and measured from space. SFL is currently
developing another microsatellite, GHGSat-C2, for the company.
China launches ‘innocent agricultural Earth observation
satellites’
Recent spaceflight moves by China have been making the news
at news outlets across the world, although how much of this is
paranoid hype, and how much is based in reality, remains
unclear.
In October, China launched a trio of satellites for the
Chuangxin-5 (CX-5) constellation under the name Yaogan
Weixing-30 Group-7. The satellites are, like earlier spacecraft
in the series, classed as new remote sensing devices that will
be used to “conduct electromagnetic probes and other
experiments.”
Little information has been released on these satellites,

except that they will orbit some 600km above the Earth. However,
analysts assert that this class of satellites are for military
applications, currently being used to form a high-revisit small
satellite constellation for signal intelligence missions or imaging
activities.
These three satellites join previous launches of three in
September 2017, November 2017, December 2017, January
2018, July 2019 and March 2020.
In the same month, China also launched Gaofen 13, an Earth
observation optical satellite which will use an Earth-facing
telescope to collect remote sensing images from geostationary
orbit. Like the new Yaogan Weixing-30 Group-7 satellites, very
little information has been revealed from China on Gaofen 13.
China’s state-run Xinhua news agency reported that: “This
satellite will serve economic development by providing
information services. It will mainly be used for land surveys,
crop yield estimations, environmental protection, weather
forecasting, and early warnings, as well as disaster prevention
and mitigation.”
However, there’s a lot of speculation in foreign news outlets
over whether Gaofen 13, too, is a covert military satellite,
particularly given the increasing tensions of late. China is facing
accusations of growing aggression in the South China Sea and
is also stuck in a stand-off against India on the precise location
of the Line of Actual Control (LAC) – a notional demarcation
line that separates Indian and Chinese territory. It’s unlikely that
we’ll see a definitive conclusion any time soon if ever over the
true nature of the new Chinese satellites.
The future is satellite
Earth observation satellites have come so far since their inception;
applications as diverse as pollution monitoring through to
supporting covert military operations. It’s clear that the sector is
destined for growth in the short, medium and long-term as dazzling
new applications come into being.
Amidst all the upheaval in broadcast, 5G, communications
on the move and remote connectivity, Earth observation is a
safe and growing stronghold for satellite operators today and
well into the future.
GMC

CSO-2 provides geo information to French Armed Forces. Photo courtesy of Airbus
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