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Milrem Robotics awarded contract to support
the development of the Italian Army’s robotics
program
The NATO Support and Procurement Agency (NSPA) has awarded the European leading robotics and autonomous systems
(RAS) developer and system integrator Milrem Robotics a contract to provide RAS Concept Development and Experimentation
(CD&E) Services to the Italian Army.
The scope of the multi-year campaign is to explore RAS technology in order to update the Italian army’s RAS strategy and
outline an implementation roadmap for the introduction of unmanned systems and related technology into service.
Milrem Robotics will support the Italian army in developing a clear path to how RAS technology, systems and architectures can
generate operational advantages and ground armed forces benefits when operating in urbanized environments.
“Milrem is proud to be selected as the partner for supporting the Italian Armed Forces in one of the most advanced and
challenging RAS CD&E initiatives in the world. This program is well in line with our core competencies as a system integrator for
autonomous and robotic technologies,” said Kuldar Väärsi, CEO of Milrem Robotics.
The Italian CD&E level of ambition is to exploit prototyping skills and technological capabilities to demonstrate future operational
benefits and finally, to identify short to mid-term (5-15 years) transformational initiatives for the development of operational RAS
capabilities.
The scope of the cooperation is to capture, analyse and deliver decision support data from all stages of the experimentation
process, stemming from field activities, war-gaming, modelling and simulation, innovative technologies, etc., that will respond to
the challenges set forth by the problem statement.
The deliverables of the contract include a Command and Control (C2) System, an autonomy engine, systems integration of 3rd
party capabilities, several unmanned ground and air vehicles and a variety of sensors and effectors.
Milrem Robotics is the leading European robotics and autonomous systems developer and systems integrator. The company
is known for its THeMIS and Multiscope Unmanned Ground Vehicles and the Type-X Robotic Combat Vehicle. The THeMIS
supports dismounted troops while the Multiscope is intended for civilian use such as forestry and firefighting. The Type-X Robotic
Combat Vehicle is a wingman for mechanized units.
Milrem Robotics is the leader of a consortium that was recently awarded •30.6 million from the European Commission’s
European Defence Industrial Development Programme (EDIDP) to develop a European standardized unmanned ground system
(UGS).
During the project, titled iMUGS, modular and scalable architecture for hybrid manned-unmanned systems will be developed
to standardize a European wide ecosystem.
GMC
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BAE Systems and Embraer to explore
potential defence variants for the Eve eVTOL
aircraft
BAE Systems and Embraer Defense & Security have announced plans to embark on a joint study to explore the development of
Eve’s electric Vertical Take Off and Landing (eVTOL) vehicle for the defence and security market.
The joint study builds on Eve’s development for the urban air mobility market and will look at how the aircraft could provide costeffective, sustainable and adaptable capability as a defence variant.
Engineers from BAE Systems’ Air sector in Lancashire, UK, will work together with the Embraer Defense & Security team
based in São José dos Campos, Brazil to explore how a defence variant could be used for a range of applications such as
personnel transportation, surveillance and reconnaissance, disaster relief and humanitarian response.
Eve’s eVTOL could help to transform defence operations, whilst reducing their environmental impact – at a much lower operating
cost than today’s platforms.
“This collaboration with one of the leading defence companies in the world on this exciting and game-changing technology is
in line with our goal to establish strategic partnerships. We look forward to exploring more ways our two organisations can work
together and benefit from those rich experiences and reputations. The collaboration allows us to tap into talent from across the
globe in our shared interest to develop innovative and sustainable solutions for the skies,” said Jackson Schneider, president and
CEO, Embraer Defense & Security.
Ian Muldowney, Chief Operating Officer, BAE Systems Air sector, said: “Bringing together Embraer’s innovative technology in
the commercial sector with our extensive defence engineering and systems integration experience will help us to accelerate the
pace of new innovations. This joint study is a great example of how we’re delivering against our commitment to collaborate to
explore new and sustainable technologies for our customers.”
The all-electric aircraft is part of Embraer’s commitment towards more sustainable aviation and has come out of Eve, an
independent company dedicated to accelerating the global Urban Air Mobility (UAM) ecosystem. The joint study directly supports
BAE Systems’ strategy to accelerate sustainable technology development through increased investment in research and
development, as well as working with industry partners, SMEs and academia.
GMC
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Data security is more than protecting digital assets - it's about protecting people and their right to privacy. Photo
courtesy Zivver

How to prevent potentially life
threatening human error data leaks
Data leaks seem to have become increasingly
commonplace in recent year – or possibly we’re just
hearing more about them. In either case, such leaks are
extremely serious for the safety and wellbeing of personnel
across the globe. New, more effective working practises
are needed to keep people safe.
Wouter Klinkhamer, CEO of Zivver
We are in the middle of a digital revolution, with growing
volumes of confidential military information being digitized and
shared electronically. In context with this shift, and the associated
cyberwarfare threat, sometimes an incident occurs which casts
new light on the importance of data security. For the 250 Afghan
interpreters who fell victim to the recent UK Ministry of Defence
(MoD) data leak, the impact was immeasurable.
The MoD fell into the same human-error shaped hole which
thousands of organizations across the globe find themselves
in, every year. For as long as humans are at the heart of
workplace procedures – including military operations – errors
will occur; making mistakes is, after all, human nature. It’s the
role of business leaders to support their teams and put the
security of digital communications at the forefront ensuring that
people have the right armoury in place when mistakes do
happen.
The subject of great outrage, the MoD is currently under
investigation for the Afghan interpreters’ data exposure incident
which, given the appropriate security practices, could have been
prevented.
MoD email data leak – what happened?
On 21st September 2021, the BBC reported that the MoD had
failed to protect personally identifiable information (PII) for 250
Afghan interpreters, just weeks after the Taliban captured Kabul
and seized control of Afghanistan. This story highlights the
devastating impact of an entirely avoidable security incident;
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the email addresses for 250 individuals were mistakenly copied
into an email for all to see (the ‘Cc’ field used instead of ‘Bcc’).
As with the vast majority of data security incidents reported
today (over 70 percent in the UK, according to the ICO), the
MoD’s PII leak is most likely due to basic human error. Thirty
minutes after the initial email was sent, the MoD circulated a
second email with the subject line “Urgent - Arap case contact,”
telling recipients to delete the previous email and warning “your
email address may have been compromised.”
With the incident under investigation and the story continuing
to unfold, the MoD remains the subject of great criticism.
Data protection is people protection
By its very nature, the disastrous fallout of this particular data
incident is rare. That said, it prompts an opportunity for forwardthinking leaders to review the way data is handled by staff across
the organization - especially within sectors processing large
amounts of confidential information, including the military. Those
in charge of information security need to allocate time and
resources to assess how sensitive data is being shared, and
what support the organisation’s workforce has to communicate
securely. Incidents such as the MoD’s email data leak often result
from someone making a mistake. It is therefore necessary to
focus on how to empower staff to be able to share information
securely, with confidence and with ease to avoid a potentially
damaging situation.
Protecting personally identifiable information goes beyond
ensuring compliance; it is about respecting an individual’s right
to privacy.
Empower employees with the right digital tools
Cybersecurity goes beyond compulsory training and approved
supplier lists. A ‘security-first’ lifestyle is one in which employees
are empowered with the digital tools they require to perform
their jobs as securely and efficiently as possible with minimal
disruption.
While email remains a powerful tool, it leaves a lot to be
desired in terms of security. Fortunately, technology is escalating
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of use cases, authentication of the actual recipient is needed
over authentication of their mail server. Traditional email
technology lacks options to achieve mutual authentication
without significant hassle for both sender and recipient. In the
pursuit of true data protection enablement for staff, the provision
of easy-to-use email encryption tools must be prioritized.

Wouter Klinkhamer, CEO of Zivver

to pick up where traditional email clients leave off. By automating
manual tasks and providing users with real time support to apply
appropriate data protection, the likelihood of an
error occurring when emails are sent is
dramatically reduced. A good analogy is the
SatNav system, without which drivers make a lot
of navigational mistakes. SatNav is not there to
alert against making a bad choice – instead, it
supports the user in making the right choices, all
the time. That, to me, is the difference between
risk mitigation and true enablement for people.
Another important consideration for military
organizations is that most email deliver y
technologies still lack an effective revoke function.
The reality is, in the instance of a data leak,
employees are unable to act accordingly; they
cannot determine when a message was accessed,
by whom, or take the necessary steps to control
the situation - all of which are issues likely
experienced by the individuals involved in the MoD
leak.
Whether accessing platforms on a private
network or logging into a mobile banking
application, two-factor authentication is a familiar
practice to most of us. The same principle applies
when sharing PII via email; every precaution must
be taken to ensure only authorized individuals can
access messages and attachments via the most
user-friendly (and familiar) methods possible.
In addition, email encryption is vital in
protecting sensitive data. Encrypting the
connection between the sender and recipient’s
server prevents unauthorized users from
intercepting communications whilst in transit. And,
if an unauthorized user does gain access to
encrypted files, they won’t be able to read them.
To provide a ‘reality check’ on email
encryption’s current levels of usage; the most
modern secure email standards guarantee that the
mail servers (sending and receiving) are properly
identified. But the adoption of these standards is
lagging behind. Standard email encryption only
goes so far as to ‘see if’ encryption is possible, but
without guarantee that it is with the server of the
intended recipient. And if the receiving server (or
a man-in-the-middle hacker) denies encryption, the
message is sent unsecured. In a growing number
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Turning best practice into standard practice
Maintaining data privacy should no longer be considered ‘best
practice’ - it must be standard practice.
It is not enough to demand employees ‘act securely,’ utilize
sub-standard technology, and complete compulsory training.
Organizations are obliged to seek out secure communication
platforms robust enough to fulfil privacy compliance, all the while
aiding their people in safeguarding digital assets and therefore
have the confidence to share content that matters.
A culmination of people, technology, and policy is needed
to ensure truly effective data security in today’s world.
Blaming people when technology and policy fails is a good
way of turning your most valuable asset into your greatest security
risk. Terms such as ‘insider threat’ and ‘weakest link’ are rife, and
even ‘human error’ implies malicious intent within the workforce.
In place of finger pointing, organizations must position employees
as the data protectors they want them to be, taking the onus
away from them and providing teams with the secure digital
communication tools they require to succeed.
GMC
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Countering UAS technology
The massive boom in unmanned aerial system (UAS)
technology in the last decade has seen the rapid
advancement of a relatively new major source of threat.
With militaries the world over jumping on board with their
own UAS for offensive missions, the sector has scrambled
to come up with solutions to protect against this new form
of adversary.
Amy Saunders, Editor, Global Military Communications
Originally designed for military missions that were too ‘dull,
dirty or dangerous’ for human participants, unmanned aerial
systems (UASs) have by now made their mark across a wide
range of sectors, moving beyond pure tactical sectors through
to a whole host of commercial applications. Indeed, today UASs
are utilized enormously by the commercial sector for mapping,
surveying, utilities, and the monitoring of crops, livestock,
weather, etc.
It’s no surprise then that the latest repor t from
MarketsandMarkets forecasts that the global UAS market will
grow at a CAGR of 16.4 percent from 2021 through to 2026 to
reach US$58.4 billion by 2026. North America is expected to
account for the largest share of the market during the reporting
period. Demand is expected to increase further as new
technologies such as artificial intelligence is incorporated into
UASs, which will enable activities such as data analysis without
human intervention. The COVID-19 pandemic has had a
significant impact on the UAS sector; production was largely
halted in 2020 and again in parts of 2021 in line with lockdowns,
staff shortages, raw material shortages, social distancing
protocols. It is likely to be some time yet until usual production
levels and supply chains return to normal.
Within the military sphere, UASs have been employed for
more than a decade now, and budgets for UAS technology
continue to grow year-on-year. The DoD budget request, for
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example, grew by 26 percent year-on-year to US$9.39 billion in
2019, and featured orders for at least 2,447 new UAVs. Globally,
the military market for UASs is expected to grow at a CAGR of
nine percent over 2021-2026 to US$19.641 billion.
Early detection
It sounds obvious to say, but one of the most critical aspects of
protecting against UASs is in their early detection and
identification. Indeed, whether we’re talking about the battlefield,
an airport, commercial buildings or a secure location, situational
awareness is critical to maintaining the tactical advantage. This
has become more challenging in recent years as UAS
technology has stormed ahead, with micro-drones and
increasingly sophisticated autonomous navigation posing a
major threat.
In October 2021, Thales launched a new solution for the
early detection of UASs: The GO20 MM radar, which uniquely
combines ground and low-level air surveillance in a single
surveillance asset to offer exceptional early UAS detection and
automatic classification. The GO20 MM provides continuous
360° 3D coverage for a multitude of threats; the radar surveys a
large volume in 3D, with fast update rates, enabling early
detection and automatic classification of long-range drones
especially when they are not yet a threat, providing additional
crucial seconds for C-UAS measures.
Through a simple HMI Venus interface, operators
automatically and easily recognize a threat, gaining precious
time to decide if and what counter strategy to adopt. In complex
scenarios such as asymmetric conflicts or high-density combat,
the ability to classify automatically and quickly to get a fast
situation picture provides tactical advantage. Thanks to its
compact size and modular configuration, the GO20 MM is easily
transportable and deployable. In five minutes, two soldiers can
set it up and quickly redeploy for a new mission, whether on a
mast or for off-board operations. Moreover, the GO20 MM
provides Armed and Special Forces with seamless situational

www.globalmilitarycommunications.com | February 2022

Global Military Communications Magazine

www.globalmilitarycommunications.com | February 2022

9

Global Military Communications Magazine

awareness for hours and high levels of protection with a sixpack battery – opting for batteries over a generator means that
the GO20 MM remains quiet and highly transportable, ensuring
mission success.
Counter UAS developments
The booming UAS sector and indeed the increasing instances
of UASs being utilized my mischievous or malicious entities,
has prompted urgent activity and the creation and rapid growth
of the counter-UAS (C-UAS) sector.
The C-UAS market is expected to grow at a CAGR of 15.18
percent from US$1.57 billion in 2021 to US$6.44 billion by 2031,
according to research from ReportLinker. The market is expected
to be dominated by North America during the reporting period.
Indeed, several interesting projects are being reported even
amongst the ongoing COVID-19 chaos, with innovations being
spread far and wide throughout the world. While the majority of
R&D continues into traditional kinetic systems, alternatives are
now being trialed in select locations.
An ultra-modern, and more science fiction solution to the
ever-expanding threat of UASs is laser, or directed energy,
technology. Still very much in their infancy, lasers have the
potential to inflict extreme harm on personnel and equipment
from a tiny form factor and with relatively low energy input. The
appeal to military groups across the globe is obvious: Lasers
represent the next generation of adaptable, mobile, reusable,
non-lethal and lethal weapons.
In July 2021, France’s Armed Forces Ministry conducted
advanced testing of a laser-powered cannon reportedly capable
of destroying a moving drone. Developed by Cilas, the HighEnergy Laser for Multiple Application – Power (HELMA-P) can
neutralize in-flight targets up to 1km away in a matter of seconds.
The cannon is expected to be in play by the 2024 Paris Olympic
Games and will help secure this and other major events.
The HELMA-P is designed to respond to small UASs,
securing operations on national territory by identifying, tracking,
and neutralizing fixed or mobile threats. According to Cilas, the
weapon has destroyed drones moving at more than 50km/h and
under difficult tracking conditions.
Additionally, it can be used to neutralize improvised explosive
devices.

As well as the HELMA-P project, France’s military is also
reportedly preparing a tender to develop an electromagnetic
wave cannon and an interceptor drone capable of protecting
against enemy drones. Such weapons can fire projectiles within
200km at five times the speed of sound, making use of powerful
jolts of electric current to propel non-explosive slugs at
supersonic velocities.
Also exploring directed energy weapons, August saw the
Indian Navy award Bharat Electronics Limited (BEL) a contract
for the supply of a locally developed system designed to detect,
track, and neutralize micro UASs. The contract is for an
undisclosed number of Naval Anti Drone Systems (NADSs)
featuring both soft- and hard-kill effector options. The soft-kill
consists of a jammer used to suppress the control and navigation
signals to the UAS, with an effective range of 3km, while the
hard-kill consists of a high-energy laser that works by directly
damaging or destroying the UAS’s flight-critical systems.
Developed jointly by the IN, BEL, and the Defence Research
and Development Organization (DRDO), the C-UAS system “will
be an effective all-encompassing counter to the increased drone
threat to strategic naval installations,” according to the Indian
Government’s Press Information Bureau (PIB).
Meanwhile, in September, Raytheon UK was awarded a
demonstrator contract to provide a High-Energy Laser Weapon
System (HELWS) to the UK Ministry of Defence (MoD). Raytheon
UK will deliver the high-energy laser demonstrator to show the
application of directed energy weapons technology to help
protect UK armed forces personnel from UASs in the battlefield.
A high-energy laser demonstrator will be installed by the
Raytheon UK team on one of the MoD’s Wolfhound land vehicles
for a period of comprehensive experimentation. The
experimentation provides an opportunity to establish how
HELWS could enhance UK capabilities, while augmenting
understanding in high-energy laser weapons.
The modular counter-UAV system uses an electro-optical/
infrared sensor that prosecutes highly manoeuvrable threats
with precision and relative ease. The system can be installed
on a variety of platforms and has been fielded in several realworld environments; it can also be integrated with many modern
air defence systems, offering a robust layered defence capability
GMC
as needed.
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Avoid interception and
jamming
Blu Wireless specializes in millimetre wave (mmWave) and advanced
wireless technology for defence, transport, and private networks. Their
work has the potential to deliver unique capability to avoid interception
and jamming, as well as high data rates. Mark Barrett, Chief Commercial
Officer and Co-Founder of Blu Wireless, explains the technology, and
what the company has been doing to bring it to market.
Laurence Russell, Assistant Editor, Global Military Communications

Mark Barrett, Chief Commercial
Officer and Co-Founder of Blu
Wireless

GMC: What has been Blu Wireless’ assessment of the digitization boom we
saw during the pandemic, and how has the company responded to changing
demand?
Mark Barrett: We’ve seen a massive shift from face-to-face meetings toward
online correspondence via teleconference. This has been quite relevant to us,
as Blu Wireless has been keeping a close eye on the increasing rate of video
transmission over IP networks, which has been a strong driver in the change of
data rate.
This in turn has motivated a certain cultural shift. People have become
increasingly used to digitized tools as they have become the only option available.
I think as normality resumes, the habits we have learned over the pandemic will
remain, given that so many of us have been forced to embrace remote and
connected solutions, and recognized the efficiencies therein.
In my own experience that has increased customer awareness of poor (mobile
and fixed) network coverage. This includes poor connectivity when on the train,
which even with a good connection is often not suitable for video conferencing
applications such as Zoom or Teams due to long connection latencies. This
experience is also reflected in rail passenger satisfaction surveys. Interestingly,
Blu Wireless is also involved in improving UK passenger rail Wi-Fi as part of the
‘Rail 5G’ initiative from First Group by providing gigabit grade connectivity to
each passenger train.
GMC: Blu Wireless claims to have solved the problems of range, mobility,
and interference management in mmWave systems to provide best in class

GMC
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throughput, range, and latency for 5G gigabit networks.
What were those challenges, and how did you overcome
them?
Mark Barrett: Our company is comprised of a powerful
combination of experts in radio engineering, silicon engineering,
real-time software engineering, and digital signal processing.
We have brought all of these deep technology skills together to
solve these issues.
Traditionally, mmWave communications have been
categorized as being quite short-range, in the order of tens of
metres. What we’ve done is maximize the radio link budget, the
transmitted power, and the receiver sensitivity to increase the
range to several kms, all within the allowable regulatory transmit
power limits in Europe, the UK, the US, and Japan.
We have also extended many of the features in the IEEE
802.11ad standard to do that and added a few new ones; one
of them is sub channelization, where rather than use the full
1.8GHz, we can divide down into smaller steps to enable longer
range at proportional lower data rates. For example, in one
defence application we can extend the range to 4km through
use of these methods.
In terms of mobility, we’ve used real time digital signal
processing (DSP) based methods for Doppler Shift
compensation, a phenomenon which particularly affects highfrequency wireless waveforms. We have also implemented
sophisticated handover protocols customised to use with
mmWave connectivity. This enables seamless make-beforebreak connectivity, as one would experience on traditional mobile
networks. We believe that this capability is unique to Blu
Wireless.
Finally, we have added further wireless DSP methods to
minimize the impact of co-channel interference. Overall, we
ensure the technology delivers the cutting-edge performance
that our partners are looking for.
GMC: What are the standout business cases making use of
5G gigabit networks via mmWave?
Mark Barrett: With respect to Blu Wireless, we’re aware of quite

a few. We particularly focus on infrastructure requirements,
particularly backhaul from 4G/5GNR mobile phone base
stations, for example using Open-RAN interface technology. An
important sector for us right now is transportation with the
aforementioned wireless connectivity we’re introducing to the
UK rail network.
We are also involved in a number of defence applications.
We are seeing a lot of activity and interest from the US, France,
and the UK in terms of mmWave communications across all
domains. Covert communications, mesh networking, positioning
and security are all relevant areas. Part of that is in the interest
of connectivity solutions that do not need to rely on fibre optic.
Mission-critical users always appreciate alternate methods to
improve network resilience to support mission delivery.
GMC: Is mmWave the future? How does it compare to other
emergent transmission methods such as those used by
optical satellites?
Mark Barrett: In space, optical transmission is very effective
because it’s an environment devoid of water vapour, weather,
and other gases. Back on Earth, the situation is rather more
complicated - you’ve got rain, fog, and interference from all
manner of sources all of which severely impact the performance
of free space optical communications.
Electro-optical devices suffer quite badly from attenuation
in the presence of water vapour, so whatever optical transmission
can boast, those efficiencies do not amount to much here on
the blue planet. MmWave is also impacted (to a less extent than
optical) by rain fade of course, but typically that can be predicted
and accommodated within the system design.
MmWave addresses some very pertinent and real problems
wireless technology has long struggled with, particularly in the
defence space. One example is interception by near-peer
adversary electronic support measures (ESM) systems. There
are public domain records of such attacks being employed by
the Russians, namely upon Ukrainian tank battalions in 2014
using ESM signal interception. Electronic warfare ESM capability
of ‘near peer adversaries’ will therefore increasingly become a

Roof mounted Blu Wireless Nodes for Army Landrovers
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serious concern for the world’s defence organizations across
all domains. The use of mmWave for such communications offers
cannot be tampered with as easily as traditional
telecommunications.
Another problem mmWave solves is deployment in GPS
degraded environments. GPS is notoriously easy to jam, which
has led to a working assumption that GPS will likely be denied
in any hypothetical near-peer conflict. MmWave systems can
be used to create a relative positioning network where everybody
is connected in the mesh, allowing positioning without GPS,
which is a crucial asset.
GMC: Sensationalist concerns over 5G have led some to
suggest that mmWave is unsafe. Could you reassure us of
its suitability?
Mark Barrett: We have a 5G project in the City of Liverpool
which is part-funded through the UK Government’s DCMS 5G
Create programme. This ‘L5GC’ project involves installing streetlevel Wi-Fi using our mmWave nodes to provide high data rate
backhaul to the core internet. Those installations were there to
improve Internet connectivity for health and social care services
and have more than proved their value – particularly in delivering
remote tele-health services during the COVID-19 pandemic.
One of the concerns raised by the local population in
Liverpool was that of Radiation Health caused by new 5G
transmissions. The L5GC programme raised the issue with the
UK media regulator Ofcom through their MP. Ofcom
subsequently conducted live radiation exposure tests on the
Blu Wireless mmWave equipment in use in Liverpool. Our
equipment already meets the requirements of the International

Commission on Non-Ionising Radiation Protection (ICNIRP),
which specify the Radiation safe distance of 30cm as the point
where the power density drops below one milliwatt per square
centimetre.
In fact, the maximum level that OFCOM could detect with
their onsite equipment was only one percent of the ICNIRP limit
– at a distance of several metres from the Blu Wireless mmWave
equipment.
So, people travelling on a bus passing a street-level access
point will be exposed to a peak level of less than one percent of
the total safe limit determined by international regulators, or a
hundred times below the ICNIRP radiation health limit. Ofcom
has subsequently published their full test report.
GMC: What are Blu Wireless’ current development priorities?
Mark Barrett: We’re expanding the range of the wireless
mmWave spectrum that we’re able to address, occupy, utilize,
and deliver to customers. At the moment, the majority of our
work is focussed on the 57-71GHz spectrum, which is a licence
free band in the UK, US, Europe, Japan, and elsewhere.
As I have touched upon, we also have projects at higher
frequencies which use more advanced mmWave phased array
antenna radio front ends up to 100GHz.
We are also working on the next generation of our silicon
technology, which we predict will increase the data rate
deliverable by those devices by a further factor of ten, up to
30Gbps. That leap forward combined with the potential for
multiple links pushes the envelope for throughput capability into
unforeseen territory, for which very high-end applications will
be possible.
GMC
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Transferring missioncritical imagery and
video
VITEC is a provider of systems capable of transferring mission-critical
imagery and video with a high degree of variability at cutting-edge speeds.
With discourse on the implementation of Joint All Domain Command and
Control (JADC2) gaining momentum, the data requirements incurred by
such a movement turn to providers like VITEC to provide the glue that
brings domains together seamlessly. Mark Rushton, Business
Development Director of VITEC explained the company’s recent efforts
to meet demand.
Mark Rushton, Business
Development Director of VITEC

Laurence Russell, Assistant Editor, Global Military Communications
GMC: What have been VITEC’s recent priorities?
Mark Rushton: At DSEI 2021, we launched the Pico+ tough line of encoder,
which is an H.265 HEVC product, with optimized size, weight, and power (SWaP)
capacity, which boasts a 20-millisecond encoding latency delivering high-definition
input but also a secondary standard definition input as well.
Our recent priorities have been about density, using the latest technology to
get more video down smaller constrained networks, enabling them to get faster
signalling and better quality at a cost-effective price.
The world is digitizing, and militarized threats and defence concerns are no
different. The capability of our hardware is important, but the agility of our software
is becoming more vital. It’s something that is only going to become increasingly
true.
GMC: How does the future of ISR video factor into the development of JADC2
technologies?
Mark Rushton: We’ve already been working in this market for many, many years.
Our products have long been designed to possess interoperability between
various domains, working off a cyber backbone thanks to its data link connection.
Because of the interoperability and our work with forces worldwide, we’ve
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In our case, that’s also allowed us to move greater and
greater volumes of information through ‘smaller gaps’ when it
comes to constrained networks. We are currently working on
making new video specifications work in the current generation
of technology.
We went from MPEG2 to MPEG4, HEVC, and now the next
codec is H.266 (VVC), which will set a new standard of highquality at a lower bandwidth. We anticipate that codec setting
the standard for the next decade of video performance.

MGW Pico+ side view

been able to deliver a strong standard of easily transferrable
video across technologies, hardwares and domains, whether
that’s because of its STANAG compliancy, or open
platfor m architecture versus secured
independent networks, allowing allied forces to
share intel.
Of course, the requirements of JADC2 are
ideally expanding that scope to a more seamless
standard, making information more accessible
and faster moving across domains than has been
possible before, without a loss of data security.
We are well aware of that shift and vigilant against
the new technical and operational requirements
it’ll inspire.
Contemporary mission requirements are
becoming increasingly linked, and the information
that informs them, especially imagery, is used to
better inform fast decision-making across
distance.

GMC: Are there any weak links in the tech chain when it
comes to developing the future of tactical imagery?
Mark Rushton: Constrained networks can certainly trip us up.
It does not matter how high-performance the optics are, or how
powerfully they’re encoded on the ground if the associated
connectivity isn’t at the same standard. The weakest link we
see is most often the data link.
These are not bad products, and they’re certainly getting
better all the time, they’re simply where we see high-end intel
such as imagery stumbling.
When more actors begin trying to feed more elaborate and
bigger volumes of technology through the same limited gates
we have always struggled with, they don’t see strong results. In
the worst-case scenario, the best hardware even ends up
slowing everything down, both for them and their allies.

GMC: Will automated assets and advanced
intelligence rely more heavily on high-end
tactical imagery?
Mark Rushton: Looking at autonomous vehicles
in the civilian automated car market, they rely
heavily on precise, real-time imagery because
decisions must be made quickly, sometimes at
high speeds, when a risk to life is involved.
These technologies are no less serious in the
military market. Being best informed with the right
data to enable the greatest preservation of life
and stability is critical. The quality and speed of
the data our systems collect and distribute need
to be as powerful as they can be.
GMC: Some providers have claimed their
tactical imagery is becoming as powerful as
physics will allow. Do you believe that claim
is authentic?
Mark Rushton: Considerations of physics are a
big part of working with electrical components.
Moore’s law has continued to describe the
industry we observe. A mid-range mobile phone
in the pocket of a guy on the street today makes
use of the same technical specifications that were
responsible for running the space programme in
the 60s. Minimization of form-factor without a loss
of performance is a very valuable goal.
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Beyond that, another weak link is in component supply. Rare
Earth materials were already seeing a pinch in supply before
COVID-19 affected global supply chains, but under the
pandemic, it really started to be a problem.
The computer chip shortage we have been seeing is one
easily visible outcome of that issue. Without the materials we
need to create the best technology, we cannot work as quickly
to research and develop better systems and roll them out.
Question: How do you foresee demand evolving in the ISR
imagery market?
Mark Rushton: If you look at CCTV in government and private
security, especially somewhere where it’s become highly
ubiquitous like in the UK, you can see large-scale systems using
imagery in ways that are quite authentic to what JADC2 is
working towards.

JADC2 strategists essentially want eyes and ears
everywhere.
They want the nodes delivering that information operated
with enough sophistication that commanders and soldiers can
access and analyze that information quickly enough to be able
to take informed action very quickly, from wherever they are,
even if they’re 55,000 feet up, or if the node they want to draw
from is in orbit and they’re on the ground in theatre.
That movement of imagery compels systems to make use
of greater storage space and make use of systems that can
analyze that imagery to draw reliable, actionable conclusions.
When it comes to moving imagery, VITEC can work with
any asset, on any network, anywhere in the world. We already
have many of the solutions that JADC2 is looking to bring about,
and we’re concentrating on how to keep up with everything else
at the upper limits.
GMC

Pico+ tough line of encoder, which is an H.265 HEVC product
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Simulated
training
As in every workplace the world over, training is a vital
part of the job for new and existing recruits. While live fire
exercises remain a vital part of the training ecosystem,
simulated options are increasingly offering a viable
alternative.
Amy Saunders, Editor, Global Military Communications
Military training has of course played an essential role in
the global defence market for as long as the market has existed.
Training new recruits and upskilling existing personnel is vital
for a nation to continue to defend itself effectively as the
opposition grows and enhances itself in turn.
Live fire exercises using real ammunition plays an extremely
important role in training across all the forces – army, air force,
marine, naval – enabling fighters to familiarize themselves and
practice with real weaponry ahead of a conflict scenario.
However, such exercises are expensive, dangerous, and
increasingly seen as overused when alternative, safer solutions
exist.
A changing world
Virtual or augmented realities (VR or AR) and simulated
environments provide many of the same benefits as live fire
exercises, with some significant advantages in costs, safety,
and efficiency. Often seen as an excellent first foray before being
allowed loose with live rounds or expensive equipment, interest
in simulated military training has boomed in the last decade.
Indeed, Allied Market Research reports that the global military
simulation and training market is expected to grow at a CAGR
of 6.2 percent from US$11.56 billion in 2020 to US$20.58 billion
by 2030. Growing defence expenditure driven by increasing
conflicts is giving the segment a major boost right now, with
modernization and virtualization of offerings of the utmost focus.
As with so many other areas, the COVID-19 pandemic
severely hampered the military simulation and training sphere,
however, key market players are now coming back with strategic
cost-saving initiatives to improve operations going forwards.
Interestingly, the live training segment held the highest market
share in 2020, holding more than two-fifths of the total market
share, and is expected to continue to lead during the forecast
period with a CAGR of 7 percent. From the application point of
view, the airborne simulation segment held the largest market
share in 2020, holding nearly three-fifths of the total market
share, and is expected to continue its leadership status during
the forecast period with a CAGR of 6.6 percent. Regionally, North
America contributed to the highest share in terms of revenue in
2020, holding more than one-third of the total market share,
and is estimated to continue its dominant share by 2030 with a
CAGR of 6.0 percent.
While current market reports indicate that live fire exercises
remain a key part of soldier training, a good portion of the market
growth is currently comprised of simulated/emulated training
technologies. This has been well demonstrated over the last
two years, when some live fire training exercises have had to
be delayed or cancelled due to COVID-19, while demand for
new AR and VR options grow.
Simulated environments
In line with the surge of interest in simulated training, increasingly
we’re seeing new interest and deals being made to further extend
virtual training capabilities. Such is the case in the UK, where in
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September 2021, the Ministry of Defence (MoD) awarded BAE
Systems contracts valued at more than US$300 million to deliver
advanced synthetic training for pilots training to fly the combat
aircraft Typhoon. BAE Systems aims to deliver ten high fidelity,
immersive simulators, together with highly secure state of the
art training facilities at RAF Coningsby in Lincolnshire and RAF
Lossiemouth in Moray. The new training environments will be
linked together providing an integrated environment for pilots to
train and carry out complex combined training exercises using
real world mission software and tactics.
The investment by Defence Equipment and Support, the
MoD’s procurement arm, reflects the Royal Air Force (RAF)’s
ambition to increase its use of synthetic training, delivering cost,
time and sustainability benefits over live training. This technology
will also provide students with a more complex and secure
training experience tailored to the individual which are often
difficult to achieve in live training environments.
“We pride ourselves in delivering world-class training
capability as we understand how critical it is to deliver the highest
quality skills and capabilities to the frontline. This contract builds
on existing work to deliver synthetic training to the RAF’s Typhoon
Force, which will eventually enable pilots from different locations
to fly virtual missions together and provide the ability to ‘plug
into’ other assets across air, land, and sea,” said Richard
Hamilton, Typhoon Programme Director, Europe, BAE Systems’
Air Sector. “The investment will deliver a number of valuable
operational benefits for the RAF, alongside the positive impact
that the increased use of synthetic training will make to reduce
carbon emissions. With 9.6 tonnes of carbon saved by every
synthetic flight, it will help reduce the current carbon footprint of
live training, supporting the net zero ambitions held by our
customers and ourselves.”
Meanwhile, October saw SEA, DSAT Consultancy Ltd and
Peak Pacific UK Ltd deliver an innovative new training system
within the simulated training segment. The new system will
enable the Royal Navy to conduct its own common submarine
External Communications System (cECS) training for the first
time.
The training system significantly reduces reliance on
hardware; combining high-quality training media with interactive
system emulation using real system software in a virtual
environment, along with a hardware-based training rig to provide
the Royal Navy with a self-sufficient and robust cECS training
capability. The cECS training is delivered over two five-day
courses for both system operators and maintainers. The operator
course covers system infrastructure and the external interface,
while the maintainer course focuses on predictive and corrective
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maintenance and functional checks and system admin. SEA’s
virtual environment offers realistic system behaviour while
enabling trainers to simulate faults and better track student
performance than when using physical equipment.
“In collaboration with our partners we have delivered a flexible
and reconfigurable training system. cECS is less reliant on
expensive hardware, which reduces demands on space for the
Royal Navy and directly responds to its evolving training
requirements,” said Richard Flitton, Managing Director at SEA.
“Our detailed knowledge of cECS enables us to provide stateof-the-art training media delivered more cost-effectively and
practically. We prioritize the development of the virtual and
simulated training environments to expose trainees to vital
operational scenarios that are challenging or costly to replicate
in other ways.”
Similarly, later in December it was revealed that Rheinmetall
is supplying new simulation technology for the German Army’s
Combat Training Centre. The Federal Office for Bundeswehr
Equipment, Information Technology and In-Service Support
(BAAINBw) awarded Rheinmetall a procurement contract for
440 state-of the-art Training Device, Duel Simulator (AGDUS),
Passive Vehicle systems earlier in 2021, with delivery scheduled
to be complete by December 2023.
The laser-supported AGDUS enables highly realistic combat
training by simulating the effects of weapons fire. It consists of
sensors on the vehicle that receive laser signals, the central
electronics, and a display and control unit. The systems enable
highly realistic combat training through precise determination
of the simulated hit location and a detailed damage simulation
based on vehicle-specific damage models. All data concerning
the laser-based engagement are relayed in near-real time to

the exercise control cell, where the results of hits are depicted
optically.
The latest iteration of the AGDUS passiv vehicle target
system features a wireless connection to the central electronics.
The equipment also includes a roof sensor that enables
detection of hits from shots fired from above such as from
rooftops. The sensor modules can by arrayed and expanded in
accordance with specific training requirements. Encompassing
the casualty model which calculates the consequences of a hit
for crew and vehicle, the connection between the sensors and
the central electronics features a short-range radio transmission
system based on a proprietary solution involving a multifrequency process to assure stability of training. The signals
are bundled and transmitted simultaneously via two or more
radio links (frequency diversity). To assure the required stability,
the transmitter and receiver operate in parallel, thus avoiding
breaks in transmission. The updated AGDUS passiv features
state-of-the-art sensors and detectors with enough sensitivity
to guarantee reliable detection under adverse weather conditions
like fog, even at extended ranges of engagement.
A digital future?
Simulated training technologies for military applications are
expected to continue to grow in popularity and use for the
foreseeable future. The many advantages of such systems make
them extremely attractive for decision makes, while the
technology itself comes on in leaps and bounds thanks to input
from other industries such as gaming. However, live fire training
exercises will continue to dominate for the next decade at least
– nothing can compare to the feel of genuine equipment for
soldiers in the field.
GMC
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Drones and first
responders
Draganfly has been a leader in the drone industry for two decades serving
new solutions in the field. Now pursuing Phase 1 of its contract with
Coldchain Delivery Systems to support drones in first response activities,
the company is exploring how drone technology can be integrated into all
manner of industries. Cameron Chell, CEO, explained the company’s
progress, and how they plan to evolve, continuing to shape the everchanging drone market.
Laurence Russell, Assistant Editor, Global Military Communications

Cameron Chell, CEO, Draganfly

GMC: There has been some concern over drone responsibility and safety
in recent years due to unregulated usage. How important is it that a standard
of practice is set, educated, and regulated by actors operating drone
technology?
Cameron Chell: Draganfly believes that setting and enforcing a standard of
practice is essential for those operating drone technology. Phase 1 of our contract
with Coldchain Delivery Systems, one of the largest vaccine distributors in the
US, showcases how we are working to accomplish this.
In Spring Branch, Texas, Draganfly is teaching EMS (emergency medical
services) personnel how to properly operate drones and handle deliveries in
emergency, medical and disaster response situations. The intake is made up of
professional drone operators and former US Air Force (USAF) personnel who
have previous experience with unmanned aerial vehicles (UAVs) including the
MQ-9 Reaper RPA.
Pilots and personnel are being taken through various scenarios while learning
the drone techniques required to meet rigorous standards. Trained operators will
support first responders by providing critical equipment, medical supplies and
data during active emergency and disaster relief operations.
To date, Draganfly has completed over 300 daytime test flights with plans to
begin night flight training and testing. 100 of the daytime flights used our innovative
temperature managed payload box, which can transport up to 15 pounds of
medical supplies including vaccines and testing kits. The payload box is uniquely
top mounted to make deliveries safer and more accessible.
The data collected from Draganfly’s daytime and night flight tests will be
submitted to the FAA for approval to enter Phase 2 of the agreement with
Coldchain Delivery Systems. Feedback from EMS personnel is also being used
to improve Draganfly’s training module.
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We are proud to work with regulators and first responders
to develop thorough and effective industry standards for drones.
GMC: What are the standout applications of sustainable,
safe drone technologies?
Cameron Chell: For more than two decades, Draganfly has
developed sustainable and safe drone solutions for a variety of
industries. Our award-winning products are trusted by a number
of established brands for data collection, public safety, and
deliveries.
Working with our partners, we are able to collect high-quality
data using multi and hyper-spectral imaging, 3D modelling as
well as a suite of sophisticated sensor technology. Our products
allow crews to remotely conduct environmental monitoring and
assess the damage caused by storms, floods, and fires.
To keep people safe during and after the COVID-19 global
pandemic, Draganfly’s Vital Intelligence platform is capable of
turning cameras into a contactless symptom detection system
that can measure vital signs and social distancing. With voluntary
consent, the Smart Vital system monitors vital signs including
temperature, heart rate, breathing rate and blood oxygen content
(SpO2). In addition to the Vital Intelligence platform, Draganfly’s
drone technology equipped with Varigard’s disinfectant spray is
able to sanitize high-traffic locations including stadiums and
arenas in as little as four to six hours.
Our technology is also being used to help first responders.
Draganfly’s drones can provide emergency crews with visual
oversight during critical missions like search and rescue and
for collision reconstruction. The Draganflyer X4-ES is credited
as the first drone to save a human life. In 2013, it helped
Canadian officials locate missing hikers in a heavily wooded
area in Saskatchewan. The drone now resides on permanent
display in the Smithsonian National Air and Space Museum.
Draganfly is also teaching EMS personnel in Spring Branch,
Texas how to properly operate drones and handle deliveries in
emergency, medical and disaster response situations. Over 300
daytime test flights have been completed with plans to begin
night flight training and testing.
Draganfly recently entered into an exclusive manufacturing
agreement with Valqari to produce its Drone Delivery Stations.
This opportunity allows both companies to revolutionize drone
deliveries for industries including pharmaceuticals, meal delivery,
grocery services, governments, and residential e-commerce.
Sustainable and safe drone technologies are proving to be
a game-changer for a variety of sectors including agriculture,
construction, energy and environmental, mining as well as public
safety. Draganfly is committed to providing high-quality products
and services that solve real-world problems.
GMC: Draganfly initiated an EMS drone pilot training
program producing operators who can assist first response
personnel such as firefighters, search and rescuers and
paramedics, alongside other critical relief measures. Could
you expand on that program?
Cameron Chell: In May, Coldchain Delivery Systems finalized
a US$750,000 definitive agreement with Draganfly. The
agreement provides for Phase 1 of a planned five-phase rollout
to develop, deploy and operate solutions for the delivery of
medical supplies, medicine, and vaccines.
Coldchain is one of the largest vaccine distributors in the
US. The company suppor ts multiple governments and
commercial clients including the Defense Logistics Agency, the
Centers for Disease Control and Prevention, Johnson & Johnson
brands as well as the Chicago Department of Public Health and
Texas Department of State Health Services.
Currently in Phase 1, Draganfly is working with emergency
crews on the development and training of how to properly pilot
drones and handle deliveries in emergency, medical and disaster
response situations. Professional drone operators and former
US Air Force (USAF) personnel are being taken through various
scenarios – learning the drone techniques required to meet

24

rigorous standards. Trained operators will support first
responders by providing critical equipment, medical supplies
and data during active emergency and disaster relief operations.
GMC: The program will be led by professional operators,
some of them former US Air Force (USAF) personnel. What
can the experiences and achievements of military drone
technology do to assist emergency response at home?
Cameron Chell: Draganfly is incredibly grateful to have former
US Air Force (USAF) personnel contributing to this program.
Their operational and piloting experience with multiple drone
systems including the MQ-9 Reaper RPA is crucial as we work
to ensure trained operators can effectively support first
responders by providing critical equipment, medical supplies
and data during active emergency and disaster relief operations.
From wars to search and rescue operations, drones have
provided military officials with an alternative to crewed flights in
potentially dangerous or hard-to-reach areas. In 2006, the
Federal Aviation Administration (FAA) allowed a military-based
Predator drone to fly in US civilian airspace for the first time to
search for survivors following the devastation caused by
Hurricane Katrina.
To provide world-class drone delivery services, the best pilots
are essential. Having former USAF staff participating in this
program is a testament to the caliber of talent Draganfly attracts.
GMC: What can drone delivery and first response systems
offer that traditional agents cannot?
Cameron Chell: Draganfly’s EMS drone delivery program
enables a faster and safer response to emergency, medical and
disaster relief situations. Instead of initially sending emergency
crews into a potentially dangerous area, drones can provide
high-resolution imagery of the scene, 3D mapping and conduct
damage assessments. This high-quality data is vital as first
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responders determine the best course of action. It allows crews
to better protect themselves as they save lives.
In time-sensitive situations, drones can quickly deliver critical
medical supplies to affected individuals in hard-to-reach places.
GMC: Some experts warn that automation can cost jobs,
but others insist that machine-assisting automation is
capable of increasing productivity for existing staff while
relying on their judgment and supervision, thereby
protecting jobs. Does Draganfly have an opinion on either
theory and is that reflected in its design priorities?
Cameron Chell: Draganfly firmly believes that drone technology
is protecting jobs and creating exciting opportunities. We work
with our partners to craft the perfect solution that fits seamlessly
into their existing operations. Our focus is on developing reliable
and versatile drones that improve the way people live and work.
The Draganflyer Commander2 showcases our design
priorities. Proudly built in North America, the drone is capable
of fully and semi-automated missions as well as manual flight
operations.
It can be programmed to assist crews by recording data at a
precise location or piloted to accomplish specific tasks that
require a high level of skill.
According to research done by the Milwaukee School of
Engineering on drone use in the surveying industry, every
company interviewed said the use of unmanned aerial vehicles
(UAVs) reduced costs on many if not all projects. Many also
saw productivity increase by at least 50 percent – claiming that

drones allowed them to take on more work with the same human
workforce.
Draganfly’s cutting-edge drone solutions, software and AI
systems are revolutionizing the way organizations do business
and service their stakeholders. We are constantly looking for
new ways to help our partners save time, money, and lives.
GMC: Do you have any predictions for the future of the drone
economy?
Cameron Chell: The drone industry has grown rapidly since
the Federal Aviation Administration (FAA) granted hundreds of
new exemptions in 2016 for companies to operate (UAVs in the
US through FAA Part 107. Draganfly is predicting that the nonmilitary drone market will increase substantially over the next
few years as recreational and commercial drone use continues
to rise.
According to the Global Drone Service Market Report 2019,
the drone services market size is expected to grow to US$63.6
billion by 2025 with a compound annual growth rate (CAGR) of
55.9 percent during the forecast period. Insider Intelligence
believes drone growth will occur across five main segments of
the enterprise industry: agriculture, construction and mining,
insurance, media and telecommunications, and law
enforcement.
Draganfly is well positioned in all of these sectors with several
referenceable and repeat customers. Our manufacturing,
logistics and value-added services are helping established
brands further cement their market-leading position.
GMC
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