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New radar systems enable quick integration
Rajant Corporation has provided a detailed technology briefing on the success of recent high-profile public safety projects for the
United Kingdom monarchy. Rajant’s role in the royal weddings was shared with technical teams from the Police community in
December 2018.
Rajant worked alongside Thames Valley Police to boost the already significant public safety and security arrangements at the
weddings of Prince Harry to Meghan Markle and Princess Eugenie to Jack Brooksbank in Windsor last year. Together, the entities
were responsible for providing additional video surveillance coverage, which included deploying the Rajant wireless infrastructure,
for secure and stable CCTV.
The briefings at the conference described how the additional surveillance was required to cover the hundreds of thousands of
visitors and guests in Windsor during both weddings to catch a glimpse of the royal couples. The whole area was securely
monitored with footage made available at multiple surveillance points and delivered in real-time in high-definition. This comprehensive
security was deployed with maximum efficiency thanks to Rajant’s Kinetic Mesh ® network in key points where network fibre
infrastructure, for the essential additional cameras, was unavailable.
A member of the Thames Valley Police team stated, “Our brief was to provide supplementary CCTV coverage for the Royal
Weddings. It became quite apparent during the design process that using conventional point to point/multipoint would not suffice
in the urban environment of Windsor. A true mesh network would better provide the resilience and coverage we required. Rajant
was identified as a supplier of mesh networking equipment, available in both the police and licence-exempt frequencies, with ease
of deployment making Rajant’s mesh network a superior solution.”
“For both high-profile events, Windsor saw a significant increase of well-wishers coming into the town to watch the carriage
rides. Delivering additional CCTV systems, which could then be monitored by police and security services, was a top priority. Given
the route for the post-wedding processions by the royal couples was through the winding streets of Windsor and up through
Windsor Castle’s Long Walk, Thames Valley Police decided to enhance the existing extensive CCTV coverage with dynamically
deployed supplementary cameras,” said Chris Mason, Director of Sales for EMEA at Rajant. “The Operational team put a project
in place to rapidly deploy a solution which, when combined with the existing capabilities, could comprehensively monitor each
day’s route to ensure public safety.”
GMC

Lockheed Martin, Diehl and Saab unveil
collaboration to counter emerging short and
medium-range threats with Falcon weapon
system
Lockheed Martin, Diehl Defence and Saab have
announced the Falcon™ air defense weapon
system as the short and medium-range air defense
solution for current and emerging threats.
Falcon integrates Diehl's 40-kilometre range
Infra-Red Imaging System Tail/Thrust VectorControlled (IRIS-T) SLM interceptor and vertical
launcher, Saab's 360-degree AESA Giraffe 4A radar
through Lockheed Martin's flexible SkyKeeper
command and control battle manager. Falcon's
open architecture allows the system to easily
integrate into any air operations center.
Threats such as unmanned aerial systems
carrying lethal payloads, cruise missiles that can
attack from any direction, and fixed and rotary
Lockheed Martin, Diehl Defence and Saab have announced the
winged aircraft capable of delivering ordnance at
Falcon™ air defense weapon system
extended ranges, demand a technologically
advanced solution that Falcon delivers.
“Our international customers are looking for the next generation short and medium range air defense solution. Falcon is threat
driven and ready now,” said Scott Arnold, Lockheed Martin Vice President and Deputy for Integrated Air and Missile Defense.
“Falcon is a great example of working with our customers to identify potential gaps and find rapid-response solutions to take on
today's evolving threats.”
The Diehl IRIS-T SLM is a highly manoeuvrable interceptor fired from a 360-degree vertical launcher with the ability to engage
multiple targets simultaneously in all weather conditions. The Saab Giraffe 4A AESA radar offers high discrimination capabilities
and leverages gallium nitrate technology to detect and track both fixed and rotary-wing aircraft and drones, while simultaneously
featuring an Automatic Sense & Warn functionality. Lockheed Martin's SkyKeeper command and control battle manager gives
commanders unparalleled situational awareness with real-time early warning of incoming threats and optimized engagement
solutions for critical decision making. Together these elements make the Falcon weapon system the only integrated short and
medium-range missile defense system available in the world with the capabilities required to defeat current and emerging air
GMC
threats.
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Terma and Scandinavian Avionics secure F-35
sustainment contract
US Department of Defense F-35 Joint Program Office has announced Avionics Test Center Denmark will be responsible for
maintenance of avionics (16 components) for the F-35 fighter aircraft.
During the period of 2021-2025 Avionics Test Center Denmark (ATCD) formed by Terma and Scandinavian Avionics in
collaboration with the US will be responsible for repair and maintenance globally of avionics components.
“We are very proud to be selected by the F-35 program to play an essential role in the global F-35 sustainment network. It is a
great day for both Terma and for Danish industry since the perspectives for Denmark now being part of the F-35 operational setup
in decades to come are huge,” said Mr. Lars Hedemann Hilligsøe, Senior Vice President, Terma Support and Services.
From 2025 ATCD will be responsible for regional repair and maintenance of avionics components within Europe. ATCD’s
sustainment work will take place in Denmark.
Major General Henrik R. Lundstein, Director of the Fighter Aircraft Program in Danish Ministry of Defence Acquisition and
Logistics Organization (DALO) says: "It is very satisfying that the Danish Defence' close collaboration with the industrial consortium
consisting of Scandinavian Avionics and Terma has resulted in Danish industry now being awarded the first major F-35 maintenance
contract. This shows that the Danish defense industry is able to compete with the largest companies in the market on competitive
terms, i.e. price, time, delivery security, and quality.”
In April 2018, the Danish companies Terma and Scandinavian Avionics submitted a joint response, to a so-called Request for
Information (RFI), on maintenance of F-35 components. For this purpose, the two companies established Avionics Test Center
Denmark, which has now been selected to carry out the task.
The RFI that ATCD has won parts of is the second procurement of F-35 components repair to be published. The initial RFI (Tier
1) covers – together with the RFI for Tier 2 – approx. 60 percent of all the F-35 components published for repair. The remaining
approx. 40 percent will be published among the F-35 Partnership countries later this year and in 2020.
Danish Industrial Partnership
Within the framework of the Industrial Partnership, the F-35 Joint Strike Fighter Program represented by the Danish Ministry of
Defence has been supporting the answers from ATCD. The Industrial Partnership was established as part of Denmark's procurement
of F-35 Joint Strike Fighters. The Partnership consists of The Confederation of Danish Industry, The Ministry of Industry, Business
and Financial Affairs, The Danish Ministry of Defence, and The Ministry of Foreign Affairs of Denmark with the purpose of
strengthening the opportunity for Danish companies to win orders for production and repair of F-35 and to open doors to further
GMC
high technology or defense related exports to the USA.
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Symantec World headquarters

The DoD’s embrace of cloud raises
security concerns
Cloud-based technologies and the ability to access data
on the move has enabled a huge leap forwards in
capabilities amongst government and militar y
organizations the world over. However, this use of cloud
technology has raised security concerns which desperately
need to be addressed, as outlined by Chris Townsend,
Vice President Sales and Operations, Federal at
Symantec.
For years, officials at the Department of Defense (DoD) have
talked about the importance of a defense-in-depth approach to
cybersecurity. Now they need to take the approach to its logical
conclusion.
With more than 2.7 million employees, including active duty
personnel working in potentially hostile environments, the
department’s need to share information quickly, securely, and
without disruption, is almost endless.
And as difficult as it may be to believe, this network only
continues to grow. Along with the geographical footprint of the
department, the threat surface keeps getting bigger. Cloud
computing and mobility have made it so that every employee
can access data no matter where they are, creating a seemingly
never-ending enterprise comprised of millions of endpoints
spread across the globe.
With so much sensitive data spread across such a wide
enterprise, even a traditional defense-in-depth approach could
leave data vulnerable. A new approach is needed.
The need for data-level security
In the past, the DoD used a traditional perimeter defense
approach. With desktop computers bound to a single network,
the goal was to simply protect enemy intruders from entering
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the network in the first place. If they could not gain access to
the network, then it could be assumed that the data would be
safe. The department has pushed in recent years for a more
defense-in-depth approach, a process that it has started taking
steps to complete.
While this perimeter-based security architecture had its
flaws, it became the standard in both DoD and enterprises
around the world. That all, though, has changed rapidly in the
last decade. The federal government has pushed cloud
computing technologies, and agencies, especially in the DoD,
have used it as a strategic tool.
The cloud enables employees to work anywhere at any time,
improving efficiency and transforming how employees work. That
could be a systems analyst working remotely at a Starbucks
branch, or a squadron leader in Afghanistan. For the Department
of Defense now to keep data secure, it must employ data-level
security.
What exactly does that mean? In short, it is technologies
that provide security that goes wherever the data goes. If the
data is accessed on a mobile device while an employee waits
in line to get a sandwich, it is as secure as if they accessed it on
a private station inside the Pentagon.
Protecting against data loss
With people able to access data anywhere they work, there
needs to be additional security measures in place. Data Loss
Prevention (DLP) technologies have become a popular cloudsecurity method. DLP secures data by wrapping automatic
protection around it. When data leaves an organization and is
shared with other devices, DLP technologies will identify any
sensitive data to make sure it has the required protections.
This allows organizations to control who can use data, even
from unmanaged locations or devices; define what level of
access a user has using persistent encryption and digital rights;

www.globalmilitarycommunications.com | February 2019

Global Military Communications Magazine

see a private company create a cloud infrastructure for the DoD.
It is seen as a major initiative that shows the department’s
commitment to a cloud-based future.
While security certainly will be baked into the JEDI offering,
the DoD will want to add additional security to protect its data. A
data-level security approach ensures that no matter where data
is accessed, it has a certain level of security. This ensures that
cloud is used in a responsible way, such as providing data to
service members wherever they are, using data in the field, and
staying connected to data analysts wherever they work in the
world, and minimizes the possibility of a data breach that could
expose sensitive and important data.
A changing paradigm
The DoD’s technology will continue to evolve - and so must the
way employees view the cloud and cybersecurity. The DoD can
no longer stick to a perimeter defense model. The department
must adapt to the latest cybersecurity practices and data-level
security is key to this adaptation.
The JEDI contract and the department’s commitment to cloud
computing are encouraging. These projects will expand the
department’s use of cloud and only add new capabilities that
will help employees with the department’s largest mission securing the nation.
GMC
Photo by Soumil Kumar from Pexels

monitor user access to sensitive data to identify risky behaviour;
and, remove access to users.
DLP ensures that any data that leaves an enterprise has
security that goes along with it. DLP can discover, monitor and
protect sensitive data no matter where it is. It gives the owner
complete visibility and control across the broadest range of data
loss channels, including cloud applications, endpoints, data
repositories, emails and web communications.
DLP can ensure that sensitive data remains secure, no
matter how it is accessed. DLP can allow defense officials to
still allow employees to access data without the fear of it being
put at risk.
The need for security in JEDI
The military continues to use cloud computing as a strategic
benefit.
In fact, the Defense Department plans to expand its cloud
computing use with its 10-year Joint Enterprise Defense
Infrastructure contract. Better known as JEDI, this contract will
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Congestion also looks set to increase with the launch of vast low Earth orbit (LEO) constellations. Photo courtesy of
Integrasys

The impact of LEO and HTS on
service quality
High throughput satellites (HTS) and low Earth
orbit (LEO) satellites are set to change the face
of the space-based communications sector
forever. However, these new innovations do not
come without their challenges, as outlined by
Alvaro Sanchez, CEO at Integrasys.
When it comes to military satcoms, accuracy and reliability
is key. Interference in military X-band has been kept to a
minimum, thanks in part to our great work with multiple defence
organizations, but in order to meet growing capacity demands,
military users are increasing their use of commercial bands. At
the same time, with high throughput satellites (HTS) making it
easier to deliver more connectivity at a more affordable cost,
there are more services in space than ever. This congestion
also looks set to increase with the launch of vast low Earth orbit
(LEO) constellations on the horizon, which looks promising for
milsatcom users.
More satellites in space and more users on the ground
inevitably results in a bigger chance of errors, especially in these
highly complex constellations. If both military and commercial
users are to protect vital services, they must ensure correct
installation of terminals and consistently accurate operations.
Flat panel antennas in that regard becomes absolutely critical.
The HTS opportunity
Military users naturally place higher demands on their satellite
services than commercial users. Tight regulations and training
have, however, meant that milsatcoms have remained relatively
free from many of the interference issues faced in commercial
satcoms. Having said this, with increased usage of HTS in the
less-tightly regulated commercial Ka and Ku-bands, the
likelihood of interference and service degradation in milsatcoms
has increased. Furthermore, soldiers are commonly undertrained in HTS and other new technologies, so they now require
simpler tools to do the job.

8

HTS does mean that operators are able to deliver more
connectivity at a more affordable cost, and of course that’s a
good thing. HTS is much more efficient, can carry more services
and is cheaper to manufacture. Many remote, underprivileged
communities are being connected to the wider world, in cases
where without HTS, they simply wouldn’t have been.
The military operating in remote areas also benefit in these
scenarios, but HTS carries its own set of challenges. The
satellites themselves are more susceptible to bad weather for
one, and rain fade can be a problem. The general accessibility
and affordability of HTS has also opened up the satellite space
to a number of troops that simply don’t have the same level of
knowledge and understanding as traditional satellite engineers.
When there are more services competing for space, there
is inevitably a greater chance of someone pointing to the wrong
polarization or making other errors, and saturating BUCS, beams
or even entire satellites.

Photo courtesy of Integrasys
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The LEO challenges
The satellite sector has further challenges ahead in the form of
LEO constellations, which look set to intensify congestion in
space. Although infinitely positive from the point of view of costefficiencies and added bandwidth provision, there are concerns
surrounding LEO.
For military users looking to supplement X-band with
commercial bands and take advantage of the opportunities
presented by HTS and LEO, it is all a bit of a headache. For
every user, whether it’s in the commercial sector or otherwise,
to fully benefit from HTS and LEO, errors must be kept to a
minimum. That way, the true cost efficiencies can be enjoyed
with no need to expend resources or send engineers on-site to
resolve issues.
Putting tools in place
For both LEO and HTS, correct antenna pointing is absolutely
essential. If this can be done in an automated fashion, then any
element of human error is removed, particularly for reconnecting
to LEO satellites. When it comes to monitoring, it is even better
if this can be done remotely from the Network Operating Center
(NOC), especially for services like comms-on-the-move (COTM),
which we know to be particularly challenging in the military
environment. Our own Satmotion HTS solution also supports
multiple beams, so in congested scenarios where there are too
many users within a particular beam, the service can be hopped
to another beam or Satmotion can instigate traffic sharing. In
addition, our new API allows a greater pointing in LEO and MEOs
of the flat panel antennas in the market.
At Integrasys, we have been working to make the right tools
available for the job in LEO. Today, we have innovated a
monitoring system that ensures 99.99 percent availability
compliance, monitoring any LEO constellation and users, 24/7,
in a dynamic and flexible way. Additional automation of many of
the installation and operating tasks ensures operations are
constantly monitored and error-free.
What is clear is that innovations and technologies, although
promising in terms of maintaining the demand for satellite, could
cause us problems if we don’t put the necessary tools in place
now. I’m exited to see where LEO will take us, but like most people
in the industry, am concerned that many users and the new
generation of operators aren’t prepared for the technical
challenges ahead. I hope that both military and commercial users
will begin to invest in the right tools and equipment, so we can
safeguard the reliability of satellite communications and make
the most of the opportunities presented by LEO and HTS. GMC
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NEWS IN BRIEF
Navy wideband electronic surveillance application uses
PPM Systems SAS 260 antennas
Shrivenham-based PPM Systems has received a second
order for SAS 260 antennas, for a European naval wideband
electronic surveillance application.
One of the key customer requirements was a high
resistance to vibration. These extremely durable dual band
antennas can withstand shock and vibration up to 20G and
are specifically designed for deployments in demanding
military and governmental applications in the harshest of
environments.
The dual band integral antennas are designed for a
range of Signals Intelligence (SIGINT) applications covering
a wide range of receive signal levels and mounting options
from land mobile to naval platforms.
Product features include dual low noise amplifiers,
limiters and by-pass switches with antenna frequency
ranges from 20MHz -1GHz in the low the band with 20dB
gain, and 1GHz-6GHz for high band with 28dB gain. The
SAS 218 version is also available with the same low band
coverage and with an extended high band coverage from
1GHz -18GHz.
These antennas are omni-directional in azimuth and
vertical polarisation with an operating temperature range
of 32°C to +55°C, and are encased in a rugged radome.
They are available in a wide range of radome colours.
“This repeat order is a continuing testament to the SAS
260’s exemplary performance and durability,” said Paul
Cotterill, PPM Systems Business Development Manager.
PPM Systems provides a range of solutions and
antennas for use within SIGINT, communications and
jamming applications.
GMC
Lockheed Martin awarded $184 million to continue
providing the US Navy with electronic warfare systems
Lockheed Martin continues to support the US Navy’s aircraft
carriers, cruisers, destroyers and warships with advanced
electronic warfare capabilities. The Navy awarded Lockheed
Martin a $184 million firm-fixed-price modification to
exercise options for full rate production of Surface Electronic
Warfare Improvement Program (SEWIP) Block 2 systems.
“We are honoured to continue to provide this critical
fleet defense capability that our warfighters rely on while
they perform their mission worldwide,” said Joe Ottaviano,
Integrated Electronic Warfare Program Director, Rotary and
Mission Systems. “Threats are changing and evolving faster
with advanced technologies and the SEWIP system will
give the US Navy the advantage of remaining one step
ahead of our adversaries.”
SEWIP is an evolutionary acquisition and incremental
development program to upgrade the existing AN/SLQ32(V) electronic warfare system. SEWIP Block 2 will expand
upon the receiver/antenna group necessary to keep
capabilities current with the pace of the threat and to yield
improved system integration.
Under this full-rate production contract, Lockheed Martin
will continue providing and upgrading the AN/SLQ-32
systems on US aircraft carriers, cruisers, destroyers and
other warships with key capabilities that determine if the
electronic sensors of potential foes are tracking the ship.
The US Navy awarded the company an initial $148.9
million contract for full rate production of SEWIP Block 2
systems in 2016 with four additional option years to upgrade
the fleet's electronic warfare capabilities so warfighters can
GMC
respond to evolving threats.
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Subsea communications
In a world where two thirds of the surface is taken up by
water, the ability to monitor the seas is a vital part of defence
forces everyday operations. Working in harmony, aerial,
land and subsea vehicles must be able to provide
complementary capabilities. While providing
communications in the air or on land is now fairly wellcovered by satellite services, subsea communications
options are still in their infancy. There’s a long way to go,
and innovators are pushing forwards with increasingly
complex solutions.

limited options available and the challenges and limitations of
each, more effective solutions are still being developed today.
Unmanned underwater vehicles (UUVs)
Unmanned underwater vehicles (UUVs) have been utilised by
the military for some time and are becoming increasingly popular
in the commercial and scientific subsea exploration fields. They
hold a number of key advantages over manned subsea vehicles,
including reduced risk to staff, reduced personnel costs, and
providing access to new territories.
UUVs fall into two categories:

•
The ability to communicate effectively and efficiently at sea
is paramount for oil and gas, scientific research, maritime,
fishing, government and defence forces. However, subsea
communications systems are much more complex than their
above-water analogues, since water and unknown obstacles
distort wireless transmissions, reducing their effectiveness.
Fibre-optic, ocean-bottom cable systems are one widely-adopted
option, however, they take a long time to install and are more
expensive than wireless options, in addition to having their own
technical limitations including noise interference and higher
power consumption.
Today’s subsea wireless communications options include:

•
•
•
•

Radio frequency (RF);
Acoustic;
Free space optical (FSO); and
Hybrid (iterations of the above three).

Each solution has its own strengths and limitations, including
effective range, bandwidth, data rate, immunity from noise,
interference or turbidity, and power requirements. Given the

•

Remotely operated underwater vehicles (ROVs): Controlled
by a remote human operator; and
Autonomous underwater vehicles (AUVs): Operate
independently of direct human input.

Both ROVs and AUVs can be used for search and
reconnaissance, to inspect underwater infrastructure, take water
samples, assist with oil and gas exploration, create bathymetric
maps of the ocean floor, and map marine life. The development
of AUVs, which have been put to excellent use for detecting
and terminating subsea mines, is a heavy focus within the
military, while commercial companies and scientific institutions
are more interested in ROVs.
Whatever their application, all UUVs must be able to relay
data to and from a manned headquarter for decision-making.
Some underwater vehicles come close to the surface of the
ocean, where they deploy long antennas capable of data relay
over satellite, however, this is a relatively slow solution. While
the unmanned aerial vehicle (UAV) market is booming right now
for both military and commercial applications, the lack of effective
communications systems is putting a dampener on the UUV
market. This is a significant problem, as UUVs capable of

Ocean Aero Submaran. Photo courtesy of Ocean Aero
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seamless communications with manned and unmanned subsea,
surface and aerial vessels could provide a key strategic
advantage for military operations.
A growing market
The latest research from IndustryARC, ‘Unmanned Underwater
Vehicles (UUV) Market: By Type (AUV, ROV, Hybrid), By
Applications (Defense, Scientific and Academic Research,
Commercial Exploration, Retrieval System), By ROV Class
(Work, Observation) – With Forecast (2018 – 2023),’ states that
the UUV market is showing sustained growth.
The Americas hold the largest market share and is expected
to grow at a CAGR of 10.96 percent to US$1.8 billion by 2023.
South America is leading the scoreboard in growth, with an
expected CAGR of 14.99 percent to reach US$917.44 million
by 2023, with key applications including defence and
government, as well as academic and scientific research.
Notably, global oil and gas operations account for almost 50
percent of ROV sales. Factors including higher oil demand,
increased offshore drilling, and technological advances
improving capabilities are all helping boost ROV sales volumes.
Going forwards, the AUV market is expected to grow at a
CAGR of 21.85 percent to US$668.08 million by 2020, while
the ROV market is expected to grow at a CAGR of 7.87 percent
to US$198.89 million by 2020.
Riptide launches new deep water UUV
Riptide Autonomous Solutions is an expert in the field of subsea
UUVs, providing highly flexible, open source AUVs that deliver
a state-of-the-art, low cost development solution well-suited for
developers of autonomy and behaviours, power systems,
subsea sensors and new payloads.
Back in April 2018, Riptide introduced a new variant of its
UUV product line, a deep rated version to support acoustic
telemetry research programs. The deep UUV is rated for 1,500m
depth, but still only 7.5 inches in diameter. Its payloads include
CTD, acoustic modem and a custom towed acoustic receiver
array. With industry-leading low power hotel load, this system
can still deliver more 48 hours of endurance for field testing.
“The purpose of the current vehicle is to demonstrate long
range, medium data rate acoustic underwater communications
for a mission critical project. To accomplish this, we needed to
operate for long periods in the deep sound channel,” said Dan
Lawrence, Field Operations at Riptide. These waters, around
1000m deep, are typically out of reach of compact UUVs.

Revolutionary new subsea robot, Aquanaut.
Photo courtesy of Houston Mechatronics
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Riptide’s open source software and flexible mechanical design
enabled the rapid development of this custom UUV and ensured
the research program could be executed as planned.
Like all of Riptide’s UUVs, the new variant features open
hardware and software interfaces to provide users a reliable
and robust platform to advance technology development. The
vehicle design is optimized for high efficiency with the best
hydrodynamic signature in its class. Riptide’s new UUV features
three individually actuated control fins providing active roll
stabilization. An active GPS antenna, WiFi communications, and
vehicle status LED’s are integrated into the vertical control fin,
reducing the vehicle’s hydrodynamic signature for maximum
efficiency. Open system design provides for easy, user
modification and customization, making this an ideal platform
for a wide variety of development needs. Multiple energy source
options allow maximum flexibility for endurance, safety, shipping,
and mission optimization. The Aluminum-Seawater Battery from
Open Water Power provides unparalleled energy density
(endurance) and safety.
Houston Mechanics introduces Aquanaut
Houston Mechatronics is a USA-based start-up company that
creates UUVs and software packages for the defence, oil and
gas, renewable energy and mining industries. In May 2018,
Houston Mechatronics launched a revolutionary new subsea
robot, Aquanaut. The multipurpose subsea robot which employs
a patented shape-shifting transformation from an AUV to a ROV,
removing the need for vessels and tethers. The vehicle
enables both the efficient collection of data over long distances
as well as manipulation of subsea objects at a significantly lower
cost than today’s technology. The UUV communicates
acoustically through the water.
“We firmly believe that this technology is a revolution in
subsea robotics. Aquanaut, and our tightly coupled over-thehorizon software Commander, enables Houston Mechatronics
to deliver more feature rich, safer subsea services to commercial
and defense customers that demand it,” said
Houston Mechatronics CEO Matthew Ondler. “Our
team developed some of the most advanced robots that
NASA ever produced and has been developing advanced
subsea
robotics
technology
for
confidential
customers for years. Aquanaut represents the pinnacle of our
company’s expertise and experience and we are beyond excited
to introduce this vehicle to customers.”
Aquanaut was designed to operate over-the-horizon with
onshore operator supervision. Houston Mechatronics has
removed the need for onsite vessels (and people) from subsea
work while still maintaining the operator’s situational awareness
and the ability to modify missions. For the warfighter, this means
increasing the standoff distance therefore resulting in
safer conditions, while for commercial customers, enhanced
capabilities can be provided for a lower cost.
We can expect to see a lot more from Houston Mechatronics
going forwards. In May 2018, Houston Mechatronics announced
a US$20 million Series B investment from Transocean and
Schlumberger. According to Houston Mechatronics President
Matt Ondler, the funding will be directed towards the
commercialization of Aquanaut. Beyond Aquanaut, Houston
Mechatronics will continue to develop novel subsea capabilities
and other robot technologies.
Ocean Aero Submaran faces rigorous testing
USA-based start-up, Ocean Aero, is another company that’s
recently become involved in the design and manufacture of
UUVs. The company’s flagship product, the Submaran, is a
hybrid platform powered by solar and wind energy, integrating
the capabilities of a surface vessel and submarine in order to
travel on the water’s surface and submerge beneath it. The
Submaran delivers autonomy, self-sufficiency and survivability
for a wide range of government and defence applications.
The UUV can gather a wide range of data, including
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environmental monitoring and sampling, remote area monitoring,
oceanographic data gathering and hydrography. Its applications
include coastal enforcement, defence, surveillance, asset
monitoring, and environmental monitoring. Available in small
4m and larger 12m versions, the Submaran is a game-changer
for defence forces.
In March 2018, the Ocean Aero Submaran completed a
rigorous, 11-day endurance test along the coast of California.
The Submaran autonomously navigated its way from the
renowned Monterery Bay to west of the Channel Islands near
Long Beach.
“The Submaran succeeded across multiple tests, ranging
from solar-power efficiency to communications to structural
integrity to software operations.” said Eric Patten, CEO of Ocean
Aero. “We learned a lot and confirmed that our technology
continues to perform at peak levels as we improve our production
capabilities.”
During the test, the Submaran encountered a wide range of
ocean conditions, from near calm wind and seas to Sea State
6, which featured winds in excess of 35 knots and wave heights
more than 15 feet. The Submaran’s sailing speed ranged from
one to more than five knots during the deployment. Other
operation milestones included:

•
•

Operated (on the surface) in Sea State 6 with 15-foot waves
and more than 30 knots of wind around the infamous Point
Conception.
Demonstrated the ability to efficiently transform to a low-

•
•
•

•
•
•

profile state in Sea State 6 and quickly return to sailing state
when seas abated.
Saw very little to no biological growth on hull.
Tested and evaluated electrical loads and demonstrated the
ability to reduce loads (‘hibernate’) to manage energy levels
and fully recover with solar energy.
Tested the ability to operate both autonomously (most of
the journey) and remotely – Conducted mission changes
and controlled and monitored the Submaran with several
(dispersed) operators in both California and Australia.
Used the AIS system to identify nearby ships and allow
operators to monitor navigation through one of the busiest
shipping routes in the United States.
Monitored the vehicle with the backup tracker.
Validated ease of recovery in open-ocean conditions with
safe, efficient, single-point lift from water to on-deck of
research vessel in less than less than 10 minutes.

Towards the end of September 2017, Lockheed Martin
announced its belief in the Submaran UUV with a strategic
investment in Ocean Aero, making it Ocean Aero’s second
significant investor after Teledyne Technologies invested back
in 2014. “Ocean Aero represents the next generation of
environmentally powered, autonomous ocean systems,”
said Chris Moran, executive director and general manager of
Lockheed Martin Ventures. “Our investment will allow us to better
respond to customers’ maritime needs with technology solutions
for a diverse set of missions.”
GMC
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IT-as-a-Service shows promise for
Department of Defense
Delivering cohesive solutions to military and defense
groups has always been a challenge, in particular with the
slow procurement and development process typical of
these groups. More recently, the as-a-service model has
become increasingly popular across government
applications, and with good reason, as outlined by Bob
Ferrell, World Wide Technology’s Vice President Federal
Strategy.
During the last year, we have seen a fundamental shift in
how federal IT leaders talk about information technology. Rather
than talk about the technology itself - the hardware, software,
networks and so on - they focus on the information and how it is
managed, analyzed and shared.
This shift builds on growing interest in the as-a-service model
in recent years, first with Software-as-a-Service, then with
Platform- and Infrastructure-as-a-Service, and a growing range
of similar niche services that leverage the flexibility and
accessibility of the cloud.
The difference now is that agencies are beginning to think
about how to put all these pieces together and move to a full ITas-a-Service model (ITaaS). For good reason, a growing number
of leaders see this as the future of federal IT.
The ITaaS value proposition
The Anything-as-a-Service (XaaS) model has steadily gained
traction because it enables agencies to buy IT services on
demand, making it easier to expand or deploy services as
requirements change, and reduces the time and energy they
put into buying and managing the underlying technology.
However, the flexibility and savings have been limited by the
limited scope of most XaaS implementations. Agencies typically
have adopted XaaS in piecemeal fashion - for example,
leveraging SaaS for a short list of applications, or using IaaS
and PaaS services for just one division or program.
An enterprise approach to ITaaS enables an agency to create
a more integrated and agile IT environment, deploying services
- and reaping benefits - at enterprise scale. But, most important
of all, ITaaS shields users from the technical complexity of the
enterprise, allowing them to focus on improving the quality,
availability and usefulness of information. Information, not the
technology, delivers value.
Defense leaders have always understood this, so it is no

Photo courtesy of World Wide Technology
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Bob Ferrell, World Wide Technology’s Vice
President Federal Strategy

surprise that the Department of Defense (DoD) is taking steps
in this direction. The most high-profile example is the DoD’s
Joint Enterprise Defense Infrastructure (JEDI) program, which
will provide a cloud-based platform for services across the
department.
In providing background for the program, DoD officials noted
that the lack of an agile infrastructure hurt its ability to defend
the country. “The Department’s lack of a coordinated enterpriselevel approach to cloud infrastructure makes it virtually
impossible for our warfighters and leaders to make critical datadriven decisions at ‘mission-speed,” the RFP stated.
The Air Force is also moving in this direction. In 2018, the
Air Force launched experiments for its Enterprise ITaaS
transformation program, which aims to outsource basic
commodity IT operations to commercial providers so that the
Air Force can free up service members for more specialized
technology work.
The same principles apply across the federal government.
When it comes to providing standard IT services, agencies need
to get out of the business of building and maintaining siloed
systems that lock them into a limited range of capabilities.
But outsourcing is just one option. With ITaaS, the goal is
not to create a uniform approach to IT, but to integrate a wide
range of commercial technologies, services and processes. That
environment is likely to include a mix of public and private clouds
- but all of it should be managed as cohesive whole.
In part, this is a technology integration challenge. But in part
it is an organizational challenge, because it involves a different
way of thinking about technology. This has always been the case
with cloud, and with ITaaS it is even more so.
A full-scale move to ITaaS might not be the right choice for
every agency at this point in time. But as agencies move forward
with their modernization initiatives, they have an opportunity to
leverage the cloud on a broader scale to achieve new levels of
flexibility and scalability - and to spend less time worrying about
the technology and more time driving value through better
GMC
information and services.
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The advanced mobile battlefield;
keeping things clear in the fog of war
The battlefield is a complex environment in which to
operate; communications must be reliable, secure, and
smooth, in order for defence forces to operate to their fullest
abilities. Demand for these services, particularly in a mobile
environment, is high, as are expectations. Ken Peterman,
President of Government Systems at Viasat, outlines how
satellite can solve the communications challenges of the
modern mobile battlefield.

Today’s battlefields are in some ways no different to those
of the past: Ultimately, the critical factor is being able to decide
if someone is friend or foe, often in a matter of seconds. Whether
front-line infantry, or a pilot tasked with conducting a precise
air-strike, these decisions are critically assessed in some of the
most stressful environments a person will ever face. Situational
awareness is vital, both for enhancing decision making abilities
and taking swift action when it’s needed most. As more
technology and data enters the battlefield, it should be easier
than ever to keep forces connected and informed, but that isn’t
always the case.
The connection conundrum
One of the greatest technological issues for warfighters across
today’s modern battlespace is how to harness the vast amount
of data available in order to operate seamlessly and pave the
way for new concepts of operations. With so many moving parts
– from aircraft and maritime vessels, to unmanned vehicles and
emerging artificial intelligence (AI) applications – combined with
the time it takes for new capabilities and technologies to be
developed, trialled and eventually introduced, the pace of
innovation can be highly varied.
Vast amounts of data and fragmented connectivity solutions

Ken Peterman, President of Government Systems
at Viasat

can cause a variety of issues. As more data driven applications
enter today’s battlespace, so do the chances of a lack of
interconnectivity. As a result, warfighters are left with a challenge
that can put them at a disadvantage.
Looking outside the box
Traditionally, the Ministry of Defence (MoD) and other
government agencies would move through a lengthy
procurement process to identify and develop a communications
technology that could connect all of these moving parts. Yet
today, private sector technology leadership is supporting the
speed and interoperability needed to ensure military forces can
harness the power of big data on the battlefield. As the private
sector technological development cycle continues to accelerate

Photo courtesy of Viasat

18

www.globalmilitarycommunications.com | February 2019

Global Military Communications Magazine

at an unprecedented rate, the MoD and other coalition forces
should look to leverage this rapid technology trajectory and
employ non-traditional methods of procurement to fully exploit
this trajectory to solve real warfighter problems today.
A great example of this private sector trajectory can be found
in satellite communications. The sheer amount of capacity,
resilience, speed and security commercial satellite systems have
been designed to provide can be taken advantage of by militaries
around the world. New high capacity satellites, such as Viasat’s
global Hybrid Adaptive Network architecture, can provide access
to seamless communications and emerging AI applications
required to provide our forces with a tactical edge across all
domains. In addition, by leveraging private sector satellite
communications investment and technology leadership, the MoD
will be able to rapidly take advantage of new capabilities, futureproof expensive equipment and significantly reduce overall cost
of equipment.
Private sector technology and connectivity solutions
designed for civilian use can also conform to many of the same
standards used by today’s militaries, allowing them to coexist
as part of the defence ecosystem. Communication technologies
are the perfect example of this, with advances in satellite
communications capabilities and a fully-integrated active cyber
defence resulting in services able to reliably transmit large
amounts of data and analytics, paving the way for new civilian
cloud and AI based applications. This too can apply to the
defence sector. As recently demonstrated by Viasat at the

“One of the greatest technological
issues for warfighters across today’s
modern battlespace is how to
harness the vast amount of data
available in order to operate
seamlessly and pave the way for new
concepts of operations.”
Association of the United States Army conference in Washington,
D.C., this same cloud-enabled connectivity can be applied to
emerging military concepts of operation to make the Internet of
Battlefield Things (IoBT) a reality for the MoD and coalition forces.
The path forward
Providing a modern, connected military isn’t just about creating
and adopting new technologies. The impact of today’s unified,
high capacity communications can be a huge advantage on the
battlefield – giving forces through faster, more accurate
information sharing that allows for swifter and more confident
action. As with so much in military operations today, partnership
is the answer: Not only between nations, but between the
defence and commercial technology sectors operating in tandem
to bring the most advance technology and capabilities to the
warfighter in real time.
GMC

Photo courtesy of Viasat

www.globalmilitarycommunications.com | February 2019

19

Global Military Communications Magazine

Delivering hybrid solutions
to government users
SES Networks, part of SES, provides managed connectivity services to
customers across a variety of markets, including telecommunications,
energy, mining, maritime, government. The company utilises its fleet of
more than 50 geostationary satellites and the medium Earth orbit (MEO)
O3b satellite constellation to deliver services to where they’re needed
most. Robert Heron, Senior Manager, Market Development Governments
and Institutions, SES Networks, opines on the state of the government
and military market segments, and the role its medium Earth orbit (MEO)
constellations has to play.

Robert Heron, Senior Manager,
Market Development Governments
and Institutions, SES Networks

SES Networks provides global managed
data services, connecting people in a
variety of sectors including telecommunications, maritime, aeronautical, and
energy, as well as governments and
institutions across the world.
The SES Networks portfolio includes
GovSat, a 50/50 public-private
par tnership between SES and the
Luxembourg government, and O3b, the
only non-geostationary system delivering
fibre-like broadband services today.

Question: SES Networks was formed at the same time as SES Video during
a restructure at SES to enable the company to better serve its vertical
markets. Which segments fall under SES Networks’ remit, and what’s your
assessment of the markets right now?
Robert Heron: SES Networks provides global managed data services for a variety
of sectors, including the fixed data, mobility, and government markets. These
include important areas like telecommunications, maritime, aeronautical and
energy, as well as governments and institutions across the world. These markets
are very dynamic, and we’re doing very well in these areas. We feel this validates
our strategy and differentiates the capabilities we’re investing in.
The group’s portfolio also includes GovSat, which is a 50/50 public private
partnership (PPP) between SES and the Luxembourg government. In addition,
SES Government Solutions, a wholly-owned subsidiary of SES, is exclusively
focused on serving the US Department of Defense (DoD) needs.
The government market is growing whilst also becoming more and more
network-centric in terms of the applications that need to be served. SES Networks
delivers a whole suite of applications and managed network services for
government verticals, including terrestrial, maritime, airborne, border control,
intelligence, surveillance and reconnaissance (ISR), civil protection, disaster
response, e-government applications, etc. There are huge opportunities in these
areas.
Our capabilities are enhanced by the fact that we have the industry’s only
multi-orbit, multi-band fleet combining medium Earth orbit (MEO) and
geostationary orbit (GEO) satellites. Today, we have government customers from
more than 30 countries around the globe, and they trust our capabilities and our
experience. As a group, we have more than three decades of experience in
delivering satellite communications services to governments.
Question: Satellite is playing a growing role within governments and defence
groups the world over as demand for always-on, reliable, secure connectivity
is at an all-time high. What are the challenges in delivering connectivity to
these segments?
Robert Heron: Governments are under pressure to reduce budgets despite the
need to transport more and more data around the world. We’re seeing increased
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demand for throughput, and this is being driven by the growing
number and diversity of network platforms. It’s been projected
that, by 2025, global governments will require at least 78Gbps
of data. There’s also increased demand for end-to-end services,
and only those private sector players who have the necessary
capabilities to provide these services will be able to meet this
demand.
SES factors all these future needs of governments and
institutions into the design of its future capabilities. We believe
we have the flexibility, knowledge and experience to meet the
needs of our government customers. We expect global
governments to continue to demand a higher degree of
resilience, diversity, robustness and ever-increasing capacity
from the systems and services which they obtain.
Question: What role can high throughput satellite (HTS) MEO
networks play in meeting government bandwidth
requirements today? What advantages do they offer over
GEO networks?
Robert Heron: Our GEO satellites and MEO constellation
complement each other and can basically power any application
imaginable. They operate together across the orbits, and as we
move forward, we’re going to see more and more value created
by optimizing the routing of traffic between GEO and MEO.
Hybrid GEO and MEO solutions are going to be really important
to us in the future, especially for military clients who need to
constantly maintain the lowest cost carrier with very high data
rates and reliability.
MEO satellites are ideal for latency-sensitive applications
and can provide services with performance that is on par with
fibre. It’s better than fibre in some instances because the jitter
on our MEO networks is better than many fibre networks.
Depending on the geometry of the network, our MEO
constellation can provide less than the average 150ms. A single
O3b MEO satellite beam can provide high enough bandwidth
to establish reliable connectivity between multiple locations, on
land, in the air, or at sea. This includes things like tactical
operations centres for the military, no matter where they are,
and enables uninterrupted, real-time, delivery of high definition
video for terrestrial and airborne ISR platforms, access to secure
networks, gigabyte-size file transfers, and so on. What that
means is that connectivity to remote locations can be just as
good as it is to headquarters. We’re offering high-bandwidth,
highly reliable communications to any location, at any time.
These MEO satellites are also naturally jam-resistant
because they utilize small beams and are constantly moving
across the sky, making any kind of intrusion difficult. For our
forthcoming next generation MEO satellite communications
system, called O3b mPOWER, the situation improves even
more, and jamming those networks will become far harder still.
MEO also enables the use of high-tech cloud-based

applications, which is particularly important for remote locations.
Governments and institutions are increasingly turning
towards the capabilities provided by our MEO system. In the
US alone, SES Government Solutions (SES GS) is servicing
50 DoD customers who avail themselves of the full range of our
capabilities, both on GEO and MEO. Earlier this year, SES GS
was awarded a Blanket Purchase Agreement which enables
the US DoD to access O3b MEO services worldwide and
includes managed services on high throughput satellites,
broadband services, gateway services, monitoring and control
services, access to satellite ter minals, field service
representatives, and training and terrestrial backhaul. MEO has
already made the cost of high throughput satellite capabilities
attractive for government customers, and our forthcoming
networks will do that even more so. We already deliver multiGbps HTS MEO capacity to dozens of sites worldwide.
Question: There are a lot of low Earth orbit (LEO)
constellations on the cards right now. What’s your
assessment of these plans, and how will they compare with
SES Networks’ MEO constellation?
Robert Heron: Firstly, it’s important to highlight that our O3b
MEO fleet is a fully-operational system which is successfully
delivering fibre-like services to millions around the world. Our
MEO constellation is already a proven concept with a proven
economic model. The next generation of O3b MEO satellites,

O3b mPOWER - photo courtesy of SES Networks

www.globalmilitarycommunications.com | February 2019

21

Global Military Communications Magazine

O3b mPOWER, is the only fully-funded non-geostationary
satellite system today. That means that it is definitely going to
materialize.
Future LEO constellations have quite some challenges,
including high initial manufacturing and launch costs, the
complexities and risks of trying to deploy so many satellites so
close to one another, and complex and expensive ground
hardware. If and when these LEO satellites are launched, they’ll
be much closer to the Earth, so their coverage is also limited;
that’s why so many more LEO satellites are needed to provide
the same coverage as MEO satellites. We’re talking about
hundreds if not thousands of satellites. To give you an example:
O3b mPOWER will provide global coverage with only seven
high-powered satellites. The increased proximity to Earth of LEO
satellites also means that the ability to connect to both the
customer and a gateway with the same satellite is much lower,
which means a much more complex hub network, which will
add latency. In addition, the handover between hundreds or
thousands of satellites with no data loss, as we already achieve
with O3b, is very challenging.
Most applications can run as well on existing MEO as on
future LEO. In most cases, users won’t really notice the
difference, except maybe highly-interactive areas like gaming.
Upcoming LEO networks will have to prove that they’re
financially and technologically viable. There are, of course,
already some LEO networks such as Iridium, Globalstar and
Orbcomm, which primarily serve low data rates applications such
as voice. However, the coming wave of LEO satellites will be
targeting completely different applications, which will be
extremely challenging to say the least.
The expectations around LEO are very high, but it remains
to be seen whether they’ll be able to live up to those expectations.

Question: Let’s talk about O3b mPOWER, the next
generation of MEO satellites. How will these satellites
enhance SES Networks’ capabilities, and what can you tell
us about progress to date?
Robert Heron: The O3b mPOWER satellite communications
system has arisen from our vision for the enhancement and
growth of our MEO network, where we are scaling a proven
concept. It also responds to the data-centric needs of our
customers. It’s basically a new industry benchmark, these are
fully-configurable, fully-digital satellites. The initial seven
satellites of the O3b mPOWER system will be launched in 2021.
Each of these satellites provides more than 4,000 beams, which
are completely configurable and have many interesting
characteristics.
This fleet is scalable to provide multi-Tbps of global capacity.
It’s a highly flexible, highly advanced system, with the capability
to enable sophisticated applications. The beam-forming
capabilities of these satellites provide advanced features which
are of particular interest to governments and military groups.
These beams can be reconfigured very rapidly to expand or
shrink coverage.
The beam-forming flexibility will also enable government
users to securely and autonomously manage beam capacity
and location to support secure operations on air, land and sea.
It’s a very exciting time for the satellite industry right now. I’ve
been in the industry for a very long time, but I’ve never seen the
pace of change of technology happening as rapidly as now,
both in space and on the ground. The capabilities that we and
others are bringing to fruition are really astonishing. I think the
rate of change is going to continue for many years to come, and
the benefits of that for users, such as lower costs and greater
capabilities, are incredible.
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