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Rockwell Collins selected by Thales to upgrade Hawkei Protected
Mobility Vehicle-Light system
Rockwell Collins will serve as a subcontractor to Thales Australia to integrate
the Digital Terminal Control System (DTCS) into the Integral Computing
System (ICS) of the Hawkei Protected Mobility Vehicle-Light system.
The DTCS enables joint terminal attack controllers and joint fire observers
to seamlessly integrate with airborne assets, artillery and naval platforms. It
is a flexible, wearable solution for ground targeting, air support and call-forfire missions with the capability to be integrated on tanks and combat vehicles.
Vehicle integrations enable the soldier to leverage more capable sensors
and communication systems that are organic to the vehicle.
“The collaborative relationship that our company has with the Australian
Defence Force has provided a foundation for the delivery of reliable joint
fires solutions under the Land 17 program,” said Nick Gibbs, Managing
Director of Rockwell Collins in Australia.
Following the acceptance of a first-of-type system, Rockwell Collins will
design, support Thales Australia to develop, integrate and test the DTCS.
Work under the contract will be located in Sydney, Australia, and began in
January 2017 and will run through February 2018.
GMC

Tactical Air Defence Radar System
(TADRS) communication upgrade
for the Royal Australian Air Force is
now in service
In 2014, the Department of Defence, Surveillance and Control Systems Program
Office (SCSPO) awarded Lockheed Martin Australia the contract to deliver the
Tactical Air Defence Radar System (TADRS) communication upgrade project.
Frequentis was chosen as the supplier for the end-to-end IP-based secure voice
communication system iSecCOM.
In July 2016, the successful Site Acceptance Test (SAT) was conducted at
the Royal Australian Air Force’s Eastern Regional Operational Centre (EASTROC)
that involved the comprehensive utilisation of the RAAF’s wider Air Battlespace
Management (ABM) systems.
This SAT was performed in conjunction with the other ABM systems, Vigilare
and the Mobile Regional Operations Centre (MROC). The first modified system
was immediately sent on a six month operational deployment following SAT and
performed exceptionally well.
Based on Lockheed Martin’s AN/TPS-77, TADRS can conduct radar
surveillance, track non-cooperative targets and direct interceptions. It comprises
four mobile platforms that can be connected to EASTROC, the Northern Regional
Operations Centre (NORTHROC) and MROC. The Frequentis communication
system for TADRS includes seven Frequentis iSecCOM systems, the certified
RED/BLACK end-to-end IP-based voice communication system. The core element
of the solution is the capability to provide voice communication services for two
separate security domains from a consolidated controller working position. The
Frequentis Secure Audio Switch (iSAS) achieved international Common Criteria
(CC) EAL4+ certification and recognition by the Australian Signals Directorate,
and is the core element for separating the classified and unclassified domains.
The iSecCOM product has the smallest, lightest footprint available in the missioncritical market and is particularly suitable for deployable and mobile defence
systems.
“Frequentis is a very professional organisation with innovative project
management and when combined with a real understanding of the user’s needs
delivers an outstanding product,” Andrew van de Ven, Program Manager at
Lockheed Martin, said.
Frequentis intends to fully participate in the emerging defence program
AIR6500 using technology similar to that deployed in the TADRS system. “The
complexity of secure domain separated voice communications using IP-networks,
while providing full functionality across legacy and new systems such as radios,
telephony, and analogue/digital networks, should not be under-estimated.
Frequentis continues to invest substantially in research and development to
ensure mission-critical resilience in conjunction with lowest transmission latency
and highest voice quality,” Martin Rampl, Managing Director of Frequentis
Australasia, explains.
GMC
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Lockheed Martin
introduces
Paragon™ Direct
Attack Munition
Lockheed Martin has announced that its
Dual Mode Plus laser-guided bomb (LGB)
will be branded Paragon. The Paragon direct
attack munition is an affordable, effective
alternative to current dual-mode weapons.
“The new brand Paragon exemplifies a
model of excellence, and reflects the
system's performance and capability,” said
Joe Serra, Precision Guided Systems
director at Lockheed Martin Missiles and
Fire Control. “The Paragon direct attack
munition has demonstrated performance
well within operational requirements and
can be released farther from the target than
other dual-mode or GPS-guided weapons.”
Paragon leverages the reliability and
affordability of Lockheed Martin's combatproven LGB, integrating an iner tial
navigation system (INS)/GPS all-weather
moving-target capability to deliver increased
standoff, mission flexibility and reliable
performance.
“Our flexible streamlined manufacturing
enables us to offer Paragon as an affordable
solution to help stretch defense budgets,”
Serra said. “Greater capability at a more
affordable price benefits our customer by
increasing competition in performancebased acquisitions.”
Paragon has been successfully
integrated on the F/A-18. Additional F/A-18
flight testing continues and F-16 test flights
are planned for the second quarter of 2017.
Effective against fixed, relocatable and
moving targets, the Paragon direct attack
munition maintains the physical dimensions,
mass properties and outer mold line of
Lockheed Martin's combat-proven LGB, and
integrates seamlessly with aircraft
employing LGBs or similar direct-attack
weapons using conventional MIL-STD1760/1553 or Universal Armament
Interfaces.
Lockheed Martin is a qualified provider
of all three Paveway™ II MK-80 series LGB
variants (GBU-10/MK-84 [2,000 lb.], GBU12/MK-82 [500 lb.] and GBU-16/MK-83
[1,000 lb.]) and is the sole provider of the
Enhanced Laser Guided Training Round
and DMLGB. The company has delivered
over 150,000 training rounds, more than
75,000 Paveway II LGB kits and 7,000 dualmode systems to the US Navy, Marine
Corps, Air Force and 23 international
customers.
GMC
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GA-ASI launches Team Reaper Australia
General Atomics Aeronautical Systems, Inc. (GA-ASI) has announced the official launch of its Team Reaper® Australia solution to
the Project Air 7003 requirement, together with Australian teammates Cobham, CAE Australia, Raytheon Australia, and Flight
Data Systems. The Team was announced during the opening of the US Pavilion at AVALON 2017 – Australian International
Aerospace and Defence Exposition, in Geelong, Australia, by Linden Blue, CEO of GA-ASI, together with Mr. James Carouso, the
Charge D’Affairs at the US Embassy in Canberra and Air Chief Marshal Sir Angus Houston, AK, DFC from Defence South Australia.
“General Atomics Aeronautical recognizes the importance of working with Australian established partners, and we are very
pleased to be joined in this endeavor by Cobham – our key partner in Australia - CAE Australia, Raytheon Australia, and Flight
Data Systems,” said Linden Blue, CEO of GA-ASI. “We have been working closely with the Australian Defence Force [ADF] to
understand the operational needs of AIR 7003 and are confident that our RPA System [RPAS] solution will provide mature,
persistent, interoperable support to Australia’s warfighters.”
“We have assembled a team with proven capabilities and a focus on Australian industrial support and innovation,” Mr. Blue
continued. “Our objective is to expand the involvement of our Australian industry teammates in improving and sustaining this RPA
system.”
"Cobham and GA-ASI have been working in partnership for more than 12 years to prepare for the whole-of-life support
requirements for Australian Armed RPAS,” said Mr. Peter Nottage, President of Cobham Aviation Services. Cobham has extensive
experience across Australia and Europe in support of defence and government operations, training and support requirements,
and this currently includes the provision of maintenance support for the Reaper Ground Control Station (GCS) at RAF Waddington
in the UK. “We are thrilled to be a part of Team Reaper Australia and look forward to delivering an RPAS solution in Australia,” he
said.
“We are pleased to join Team Reaper Australia as part of our growing international partnership with General Atomics to
provide comprehensive training solutions for the Predator® family of remotely piloted aircraft,” said Ian Bell, CAE’s Vice President
and General Manager, Asia-Pacific/Middle East. “Our support of delivering academic, simulator, and live flying training to the US
Air Force’s MQ-9 Reaper aircrews gives us a wealth of experience we can leverage in helping the Australian Defence Force create
a well-trained and mission-ready cadre of RPA pilots and sensor operators.”
Michael Ward, Managing Director of Raytheon Australia, said that the company has a long and proven record of successfully
supporting the Australian Defence Force as a trusted partner. “We are thrilled to be part of Team Reaper Australia, offering our
unique whole of life integration skills and an extensive aerospace experience to support this program and to contribute to Australia’s
safety and security.”
"Flight Data Systems is proud to become part of the General Atomics team in Australia. Collaboration brings about innovation.
UAV [Unmanned Air Vehicle] development between General Atomics and Flight Data Systems will change the landscape," said
Darren Privitera, General Manager of Flight Data Systems PTY Ltd.
Air 7003 will provide the Australian Defence Force with a medium-altitude long-endurance RPAS, and will include aircraft and
GCS.
GMC
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Expanding on wearable technology
It is vital in today’s world that soldiers be provided with the best possible equipment. However, that means large
amounts of communications, navigation, and situational awareness technology, all of which needs to be moved from
place to place in the battlefield. Commercial and military research groups are investing heavily in more mobile and
wearable technologies as a solution to the increasing amount of equipment needed in the field. While research is still in
its infancy, there already exist a number of viable solutions that are in play today within defence forces around the world.

Soldiers in the battlefield must make use of every advantage
possible to have the best chance of survival, mission success,
and injury avoidance, and having the best possible armour
makes a massive difference. Gone are the days when soldiers
would cover themselves in heavy plate armour and chainmail;
today, thanks to innovative new technologies, armour is
lightweight, flexible, and tougher than ever before. Indeed, recent
years has seen a massive leap forward in armour. No longer
simply a protective coat, today’s armour is being developed with
secondary features in mind as wearable technologies make all
the difference to the warfighter.
As technology has advanced, soldiers require more and
more equipment in the field. This might include communications
technology like radios or VSAT systems, navigational or
computing equipment. For medics, the list of equipment is
endless. As such, commercial and military research groups have
been working on making equipment increasingly mobile, with
wearable technology a key focus. When vital equipment can be
miniaturised and worn on the body, soldiers can keep more
equipment directly on-hand, enabling enhanced capabilities in
the field, while keeping their hands free for more pressing tasks.
The wearable technologies field is one of the strongest
growing areas in military research. According to ‘The Military
Communications Market: 2015-2030 – Oppor tunities,
Challenges, Strategies & Forecasts,’ pressures on defence
spending will not halt increasing investments in military
communications. The market is expected to provide more than
US$40 billion in revenue by the end of 2020, with spending
focused on wearable technology, machine-to-machine (M2M)
and sensor networks. Within the wearables category,
applications range between enhancing situational awareness,

6

and detecting and resolving physical and health problems. The
report highlighted DARPA’s ULTRA-VIS programme, which has
developed lightweight, low-powered, wearable display systems
for ground troops. The displays enhance situational awareness
with an augmented reality view, which includes information on
the nearest friendly units, distance to objective, and satellite
imagery of the area.
Providing additional situation awareness through helmets
Helmets are an integral piece of body armour for most military
groups, protecting the head from blows, falls, and a host of other
attacks. They are also one of the pieces of equipment that
developers most commonly focus upon for armour upgrades. A
soldier’s eyes and ears provide vital information in the battlefield,
and through the helmet, both sight and sound can be
conveniently augmented with additional technologies.
In July 2016, BAE Systems completed the second set of
trials of its Striker II Helmet-Mounted Display (HMD), which saw
the technology integrated with the Eurofighter Typhoon combat
jet. The trials proved that technology can be integrated with
existing aircraft, regardless of whether its electronics systems
are analogue or digital.

Photo courtesy Revision
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The Striker II HMD technology allows pilots to easily engage
high-precision target tracking while providing superior situational
awareness. The integrated night vision capability means that
the system can be used in any light conditions.
“This phase of testing is a significant milestone on the path
to full integration of Striker II with Typhoon,” said Peter Kosogorin,
Test Pilot for BAE Systems. “Striker II is a real step change for
the fighter pilot. It removes the need for separate heavy night
vision googles that increase pressure on the pilot’s head and
neck to that aircraft manoeuvrability is no longer limited.”
Meanwhile, Revision Military, a provider of protective soldier
equipment for military applications, was awarded a contract in
July 2016 from the Department of Defense’s (DoD) nextgeneration helmet platform programme. In October 2016,
Revision unveiled its submission: A Family of Tactical Headborne
Systems (FTHS). Several hundred samples have been delivered
to the DoD for testing in compliance with the contract.
The multipurpose helmet suite consists of coastal marine,
riverine, ground ballistic and ground bump systems, and will be
supplied with a new set of accessories that will enhance the
helmet platform for boat, vehicle and HALO/HAHO, as well as
mountain, river and direction action operations. The bump helmet
is the first in the industry that can be ballistically-enabled with
add-on armour for blunt force and ballistic protection. It also
reduces neck load burden during highly dynamic operations,
while still providing the required protection. With the skeletisation
of all of the system components, the combined weight is
significantly lower than other helmet systems available on the
market.
“We can’t wait for the warfighter to get their hands on these
helmets,” said Eric Hounchell, Vice President, Armor and Global
Operations, Revision Military. “This is a very exciting opportunity

FORTIS photo courtesy Lockheed Martin
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for Revision, and this project continues to drive innovation within
our Armor Business Unit. It’s a very aggressive program and I
believe Revision has proven itself more than up to the challenge,
building a full-suite, custom solution from the ground up. All of
the significant resources at the company’s disposal were called
upon to produce this cutting-edge helmet, resulting in a product
that will give some of our country’s most elite forces the
protection, versatility, and manoeuvrability they require for
demanding operations. We firmly believe the solutions we’ve
created here advance helmet technology as we know it.”
Revision’s entire FTHS also includes a headborne personal
signature management (PSM) package, daytime visors, blunt/
ballistic mandibles, an NVG splash shield, and Revision’s new
multilayer liner comfort system with a removable fit band and a
concave shell design to support NVG use. The FTHS suite will
be available commercially this year.
Enabling power and data relays with next-generation armour
Armour is one of the most essential components for any soldier
about to enter the battlefield. It must be ruggedized and durable
enough to protect the wearer, while also being suitably
lightweight and flexible to allow a good level of movement. In
recent years, those in the battlefield have been able to enjoy
armour that goes beyond the bare basics, with a wide variety of
additional features included, such as power sources, situational
awareness, or data relays.
One of the most recent developments came in in July 2016,
when BAE Systems announced that it had designed Broadsword
Spine, an alternative to the heavy portable data and power
supplies currently used by military and emergency service
workers.
In partnership with Intelligent Textiles Limited (ITL), BAE
Systems will produce the Broadsword Spine in high volumes at
low cost. The company plans to supply them to the armed forces,
fire and rescue services, and law enforcement agencies, which
all rely in mobile electronic equipment that is durable for long
periods of time.
Broadsword Spine is an e-textile based layer which, when
added to clothing, creates an invisible electronic network and
power supply by using conductive fabrics instead of wires and
cables. With it, wearers can plug in vital electronic devices into
the vest, jacket or belt, and be instantly connected to power and
data via USB. The new system is expected to provide around a
40 percent weight saving per user compared with alternative
solutions. Robust enough to operate in the harshest
environments, and resistant to water, fire, humidity and shock,
Broadsword Spine can be easily recharged in the field via an
in-vehicle charging point, or through battery replacements.
Meanwhile, in September 2016, a team from the Defence
Science and Technology Laboratory (Dstl), Roke Manor
Research, QinetiQ, and Systems and Engineering Assessment
(SEA), demonstrated their Dismounted Close Combat Sensors
(DCCS) technology, which was designed to improve navigation
and enable soldiers to more effectively share information.
The system makes use of GPS, but also works in the
absence of GPS signal availability or when the signal is jammed,
thanks to inertial and visual navigational sensors. It takes the
last known GPS location and combined information from visually
tracked features captured in a helmet camera, alongside inertial
sensors, which can accurately track an individual’s location,
enabling soldiers to be tracked inside buildings and tunnels.
The DCCS technology will stop friendly forces from being
mistaken for the enemy, in addition to enabling commanders to
track the location of personnel. Inertial and magnetic sensors
on the weapon can track where it is pointing. A combination of
camera, laser and orientation sensors mounted on the weapon
will allow them to highlight targets to other troops, unmanned
aerial vehicles (UAVs) and other aircraft at the press of a button.
The system can also identify wounded colleagues, and locate
civilians and potential helicopter landing sites. Finally, the
acoustic and camera technology automatically identifies where
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enemy weapons are being fired from, allowing commanders and
the wearer to take appropriate steps. The system is expected to
be launched in the 2020s.
Making the Iron Man suit a reality
To the general population, picturing next-generation battlefield
wearables would likely summon an image of Tony Stark’s Iron
Man suit. But Marvel’s highly-functional exoskeleton armour is
no longer a thing of fantasy, since research is ongoing at scientific
institutions and commercial companies alike, while the US
military has been exploring the field for decades.
Lockheed Martin released FORTIS in 2014, making it one
of the earliest exoskeletons on the market. FORTIS is an
unpowered, lightweight model that was designed to improve
endurance and safety in industrial settings, such as on heavyduty worksites at Naval docks. It takes the weight of a load,
such as a heavy tool, off the operator, making it easier for them
to work. The weight is transferred to a mechanical arm and
through to the ground using a series of joints, making it appear
almost weightless to the operator.
“Exoskeletons can enhance a person’s physical capabilities.
To increase strength or endurance, you must have a keen
understanding about the structure of the human body, the
science of how the body moves and the variations among
individuals,” said Patricia Aelker, Programme Manager of
Lockheed Martin’s exoskeleton technologies.
FORTIS received a lot of recognition from industry, winning
the Gold Spark award for Product and Health Design in 2014,
the Product Design of the Year award from ICON Magazine in
2014, and was named one of CNN Money’s 36 coolest gadgets
of 2014. However, it’s not only a matter of novelty. In August
2014, Lockheed Martin sold the first two FORTIS units to the
US Navy for evaluation and testing, as the Department of
Defense looks to mature and transition exoskeleton technology
for industrial hand-tool applications at Navy Shipyards. According
to reports, Lockheed Martin is continuing to develop its
exoskeleton technology.
Within the military sector, US Special Operations Command
and the Defense Advanced Research Projects Agency (DARPA)
have been developing a super-solider suit since 2013. The
Tactical Assault Light Operator Suit (TALOS) has been designed

Broadsword Spine. Photo BAE Systems
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with full-body ballistics protection, integrated heating and cooling
systems, power-assisted limbs, embedded sensors, antennas,
and computers, with 3D audio and optics for vision in all lighting
conditions. For the well-being of the wearer, it also comes
equipped with oxygen and haemorrhage controls, and monitors
heart rate. Unlike the rigid materials other suits are being made
of, TALOS is formed from a liquid material that solidifies when
struck.
In 2016 it became apparent that Revision Military’s Kinetic
Operations Suit, which uses a lower-body powered exoskeleton
and a rigid support spine, is a contender for the TALOS
programme, while General Atomics is developing power
methods for the suit, including a hybrid power supply that can
switch to battery for short periods for stealth purposes. TALOS
is still undergoing heavy development to enable capabilities such
as beyond line of sight communications, and an ongoing rapid
prototyping capability to allow new features to be added to the
system quickly. Strain on the wearer must also be reduced prior
to completion, which is expected in August 2018.
A long way to go
It’s clear that, despite the ground-breaking research ongoing
today, wearable technologies for the battlefield still have a long
way to go. We’re only just beginning to explore what might be
possible, and who knows what the next decade will bring.
One key challenge is that defence departments, and
particularly the US Defense Department, are increasingly looking
to adapt private sector technologies for the battlefield, as
innovation moves away from budget-restricted defence sectors
and towards commercial entities. However, according to recent
reports, much of the technology is not up to government security
and durability standards.
At the Defense One Technology Summit in June 2016,
Rajesh Naik, Chief Scientist at the Air Force Research and
Laboratory and Air Force Materiel Command, stated: “I can tell
you at least 70 percent of the devices we tested do not work as
advertised.”
When it comes to commercially-available fitness devices that
record health data such as heart rate and blood oxygen level,
much of the equipment was not designed with military
applications in mind. However, the devices are still of use for
training purposes, allowing decision-makers to design more
tailored training plans for soldiers. In addition, while some new
commercial technologies may not meet military standards, the
fact that the initial research has already taken place at no cost
to government sectors, means that military research groups can
build on these established technologies, lowering overall
GMC
development costs.
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Enabling the military to get
their job done
Chemring Technology Solutions was established to develop electronic
warfare, signals intelligence, EOD, counter IED, tactical communications
and cyber security technologies. Its leading-edge technologies are
supplied to defence forces around the world, including the UK MOD and
NATO allies, to mitigate current and emerging threats. Amy Saunders
spoke with Rob Hall, Head of Product Strategy at Chemring Technology
Solutions, to find out more about the company’s capabilities, latest
developments and market expectations.

Rob Hall, Head of Product
Strategy at Chemring Technology
Solutions

Chemring Technology Solutions is a global
provider of advanced Electronic Warfare
(EW), Explosive Ordnance Disposal
(EOD), and Communication Information
Systems (CIS) products that deliver
leading edge technology to mitigate
current and emerging threats.
Trusted by armed forces, governments,
and national security customers worldwide
its understanding of operational requirements allows it to deliver products able to
meet today’s asymmetric threat
environments. Chemring products are
relied upon by the best equipped armed
forces in the world, including the UK MoD
and NATO allies.

GMC: Can you provide a brief overview of the development of Chemring
Technology Solutions (CTS) over the years?
Rob Hall: For the last sixty years, our approach has been to deliver capabilities
to our military customers that enable them to get the job done. Our equipment
has supported operations from Northern Ireland to Afghanistan, through their
urgent procurements and core-capability purchases. This has driven us to
introduce market firsts and world-leading products, with a heritage that dates
back to the early days of radar development. The Romsey, UK site worked on
the early development of UK digital military communications, building expertise
that would be used to create equipment that made the world’s first 3G cellular
phone call on the Isle of Man.
CTS’ current product portfolio builds-on specialist explosive ordnance disposal
(EOD) products from Chemring EOD and key products developed at Roke Manor
Research, Chemring Group’s world-class electronics R&D organisation.
Chemring EOD was acquired from its founder in 2006, bringing into the Chemring
Group a new capability in EOD defeat and electronic initiator products. This
electronics capability was transformed by the acquisition of Roke in 2010, which
brought world-leading technology in IED detection, jamming and Electronic
Warfare. Chemring Technology Solutions was formed in 2015 by merging the
product ranges, development teams, and production facilities of Roke and
Chemring EOD.
Our continued mission is to provide innovative solutions that enhance
operational effect and protect lives.
GMC: What services and solutions does CTS provide to the military and
government markets?
Rob Hall: We work very closely with our customers worldwide. Some know exactly
what they want, others ask us for guidance. We have off the shelf, standardproduct ranges e.g. the disruptors, initiators, radar altimeters and GPS interference
cancellation (Gincan). We also have standard-or-customised solutions e.g. our
EW Resolve products. In addition, we also provide full-custom, bespoke offerings.
The latter includes our Locate, HF Direction-Finding products, where we deliver

GMC
Q&A
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the full solution including design, civil engineering, concrete
ground works, installation, commissioning and hand-over.
All of these are accessible globally and supported throughlife, either via the Chemring Group or our worldwide network of
agents and distributors. Looking at the products in a bit more
detail:

•

•
•
•
•
•
•

Electronic Warfare and Signals Intelligence - A range of
capabilities, strategic through to tactical, from a portfolio
which includes mounted and dismounted electronic warfare
systems (RESOLVE and LOCATE-T) and strategic signals
intelligence and monitoring (LOCATE).
Counter IED/EOD – Including the full range of search,
initiate, disrupt, de-arm, and neutralise equipment. Our
product portfolio is focused on Detect - Defeat – Deny.
SmartLink - A rapidly deployable, scalable, low size, weight
and power (SWaP) cellular network-in-a-box. Turn up, switch
on, wait three minutes, and you have a cellphone network.
GINCAN – Protection against the proliferation of GPS
jamming devices providing GPS assurance.
Miniature Radar Altimeters – For aerial targets and UAVs,
the most technologically capable MRA in its class.
VehicleScan – A proven, advanced, under-vehicle
surveillance solution for site protection (both Commercial
and military facilities).
SmartSwitch - A data management system to best route
comms in a large, mixed network e.g. military satellite,
cellular, WIFI.

GMC: Where does CTS see itself in the market, and how
does it compare with its competitors?
Rob Hall: Our market is global, our sectors are: EW, EOD,
Communications/Information Systems (CIS). Over the past two
years, our equipment has been bought by 47 countries. We can
reasonably say that we’re market leaders in Electronic Warfare,
Direction Finding, EOD and Protection. We focus on what we’re
good at: small to medium scaled solutions that are flexible
enough for multi-role use and through-life upgrade.
As an example, the RESOLVE EW manpack was developed
as an Urgent Operational Requirement to support forces in
Afghanistan. We have subsequently developed the system,
through customer feedback and internal investment, to the
modern globally deployed system we have today – we do not
just sit on a product, we ensure it survives for the future – our
future development will be Open System Architecture and Multifunction EW enabled, to ensure Joint and Coalition Force
integration, and intelligence sharing. Our customers will see how
they can move forward with us, through upgrade paths and
roadmaps that we deliver on.
I’d love to say we have no competitors, however, we do, so
we’re always looking at how we can provide higher value to
customers. Our tight-focus enables us to tailor solutions to
customer-specific operational requirements: We’re not fighting
the last conflict and we’re not offering something that requires a
huge budget to buy-into.
GMC: In March 2015, CTS demonstrated the industry’s first
miniaturised GPS anti-jamming protection and detection
product. How does GINCAN improve upon other products
on the market?
Rob Hall: Large, expensive, military-grade, 5Kg, anti-jam is not
an option on a light-weight, space constrained platform, such
as a small UAV. You need something with a small size, light
weight and low power envelope. We developed GINCAN as there
is no other product on the market that achieves this. Although
we have seen GPS units that claim built-in anti-jam, the chipset
solutions are unable to deliver the performance necessary to
provide effective anti-jamming.
GINCAN offers a level of protection for UAVs, which, allied
to the jam-detect capability, opens up new and interesting
concepts of operation. When flying into a contested area, the
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jammer is detected before you lose the GPS signal. This allows
you to fly further into a jammed area, avoid the point where the
jammer is too powerful, and fly around to map the jammed zone.
No integration work is required to achieve this - Gincan simply
plugs into the existing GPS receiver, adding only the 125g
GINCAN and one additional GPS antenna. The system can use
the same antennas as your current solution, and provides the
same accuracy as you currently get.
GMC: In April 2015, CTS launched the world’s first handheld IED detector with interchangeable sensor heads for
wire and metal detection. How is the GroundHunter MHDS
(Multi-Head Detector System) improving defence group
capabilities?
Rob Hall: Our aim from the outset has been to enable search
teams to respond quickly to changing scenarios and ground
conditions, whilst minimising the weight- and training-burden.
The hand-held equipment has multiple, plug-in heads which
detect different targets. As this reduces the overall system weight,
the operator can carry more than one, giving them flexibility to
change detector-type in response to the specific scenarios
encountered on their operation.
There is a common, simple, user-interface reducing training
needs and helping to further reduce the soldier burden for both
detection and route proving techniques. It’s quick to learn, quick
to deploy and easy to use without specialist knowledge. As a
novice, I picked one up and was detecting targets, with no
training, within seconds.
GroundHunter MHDS has a future-proof design to ensure
compatibility with new sensor heads – thus as innovative
technologies become available, GroundHunter MHDS will have
the ability to be rapidly updated to address new threats.
These unique sensor technologies can also be effectively
deployable from vehicles (POD) and remote controlled platforms
(ROVPOD) to allow improved separation of search personnel
from the threats presented by IEDs. Our sensors can be operated
at relatively high speeds and used alongside other sensor
technologies, with the data presented separately or simply
integrated with other equipment user interfaces as required. This
makes it simple, both to add the new sensor capability to
currently deployed systems, and also to interpret the information.
It also means they can be fitted to non-specialist vehicles for
continuous assessment of an operational area.
Summarised, our approach is to improve defence group
capabilities through modularity, diversity of sensors, ease of use,
compatibility of technologies and options for deployment
methods i.e. providing a unique toolkit for counter IED detection
system of the present and the future.
GMC: What are the latest trends and challenges you’ve
observed in your market, and how is CTS responding to
these?
Rob Hall: On the Land EW side, there are two considerations:

•
•

Customers engaged in counter insurgency operations who
require low SWaPC (Size, Weight, Power and Cost) systems.
Larger programmes in the early stages of definition that
require a new generation of capabilities in order to deal with
the evolving electronic terrain.

Our approach is to meet the needs of the latter, without being
cost and size prohibitive for the former. We have research and
thought-leadership programmes in place to define the
environments, the needs and the implementations that will
deliver appropriate capabilities.
The contemporary operating environment in the context of
‘hybrid warfare’ poses many challenges. There is the proliferation
of commercially available communications infrastructure, which
could be utilised by non-state actors, and also the everimproving, low probability of intercept military grade systems.
We have to deal with both. This demands a new approach to
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generating tactical, actionable intelligence to the decision
makers.
Moving to detection - NATO deployments to the recent Iraq
and Afghanistan conflicts continued to operate with many of
the existing methods and equipment e.g. handheld detect
capabilities. Many organisations are now looking at how to
remote, or reduce risk to, the end user. One example of this is
the move to vehicle-mounted solutions. Along with the technical
challenges to operate at stand-off, this also introduces the
challenge of equipment interoperability and compatibility. A user
on foot will be operating a low number of individual systems,
however, those on a vehicle are often varied, complex and
transmitting at high powers. Something that needs considered
engineering and operations solutions.
Another rapidly-moving area is cellular comms. Whilst still
in its infancy in military usage, many organisations are interested
in testing out the capability, both as an indicator of future
solutions and also as something that they will be operating
against in a mixed-actor scenario.
Other organisations have specific missions to support e.g.
jungle operations and disaster scenarios. Interest in our
SmartLink product (a rapidly deployable cellular network-in-abox) is currently coming from Asia, MENA, Europe and North
America. Cellular comms will be a part of future warfare, the
challenge is to stay close to the customer base to match products
to the emerging needs over the next five years.
As we’ve discussed, future threats will be highly sophisticated
and the environment more complex, congested and contested.
The scale of operational need will vary, but the underlying

principles will remain the same. These challenges are at the
forefront of our thinking when looking at our next generation
solutions.
GMC: Defence forces around the world are reportedly
cutting back on spending due to budget constraints. How
is this affecting CTS’ operations?
Rob Hall: Although there is an overall downward trend in defence
spending, we are seeing growth in our core markets.
Procurement is driven by the nature of conflict and the need to
put soldiers in harm’s way. Our customer base demands agility
and responsiveness, especially when they are conducting
operations.
The operational environment evolves in relatively short
periods of time; it’s this responsiveness to uncertainty that
customers return to Chemring for. Our new products are gaining
traction with our customers, as they see the innovative
capabilities on offer. This is particularly true of our IED detect
portfolio, which provides the best wire detection technology
available. Something that’s not required in peace time, but vital
in current scenarios.
GMC: What does CTS expect from 2017 and beyond?
Rob Hall: Our discussion has highlighted a healthy mix of
challenge and opportunity. We are looking well past 2017, with
roadmaps out to 2025 and beyond. As customer research
budgets tighten, it becomes increasingly important to drive these
roadmaps internally to align to the future needs of the
battlespace and work closely with our customers.
GMC

GroundHunter MHDS

12

www.globalmilitarycommunications.com | January/February 2017

Global Military Communications Magazine

www.globalmilitarycommunications.com | January/February 2017

13

Global Military Communications Magazine

Photo courtesy of Accutronics

Three steps to powering defence
In many ways, the Internet of Things (IoT) embodies the spirit of the defence industry, with a unit of devices working
harmoniously to achieve one common goal in the most effective and efficient way. It makes sense, then, that the military
and security sectors are seeing increased adoption of IoT technologies to transmit and handle intelligence quickly, with
new lightweight and portable devices being used. Here Neil Oliver, Technical Marketing Manager of professional battery
manufacturer Accutronics, outlines the three steps to ensuring the next generation of military devices are powered
effectively.

The global defence budget is expected to be worth
US$1,748.5 billion by 2020, growing at a compound annual
growth rate (CAGR) of 7.07 percent, according to market
research firm MarketsandMarkets. While there is no elaboration
on where funds are allocated within the budget, the necessity
for smart communication makes it likely that a significant portion
will be reserved for further implementing Internet of Things (IoT)
technologies. This is a logical move. The defence and security
sectors are driven by awareness, intelligence and the ability to
communicate effectively is essential. By connecting devices and
feeding information back to a centralised base of operations in
real time, actions and strategies can be implemented more
effectively.
Handheld combat
One of the best examples of military IoT would be a handheld
computer used to collect biometric data. Defence technology
has already developed enough that these portable computers
can access Wi-Fi networks to communicate the information back
to immobile biometric stations. However, this raises a number
of security issues.
The most glaring security issue is that of cyber-attack. The
networks must be extensively tested to prevent breaches and
keep valuable information from leaking. However, aside from
the risk of data passing from point B to point C, there is also the
portable power problems that affect the transmission from point
A to B.
Portable devices are the cornerstone of the IoT, but they are
only as effective as their power supply. While mission-critical
applications in biometric stations are usually fixed installations
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powered by generators, field devices require a reliable military
battery that is capable of not just providing sufficient power
discharge, but also of doing it consistently.
For example, a portable communication device needs a
battery capable of withstanding lengthy periods without charging.
Not only that, but the battery must be securely fitted and able to
operate correctly in spite of the environment or handling of the
device. Only then will it be a reliable source of power.
This is one of the core challenges faced by defence and
security batteries. While it might be relatively straightforward to
find one suitable for powering devices, it’s significantly harder

Neil Oliver, Technical Marketing Manager
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personnel being alerted, eliminating the risk of failure during
operation.
It is worth noting that grey market products are not
necessarily cheaply produced copycats. They may be recycled
components that have been refurbished and branded as new,
or even defective parts that the OEM scrapped. For this reason,
it is important to form strong working relationships with battery
manufacturers.

Accutronics military batteries

to find one that does so effectively. Batteries for field devices, or
even emergency lights, need a longer operating life with accurate
fuel gauging to avoid unexpected depletions.
Specially designed military batteries offer a trustworthy
solution. The best way to guarantee that the battery is capable
of delivering consistent results is to approach battery
manufacturers directly for a bespoke product. These could come
with precise fuel gauging or an LED state of charge indicator,
all housed within a lightweight and rugged casing to withstand
harsh conditions. Little touches like this make all the difference
in the field.
The grey market – cost vs cost efficiency
All markets have their difficulties and defence is no exception.
Counterfeit, or grey market, batteries pose a tremendous threat
to the electrical integrity of military devices, sacrificing quality
for a lower price. This lower cost may sway some manufacturers,
but these batteries are far from cost efficient.
Aesthetically, the batteries may seem legitimate and no
different to genuine products, but the internal components will
be of inferior quality. This could be due to inadequate protection
circuits leaving cells unstable and vulnerable to over-current,
potentially culminating in the battery swelling or even explosion
in rare circumstances.
Yet identifying the legitimacy of a battery is no simple task.
While it is possible that there could be exterior imperfections,
most counterfeit batteries are designed so they look the part. In
an article discussing electronic counterfeiting in the May 2006
edition of IEEE Spectrum magazine, Michael Pecht theorised
that “ten percent of technology products sold worldwide are
counterfeit,” estimating that this was causing companies to miss
out on US$100 billion annually.
While this estimation is now a decade old, it makes sense
that this percentage and sum will have only increased. A potent
mix of the economic crisis and a wider adoption of the IoT has
created a worrying scenario, where it is likely that each electronic
supply chain will contain a number of counterfeit products.
So how do you fight the fake batteries? The easiest method
is to consult directly with an Original Equipment Manufacturer
(OEM) who can not only guarantee that the battery is genuine,
but can also ensure that the best solution is chosen. For example,
at Accutronics we have developed battery solutions that use
algorithmic security, an in-built software that keeps devices safe
from counterfeits.
Algorithmic security uses a code that is unique to each
battery, with a correlating code programmed into host devices.
This prevents fake batteries being used with the device without
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Minimising interference
In avoiding counterfeit batteries, defence businesses also
minimise the risk of electromagnetic interference (EMI) in IoT
networks. By cutting corners on circuit insulation, electrical
isolation and impedance, as well as creepage and clearance
distances, counterfeit batteries typically do not meet EMC
regulatory standards. As a result, when these batteries are
connected to chargers plugged into the mains power supply, it
can introduce issues such as voltage fluctuations and radio
frequency interference that can affect other telecommunications
equipment on the network.
Counteracting this with technologies that provide additional
filtering is a key first step, but further issues lie in the design of
pre-engineered smart batteries themselves. For all the benefits
they can provide, they do contain microprocessors which are a
source for radio frequency interference (RFI).
It’s for this reason that OEMs should consult specialists
during the design stages, enabling them to provide a bespoke
battery solution that meets application requirements while also
complying with the latest EMC regulations.
With careful preparation and the right guidance, any military
IoT network can come together successfully. By considering the
power behind the technology at the right time, the defence industry
can work in harmony and unity to achieve its goals.
GMC

Compact battery
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A history of market
presence

Brad Haselhorst, Vice President,
Strategy and Business
Development

Rockwell Collins is a pioneer in the design,
production and support of innovative
solutions for our customers in aerospace
and defense. Its expertise in flight-deck
avionics, cabin electronics, mission
communications, information management and simulation and training is
strengthened by its global service and
support network spanning 150 countries.
Working together, its global team of
19,000 employees shares a vision to be
the most trusted source of aviation and
high-integrity solutions in the world.
Rockwell’s aviation electronics systems
and products are installed in the flight
decks of nearly every air transport aircraft
in the world. Its communication systems
transmit nearly 70 percent of US and allied
military airborne communications.
Whether developing new technology to
enable network-centric operations for the
military, delivering integrated electronic
solutions for new commercial aircraft or
providing a level of service and support
that increases reliability and lowers
operational costs for customers throughout the world, Rockwell delivers on its
commitments.

Rockwell Collins was established in 1933 under the name Collins Radio,
originally specialising in shortwave radio equipment. Over the years, the
company expanded its competencies to include a host of communications
solutions and equipment, and today it has become a market leader in its
field. Its electronic equipment is installed in almost every airline in the
world, while its communications systems transmit almost 70 percent of
US and allied military airborne content. Indeed, Rockwell Collins provides
a large portfolio of solutions developed with military and government
applications in mind. Amy Saunders spoke with Brad Haselhorst, Vice
President, Strategy and Business Development, Government Systems at
Rockwell Collins to find out more about the company’s capabilities, market
presence and outlook for the future.
Question: Can you provide an outline of Rockwell Collins’ development,
from its founding through to where it stands today?
Brad Haselhorst: While Rockwell Collins has come a long way from a mailorder short-wave radio company operating out of an attic in Cedar Rapids, Iowa,
even today we follow the same spirit of innovation and dedication to quality that
Art Collins did when he started the business in 1933.
We also share a dedication to delivering the right information at the right
time. We first proved ourselves by supplying the equipment that linked the Antarctic
expedition of Rear Admiral Richard Byrd with the United States in 1933. And you
can trace our evolution through the years following that same principle. We
developed the autotune technology that prevented Japanese intelligence from
eavesdropping on US pilot communication during World War II. At the height of
the space race, it was our equipment that provided the voice communication for
every American astronaut travelling through space – not to mention using Rockwell
Collins technology to transmit Neil Armstrong’s first steps on the moon in 1968.
And in the late 1970s and early 1980s, we were instrumental in pioneering the
first Global Positioning System.
Rockwell International acquired Collins Radio in 1973, and in 2001 spun us
off a gain into Rockwell Collins, trading on the New York Stock Exchange under
the symbol ‘COL.’
Today, Rockwell Collins designs, produces, markets and supports electronic
communications, avionics, in-flight entertainment systems, simulation and training
solutions, and information management services for commercial, military and
government customers worldwide.
Our aircraft electronics are installed in the cockpits of nearly every airline in
the world and our communication systems transmit nearly 70 percent of US and
allied military airborne communications.
And through it all, we are dedicated to keeping people safe, connected and

GMC
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informed, and to strive to be the most trusted source of aviation
and high-integrity solutions in the world.
Question: What services and solutions does Rockwell
Collins provide to the military and government sectors, and
how are these complemented by its com- mercial arm?
Brad Haselhorst: Rockwell Collins delivers smart military and
government solutions to customers worldwide to safely and
successfully complete their mission. Our solutions include
portfolios focused on avionics, communications, displays and
controls, navigation, targeting systems, electronic warfare and
intelligence and simulation and training – all supported by a
global service network. And because we also have a strong
presence in the commercial market, we are able to offer a unique
ability to engineer solutions and architectures to migrate easily
between commercial and military market segments. This
business model not only brings next-generation technology to
the warfighter more quickly, but at significantly lower cost through
open systems and commercial-off-the-shelf technology.
For example, Rockwell Collins’ Pro Line Fusion® integrated
avionics system was originally developed for business aircraft,
but its power and flexibility make it a natural choice for
government applications as well, including Embraer’s KC-390
tanker transport and AugustaWestland’s AW-609 tilt-rotor
aircraft.
Our work on C-130 upgrade is another example. For more
than 60 years, the C-130 has served as an iconic workhorse for
governments worldwide. Today, those governments are turning
to Rockwell Collins to keep their aircraft flying while meeting
modern communications needs and airspace access
requirements and providing enhanced safety and functionality.
Our C-130 head-up displays (HUDs) – first developed for
commercial air transpor t aircraft – enhance situational
awareness by giving pilots access to critical flight information
while maintaining a head-up, eyes-forward position, even while
wearing night-vision goggles.
Question: How does Rockwell Collins differentiate itself
from its comp- etitors?
Brad Haselhorst: We really different- iate from competition on
three different but interconnected areas. First, as I mentioned
before, our strong presence in the commercial and military
markets makes us uniquely capable in leveraging technologies
across both those areas. Second, our legacy of quality means
our customers know they can count on our solutions to work
today, tomorrow and far into the future. And finally, our spirit of
innovation, which has driven us to new technological heights,
makes us the go-to company for defense organizations and
governments around the world who are looking for rock-solid
leading-edge solutions. In fact, we invest about US$1 billion in
R&D each year to ensure we’re looking forward to best address
our customers’ needs.

(WBHF) data transfers. How will this affect the future of
military communications solutions?
Brad Haselhorst: WBHF is a low-cost replacement to legacy
HF systems that leverages the platform’s current infrastructure
to create an HF solution with performance never before available.
Military commanders, tanker operators, agencies and
Department of Defense services will be able to receive
uninterrupted, large file transfers with speeds comparable to
narrowband SATCOM systems – as well as enhanced voice
capabilities with cellular quality communications – even in
satellite-limited or denied environments.
Question: In September 2016, Rockwell Collins launched
its combat helmet-mounted Integrated Digital Vision System
(IDVS) for warfighters – how will this improve capabilities
in the battlefield?
Brad Haselhorst: IDVS allows warfighters to stay focused on
their surroundings at all times. The IDVS is the first hands-free
helmet-mounted display system that fuses incoming data from
various sources, such as a command centre, other warfighters
or UAS, with multispectral vision, giving them unprecedented
situational awareness in potentially lethal environments. The
system does this while automatically transitioning from dark to
light environments in real time, allowing users to have a complete
view of everything that is happening around them.
Question: What are the biggest challenges today faced by
defence forces, and how might they be met?
Brad Haselhorst: A major challenge in the coming year is
reducing costs while delivering the most technologically
advanced solution. Governments around the globe are turning
to commercial technologies to maximize value while ensuring
efficiency, functionality and extensibility. And we’re happy to
serve as a resource to help them achieve that goal.
Question: What’s on the horizon for Rockwell Collins in 2017
and the years to come?
Brad Haselhorst: Rockwell Collins plans to continue its journey
in transforming technology to stay ahead of our customers
changing needs. From commercial and business aviation to
defense and government, customer needs and technological
innovations are driving transformational changes in how pilots,
passengers and warfighters connect and relate to the world
around them – and how OEMs, owners and countries procure
and manage their assets.
GMC

Question: Rockwell Collins collaborates with partner
companies on a regular basis to provide innovative new
solutions for complex challenges. How do these collaborations improve the experiences of soldiers on the
battlefield?
Brad Haselhorst: Partnering with companies with similar, but
unique competencies bring forth the most holistic solution to
our customers. For example, we recently signed an agreement
with Bluedrop Training and Simulation Inc. (BTSI) to create more
cohesive solutions utilizing real-time simulation devices and
learning technologies. This is a unique agreement for us because
the two companies will share complementary Intellectual
Property while offering a complete training solution from a single
resource, from requirements analysis through instructional
execution.
Question: In August 2016, Rockwell Collins successfully
demonstrated the viability of wideband high frequency
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SYNAPS Broadband Software Defined Radio. Photo courtesy of Thales

Digitising the battlefield with software
defined radios
As more and more data is relayed between the command centre and the battlefield over radio frequency, defence
forces are increasingly seeking affordable solutions that minimise costs while maximising capabilities. Software defined
radios (SDRs) are the perfect solution, providing the flexibility of in-situ programming, while increasing data relays
through a single handheld device. The market for SDRs within the military is well-established, and exemplified by the
growing number of new contracts, as well as the influx of new devices, each boasting enhanced statistics such as size
and weight reductions, and increased power.

The battlefield is a changing place. New technologies are
enabling defence forces to send and receive more information,
faster, accelerating response times and actions. Today, more
than ever before, defence forces are undergoing a technology
overhaul to ensure that soldiers are equipped with the best
possible equipment. Size, weight and power (SWaP) factors play
a major role in the effectiveness of a soldier, since large, heavy
items hinder progress in the field, while higher power devices
are required to provide increased operability.
Software defined radios (SDR) are a big part of this trend.
Ideal for military applications, many of the traditional components
in a radio such as amplifiers, detectors and modulators/
demodulators, are replaced by software within a single handheld
device that perform the same task. That software can be rapidly
configured in the field to suit the changing environment and
protocols, providing much-need flexibility.
SDRs have been in play for some time now, but their use is
growing practically daily. Research and Markets’ ‘Software
Defined Radio Market by Applications (Defense, Commercial,
Homeland Security), Component (Software, Transmitter,
Receiver), End User (Military, Transportation), Type (JTRS,
Cognitive/Intelligent Radio, TETRA) – Global Forecast to 2021’
estimates that the SDR market will grow from US$16.24 billion
in 2016 to US$29.12 billion by 2021, with a CAGR of 12.39
percent. The defence sector largely dominates the SDR market
as global defence forces invest heavily in new technologies,
modernising their forces with equipment that delivers
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unparalleled performance with reduced development costs.
The major growth drivers are the need to replace legacy
equipment with advanced communications systems, network
interoperability, device compatibility with future standards,
reduced cost of products and services, and universal
connectivity. G7 nations are the main driving forces in the market,
with demand for SDRs stemming from the military, public safety
and commercial sectors. During 2016-2021, the BRICS countries
are expected to provide the highest growth rate for SDR
investment.
New SDRs designed for the military space
As the digitisation of the battlefield continues to increase in pace,
more and more companies are expanding into the field of SDR
production, each launching products to meet a specific need.
Those companies already present in the market continue to
enhance their offerings with new designs featuring increased
capabilities, reduced size and weight, or increased power.
In May 2016, Barrett Communications announced the Barrett
4050 HF SDR, its latest high frequency (HF) SDR product. The
new SDR comes with a unique user-friendly touch screen
interface and multiple languages as standard, enabling it to be
marketed to a broad range of users, including law enforcement,
peacekeeping, security organisations, humanitarian and nongovernmental organisations (NGOs), in addition to commercial
businesses.
“The level of user accessibility at a local and remote level is

www.globalmilitarycommunications.com | January/February 2017

Global Military Communications Magazine

a highly significant technological advance in the HF radio
communications market. This can all be achieved whilst still
providing secure communications via encryption, or frequency
hopping options,” said Greg O’Neill, Managing Director of Barrett
Communications.
The Barrett 4050 HF SDR comes with a choice of modems,
including MIL-STD-188-100A/B options. The SDR is remote
control enabled over iOS, Android and Windows devices, and
transmits at up to 150W. IP connectivity for straight-forward
integration with existing networks and on-board WiFi, and 2G
and 3G Automatic Link Establishment (ALE), come as standard.
Advanced frequency hopping is available as an optional addon, with rates of 5 or 25 hopes per second using an eight-digit
hopping encryption key and a user-selectable hopping
bandwidth suitable for a variety of antenna types.
June 2016 saw Thales unveil a new broadband tactical SDR
family designed to support battlespace digitisation and C4I
systems. In addition to hierarchical communications, SYNAPS
provides a unique collaborative combat capability based on realtime horizontal communications between all the units on the
ground. Building on the CONTACT system, the largest SDR
programme in Europe, SYNAPS is designed for international
markets and meets the requirements of land, air and naval forces.
SYNAPS is built around SDR/SCA technologies compliant
with the latest NATO and international coalition standards, most
notably the European Secure Software Defined Radio (ESSOR)
high-data-rate standard, developed by the armed forces of six
European nations (Finland, France, Italy, Poland, Spain and
Sweden). ESSOR is also a candidate for the NATO specification
and standard. In addition, SYNAPS radios are reprogrammable
and ready to accommodate new standards in the future.
Thales’ new SDR devices provide voice, messaging, video,
chat and Blue Force Tracking simultaneously and with
differentiated quality of service, with the most critical data
transfers being accorded priority status. They also offer excellent
range performance and protection against jamming on the
battlefield, while optimising use of the frequency spectrum for
the same amount of useful data throughput. SYNAPS provides
the optimum combination of data rates, security and connectivity
and adapt automatically as operational deployments are
reconfigured during a mission. The SDR family is suitable for
forces of any size and was designed for all types of users,
platform types and branches within the armed forces, as well
as joint, combined arms and allied operations.
“The launch of SYNAPS heralds a revolution in military
radiocommunications, comparable to the transition from 3G to
4G. With unparalleled performance, particularly in terms of
operational range and protection, SYNAPS will become the
central nervous system of military deployments and enhance
command capabilities in collaborative combat operations,” said
Marc Dar mon, Executive Vice President of Secure
Communication and Information Systems at Thales.

Barrett 4050 HF SDR
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Meanwhile, in September 2016, Codan Radio
Communications expanded its Sentry product family with the
addition of the Sentry-H High Frequency (HF) SDR Radio. Based
on the company’s proven Envoy HF SDR platform, the SentryH provides an advanced high power radio solution with rugged
and secure voice and data communications. The new SDR is
equipped with second-generation digital voice, frequency
hopping, embedded GPS, 3G ALE and IP/USB connectivity.
Custom-built for mobile and base configuration, the Sentry-H
eliminates the need for an external amplifier, and features a
Smart handset and a simplified intuitive menu system with
multiple language options.
“At Codan we’ve addressed the most important issues for
our customers — reliability, affordability, and ease-of-use. For
government and militaries with tactical requirements, the SentryH is the smart and cost-effective choice,” said Paul Sangster,
Codan’s VP of Business Development and Marketing.
US Army launches Handheld, Manpack and Small Form Fit
programme
With so many SDRs available on the market, all boasting to be
market-leading products incomparable with competing devices,
it can be challenging for defence forces to decide which to pick.
One solution is to procure a small number from a variety of
suppliers for rigorous testing, with the promise of a large contract
to the leading device manufacturer.
In February 2016, the US Army awarded contracts to
Rockwell Collins, General Dynamics and Harris Corporation to
manufacture battlefield radios for soldiers. The US Army plans
to reduce the current weight of its handheld and manpack radios,
the AN/PRC-155 SDR, from 19lb to 16lb, while supporting eight
hour missions. Ultimately, the army aims to reduce the weight
to 14lb by 2025.
Each company was to provide 30 radios to the US Army for
testing to ensure the products met requirements as part of its
Handheld, Manpack and Small Form Fit (HMS) programme. If
the initial 30 radios were found to meet requirements, the Army
would then buy 60 from each manufacturer for the customer
test phase. The programme would ultimately see the US Army
invest some US$12.7 billion for 60,000 radios in ten years.
In May 2016, General Dynamics Mission Systems became
the first of the three companies to deliver the required 30 radios
to the US Army for testing. General Dynamics’ contribution was
based on the proven AN/PRC-155 two-channel networking
radios it had delivered to the US Army as part of a previous lowrate initial production order. They are the only fielded two-channel
radios to successfully communicate using the mobile user
objective system (MUOS) network during a demonstration at a
joint Navy-Army operational test in November 2015.
“The General Dynamics radios incorporate the secure,
network communications capabilities of the AN/PRC-155 along
with technology and functionality improvements suggested by
soldiers who have used the PRC-155 in combat,” said Paul
Parent, Vice President of Radio Products for General Dynamics
Mission Systems. “By leveraging a proven radio design, the
General Dynamics digital radio is the most capable and costeffective next-generation tactical radio for the Army.”
Harris Corporation pledged to provide 30 of its Harris AN/
PRC-158 multi-channel radios for the programme. The Harris
AN/PRC-158 radio features a two-channel architecture and
integrated cross-banding. It includes SRW, SINCGARS and
MUOS waveforms, in addition to maintaining backward
interoperability with legacy waveforms.
“The HMS Manpack award is a major step forward for the
US Army’s tactical radio modernization program, and brings
essential battlefield networking and communications capabilities
to the warfighter,” said Brendan O’Connell, President of Tactical
Communications at Harris Communication Systems. “The award
also allows Harris to now compete at all echelons of the Army
tactical communications architecture — from dismounted
handheld radios through vehicular-based radio platforms.”
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In December 2016, Rockwell Collins successfully completed
qualification testing for the 30 AN/PRC-162 two-channel radios
it supplied for the US Army’s HMS programme. Based on
Rockwell Collins’ TruNet networked solution, AN/PRC-162 hosts
narrowband and wideband waveforms, point-to-point data and
MUOS in a SDR architecture.
“The AN/PRC-162 benefits directly from this technology
baseline as well as our proven experience integrating networked
communications across the battlefield,” said Troy Brunk, Rockwell
Collins’ Communication and Navigations Solutions Vice
President and General Manager. “Our TruNet product line
represents a complete turnkey system solution utilising both air
and ground assets and using many common assemblies, parts,
and manufacturing processes between them.”

can identify threats and attacks, in addition to unapproved
wireless devices such as a keyboard or camera.
Bastille Enterprise uses three types of technology to scan
the spectrum from 60MHz to 6GHz. Collaborative bandit sensing
scans the spectrum for emitters and threats using a Bandit
prediction algorithm and machine learning, Bayesian device
fingerprinting detects and identifies devices in the enterprise’s
airspace, and Distributed Tomographic Localization provides
position information of all emitters in a corporate airspace.
As Bastille Enterprise is based on SDR, adjustments and
upgrades can be made without replacing radios or chip sets.
“We can deploy these sensors, and if a new protocol comes
out, we just push a new software update,” said Bob Baxley, Chief
Engineer at Bastille.

New SDR innovations from the commercial sector
Many of the greatest innovations and new ideas come from small
start-up companies in the private sector, where new technologies
develop into major game-changers throughout a number of
industries. This is as true for the SDR sector as anywhere else.
One noteworthy example comes from Lime Microsystems,
which, in May 2016, launched a crowd-funding campaign for
US$500,000 to bring its Lime SDR platform into full-scale
production. LimeSDR is a low-cost application-enabled SDR
platform that can be programmed to support ‘virtually any type
of wireless standard – including Wi-Fi, ZigBee and Bluetooth
through to cellular standard such as UMTS, LTE and GSM, and
to the emerging IoT communication protocols such as LoRa.’
Potential applications identified by the company include Radar,
radio astronomy and IoT gateways.
The 100x60mm LimeSDR board uses the Lime
Microsystems LMS7002M field programmable RF transceiver
to provide continuous coverage over the 100kHz to 3.8GHz
range with a 120MHz RF bandwidth. The transceiver contains
two transmit and two receive chains for provisioning a 2x2
multiple in multiple out (MIMO) capability. Complementing the
wireless transceiver is an Intel/Altera Cyclone IV field
programmable gate array (FPGA) that allows high bandwidth
DSP tasks to be carried out in hardware. Interfacing to the host
application is via USB 3.0 using a Cypress USB 3.0
microcontroller. Transmit output, up to 6.5dBm continuous wave,
is through four U.FL connectors, providing two outputs per
transceiver chain. Six U.FL connectors, three per receiver chain,
are used for receiver antennas.
“With LimeSDR, our aim is to bring the same level of
programmability we have in the digital domain into RF and, as a
result, we believe the next generation of wireless networks could
bring real innovation into this field,” said Ebrahim Bushehri, CEO
of Lime Microsystems.
Lime Microsystems has built a range of open source support
tools and resources, including a host drive architecture that
supports SoapySDR and UHDTM APIs. SoapySDR is a vendor
and platform-neutral SDR support library used to provide a C++
API with C wrapper and Python bindings. Radio application
development is made possible by support from the Pothos
dataflow programming software suite and the GNU Radio open
source signal processing toolkit. With these open source support
tools and resources, young engineers can gain expertise in
working with SDR systems, providing a much-needed education
boost to the next generation, who may play a significant role in
military and defence system design. They are also able to use
today’s technology and open source resources to solve
challenges in other fields in a cost-efficient way.
Others innovators, like start-up company Bastille, are using
SDR technology in inventive new ways that could one day be
adapted for military applications. Bastille has designed SDR
sensors to protect enterprises from network security threats.
The patented technology, Bastille Enterprise, pairs SDR sensors
with machine learning to identify abnormal events on the wireless
network, be it WiFi, Bluetooth, cellular, or an Internet of Things
(IoT) protocol. According to CEO Chris Risley, the technology

The Spectrum Collaboration Challenge
In March 2016, the Defense Advanced Research Projects
Agency (DARPA) announced its Spectrum Collaboration
Challenge to encourage the development of smart systems that
can adapt in real-time to congested or contested spectrum,
boosting overall RF communications.
DARPA expects developers to incorporate SDRs with other
radios to optimise spectrum efficiency across an entire
communications network. Emerging tools such as machinelearning software, when combined with SDR technology, will
redefine traditional spectrum management. Machine learning
will replace the practice of assigning frequencies for exclusive
use, which is fast becoming ineffective as spectrum demand
grows, especially in the military sphere.
“We want to radically accelerate the development of
machine-learning technologies and strategies that will allow onthe-fly sharing of spectrum at machine timescales,” said Paul
Tilghman, Programme Manager for the Spectrum Collaboration
Challenge.
The three-year competition begins in 2017, with the finalists
set to compete in 2019 for a US$2 million prize. The challenge is
open to individuals, universities, start-ups and companies. GMC
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The special forces customer
Successful organizations focus on the needs of their customer. This should be true especially when your customer
includes the special forces. Communications is a vital piece of equipment, determining mission success or failure.
Philip Harlow, President and COO of XTAR, explains the necessity in understanding and meeting the unique
communication needs of the special forces user.
The furthest forward of his battalion, the soldier in the
Observation Post (OP) spots movement to his front. He watches
for a moment, then reaches up and flicks the switch and hears
the soft whine as the batteries send power to the sensors. He
sees movement - there! His night vision goggles tell him that
some unknown person - make that people - are moving, slowly,
left to right from his point of view, but moving with
purpose. Heading that way, where hopefully another operator
will pick them up and track them further, he counts, “four, five,
six…” as the white figures move across his NVG lens. Time to
call it in.
As a satellite communications provider, this special forces
user is our consumer. He is technically not our customer as he
has not made the purchasing decisions for the equipment and
technology that he will use to complete his mission. Yet, he is
required to complete this mission using what he was provided.
The customer versus consumer distinction here is important.
Think of a company that makes breakfast cereal for kids. While
the parent is the customer and makes the purchasing decisions,
it would be ludicrous for the manufacturer to consider only the
parent’s preferences when producing the cereal. A simple
example, but it illustrates our point.
Like many in the world of defense contractors, we do not
sell directly to the consumer, such as the special forces user in
our example above. In fact, we do not always have the
opportunity to speak directly to this user to completely
understand his challenges and requirements.
How then are satellite services procured to solve the
challenges of our special forces user? Usually, this is done in
one of two ways:
One: The Technical Contact as Customer
Understandably, satellite communications often move into a
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technical sell with graphs, charts and lots of data. The wellinformed purchaser will work to understand these figures while
considering the wider scope of requirements. While the
technology may look good on paper, how it works in the field is
the ultimate test. Two examples:
Misleading availability. Capacity is bought, but when a user
attempts to gain satellite service on WGS, or other governmentowned satellite, they are not given the amount they need at the
time they need. Or, they gain access only to then be bumped off
by a higher priority user. Frustrated and needing
communications, the user moves to Ku-band, which appears to
have capacity, but may not be reliable. Our user soon finds
himself competing for service with a commercial user and may
get outbid for capacity.
Interference. Capacity is bought and the user has access,
but due to adjacent satellite interference (ASI) which often occurs
in Ku-band, the user’s signal is completely disrupted. A small
antenna is a must-have for our special forces user, but this
operates at a higher power density which in some frequencies
increases risk of ASI.
Two: The Program Office as Customer
When selling to the program office, the focus is on budget and
pricing. Often, the program office does not even have a budget
for commercial space, which makes the sell here especially
difficult. Where there is budget, the biggest concern is pricing.
It’s hard to deny the importance placed on budgets in today’s
environment, but looking at pricing on its own is a mistake. Two
examples:
Purchase options. Many in the industry believe that there
is only one way to buy satellite communications, without
examining their options. ‘Pay as you go’ services do not always
exist, but where they do, they are beneficial, liberating the
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program office from making a long-term commitment while
allowing an opportunity for the technology to be trialed.
Efficiencies. Efficiencies must be compared when weighing
options as a lower price may be deceptive. In one experience,
we found that potential customers were looking at cost
differences between frequencies without considering the higher
efficiencies realized with X-band. What they perceived to be a
higher cost solution was actually lower cost overall as less
bandwidth was required using X-band.

dedication to understanding their challenges and needs,
including cost. For our guy in the field, he simply wants a solution
that is easy to get and easy to use.
This consumer, the special forces user, simply wants the
knowledge and confidence that his communications will work.
His focus, whether it is securing a border or completing a critical
task, is on his mission, and our focus as providers should be to
ensure that no matter what, his message goes through. After
all, isn’t that why we are in this business?
GMC

The Special Forces User as Customer
For satellite communications providers, our special forces user
is technically our consumer. But what would happen if we treated
them as a customer? Any responsive company works hard to
understand the pain points or challenges that their customer
faces. If we look back at our user, we must consider the stress
and potential danger that comes with degraded communications,
intermittent communications or no communications at all.
With that in mind, what would our special forces user
consider the most important priorities to consider when
designing and implementing satellite service, if it were their
decision to make? In our experiences, as both the seller and
the user in the field, these are the top three:

•
•
•

Mobility: I need something compatible with small antennas.
I change position a lot and need technology that will support
this.
Flexibility: What are my options for utilizing commercially
available X-band? If I cannot access government-owned
satellite, I need an alternative that is easy and quick.
Reliability: Most importantly, our special forces user has to
have the confidence that the system will work.
o I’m transmitting high definition video. Will my message
go through?
o Will I lose signal in a storm?
o Will my message be secure?

A good satellite communications provider will work towards
satisfying customer requirements. A great satellite provider will
do this while looking to the end consumer with a relentless
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Interoperability: Today’s key word in C4ISR
network trends
Command, control, communications, computers, intelligence, surveillance and reconnaissance (C4ISR) networks are
a real game changer for defence forces, both in times of peace and war. Covering everything from battlefield sensors to
night vision goggles, C4ISR systems are used extensively by just about every military group around the world. With
these systems, commanders can gain great insight into enemy movements and their surroundings, and devise actions
based on real-time information. However, as this technology has been developed in fits and bursts over decades, many
devices are incompatible with others, and systems for efficient analysis of all the data are few and far between, leading
to a deluge of information that can be nigh on impossible to fully-analyse and action.

Command, Control, Communications, Computers,
Intelligence, Surveillance and Reconnaissance (C4ISR): Each
of these key words plays a fundamental role within defence
groups around the world today. C4ISR systems provide a
common tactical picture to military leaders, enabling them to
oversee and understand their operational environment, identify
mission critical factors, and control assets. Such systems might
include high frequency radios, battlefield sensors, night vision
headsets and mine detection sets, to name a few. Simply put,
C4ISR encompasses any source of information that might be
useful in the field.
While C4ISR has always played a vital role in the battlefield,
in the last couple of decades, with political tensions driving
demand and technological advancements increasing
capabilities, the market has grown significantly. Indeed, Markets
and Markets’ ‘C4ISR Market by Platform (Land, Naval, Airborne),
Application (Command & Control, Communications, Computers,
ISR, EW), Component (Networking Technologies, Communications Networks, Display Consoles, Software, EW Hardware)
and Region – Forecast to 2021’ report valued the C4ISR market
at US$93.8 billion in 2016. This is projected to grow at a CAGR
of 3.38 percent between 2016 and 2021 to reach US$110.78
billion.
Growth is primarily being driven by the increasing amount
of data generated across the C4ISR industry, in addition to rising
demand for market and competitive intelligence.
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The land segment currently holds the largest share in the
C4ISR market, including weapon systems, tools and force
protection systems. Communication between land, naval and
airborne segments is the major focus of growth today, and is
expected to be the highest growing area during the forecast
period. Advances in cyber security, wired and wireless
technologies are creating a driving force for that growth. By
region, the largest growing C4ISR market is in the Asia-Pacific,
where defence spending has increased significantly in recent
years. The rise in conflicts between neighbouring countries and
terrorist threats have been highlighted as significant market
drivers.
Too much information
In previous years, battlefield commanders would eagerly grasp
any piece of information coming their way in the hopes that it
might include insight about their enemy or environment. However,
the last couple of decades have seen serious investment in
sensor and tactical equipment which today produce
overwhelming volumes of data. Without a unifying system for
analysing and disseminating that data, the volume of information
is staggering.
A major topic of discussion at the Ar med Forces
Communications and Electronics Association (AFCEA) DC
Chapter monthly breakfast, Brigadier General Kevin Kennedy,
USAF, Director of Cyberspace Operations and Warfighting
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Integration in the Air Force Office of Information Dominance,
commented: “Literally, we have more than a billion hours a year
in the production of full-motion video just in the Air Force. If you
add in the other services, it’s probably well over two or three
billion. How do we mine that so it’s tactically and operationally
important?”
The sheer number of information sources has become a
major challenge in modern warfare. Tasking, collection,
processing, exploitation and dissemination (TCPED), and
optimising C4ISR assets to improve cybersecurity and maximise
efficiencies is now a major priority, particularly for the US
Government.
“Right now, we’re doing the bubblegum and the paperclip
and trying to jam things altogether. We need some cleaner ways
to bring these things together,” said Major General Jody Daniels,
USA, Assistant Deputy Chief of Staff, G-2, for the US Army.
“There are so many gaps. We’re all trying to modernize, trying
to bring our networks together, reduce the footprint we have.
Network convergence and cross domain solutions are still a big
challenge for us, but we’re getting there.”
Heavy C4ISR investments from the US Army
When it comes to investments in C4ISR networks, the US Army
is one of the most active defence forces in the world. Today, it
has several initiatives ongoing to enhance its systems, with the
goal of grasping new operational advantages in the field.
The US Army’s plan to integrate its sensors, weapons,
communications equipment, display screens and computers into
its tactical and combat vehicles was announced several years
ago, and directly addresses the need for a more unified system.
The Vehicular Integration for C4ISR/EW Interoperability
(VICTORY) initiative was launched to correct the problems
created by the ‘bolt-on’ approach to field equipment on US Army
vehicles.
The programme intends to streamline disconnected
technologies and enhance its ability to launch electronic attacks,
recover lost space while reducing size and weight and saving
power, and provide an open architecture platform that will accept
future technologies without the need for a significant re-design.
VICTORY will also make combat vehicles more resistant to
electronic attacks and jamming.
“Having a common architecture will let us share PNT
(positioning navigation and timing) with all the boxes on a
platform, so we only need to buy one or two receivers for that
platform,” said Major General David Bassett, Programme Officer
for Ground Combat Vehicles.
Under VICTORY, a framework for the integration of C4ISR/
EW and other electronic mission equipment on ground platforms
is being developed as follows:

•

An architecture which defines common terminology, systems,
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The Integrated Air and Missile Defense Battle
Command System (IBCS) is a revolutionary
command-and-control (C2) system developed to
deliver a single, unambiguous view of the
battlespace. This significantly enhanced aircraft and
missile tracking improves the ability of combatant
commanders and air defenders to make critical
decisions within seconds. Picture: Northrop
Grumman

•
•

components and interfaces;
A set of standard specifications that provide technical
specifications for the items identified in the architecture; and
A set of reference designs.
The VICTORY programme’s technical approach includes:

•
•
•
•
•

A data bus-centric design;
Sharable hardware components so that software additions
can be made without the addition of new hardware;
Open standard physical and logical interfaces between the
system and C4ISR/EW components;
A set of shared data bus services; and
Shared hardware and software IA components to enable
systems integrators to build security designs that protect
and control access to information.

A government-industry standards body is developing the
VICTORY standards, following an in-depth adopt-adapt-author
methodology to move towards establishing a set of common
open standards for use within vehicle and mission system
communities, which are independent of hardware and software
solutions. The US Army intends to implement the new VICTORY
architecture in a wide range of military vehicles in 2017, including
Strykers, Abrams tanks, Joint Light Tactical Vehicles, and Bradley
Fighting Vehicles.
Another investment from the US Army came in December
2016, when IT solutions provider CSRA was awarded a US$744
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million task order to provide a range of services supporting
C4ISR systems used by US Army coalition forces around the
world. The single-award task order, administered by the Federal
Systems Integration and Management Center (FEDSIM) under
the OASIS Pool 3 contract has a one-year base period, with
four one-year options.
Under the contract, CSRA will deliver a range of missionessential logistics, maintenance and sustainment work for
current and future C4ISR systems, equipment and ancillary
operational requirements for the warfighter and US coalition
forces in all Army Field Support Brigade regions spread across
the globe. The contract requires work consolidation across
multiple vendors, which will significantly increase CSRA’s scope
of work.
“CSRA is meeting the challenge of delivering worldwide
C4ISR systems maintenance and logistics support by investing
in the people, technology and tools required to efficiently and
effectively support FSSD’s sustainment mission,” said Ken
Deutsch, CSRA’s Executive Vice President, Defense Group.
“Leveraging a decade of experience collecting and analysing
C4ISR performance data, and through close collaboration with
CECOM, we will deliver a highly-effective enterprise approach,
incorporating the ISO 9001:2008 quality management standard
to increase operational availability and readiness at a reduced
cost.”
US Air Force tests open architecture
The US Army isn’t alone in exploring open architectures. The
benefits they are set to provide have also been taken note of by
other US defence forces, with the US Air Force enacting new
programmes.
The US Air Force Distributed Common Ground System (AF
DCGS) is the Air Force’s primary system for ISR information;
there are many such sites based around the world, with
thousands of US Air Force personnel working around the clock.
According to programme officials, the AF DCGS’s closed

architecture was hindering analysis and leading to personnel
performing tasks not related to their primary analytical duties.
In addition, the closed system resulted in lengthy deployment
cycles, non-agile processes, and isolated designs. As such, a
new angle was needed.
“In order to support CFACC (Combined Forces Air Combat
Commander) intelligence needs, AF DCGS must be able to
conduct time-dominant and decision-quality analysis to optimise
ISR operations, produce timely assessments and enhance
battlespace awareness and threat warnings,” said Lieutenant
Colonel Joshua P. Williams, AF DCGS Branch Materiel Leader.
“To ensure rapid response to changing threats and intelligence,
our team worked to develop an open and agile architecture,
enabling a plug-and-play-type environment.”
Battle Management partnered with Air Combat Command
and Air Force Research Lab to improve the AF DCGS capabilities
and transition to the new system. The solution, with open
hardware and software processes and specifications, was
created and implemented in 42 weeks. Analyst evaluation and
decision time was reduced by more than 60 percent as a result.
According to Williams, the new architecture does not require
the system to include hardware and software for each operational
capability, since it has been standardised to support quick
capability integration. The new system enables single
consolidation of disparate operator workflow, allowing the
gathering and storing of intelligence in one location, from where
it can later be quickly queried, increasing target identification
time and execution.
“Using live data with certified operators in two geographically
separated locations, we were able to demonstrate the improved
abilities of the open architecture by reducing analyst processing,
evaluation and decision time,” said Williams.
The project was the initial phase of a three-phase plan.
Currently, the programme is deploying pilots that incorporate
the new structure in three locations with three varying mission
threads. This pilot phase will be complete in the summer of 2017
with a development and operational test.
“This effort changes every aspect of the AF DCGS
programme. We have streamlined processes to support agile
development and capability development, allowing for
incorporation of new applications in weeks, instead of months
or even years. The open architecture is truly a force multiplier
for AF DCGS,” said Williams.
Restoring C4ISR networks
Despite the heavy investments in C4ISR networks from defence
groups around the world, no system is 100 percent reliable.
Tactical networks can be disrupted in any number of ways,
including through enemy attack, equipment failure, or natural
disaster. Whatever the cause, when a disruption occurs, the
effect on military forces in the area is severe, and the network
must be restored, even if only temporarily, as soon as possible.
While satellite can provide a temporary or back-up solution to
network disruption to airborne and land-based forces, when it
comes to sub-sea communications, it is not a viable option.
In December 2016, the Defense Advanced Research
Projects Agency (DARPA) commenced the first phase of a
project that aims to build a deployable undersea network that
will serve as a means to restore disrupted data links, C4ISR
and networks.
The Tactical Undersea Network Architectures (TUNA)
programme will demonstrate novel optical fibre-based
technology options and designs to temporarily restore tactical
network connectivity in a contested environment. During the
current phase, concept and technology development is being
focused on three areas:

•
Photo courtesy Sgt Elyssa Quesada and DVIDShub
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System design: Performers are aiming to develop novel
system architecture designs that integrate a military tactical
data network into a rapidly deployable temporary undersea
network;
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•

•

Small fibre optic cable systems: Performers are seeking to
develop lightweight, buoyant unpowered optical fibre
technologies capable of surviving deployment and operation
in the ocean for at least 30 days; and
Buoy nodes: Performers are tasked to develop rapidly
deployable buoy node designs and component technologies.

One of the key challenges of the TUNA project stems from
placing optical fibre cables underwater, where there is a
significant amount of pressure not felt at sea level, in addition to
hazards from marine life and other vessels.
According to local media, several companies and vendors
have provided highly promising ideas for the project, and
solicitations were expected to be completed in January 2017.
Participants included Raytheon BBN Technologies, Northrop
Grumman Systems Corporation Information Sector, LGS
Innovations, Harris Corporation, and Lawrence Livermore
National Laboratory.
DARPA envisions a second phase to implement an integrated
end-to-end system, and to test and evaluate this system in a
laboratory setting, simulations and at-sea demonstrations.
Entering the C4ISR market
With defence forces and governments the world over investing
more and more to update their networks with a heavy focus on
interoperability, commercial companies are increasing their
market presence in the C4ISR sector and related fields.
Companies that can provide system-agnostic devices, or
bundled solutions, will gain an edge as defence groups move
towards open architecture designs.
Cubic Global Defense is one such company that is looking
to build its global C4ISR presence in the wake of the growing
market. Already well known in the Middle East for its training
solutions, in May 2016, Cubic announced plans to expand its
C4ISR activities after acquiring three key businesses which
would help it reach this goal.
DTECH, GATR Technologies and TeraLogic are all niche
C4ISR providers that provide products key to US military

Photo courtesy Dvidshub

programmes, with a heavy involvement with special operations
forces. DTECH brings its modular and miniaturised Interneton-the-move capability, GATR brings a highly portable, inflatable
satellite antenna in various sizes, and TeraLogic is the industry
standard in the US intelligence community and at the combatant
commands with regard to cloud-based full-motion video or just
video management solutions. Cubic plans to sell all three
capabilities in a single package deal, although each of the
GMC
technologies is fully operational with other systems.

Kelvin Hughes to supply radar systems for the Royal Navy’s latest River-class OPVs
Kelvin Hughes announced in April 2015 that it had been selected to supply its SharpEye™ systems for the new Batch 2 Riverclass offshore patrol vessels (OPVs) - HMS Forth, HMS Medway and HMS Trent. The company is delighted to announce that
it will also be supplying the same industry-leading radar equipment for the two latest Batch 2 ships – HMS Tamar and HMS
Spey. Each ship will be equipped with a SharpEye™ I-Band radar for helicopter control and navigation as well as an E/F-Band
SharpEye™ radar for navigation and collision avoidance. In addition, Kelvin Hughes will be supplying its ARPA widescreen
radar display for all of the Batch 2 OPVs. The radar sets will be interfaced with each ship’s Combat Management System and
other third-party systems such as WECDIS and WAIS.
Fundamentally different in appearance and capabilities from the Batch 1 OPVs, the Batch 2 ships have been designed with
a Merlin-capable flight deck and a greatly expanded capacity for accommodating troops. They will be available for deployment
anywhere in the world to undertake a range of anti-piracy, counter-terrorism and anti-smuggling roles currently conducted by
Royal Navy frigates and destroyers.
With its solid-state technology, SharpEye™ radar systems deliver an advanced pulse-compressed Doppler navigation and
situational awareness capability that can provide early warning not only of the presence of larger vessels but also small targets
and asymmetric threats with a low Radar Cross Section such as RHIBs, small wooden boats, USVs and jet skis. Operating in
the I-band, the new radar will enable the ships to distinguish between genuine targets and environmental clutter even in the
most adverse weather conditions.
More than 25 of the world’s navies now use SharpEye™ radar and displays. Most recently, Kelvin Hughes was contracted to
supply the Irish Naval Service with SharpEye™ systems for its new fleet of OPVs which are currently under construction.
Barry Jones, Kelvin Hughes Regional Sales Manager, said: “SharpEye™ is an ideal choice for these OPV projects. The
system provides a 3-in-1 approach with a type approved navigation radar using advanced small target detection, a 2D surface
surveillance capability and a helo detection mode to aid rotary aircraft recovery in bad weather; all in one compact radar
package. Its scalable architecture allows it to satisfy the requirements of the smaller patrol boat as a primary radar or as a
navigation radar and secondary surveillance radar on a larger warship”.
Rohan Dearlove, Kelvin Hughes' Maritime Sales Director UK & France, commented: “The selection of two more shipsets of
SharpEye™ radar under this latest contract is further evidence of the MOD’s commitment to a technological convergence
strategy. Similar SharpEye™ radars are already in service with the fleet and significantly more have been ordered for other RN
and RFA programmes, such as the fleet wide Navigation Radar Programme and the Tide class tankers. A convergence strategy
based on the SharpEye™ navigation radar will deliver significant operational and support related benefits for the MOD.” GMC
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traction in the CID effort (at least in the broadcast world). On
the flip side, however, as the entire broadcast world embraces
CID, those that do not (namely the military) will become
increasingly more obvious.
Resisting CID adoption
The reason the military is reluctant to use CID is exactly the
reason they should. CID doesn’t make the user identifiable to
anyone – it simply tags service to the satellite operator. The
only information in the shared database is the unique identifier
and the satellite operator to whom that customer belongs. It is
the satellite operator’s responsibility to keep information
pertaining to that customer and contact details in their own,
secure database, exactly the same way as is done today. In the
case of pure military services, this would be tagged locally within
their own secure systems.
The clever part is that commercial operators exchange ID
information through the military operations, thus resolving normal
issues quickly. If an ID is truly suspicious, the military will have
the tools and good reasoning to make more in-depth checks for
the safety and security of all satellite systems globally.

How to find a military
satellite installation
Satellite interference has grown from a minor challenge to
a major problem as the number of satellites in orbit and
terrestrial terminals have multiplied in the last couple of
decades. Military users have been widely acknowledged
as one of the largest contributors to interference for a
number of reasons. The introduction of Carrier ID (CID) in
2015 was a big first step towards the prevention of
interference, however, it becomes more effective the more
widespread its use. Roger Franklin, CEO of Crystal,
discusses the factors affecting CID uptake, and notes that
by resisting its adoption, the military effectively identifies
itself to those it would rather stay invisible to.

It is a well-known fact that a large, if not the largest, contributor
to satellite interference is the military. According to Martin
Coleman, Executive Director of the Satellite Interference
Reduction Group (IRG), VSATs (terminals commonly used by
the military) are: “Responsible for approximately 50 percent of
the interference problems for most satellite operators around
the globe.” Ironically, this is the very group expected to make
critical, often life and death, decisions in a matter of seconds.
They simply cannot afford such interference.
Carrier ID (CID) milestones
With the introduction of Carrier ID (CID) a few years ago,
interference should be almost eradicated. Those using CID report
astounding results – they are ensuring the safety and security
of their satellite systems and, when issues do arise, they resolve
them quickly. Unfortunately, CID is not used by everyone,
primarily due to a lack of understanding and outdated equipment.
With the approach of some very important milestones, many
who have been avoiding the transition to CID may sit up and
take notice.
The first milestone was reached in January 2015, requiring
all satellite operators to begin implementation of CID. The next
one is in September 2017, in which the FCC will mandate that
all broadcasters in the US must use CID. Finally, by January
2018, it will be a requirement to include CID for all SCPC and
MCPC video and data transmissions worldwide.
As a result of these initiatives, we will see some significant
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Sources of error
Given the rather compelling argument that the military should
now be implementing CID, we must study the issues. The mobile
nature of the military, as well as an attraction to parts of the
world that are remote, presents a potential barrier. Equipment
is often auto-deployed (which presents its own set of challenges)
or set up quickly. It’s all well and good to have CID, but it must
be transmitted, otherwise it is useless. Users, in particular military
users, must ensure that their CID is transmitting every time they
move. Given that the military is carrying equipment to remote
areas and space is important, bulky detection tools are simply
not viable. The military demands tools that are user-friendly and
can easily fit into existing systems. With the necessary task of
informing the operator of the CID information and checking that
the operator is receiving the correct information, it is easy to
see how a rushed or hassled user might skip this step for speed
and convenience, or simply make an error. Automating the
processes is an important step for interference resolution. From
initial set-up to checking that CID is transmitting, the more you
automate, the less potential for human error.
Solving CID challenges
CID detection must occur throughout the chain to ensure
accuracy and effectiveness. There are a number of detection
systems on the market that do a great job, but their complexity
and cost is a barrier to smaller operators, small access centres,
and most users.
Crystal launched Crystal Carrier ID to support the growing
demand for easy-to-use detection systems. Crystal Carrier ID
consists of a specialized CID detector receiver, a spectrum
analyzer, routing and switching equipment. Crystal ties it all
together as one complete package by routing signals
appropriately, extracting CID information, and inserting it into a
private customer database, as well as the Central CID Database.
All of this can be done in the background so as to not slow
down every day satellite access procedures. Spectral scans
enable the operator to quickly zero in on the carrier, extract the
CID and visually confirm the presence or absence of
interference.
CID detection must be cost-effective and time-efficient
If the industry is to succeed in combatting interference, CID
detection must be both cost-effective and time-efficient. Most
importantly, all must be on board, including the military. The
broadcast industry is currently leading the way to a successful
CID initiative, while the military must maintain safe and secure
satellite transmission for their daily critical missions. In their effort
to avoid the CID transition, however, the military runs the risk of
GMC
being obvious while trying to hide.
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Developments in Blue Force Tracking
Situational awareness is of vital importance in the battlefield since it provides the military commander with an operational
picture. Blue Force Tracking (BFT) plays a key role in situational awareness, providing information on friendly and
hostile forces, an overview of the surrounding environment, and enabling a messaging platform between different units
and the command centre. BFT has come a long way since its first iteration, enabling increasingly advanced capabilities
to the benefit of the warfighter.

Blue Force Tracking (BFT) describes a GPS-enabled system
that provides military commanders and forces with location
information of both friendly (blue) and hostile (red) forces. Such
systems typically include a computer, satellite terminal, satellite
antenna, GPS receiver, command and control software, and
mapping software. The system displays the location of the host
vehicle on a map, along with the locations of blue and red forces.
Additional capabilities include reporting battlefield locations and
conditions such as mine fields or other obstacles, and route
planning tools with proximity warnings, while newer BFT systems
also enable sending and receiving text and imagery.
Blue Force Tracker-1 (BFT-1) and Blue Force Tracker-2 (BFT2) are used by almost every ground and aviation vehicle in the
US Army today. Although they fulfil the same function, each
operates over its own dedicated satellite channel. The original
BFT-1 was built by Northrop Grumman in the 1990s, and was
hailed as a massive benefit to situational awareness in the Iraq
War. However, limitations included communications delays of
up to five minutes, and the inability of GPS to penetrate into
buildings.
The BFT-2 satellite network was launched by ViaSat several
years ago, to provide faster position, location, information (PLI)
refresh rates and greater data throughput capabilities. Some
10 times faster than BFT-1, BFT-2 delivers almost real-time
accuracy with 99.95 percent network availability. Both ground
vehicular and aviation transceivers operate over ground station
equipment installed at L-band satellite provider sites, which are
controlled by satellite NOCs. The ground vehicular transceiver
is a single Line Replaceable Unit (LRU), while the aviation
transceiver is a two-LRU design that separates the antenna and
RF assembly from the modem assembly to offer better
aerodynamic performance. Both transceivers have successfully
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completed MIL-STD-461, 464, and 810 testing.
While today BFT uses commercial satellite connectivity, the
ultimate intention is to bring it into the Warfighter Information
Network-Tactical (WIN-T).
Leveraging existing assets
In June 2016, it was announced that the US Army was testing a
new channel-sharing capability for Blue Force Tracker-1 and
Blue Force Tracker-2 to reduce costs. Currently, both BFT
systems combine command and control software, satellite
transmissions, GPS capabilities and other elements, but operate
over different satellite channels. Sharing a single channel is
expected to reduce satellite costs by as much as 60 percent,
keep infrastructure replenishment expenses in check, and make
the BFT system easier to use by eliminating the need to shift
between different hardware and software set-ups when working
between the two BFT systems.
“They are looking for ways to leverage existing investments,
rather than pay to wholesale replace them,” said Stan Sloane,
President and CEO of Comtech Telecommunications
Corporation. “Doing this is a good demonstration of that logic. It
protects the investments in existing systems by making them
more interoperable.”
Comtech Telecommunications Corp announced in April 2016
that the US Army had exercised Option Year 2 of its three-year
Blue Force Tracker-1 sustainment contract and related BFT-1
Intellectual Property licence agreement and was awarded an
initial funding of US$20 million to continue to provide sustainment
support for the US Army, Program Executive Office Command,
Control, Communications-Tactical (PEO-C3T), Joint Battle
Command-Platform (JBC-P) BFT-1 Mission, a battle command
real-time situational awareness and control system.
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The US Army’s channel-sharing tests, which culminated in
an operational test on both ground and aerial vehicles at the
Communications-Electronics Research, Development and
Engineering Center (CERDEC) Intelligence and Information
Warfare Directorate (I2WD) Flight Activity in January 2016,
evidenced channel-sharing as a practical alternative to the
current approach. The single-channel plan will duly be built into
the next generation of Blue Force Tracker, currently known as
BFT-2.5. Market research for more advanced antennas,
processors, modems and transceivers is currently ongoing prior
to the system launch.
Looking to the next iteration
With the programme to incorporate BFT-1 and BFT-2 ongoing,
US defence forces are already looking to the next big thing in
BFT capabilities. The US Army and US Marine Corps is currently
partaking in the Joint Battle Command Platform (JBC-P)
programme, which was designed to provide military leaders
greater command, control and situational awareness than ever
before.
The Marine Corps Systems Command (MCSC) has installed
almost 1,100 of the systems into the Assault Breacher Vehicle,
M88 Tank Retriever and HMMWV vehicles since July 2016, while
the US Army has tested JBC-P within the Army’s 3rd Infantry
Division and 10th Mountain Division.
“JBC-P is the Marine Corps primary command, control and
situational awareness tool for the battalion and below,” said Capt.
Jamie Claflin, JBC-P Project Officer at MCSC. “It allows the
commander to see friendly forces in his area of responsibility in
real time including other services, and also provides situational
awareness data that is reported into the common operating
picture.”
JBC-P delivers faster satellite communications using BFT2, a high-speed GPS satellite network 10 times faster than the
previous system that delivers secure encrypted transmissions
and vastly reduces reaction times thanks to the lower latency.
BFT-2 uses Inmarsat’s I-4 satellite constellation to gain much
more bandwidth with higher data rates (up to 120kb on the
forward link and up to 3kb on the return link), drawn from new
transceivers. JBC-P is also integrated with the Tactical

Intelligence Ground Reporting (TIGR) system, which provides
historical intelligence data, including area structures, obstacles
and previous incidents for a given site.
“JBC-P also features a multi-function screen with mapping
and message management environments,” said Ignacio
Filgueira, Lead Engineer for JBC-P at MCSC. “Operators can
select different functions including a real-time chat room
capability where they can send and receive messages, use icons
on a map that show other JBC-P-equipped vehicles, position
information, adversaries, threats and shared SA and C2
capability with JTCW.”
The joint nature of the JBC-P enables greater cooperation
between the US Army and US Marine Corps. With both forces
using the same software, the Army’s Network Operation Centre
(NOC) can oversee all BFT operations and enable greater
cooperation between the two forces, enhancing both operational
and cost efficiencies.
“Today, through JBC-P, Soldiers and Marines are no longer
burdened by operating with two separate command and control/
mission command systems,” said Lt. Col. Shane Sims, the Army’s
Product Manager for JBC-P. “By using the same system, the
Marine Corps and Army know where each other are in relation
to the enemy. JBC-P enables them to communicate on missions
together, which is a huge tactical and operational advantage
over our adversaries.”
With JCB-P Increment 1 already undergoing trials in line
with the programme, an upgrade to JCB-P Increment 2 is
schedules to start in the 2018 fiscal year. Android technology is
set to be a big enabler to incorporate emerging technologies
into the JCB-P system.
The upgrade will give the warfighter a modernised user
interface with preformatted messages, and a new terrestrial
communication capability to enable data-capable radios when
satellite communications are degraded or denied. JCB-P
Increment 2 will be installed on additional Marine Corps
platforms like the Medium Tactical Vehicle Replacement,
Logistics Vehicle System Replacement, Assault Amphibious
Vehicle, Light Armoured Vehicle and the High Mobility Artillery
Rocket System, as well as being rolled out to the vehicles
currently equipped with JCB-P Increment 1.
GMC
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