Global Military Communications Magazine

Front cover photo courtesy of UK-based Spectra Group

August/September 2019

www.globalmilitarycommunications.com | August/September 2019

1

Global Military Communications Magazine

2

www.globalmilitarycommunications.com | August/September 2019

Global Military Communications Magazine

Editor
Amy Saunders
amy.saunders@dsairpublications.com
News & Social Media Editor
Laurence Russell
Laurence@dsairpublications.com
Sales
Sam Baird
sam@whitehillmedia.com
Circulation Manager
Elizabeth George
Production
production@dsairpublications.com
Publisher
Richard Hooper
richard@dsairpublications.com
Marketing and Business Development
Belinda Bradford
belinda@dsairpublications.com
Managing Director
David Shortland
david@dsairpublications.com

No par t of this publication may be
transmitted, reproduced or electronically
stored without the written permission from
the publisher.
DS Air Publications does not give any
warranty as to the content of the material
appearing in the magazine, its accuracy,
timeliness or fitness for any particular
purpose. DS Air Publications disclaims all
responsibility for any damages or losses
in the use and dissemination of the
information.

SlingShot - page 10

Contents
News review

4/5

Training soldiers in a virtual world

6

Q&A Simon Davies, CEO of Spectra (UK) Ltd

10

Benefits and challenges of delivering higher network
resiliency for defense applications via satellite

14

Hosted payloads

16

Ruggedizing the battlefield

18

Q&A Jay Icard, CEO of XTAR

20

All editorial contents
Copyright © 2019 DS Air Publications
All rights reserved

Photo courtesy of US Army

DS Air Publications
1 Langhurstwood Road
Horsham
West Sussex, RH12 4QD
United Kingdom
T: +44 1403 273973
F: +44 1403 273972
admin@dsairpublications.com
www.globalmilitarycommunications.com

GMC
If you would like to supply information for future issues of GMC please
contact Amy Saunders, Editor.

www.globalmilitarycommunications.com | August/September 2019

3

Global Military Communications Magazine

BCB International's ‘Highly regarded’ ration
fuel system FireDragon wins Ministry of
Defence contract
The UK Ministry of Defence (MoD) has awarded a new contract for an environmentally friendly ration heating fuel which has
helped to reduce the British Army’s carbon footprint.
The FireDragon fuel and its associated foldable cooker will be yet again issued to British soldiers to help them warm their
drinks and heat their operational rations.
The fuel which is manufactured in the UK by Cardiff-based BCB International Ltd, has a high purity of ethanol, is clean, burns
quickly and intensely with a significantly reduced cook time compared to other solid fuels. It is made primarily from renewable
waste vegetation.
Having used over 2 million packs of FireDragon fuel in the first years of the contract, the UK Ministry of Defence has managed
to significantly reduce its carbon footprint compared to the previously used toxic hexamine fuel.
Following numerous independent tests, BCB’s chemist, Ben Harrison, confirmed that FireDragon will reduce the carbon emissions
of the British Army and reduce the carbon footprint of its operations by a substantial amount. Harrison also added that: “Hexamine
emits cyanide and a lot of noxious fumes such as formaldehyde and nitrogen oxides when it burns. Formaldehyde and ammonia
are also used in its production, bringing their own hazards. Hexamine produces a lot of carbon monoxide, especially when compared
to FireDragon. FireDragon by contrast emits no formaldehyde or cyanide”.
The Head of Commercial at Leidos Supply Limited said: “The ethanol fuel blocks have proved convenient and effective; and the
individual cooking system is highly regarded by British Troops.”
GMC
The new contract will run for 4 years. Other European militaries are currently evaluating the fuel.

The FireDragon fuel and its associated foldable cooker will be yet again issued to British soldiers
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Inzpire Limited develop beyond line of sight
communications capability for GECO mission
support system
Inzpire Limited has further enhanced the functionality of its GECO Mission Support System by designing and delivering a
beyond line of sight communications system.
The capability, which was developed in response to an urgent operational requirement (UOR), uses satellite communication
enabling users to communicate over great distances from virtually anywhere in the world using the company’s tablet-based
electronic flight bag.
A global system for mobile communications (4G) option is available for use during training where a suitable network exists,
enhancing connectivity and reducing cost.
Designed by Inzpire’s ex-military aviators and highly-experienced engineers, the secure messaging function of the beyond line
of sight capability allows messaging groups to be created and customised in real time on the military-grade tablet. Default messages
are stored on the system to speed up the
sending of routine messages, whilst
emergency messages are also stored and
can generate instant alerts and responses.
A read receipt function has also been
developed to enhance awareness,
ensuring the sender can keep track of the
status of their messages and whether they
have been received and read.
To enhance awareness during
missions, the new beyond line of sight
capability also provides the operator with
live location updates of other users, both
on the ground and in the air. With the
functionality being developed by ex-military
aircrew who understand the sensitive
nature of missions, the position sharing
feature can also be turned on or off.
Jonny Smith, Inzpire’s Head of Mission
Systems, said: “The addition of the beyond
line of sight capability is a game changer
MoD Crown Copyright 2019, Darren Edds
for the GECO system and its users. Fully
integrated with the vast array of other
GECO system features, the beyond line of
sight communications capability allows vital safety and situational awareness updates to be exchanged over great range between
aircraft and their operating base. Furthermore, the GECO System is a totally ‘carry-on’ solution, requiring no aircraft modification,
offering hugely reduced cost and timescale. The capability makes missions safer, more effective and offers outstanding value for
money.”
GMC
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Screenshot of the simulated environment in the VR training. BiSim copyright.

Training soldiers in a virtual world
Virtual reality has made waves throughout the world for its
far-reaching applications suitable for consumers,
enterprises, government and military groups alike. Within
defence forces, virtual and augmented reality can make a
significant improvement in personnel training methods.
Virtual reality has been a long time coming, but it’s finally
here. Far removed from the flash in the pan that was 3D TV
(devices no longer available for sale as of 2018), virtual reality
promises an entirely immersive experience to consumers,
enterprise and military alike. While to the general public, virtual
reality means a complete viewing experience of films, sporting
events and natural world documentaries, and a massive step
up for the gaming experience, virtual reality has actually been
in use since the 1970s in the military and medical worlds. Indeed,
David Em was reportedly the first person to build a navigable
virtual world at NASA’s Jet Propulsion Laboratory (JPL) in 19771984. Today, virtual reality is being utilised increasingly often
among the construction and planning, medicine, military and
consumer markets.
Changing the game
The gaming industry has been a big driver of virtual reality
technology. Today, there is a significant and growing collection
of virtual reality games, available on a selection of platforms,
including PlayStation VR, HTC Vive, Oculus Rift, Samsung Gear
VR, and Windows Mixed Reality Platforms. And it’s not just highend; the simplest games and content can be consumed using a
£10 headset and your mobile phone.
The gaming sector has also experienced a long-standing
relationship with the military segment; for as long as there have
existed electronic games, there have been games based on
warfare. For example, back in the 1980s, Atari released a firstperson tank combat arcade game called Battlezone in which
the player controls a tank that is attacked by other tanks and
missiles. Following its launch, The Bradley Trainer, a version
designed for the US Army to train gunners on the Bradley
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Fighting Vehicle, was developed to more closely resemble the
controls of the real-life vehicle. Meanwhile, in 1996, the US
Marine Corps modified first-person shooter game Doom II to
create Marine Doom, a tool to teach new recruits that later
became available for public download.
Attitudes towards the gaming industry have changed in
recent years. No longer just a pastime for teenage boys, now
games are considered a valuable learning tool in schools all
over the world, for enterprises training new employees, and
indeed at military training facilities. Indeed, some defence groups
are actively recruiting form the gaming community, who are
considered to have valuable battlefield skills. While nothing can
replace real-life training, particularly for soldier grappling with
new equipment, the benefits of moving some forms of training
to game-based scenarios are ample:

•

•
•

•

Cost efficiency: The typical cost of a new game-based
training system is much lower than traditional training
techniques that may require renting space, setting up huts
and scenarios, forking out for ammunition and personnel.
Accuracy: In-game performance, such as the accuracy of
rounds fired, can be carefully monitored and tracked,
enabling trainers to study recruit abilities and development.
Natural training methods: New recruits are typically aged
18-24, and thus are the typical demographic using games
in the first place. For them, gaming is an appealing way to
learn.
Safety: Traditional training methods have been developed
to be as safe as possible, however, with live ammunition,
high pressure scenarios, and a real-world environment,
accidents happen. Soldiers in training can be seriously
injured, or even lose their lives, just by training. These
dangers are avoided with game-based training programmes.

In the last few years, virtual reality headsets and platforms
that are affordable to much of the gaming market have become
commonplace, enabling a large number of developers and
designers to really get to grips with the technology. This has
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Screenshot of the simulated environment in the VR
training. BiSim copyright

been a real game-changer for defence forces, who have been
able to source experienced personnel to develop highly
sophisticated tools, platforms and training programmes in an
immersive virtual reality platform, to further train new and existing
recruits. Indeed, military organisations are making great use of
the technology for medic training, battlefield, flight and vehicle
simulations, and virtual boot camps.
Training in virtual reality
There are numerous projects underway at defence agencies

www.globalmilitarycommunications.com | August/September 2019

and governments the world over right now, wherein new virtual
reality gaming technology is being utilised for a wide variety of
military applications. Indeed, according to the Market Study
Report, LLC, the military virtual reality training market is expected
to grow from US$9.93 billion in 2018 to US$10.8 billion in 2025.
While it’s not the fastest growing virtual reality market, it is one
of the oldest and most well-established.
According to recent reports, the US Army reportedly expects
to have four or five advanced simulators delivering connected,
realistic combat training for everyone from foot soldiers to pilots
and tank commanders. Moreover, the Army anticipates that these
simulators will be available at all major facilities in the next four
years. The virtual and augmented reality simulators are being
developed and tested by soldiers, with contracts for full scaleup expected to be awarded any time now.
“What I think we’re going to do with the Synthetic Training
Environment right now is the most revolutionary thing since
developing our live training environment at our combat training
centres,” Maj. Gen. Maria Gervais said during a panel at the
Land Forces Pacific Symposium in Honolulu. “We see this as a
second revolution in training for the United States Army.”
One of the first iterations in the project, the Squad Advanced
Marksmanship Trainer (SAM-T) is already in place at seven US
Army installations, enabling a squad of soldiers to move and
shoot together in a room, untethered. The system was developed
to meet a gap in close combat formation training and is expected
to evolve in the coming years to replace the current projection
screen with virtual reality headsets.
Current projects will see these virtual reality training
simulators become smaller, more lightweight and more mobile,
as well as becoming able to switch between systems, saving on
equipment. The training environment will include realistic replica
of weapons systems and operations, and feature enemies,
civilians, animals and a variety of weather conditions. The userend picture, the ‘One World Terrain,’ brings training beyond
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invented locations to real-world areas. For example, locations
such as the National Training Centre at Fort Irwin in California
have been scanned to create real terrain maps, enabling soldiers
to follow scenarios for mission planning analysis and combat.
Additionally, participants from all over the world can train in the
same scenario.
In other news, MedCognition, a start-up company using
augmented reality to train first responders how to treat injuries,
has won a US$750,000 grant from the US Army to collaborate
with Chenega Healthcare Services on the development of a
version of its system for military applications over the next twelve
months. During the period, MedCognition will create training
modules to prepare healthcare workers for combat and mass
casualty situations.
MedCognition’s existing software, PerSim, trains workers
using holograms of patients that can be superimposed on top
of mannequins with virtual reality headsets. Trainees can practice
assisting patients with all kinds of healthcare ailments, including
breathing problems, while viewing the software through a
Microsoft HoloLens device.
Meanwhile, the British Army is trialling the Virtual Reality in
Land Training (VRLT), created by Bohemia Interactive
Simulations (BiSim), to enhance future Army training. The pilot
study will test the following virtual reality applications:

•
•

High resolution virtual reality headsets to improve
environmental immersion
Mixed reality which allow soldiers to see and interact with
physical objects

•
•

Avatar customisation replicating realistic facial features and
body shapes allowing users to recognise their fellow soldiers
After-Action Review Enhancement which provides data
capture and analysis so that soldiers can better understand
their own performance

Soldiers involved in the VRLT study will be able to train in a
wide range of hostile and complicated simulated scenarios.
Troops will be placed in the centre of an urban firefight, crowd
control situation, or within a building filled with enemy soldiers.
Use of the BiSim software enables training solutions to be rapidly
setup, run and analysed in order to establish the most effective
approaches to battlefield challenges.
“The Army has a reputation for world class training which
prepares our people for demanding and complex operations,”
said Head of Training Capability at the British Army, Brigadier
Bobby Walton-Knight CBE. “Our training continually develops
and so we constantly look for the best technology to make it as
effective as possible.
Innovations such as Virtual Reality offer immersive and
flexible training, and this pilot is pushing the boundaries to
explore how we might make best use of it.”
UK Armed Forces already utilise simulation technology to
enhance the skills of their personnel. At the end of 2018, RAF
Odiham unveiled their £53 million Chinook simulators, which
replicate real-life operations. The Royal Navy also benefit from
Bridge Simulators, which create an immersive experience that
allows officers to take charge of a vessel in a range of weather
and emergency conditions.
GMC

A soldier in Tampa, Florida, assesses the Army's One World Terrain software, which will be used to create real-time,
realistic simulated terrain for soldiers to fight on. Credit US Army
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Secure voice, data and
satellite communication
systems
UK-based Spectra Group and its US arm, Spectra Group (US) Inc, are
globally renowned providers of secure voice, data and satellite
communications systems. Founded in 2002, Spectra serves the defence
and security, and aid and emergency and commercial utilities segments
with an extensive suite of tools, a Network Operations Centre and top of
the line staff. Simon Davies, CEO of Spectra (UK) Ltd, opines on some of
Spectra’s recent projects, and the state of the communications market
today.
Simon Davies, CEO of Spectra (UK)
Ltd

Question: Let’s talk about Spectra Group UK and US. What can you tell us
about the development of the company and its US arm in recent years?
Simon Davies: Until 2013, Spectra was pretty much entirely focused on the UK
market. SlingShot changed all of this and, due to global orders, we now export
around the world. This means we have grown significantly in both personnel and
sales revenue. Owing to the size of the US defence budget and size of its forces,
we decided to establish a US trading entity (Spectra Group (US) Inc. This enables
us to provide closer support to both users and sales partners in the US.
Question: Which markets are key to Spectra’s continued success, and how
have they evolved in recent years?
Simon Davies: Even though SlingShot is in use with a number of militaries
globally, there are still many regions that have yet to be penetrated, such as Asia
and the Middle East. The US and UK are key to continued success and providing

GMC
Q&A
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increased capability to conventional roles and tasks is key to
expansion and growth.
Question: Spectra offers a game-changing lightweight
frequency conversion system which enables existing inservice tactical military and commercial VHF/UHF tactical
radios to use commercial L-band satellites. Can you tell us
more about how the technology works?
Simon Davies: SlingShot is unique in its simplicity. There are
no switches or settings on the equipment, the intelligence is
within the box so that all the user has to do is connect their
radio and the antenna and it is ready to work. Today’s soldiers
already have to deal with significant complexity and we didn’t
want to add to that.
Question: There’s a lot going on in the satellite world right
now, with new innovations around every corner. What’s your

assessment of the market right now, and Spectra’s place
within it?
Simon Davies: The satellite marketplace is very congested with
many satellite operators and service providers offering similar
capabilities. More and more data are being required at every
level, all the way down to the individual soldier. The problem
occurs in information overload for the soldier and controlling
what can be seen by each level so that they have enough
information to make the right decision but not too much detail
that they are overloaded. The issue is that there is a finite amount
of satellite spectrum, which probably isn’t enough to go around.
Spectra is looking at alternative technologies that will continue
to differentiate us from the rest of the marketplace.
Question: What can you tell us about Spectra’s involvement
with the US Army Expeditionary Warrior Experiments
(AEWE 2019)?

SlingShot. Photo courtesy of Spectra Group
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Simon Davies: There is not much we can say until the report is
published. What we can say is that SlingShot’s participation in
AEWE 2019 was requested by the TRADOC Capabilities
Manager (TCM) Mission Command and TCM Security Force
Assistance Brigade (SFAB) at the Maneuver Centre of
Excellence (MCoE) based in Fort Benning. Having achieved
safety accreditation from the US Army Test and Evaluation
Command, SlingShot was successfully utilised and evaluated
extensively, providing Beyond Line of Sight (BLoS) voice
connectivity from tactical manpack recce sections to vehicle
borne Forward Observers and a Battalion level headquarters
operations room.
Question: What makes bottom-up input on cutting edge
prototypes so important to Spectra’s product development?
Simon Davies: We have some amazing engineers that can

develop very technical capabilities, but there must be a user
operational requirement. Understanding this user requirement
is where everything we do stems from. Just because it can be
built doesn’t mean that someone is going to use it. Going back
to an earlier point, that simplicity is the key, today’s soldiers
have so much technology on them that it would be impossible
for them to train and operate everything available.
Question: What are your expectations for Spectra Group in
the UK and US, and your key market segments for the next
couple of years?
Simon Davies: We have had significant sales growth with SlingShot,
but the expectation is that we provide this capability into a much
wider customer base. We at Spectra really believe that this is a
game changing capability for those that use it, be they militaries,
government agencies or disaster relief operations.
GMC

SlingShot. Photo courtesy of Spectra Group
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Benefits and challenges of delivering
higher network resiliency for defense
applications via satellite
Enabling reliable, secure communications is an essential
component to successful military operations throughout
the world today. However, as the space domain becomes
increasingly congested and contested, delivering such
communications in a secure manner is fraught with
challenges. Jeffrey Osborne, Co-founder & VP of Business
Development at Kepler Communications, opines on small
satellite solutions.

making it resistant to service denial and disruption. Furthermore,
due to comparatively low costs, small satellite architectures often
operate with multiple spare satellites in orbit, contributing to
overall system resiliency as the network is able to quickly
reconstitute from the failure of one or even several satellites.
Defense challenges in the new frontier
Space is increasingly crowded with players vying for a share of
the communications and Earth observation markets, as well as

Increasing democratization of space access in recent years
has paved the way for dozens of new private space companies
to emerge, making space a much more contested and
competitive domain. As a result, defense agencies that derive
capabilities from space must adapt to the new and highly
contested space environment.
Space network architectures that increasingly focus on
resiliency have been a key topic recently. Recently, the Chairman
of the Joint Chiefs of Staff (CJCS) issued a publication document
some of the new threats in the space environment. A contested
space environment means an increased risk of conjunction
events, unintentional wireless interference, and denial-of-service
attacks such as jamming or kinetic attacks. The CJCS publication
disclosed its intention to find the right balance in a hybrid
communication solution that integrates both commercial and
military satellites in order to minimize these threats. The ultimate
goal of increased public-private collaboration is strengthening
a space network’s overall resiliency.
NewSpace capabilities, such as those derived from small
satellites in low Earth orbit (LEO represent a great investment
opportunity for governments. For SATCOM applications, these
low-cost, rapidly deployable spacecrafts are uniquely suited to
complement the more traditional Wideband Global SATCOM
(WGS) systems used by military operators to achieve greater
resiliency. Currently, defense agencies use systems based on
these single monolithic devices. Small satellite constellations
have a natural advantage over WGS architectures in that a large
number of nodes (satellites) implies no single point of failure,
Jeffrey Osborne, Co-founder & VP of Business
Development at Kepler Communications

Photo courtesy of Keppler
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those carrying out technology demonstration or scientific
missions. Governments recognize that there is an elevated threat
to the integrity of communications systems posed by an
unintended in-space collision between spacecraft or with manmade and natural debris.
Of further concern to governments that rely on space-based
communications, there exists the potential for disruption from
hostile nations or non-state actors to intentionally damage space
assets either through kinetic or denial-of-service attacks.
Recently, India became the fourth country to demonstrate antisatellite missile capabilities alongside the US, Russia, and
China. These tests showcase that kinetic threats indeed exists
outside the atmosphere. Regardless of the origin of the threat,
if commercial operators are to be enlisted to shoulder some of
the burdens of military operations, several considerations will
need to be made, and standards will need to be established
and compliance ensured. These considerations include, but are
not limited to the following:

www.globalmilitarycommunications.com | August/September 2019
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•

•

•

Reconstitution: This is the ability of a network to resume
function after a severe degradation. The rapid
development and deployment capabilities of small
satellites mean that new assets can be delivered to space
in months, rather than years, in the event of degradation
or destruction resulting from a hostile act or accident.
Disaggregation: One of the biggest advantages provided
by employing a constellation of satellites rather than a
single, multi-purpose unit is the ability to separate
dissimilar capabilities into separate platforms and
payloads. For example, strategic and tactical
communications can be spread across several platforms,
instead of integrated into a single spacecraft. This provides
the ability for governments to keep partial functionality with
some of the operations remaining untouched in the
event of a disruption, and also avoids presenting a single
appealing target to a hostile group.
Proliferation: Small satellites in LEO allow organizations
to deploy a larger number of spacecraft for the same net
cost as a single traditional satellite. This allows for
redundancy in network design, and increased coverage
area within a given timeframe.

The unique characteristics and low per-unit cost of
nanosatellites make them more appealing for military
applications that demand improved space mission assurance
through network resilience.
Looking at future needs for telecommunications
Kepler Communications of Canada is one of many companies
actively working to mitigate the inherent vulnerability of satellite
systems.
Kepler’s network of LEO satellites will facilitate more resilient
defense networks and will integrate with other commercial and
government satellite communication systems.
Today, the company’s global high-bandwidth data transfer
service is providing satellite communications in the Earth’s polar
regions, where traditional wideband geostationary systems

www.globalmilitarycommunications.com | August/September 2019

either do not have visibility or can only provide service as
spillover coverage which is characterized by low bandwidth and
poor reliability. Operating in Ku-band, Kepler’s satellites deliver
100s of GBs a day for data transfers to customers at fixed stations
and on mobile platforms such as marine vessels, aircraft, and
land vehicles. Limited connectivity at high latitudes is becoming
a strategic gap for the defense community. Increased activity in
the polar regions by scientists, tourists, shipping vessels and
resource companies is placing strain on the public sector, which
assumes responsibility for search and rescue operations as well
as escort missions through ice-covered waters. Moreover,
adversarial nations are increasing their investments in Arctic
infrastructure and capabilities, placing added pressure on the
public sector to maintain preparedness in the High North.
Private-public partnerships
Despite their potential, small companies such as Kepler face
procurement hurdles when looking to deploy services within
the public sector.
These hurdles are understandable, as there is inherently more
risk with contracting small operators that lack the pedigree of
more established players. While innovative procurement vehicles
such as OTAs and SBIRs (in the US) or ISC and BCIP (in
Canada) do exist, barrier to entry still remain. Ultimately, the
learning curves for both the public agency and the small
company are expected to be steep.
Small companies are ideal partners for governments looking
to introduce disruptive technology, though the disparity in
procurement timescales needs to be effectively managed by
both parties. While month-long sales cycles are expected in
small companies, they are often incompatible with the year-long
procurement cycles commonly used by government agencies.
Nevertheless, the ability for small companies to rapidly innovate
and develop new products will introduce a much-needed
nimbleness into the defense industry.
The end result will be effective, resilient, and economical
communications that will improve defense capabilities in regions
of the globe not adequately served by existing methods. GMC
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the years of planning and design can be further lengthened by
launch delays, which can be costly and extremely inconvenient.
Hosted payloads are individual modules attached to
commercial satellites that operate independently but use the
main satellite’s power supply and transponders. They represent
a great solution for many military, government, and scientific
customers around the world, and solve a host of challenges
that would otherwise limit access to space for budgetconstrained customers. The advantages of commercially hosted
payloads include:

•
•

•
Photo courtesy of United Launch Alliance

•

Hosted payloads
The hosting of independent, often military or government,
payloads on board commercial satellite assets is an
attractive way of accessing space at reduced costs. There
are many benefits to the hosted payloads model, however,
government and military users have been slow to take
advantage of the model citing security concerns and
timeline challenges as key problems.
Hosting payloads on commercial satellites is a fantastic way
to access space while bypassing most of the associated costs
with actually launching a satellite. Traditional satellite
programmes are expensive; from design, manufacturing,
insurance, launch and operation, the costs can run into the
hundreds of millions, and that’s if everything goes smoothly –

Cost: A single payload is far more affordable than the
construction, launch and operation of a dedicated satellite.
Speed: Hosted payloads can progress from the planning
stage to active within 30 months, a far shorter time period
than a complete satellite programme. Space Systems Loral
(SSL), for example, can receive hosted payload modules as
late as 6-12 months before the launch.
Enhanced resilience: A large number of hosted payloads,
instead of a small number of dedicated satellites, spreads
potential government and military targets to a greater number
of locations.
Flexibility: The hosted payload customer can operate their
module through the host satellite operator, or else retain
independence with a separate, dedicated system.

Northern Sky Research’s (NSR) ‘Hosted Payloads on
Commercial Satellites, 2nd Edition’ report expects the number of
active hosted payloads to grow from 13 back in 2012 to 184 in
2022 – quite a leap for just ten years. In the short term, military
payloads are expected to mainly be experimental rather than
operational, with that market driving revenues across the sector.
Total expected revenues during the ten-year span are difficult
to predict due to the widely-varying cost of hosted payloads,
which depend on function, size and duration. For commercial
satellite operators, hosted payloads provide much-needed
capital for new projects; in today’s tough economic climate, we
can expect to see more commercial operators keen to adopt
this model.
A whole host of applications
Despite the slow uptake, hosted payload applications are almost

Photo courtesy of L3Harris
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as varied as independent standalone satellites themselves.
For military clients, hosted payloads offer fantastic space
situational awareness (SSA) and intelligence, surveillance and
reconnaissance (ISR) capabilities without the huge expense of
launching and operating a dedicated satellite system. Meanwhile,
governments with hosted payloads on board commercial
satellites stand to gain with data collection, Earth observation,
debris monitoring, climate change mapping, traditional fixed and
mobile communications, disaster response applications, etc. In
the wider space segment, hosted payloads are also excellent
for research and development and scientific technology
demonstration programmes.
Time for change?
Despite the advantages offered to government, military and
scientific customers, uptake of hosted payloads on commercial
satellites has been slow to date. Military personnel have reported
that some governments remain suspicious about the motivations
for commercial satellite operators which offer hosted payload
deals.
Costs are one of the key challenges in the hosted payload
market, slowing uptake among military and government
customers alike. While it’s true that the expenses are reduced
compared to the price of a bringing a dedicated satellite to
launch, the fact that procurement law forbids the US Government
from committing to pay for services in advance of the year of
delivery, in addition to the US Government’s annual budget
approval process, adds unnecessary costs onto hosted payload
programmes. Since the US Government operates by far the
largest defence sector in the world, this alone has a major impact
on global spending on hosted payload projects. Other key
governments around the world are also subject to similar
spending restrictions and reviews.
Then there is the question of timeline synchronicity.

Government acquisition timelines follow a strict order, which
means that commercial satellite operators must approach the
government with hosted payload options at suitable times for
consideration. However, as satellite operators run to their own
schedules according to demand and financial constraints,
instances of timeline overlap are slim. In addition, commercial
satellite programmes typically run at a much greater speed than
government and military acquisition programmes, providing a
mismatch that can be difficult to resolve.
However, reluctance in the face of change is the single
biggest factor when it comes to the slow uptake of hosted
payloads by government and military consumers. There is a
myriad of excuses not to try something new and untested,
irrelevant of the fact that the hosted payload model would
ultimately prove highly beneficial to many. This aversion to
change has been evidenced by the Iridium NEXT constellation,
which was initially expected to include multiple payloads for the
US military.
Adjusting for demand
The hosted payload model still has a long way to go. However,
never before in history has there been a time better-suited for
hosted payloads to enter the mainstream satellite sector.
Government and military demand for satellite capacity is
expected to boom in the very near future as reliance upon spacebased capabilities booms, far outstripping both existing and
planned government satellite assets. In such an environment,
commercial satellite operators are well-placed to ramp up their
hosted payload package offerings to take advantage of new
opportunities.
GMC
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responsively, and when it comes to switching between different
devices, one is largely interchangeable with the next.
While rugged computing devices are in use in a whole host
of industries, the defence sector is expected to emerge as the
leading segment in end users in the rugged tablet market,
according to ‘Rugged Tablet Market Size, Share and Global Trend
by Operating System (Windows, IOS, Android, Others), By Type
(Fully Rugged, Semi Rugged), By Distribution Channel (Online,
Offline), By End-Use Industry (Oil & Gas, Retail, Construction,
Education, Government, Food & Beverage, Manufacturing,
Healthcare, Transportation & Logistics, Others) and Geography
Forecast till 2025.” Indeed, the report states that the market is
anticipated to grow at a CAGR of 5.9 percent between 20172025 to US$946 million, with the key defence sector driver being
named as the wireless features and strong build.

Photo courtesy of Samsung

Ruggedizing the
battlefield
Battlefield capabilities have come on in leaps and bounds
in the past couple of decades as computing and
communications capabilities have become increasingly
advanced and more mobile than ever before. Rugged and
ruggedized computing devices have become a major
component of battlefield operations the world over, both
at base camps and transported by individual soldiers.
Computers have evolved in the last couple of decades.
We’ve gone from massive installations costing eye-watering
amounts of money, and requiring extensive training and
expertise to operate, to small, affordable, easy-to-use devices
found in most homes in the Western world. Indeed, the typical
family home now houses eight computing devices!
The increase in availability and affordability, as well as
reductions in size, weight and power (SWaP), mean that
computing devices are now playing a vital role in battlefields
across the globe, enabling real-time communications,
surveillance and reconnaissance, telemedicine, mapping and
analysis. For dismounted soldiers, rugged tablets are a gamechanger in so many ways.
Demand for rugged laptops and tablets has boomed in recent
years among military spheres, as well as public safety, first
responders, healthcare and industrial sectors such as oil and
gas and agriculture. Part of that demand stems from the ease
of use afforded by tablet devices. All over the world, consumers
are becoming more accustomed to using tablets everyday within
their own homes, whether it’s for online shopping, social media,
email, or web-browsing, etc. That practice delivers a real
advantage for natural-feeling operation in the battlefield, as well
as other high-risk applications. The simple, intuitive interfaces
mean that applications can be launched and used quickly and
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Rugged vs ruggedization
Using lightweight, affordable computing devices in battlefield
situations isn’t as simple as it seems. Commercial off the shelf
(COTS) devices aren’t designed to withstand the harsh
environments of the battlefield, such as extreme temperatures,
rain or sand storms, or even simple drops, impacts or spillages.
In a mission-critical situation, a soldier in the field doesn’t want
to be caught short of updated intelligence because too much
sand has built up in their computing device.
While some manufacturers today are ruggedizing COTS
tablets with standard iOS and Android software, such products
fall short of strict military standards and specifications. Consumer
tablets often lack the interfaces required for specific military and
defence operations, such as RS-232, SPI, I2C, CAN and wired
Ethernet.
Retrofits, while often available, are usually unstable and
insufficient, and add unnecessary bulk. Lifecycle is also
important; while consumer tablets are designed for only a short
period of use, typically lasting around two years, most military
devices are required to work for ten years. Security is another
key concern, especially in this current era of cyberattacks.
Custom devices, designed specifically for military
applications with input from defence group users, are inarguably
the best solution to meet complex and advanced military
requirements, providing design flexibility that isn’t available in
ruggedized COTS products.
Leonardo DRS steams ahead with MFoCS II delivery order
US-based defence contractor Leonardo DRS has a long history
of suppor ting defence forces with latest in battlefield
technologies, including but in no way limited to ruggedized
battlefield computing devices.
In April 2019, Leonardo DRS received its first production
delivery order for the next generation of US Army mission
command computing systems, the Mounted Family of Computer
Systems (MFoCS) II. The modular and scalable system comes
in support of the Army’s current modernization strategy for
ground combat vehicles, combat service support vehicles and
command posts. Under the delivery contract, Leonardo DRS
will provide dismountable tablets, processor units, docking
stations, keyboard units, interconnecting cables, and multiple
sizes of ruggedized sunlight-readable multi-touch-screen display
units.
The MFoCS II family of systems will support the continued
fielding and upgrades of the Army’s Joint Battle Command –
Platform (JBC-P) and features critical system capability
upgrades, cybersecurity improvements and multi-touch
displays. According to reports, there are significant performance
enhancements of the platform computing server as the US Army
continues to improve the JBC-P systems used for tactical
situational awareness and global Blue Force Tracking (BFT) and
In-Transit Visibility logistics tracking.
A critical component of the MFoCS II system is the cyberhardening technology within the hardware. This Cyber Secure
technology, called Edge-Assured, ensures commanders are

www.globalmilitarycommunications.com | August/September 2019

Global Military Communications Magazine

operating trusted and protected computer systems though all
types of user operations. MFoCS II also retains key components
and features of the first MFoCS platform, namely a dismountable
tablet, an expandable rugged platform computer and 12", 15"
and 17" sunlight readable rugged displays, featuring multi-touch
functionality.
Samsung products join D.O.D. APL
One of the world leading companies in the commercial market,
Samsung has also been pretty active in the defence segment
over the years with its connected devices.
Back in March 2018, Samsung launched the Galaxy Tab
Active2, a ‘business-rugged’ tablet which, according to Samsung,
helps accelerate the digital transformation of industries among
key verticals like transportation, public safety and manufacturing
by providing a wider range of features including biometrics
integration, multi-window screens and S Pen capabilities that
function in extreme working conditions. The MIL-STD-810
certified Galaxy Tab Active2 is durable enough to survive
excessive pressure, temperatures, environments and drops, a
1.2m anti-shock inbox protective cover, and IP68 water and dust
resistance. The tablet features professional-grade vehicle
mounting options for commercial fleets and law enforcement,
explosion protection for oil, gas, pharmaceutical and chemical
industries, portable barcode scanning, and rugged vehicle and
portable keyboards. A new fingerprint scanner, facial recognition
features and augmented reality (AR) capabilities may remind
you of some of the company’s commercial phone capabilities,
but these applications are also extremely useful for battlefield
application.
Meanwhile, in June 2018, Samsung Electronics America,
Inc., announced that its Galaxy S8, S9 and Note8 devices were
added to the Approved Products List (APL) for the US
Department of Defense (D.O.D.). The certification process
requires a close working relationship with the US Government;
few device manufacturers go through the process, and even
less are approved. Devices must demonstrate compliance with
more than 100 unique requirements, ranging from encryption
to intrusion detection to key exchange to support for secure
network standards. This certification allows federal departments,
agencies and other highly regulated industries to use approved
devices without having to modify them.
“Samsung is proud to have once again met the government
standards of the DoD,” said Chris Balcik, Vice President, Federal
Government at Samsung Electronics America. “We are
committed to providing secure devices for approved use within
the federal market, which is why we include key features like
Samsung Knox and biometrics on each device. Well before, and
after a device is launched, we work with the government and
offer test devices so they can go through a very rigorous
certification process and achieve the necessary approvals so
the US government can purchase our devices with confidence.”
On top of the certification of its standard S8, S9 and Note8
devices, Samsung offers tactical versions of some of its products,
including the Galaxy S9 Tactical Edition, a ‘mission-ready military
smartphone tailored for deployment in tactical environments.’
The Tactical Edition, which is CSfC, CC MDF PP, DoD APL,
STIG FIPS 140-2 and IP68 certified, features a pre-configured
software suite and defence-grade security and is enabled for
use in classified environments. Tactical applications such as
ATAK, KILSWITCH and NGP are supported, and the smartphone
is ready for on-premise or hosted deployment and management.
Getac expands defence sector presence
MiTAC-Synnex subsidiary company Getac offers an extensive
line of rugged computing products including laptops, tablets and
handheld computers for the military and defence, law
enforcement, public safety and emergency services markets,
among others. Getac’s portfolio of rugged computing solutions
fulfils the wide variety of defence industry requirements, finding
application in command and control, situational awareness,
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tactical communications and platform analytics. In recent
months, the company has launched the F110-Ex fully-rugged
tablet, designed to deliver unparalleled efficiency, reliability and
safety to workers in hazardous environments, and the K120 fully
rugged tablet, developed with public safety personnel such as
police officers, fire fighters and paramedics, in mind.
The company launched its first rugged mobile device, the
MX50 5.7-inch IPS display tablet, for the defence sector back in
March 2017. Certified to Military Standards 810G and 461G,
the MX50 meets the Common Criteria ISO/IEC 15408 computer
security certification, and the NSA’s Commercial Solutions of
Classified (CSfC) platform and file encryption data at rest
guidelines, which enables commercial components to be used
in layered solutions to protect classified national security systems
information. High processing speeds and low power
consumption enable military personnel to quickly view,
manipulate and send/receive data, access battlefield
applications, disseminate blue and red forces tracking, fire
control orders, and mission command information. Meanwhile,
the latest Android OS makes it easy for third party applications
and soldier systems such as Battle Management Systems (BMS)
to be loaded onto the device. Unlike commercial of the shelf
(COTS) tablets, the MX50 can withstand drops and other
impacts, operate seamlessly in extreme weather conditions, from
-21 to 60 degrees Celsius, and EMC environments, and has an
Ingress Protection (IP) rating of 67.
“There is a trend toward consumer grade mobile devices for
use in the military because they’re lightweight and familiar. But
these devices are not built to withstand harsh environments, or
deliver the power, reliability and functionality today’s soldiers
need,” said Chris Bye, President of Getac UK. “With the MX50,
we’re delivering the best of both worlds; a rugged device that
meets real military needs, that is compact, lightweight, intuitive
- perfect for the already overburdened infantryman.”
More recently in June 2018, Getac announced updates to
its leading Getac B300 fully rugged notebook, which is designed
to deliver exceptional productivity and deployment speed for
defence industry professionals in mission-critical environments.
The 13.3-inch touchscreen Getac B300 Generation 7 fully
rugged notebook features the 8th generation Intel Kaby R Core
i5 and i7 processors with multi-layered security and remains
MIL-STD 810G and MIL-STD-461F compliant, as well as
incorporating IP65 water and dust ingress protection with a fanfree design. The notebook can also be expanded to
accommodate GPS, 4G LTE, 802.11ac Wi-Fi and Bluetooth 4.2
connectivity options. “Rapid advances in IT and communication
technologies are transforming defence systems. Digitised
defence systems are fundamentally changing developed
countries’ national defence systems around the world, with
rugged computers playing an increasingly important role,” said
Getac UK President Chris Bye.
GMC
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Serving government
and military users
XTAR was the first commercial entity to provide X-band satellite services
in the world when it was founded in 2001. Today, the company exclusively
serves government and military users, and is currently exploring its
expansion options by engaging with government policy makers and military
acquisition authorities to ensure its new systems fully address emerging
user needs. Jay Icard, CEO of XTAR, opines on the state of the satellite
industry as a whole, and XTAR’s place within it.

Jay Icard, CEO of XTAR

Question: XTAR is a world-leading entity providing X-band services
exclusively to government and military users; what’s your assessment on
the significance of X-band in the wider satellite community?
Jay Icard: Commercial X-band is a unique product. It provides a critical tool in
the multi-band toolbox and offers advantages such as large spot beams, low
interference, high throughput and weather resistance. It solves a particular set of
problems such as achieving higher data rates into small terminals, maintaining
strong links in poor weather conditions, or low probability of interference. A resilient
SATCOM enterprise will use a variety of frequencies with multi-band terminals
connecting to the most advantageous link. In a contested SATCOM environment,
resiliency will be critical to mission success and the ability to ‘roam’ across
frequencies, constellations and networks is a key concept in future resilient
communications.
Question: It’s now been more than one year since you took the helm as
XTAR’s new CEO; what do you feel you have achieved and learned in this
time?
Jay Icard: Regarding achievements, we have focused our energy on the DoD
SATCOM ‘ecosystem.’ I use the term ecosystem because of the recent and
forthcoming changes in how commercial industry interacts with the US military.

GMC
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terminals, in April, XTAR and Tampa Microwave demonstrated
a 30.75 x 2.6Mbps link on 95cm terminal above the Arctic Circle,
in Setermoen, Norway (latitude 69°N) for the US Marine Corps.

Photo courtesy of XTAR

Question: What are the biggest trends and challenges
currently on the horizon in XTAR’s key markets, and how
will the company respond?
Jay Icard: Everyone in the industry is closely monitoring the Air
Force establishment of the Space Enterprise and the ‘ecosystem’
with which we have to interact. I think they are wrapping their
arms around the state of the SATCOM enterprise and are
deliberately developing a strategy to move forward. We are
ensuring the community understands how XTAR can fit into their
toolbox of solutions, and we are confident that we can provide
real-time value-add to the space enterprise.
Flexibility and interoperability continue to be essential
attributes for SATCOM system elements. We see the multi-band
trend continuing to evolve. XTAR is capable of providing flexibility
through actions such as daily use, quick time to service, and
porting from beam to beam if needed. The interoperability
between XTAR, WGS and other government X-band satellites
allows users with X-band terminals to just repoint without the
need for different equipment.
As a government frequency, the use of X-band may also
allow partner nations to share information more easily. While
budget is always an issue, we continue to highlight the

The US Air Force now has the responsibility for the SATCOM
enterprise in the US DoD. There are a number of reorganizations, leadership changes and mission assignment
changes that both the DoD and commercial industry must adapt
to along with evolving requirements. I believe that XTAR is
organized with the right team to respond to these changes. We
have certainly made people involved in the DoD SATCOM
ecosystem aware of XTAR and our value-add to their missions.
We have also continued to make strides in enhancing our
partnerships with a few key integrators and terminal providers.
The partnerships are a focused effort; we are interested in long
term working relationships where our partners value what we
bring to them and vice versa. We have made considerable
progress in introducing commercial X-band solutions to DoD
end users as we have participated in many demonstrations,
trials and tests in the last several months. We anticipate this
trend to continue. We certainly have demonstrated the value of
X-band solutions and how we can be an enabler in the
COMSATCOM and MILSATCOM integration efforts. Most
importantly, I think we have a demonstrated a culture of
cooperatively engaging with the DoD and with our business
partners.
I have learned a great deal about the complexities of the
DoD SATCOM enterprise. The DoD and Air Force have assigned
some of the best minds to create a new strategy for SATCOM.
They have been accepting of inputs and ideas from industry
and have a genuine interest in collaboration. I think the best
way to say it is that I have learned how XTAR can fit uniquely
into the DoD SATCOM toolbox.
Question: In October 2019, XTAR demonstrated that high
data rates can be achieved using a small SOTM terminal
without utilising high throughput satellites (HTS). Can you
tell us more about this demonstration, and the implications
for end users?
Jay Icard: It was a great way to prove that X-band is a highly
effective choice for comms-on-the-move applications. In
particular, those missions which require data rates which are
higher than 1Mbps into terminals which are 1m or smaller. The
demo showed a greater than 26Mbps throughput from a very
small airborne antenna. The 26.7Mbps required only 38.2MHz
on our XTAR-LANT North America spot beam and we
maintained the throughput during a heavy rainstorm.
Another example of high throughput into small aperture
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efficiencies of X-band which often means lower overall cost.
Question: How do these challenges compare with those
facing the rest of the satellite industry?
Jay Icard: I think everyone is in the same boat with regards to
the SATCOM Enterprise and how the DoD to industry
interactions will evolve. We believe in XTAR’s case, that we can
provide one of the least disruptive MILSATCOM to
COMSATCOM roaming solutions that are available on the
market.
Question: Last time we spoke, we touched on plans for a
next-generation satellite constellation. How has this project
progressed so far, and what new capabilities is the company
considering for these satellites?
Jay Icard: XTAR and our long-term business partner, Hisdesat,
announced plans in May to build two next generation satellites
as replacements for XTAR-EUR and XTAR-LANT (SPAINSAT).
The new satellites will enable XTAR and Hisdesat to continue
our long-term partnership, with XTAR as the exclusive provider
of capacity to the US Government. The new satellites will offer
X, Mil-Ka and UHF bands. They will include state-of-the-art
features such as telemetry and command encryption, a digital
payload offering flexible bandwidth and connectivity, and anti-

jamming and geo-location capabilities. They will also feature
NATO compliant nuclear hardening.
The new satellites expand our product offerings and will
enhance our role as a provider of commercial infrastructure that
complements the US space enterprise with WGS-compatible
capacity.
Question: Let’s talk about 2020; what are your hopes and
expectations for XTAR and the satellite community as a
whole?
Jay Icard: I hope that we are able to actively participate in live
demonstrations of the ability to “roam” across constellations and
be a key enabler for the DoD.
I expect that we will continue our active demonstrations with
XTAR supporting end user missions, especially those
organizations that have not tried or have little experience with
commercial X-band services. Real world use of XTAR allows
us the demonstrate our value add. For the SATCOM industry, I
expect that the Air Force will begin implementation of its
SATCOM enterprise strategy and the execution will include
substantial participation from commercial industry partners. The
implementation could be in the form of demos, tests or pilot
programs to create the building blocks for an integrated
MILSATCOM/COMSATCOM enterprise.
GMC
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