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ViaLite’s RF Links
meet US Military
WGS Standard

Huntington Ingalls Industries completes overhaul of USS Ramage

Huntington Ingalls Industries
completes overhaul of USS Ramage
(DDG 61)
Huntington Ingalls Industries’ Ingalls Shipbuilding division redelivered the
Arleigh Burke-class (DDG 51) guided missile destroyer USS Ramage (DDG
61) to the US Navy on Monday August 21, four days ahead of schedule. The
ship, originally built by Ingalls and delivered to the Navy in 1995, arrived in
Pascagoula last November for overhaul and modernization work.
“It was a privilege to modernize and overhaul USS Ramage,” said Ingalls
Shipbuilding President Brian Cuccias. “The success of this project proves our
shipbuilders have the skills and expertise to handle any project. Most of all,
they understood the importance of getting this ship back into active duty for
our US Navy sailors.”
Overhaul and modification work included procurement of materials, ship
alterations and repairs. After final work and testing, USS Ramage was able to
rejoin the fleet ahead of schedule.
Ingalls has delivered 29 Arleigh Burke-class destroyers to the Navy, most
recently delivering John Finn (DDG 113), which was commissioned on July
15 in Pearl Harbor. Other destroyers currently under construction at Ingalls
include Ralph Johnson (DDG 114) Paul Ignatius (DDG 117), Delbert D. Black
(DDG 119), Frank E. Petersen Jr. (DDG 121) and Lenah H. Sutcliffe Higbee
(DDG 123). In June, Ingalls received a contract modification to incorporate
the Flight III upgrades to Jack H. Lucas (DDG 125), which will start fabrication
in 2018.
Arleigh Burke-class destroyers are highly capable, multi-mission ships that
can conduct a variety of operations, from peacetime presence and crisis
management to sea control and power projection, all in support of the United
States’ military strategy. They are capable of simultaneously fighting air, surface
and subsurface battles. The ships contain a myriad of offensive and defensive
weapons designed to support maritime defense needs well into the 21st
GMC
century.
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ViaLite Communications has announced
that its RF over fiber links are compliant with
the US army MIL-STD-188164B ARSTRATWGS standard.
Craig Somach confirmed the successful
testing of the ViaLiteHD RF over fiber
transmission equipment with tests carried
out in-conjunction with a US systems
integrator. ViaLite's high performance Lband HTS RF over fiber links were shown
to deliver better than -60 dBC at 10 dBm
input power.
Following qualification, ViaLite's links
can be used to connect ground stations for
the Wideband Global Satcom (WGS)
system; a high capacity satellite
communications system principally
designed and developed for the US
Department of Defense.
MIL-STD-188-164 is a series of
technical standards and design objectives
relating to interoperability and performance
common to both long haul and tactical
communications systems.
As well as being able to operate over
long distances due to their low attenuation,
RF over optical fiber systems can prevent
attempts to eavesdrop or corrupt critical
operational data. The fiber is also immune
to electromagnetic pulse (EMP) strikes and
allows antennas to be located greater
distances away from assets.
GMC

ICS digitization
solution for military
vehicles
Kongsberg Defence Systems has entered
into a contract with Hanwha Land Systems
to deliver Integrated Combat Solution (ICS)
to Finland’s new artillery. Finland has
decided to acquire K9 Thunder 155mm selfpropelled howitzers from South Korea
where KONGSBERG’s ICS will be installed.
ICS is a modern vehicle electronic digital
system based on open standards for
connectivity, integration of sensors,
weapons, communication networks and
security systems for the next generation
military vehicles.
“We are very proud to be selected as
systems integrator and partner for this
modern network-based solution for vehicles.
Integrated Combat Solution from
KONGSBERG fits very well into the
digitization of land forces and further
development the Army's combat systems”,
said Eirik Lie, President of Kongsberg
Defence Systems.
GMC
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Academic argues for changes in the laws governing
modern warfare
ARMED conflict was once mostly confined to warring nations, but increasingly it involves clashes
between states and insurgent groups such as terrorists and militants. The result is that innocent
civilians are more likely than ever to be caught up in violence and become victims of modern
war technology such as drone attacks. There is therefore an urgent need to upgrade the laws
and conventions governing warfare, according to a University of Huddersfield lecturer whose
researches have earned an award at an international conference.
Dr George Ndi argues that warfare has an “increasingly asymmetric” character and it presents
complex challenges for the international legal framework governing the conduct of armed
conflicts. His research, mainly based on the experience of Afghanistan and Somalia, was the
basis for his paper at the 2017 Law, Regulations and Public Policy conference in Singapore.
Delegates voted it the Best Research Paper from the 50-plus that were presented at the multinational event.
“There is customary international law in terms of how wars have always been fought and
more recently there have been international conventions, most notably the Geneva Conventions.
But my concern is that civilians have been increasingly drawn into the conflict between states
and non-state parties such as terror groups. This means that the laws of war break down in the
new type of asymmetric warfare,” said Dr Ndi, who is a Senior Lecturer at the University of Huddersfield’s Law School
“Civilians get caught in two ways,” he continued. “They are being attacked by the non-state party and when governments react,
regular armed forces don’t know who their opponents are. Terrorists don’t wear uniforms. So they rely on profiling – and civilians
get caught up.”
One of Dr Ndi’s main concerns is a lack of a convention that deals with drones.
“The law is always trying to catch up with technology,” he said. “The main problems with drones are that to use them and you
trespass in the air space of another country, which is a breach of international law; and if you are operating from a ceiling of 5,00010,000 feet, how can you be certain that the person you are attacking is a civilian or a combatant?”
Dr Ndi calls for an international convention to draw up rules over the deployment of drones. Another strand in his paper –
which he will develop for publication in international journals – deals with the legal implications of the stockpiling and use of
weapons of mass destruction.
“If, in principle, you are saying that the death of a civilian is potentially a war crime, then how can you use WMDs and not
commit such a crime? WMDs are by their nature indiscriminate. They don’t just kill combatants. They are bound to kill civilians,”
said Dr Ndi. “So my argument – which hasn’t been made before – is that by acquiring WMDs you are preparing to commit a war
crime.”
GMC
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UAS: We’ve come a long way since 1898
Unmanned aerial systems (UASs) deliver unparalleled capabilities to the military during times of war and peace alike.
From mapping potential routes and enemy territory, performing in-air maintenance, collecting photographic surveillance,
providing training targets for soldiers, and attacking enemies from the safety of a remote location, UASs truly deliver
astounding results in the field. The rise in popularity of ‘personal UASs’ for applications like aerial photography and
racing has led to significant increases in the field of UAS development, but has also raised certain safety and security
questions. Here, we take a look at the latest military UAS projects and examine the rising number of traffic management
systems.

Unmanned aerial systems (UAS), unmanned aerial vehicles
(UAV), drones – whatever your preferred term, it’s undeniable
that we’ve come on in leaps and bounds since Nikola Tesla
patented an idea for remotely operated vehicles (RPAs) in 1898
(United States Patent and Trademark Office, patent
#US000613809). While Tesla’s prediction that the actualisation
of UASs would ultimately end warfare, “for by reason of its certain
and unlimited destructiveness it will tend to bring about and
maintain permanent peace among nations,” has not come to
pass, it’s certainly provided an exceptional tool in the armoury
for military groups the world over, in addition to being a major
boon for humanitarian operations in the wake of disaster.
It’s often said that UASs were originally designed for military
missions too dull, dirty or dangerous for humans (the three Ds),
but today, thanks to the incredible technology breakthroughs
from government, commercial and academia alike, we’ve gone
far beyond that. While the traditional applications for UASs were
largely military and governmental, new uses like product delivery,
testing scientific principles, agricultural, and aerial photography
are becoming much more mainstream. Lately, we’ve seen a
spate of consumer-grade UASs launched to market as
enthusiasts demand products they can use themselves for social
media applications and even UAS racing. Today, civilian UASs
vastly outnumber military UASs.
The adoption of UAS technology by consumers has resulted
in some interesting consequences, particularly in enhancing
the range of UAS expertise available. While consumer-grade
UAS are obviously unsuitable for military applications, the
increased rate of development means new technologies are
being produced by commercial innovators, and an increasing
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number of engineers are becoming accustomed to designing,
manufacturing and programming such devices. This can only
be positive for the future of military UAS development.
In a world of social media where people increasingly live
out their lives online, having the ability to share 4K video footage
of your exploits as captured aerially from your personal UAS is
(arguably) a great benefit. However, when it comes to national
security, keeping the country safe, and recovering from a natural
disaster, it’s the military-grade UASs that are making all the
difference. Accordingly, even the highest-spec UASs are under
a near-constant state of development to enable more capabilities
than ever before, ensuring increased communications,
resilience, power and longevity.
General Atomics announces latest Predator B iteration:
SkyGuardian
General Atomics Aeronautical Systems (GA-ASI), an affiliate of
General Atomics, is one of the world’s leading providers of UAS
for the US military and global commercial applications, and
constantly strives to deliver more with every product iteration.
The company’s Predator A, Predator B Reaper, Gray Eagle,
Predator C Avenger and Predator XP systems have paved the
way for new capabilities for government and military groups.
GA-ASI’s latest UAS project is the Type-Certifiable Predator
B (TCPB) variant, recently named ‘SkyGuardian.’ The MQ-9B
UAS is a highly modular system that is easily-configured with a
variety of payloads to meet complex mission requirements. It
carries a state-of-the-art Detect and Avoid (DAA) system
including space, weight and power provisions to enable the
retrofitting of an airborne Due Regard Radar (DRR) for operation

www.globalmilitarycommunications.com | August 2017

Global Military Communications Magazine

in non-cooperative airspace. Compared to the Predator B
Reaper, SkyGuardian will have improved structural fatigue and
damage tolerance, more robust flight control software, and
enhancements that enable operations in adverse weather
conditions.
In November 2016, following four years of development, GAASI announced that SkyGuardian had completed its first flight
test at the Gray Butte Flight Operations Facility.
“The first flight of our Certifiable Predator-B aircraft is a major
milestone in our progression towards delivering a RPA that
meets all NATO airworthiness requirements,” said Linden Blue,
CEO at GA-ASI. “The CPB is the first RPA system of its kind to
be compliant with an international type-certification standard,
and can therefore be more easily integrated into civil airspace
operations around the world.”
The UAS will be offered in several configurations, including
an unweaponized maritime patrol variant to support open-ocean
and littoral surface surveillance for border patrol, coast guard,
and disaster relief missions. This variant has been dubbed the
SeaGuardian.
SkyGuardian is compliant with NATO’s UAV SYSTEM
AIRWORTHINESS REQUIREMENTS (STANAG 4671) and the
UK’s DEFSTAN 00-970. GA-ASI has also collaborated with the
LufABw (German Military Aviation Authority) to define
airworthiness for German airspace. Qualification testing for type
certification will continue for another two years; GA-ASI has
built three aircraft and two airframes for full-scale fatigue and
static testing to satisfy requirements.
The first SkyGuardian UAS are expected to be delivered in
2018 to customers including the UK’s Royal Air Force.
DARPA develops Gremlin project
The Defense Advanced Research Projects Agency (DARPA) is
part of the US Department of Defense (DoD) and is responsible
for the development of emerging technologies for military
applications. The group has made great strides in delivering
game-changing military capabilities such as stealth technology
and precision weapons. One of DARPA’s current projects is the
Gremlins programme, which envisions large numbers of lowcost, reusable UASs, dubbed Gremlins, that can be launched
and retrieved mid-air. The Gremlins would be launched in groups
from existing large military aircraft, including transport aircraft,
bombers, fighters and small fixed-wing platforms. Once the
mission is completed, the Gremlins would be retrieved with a
C-130 transport aircraft. Each UAS, which can be prepared for
reuse within 24 hours, has an expected lifetime of around 20
uses. The project’s goal is to deliver coordinated, distributed
capabilities, improving operational flexibility at a lower cost than
is available today. Primarily, the Gremlins would act as an
intelligence, surveillance and reconnaissance (ISR) platform
that could become a sensor network that works in conjunction
with other platforms to receive imagery.
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According to DARPA, technical areas up for exploration
during the programme include:

•
•
•

Launch and recovery technique, equipment and aircraft
integration concepts;
Low-cost, limited-life airframe designs; and
High-fidelity analysis, precision digital flight control, relative
navigation and station keeping.

GA-ASI was awarded a contract for Phase 1 of the Gremlins
programme in March 2016, and is also developing the small
Gremlin vehicles, capable of carrying a 60lb payload and a one
hour time-on-station at a range of 300nm.
DARPA recently moved to Phase 2 of the Gremlins
programme, wherein GA-ASI and Dynetics were awarded US$21
million each to lead two independent teams to complete
preliminary designs of full-scale technology demonstration
systems, and to perform risk-reduction tests of individual system
components.
“The Phase 1 programme showed the feasibility of airborne
UAS launch and recovery systems that would require minimal
modification to the host aircraft,” said Scott Wierzbanowski,
Program Manager at DARPA. “We’re aiming in Phase 2 to mature
two system concepts to enable ‘aircraft carriers in the sky’ using
air-recoverable UASs that could carry various payloads advances that would greatly extend the range, flexibility, and
affordability of UAS operations for the US military.”
The Gremlins programme is expected to deliver an in-air
launch and recovery demonstration in 2019.
Leidos tests new UAS notification service
Incidents of UASs operating in commercial or military flight paths,
wreaking havoc and putting lives and operations at risk, have
been rife in the last few years as UAS have become more
affordable and more widely-used. In April 2017, an incident was
reported when not one, but two, drones had a near-miss incident
with a commercial Airbus A320 flight coming into land at
Heathrow Airport, compromising the safety of the aircraft and
everyone on board. A full investigation was carried out, but the
UAS operators could not be traced.
While many countries have laws governing the protection of
commercial airspace from unauthorised vehicles (in the UK, it
is against the law to operate UAS above 400ft or near airports
or airfields, among other restrictions), American defence
company Leidos has gone one step further to resolve the
problem with the development of the Leidos Notification Service,
announced in March 2017.
The new system is described as being able to safeguard
space by sending automatic notification of UAS operations to
relevant groups.
The service is being tested as part of the Federal Aviation
Administration (FAA) UAS Pathfinder Program with Burlington
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Northern Santa Fe (BNSF) Railways in an effort to explore
concepts for beyond line-of-sight operations for small UASs. The
service will resolve overlaps (deconfliction) between high-speed
military aircraft and UAS operations across military routes.
“In addition to the traditional methods of inspecting railways,
unmanned aircraft provide an efficient, cost-effective way to
maintain their tracks,” said Mike Glasgow, Leidos Fellow,
Notification Service Chief Architect. “This process ensures all
applicable parties and aircraft in the area are informed ahead
of their UAS operations for safety.”
The Internet-based service is accessed by UAS operators,
who can file flight plans for UAS operating areas. The service
automatically generates and sends all the required notifications
to relevant military personnel, general aviation pilots that will be
flying in the same area, and also issues a ‘Notice to Airmen,’
which alerts pilots to potential hazards.
The Leidos Notification Service, an extension of the UAS
Operating Area system available on Leidos’ website, is being
implemented for UAS operations over sections of railroads in
New Mexico. The company plans to expand the programme to
support other UAS operators in the near future.
“Our Flight Service program provides a range of safetyoriented services to more than 80,000 members of the general
aviation community across the country each week. This UAS
notification and deconfliction service broadens that safety
mission by providing pilots with the information needed to avoid
conflicts as more and more unmanned aircraft take to the skies,”
said Paul Engola, Senior Vice President of Transportation and
Financial Solutions at Leidos Civil Group. “We will continue to
develop concepts and capabilities that enable safe integration
of UAS into the airspace.”
Thales launches UAS traffic management service
Another company seeking to meet the growing need for UAS
traffic management services is Thales, which, in March 2017,
announced the launch of ECOsystem UTM, an advanced

solution for UAS Traffic Management (UTM), with technology
from partner Unifly. The solution will incorporate Unifly’s
Validation Engine, a software application that conducts realtime validation of UAS flight plans, into Thales ECOsystem, a
decision-support platform for improved aviation operations.
ECOsystem enables air navigation service providers (ANSPs),
airlines and airport operators to plan, monitor, manage and
assess aviation operations for better results through a suite of
tools and predictive analytics. As well as optimising local
operations, ECOsystem enables global optimisation through
data sharing and collaborative applications.
“The number of drones is growing exponentially,” said Marc
Kegelaers, Chief Executive Officer at Unifly. “Safely integrating
such a large number of drones in the airspace is a challenge.
This will require a UTM system that provides a high level of
automation as well as a seamless integration into the world of
ATM. Thales and Unifly will collaborate to achieve just that.”
ECOsystem UTM integrates UAS registration, pilot
registration, flight planning, and regulatory/business rules with
geospatial and meteorological information, enabling adaptable
workflows for managing UAS operations, as well as customisable
situational awareness using tools like map overlays, terrain views
and 3D projections. The UTM application and data enable
automated flight authorisations as well as real-time alerting and
intervention in emergency situations. According to Thales,
ECOsystem UTM will support the rapidly-growing demand for
UAS operations in both line of sight and beyond line of sight,
while ensuring the public’s safety, security and privacy.
Unifly’s unique validation engine software uses geographically
linked data to determine the safety of any intended flight. The
Validation Engine is designed to process very large amounts of
data, and validation occurs in real-time, both during the flight
planning process as well as during the actual flight. Parameters
include UAS position, airspace, local legislation, no-UAS zones,
geo-fenced areas, weather, obstacles, roads, as well as other
GMC
manned and unmanned traffic.

General Atomics SkyGuardian
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Facing the challenges and
evolving new applications
Intelsat General is a wholly-owned subsidiary of Intelsat S.A., the world’s
first global provider of video and broadband services. Intelsat General
operates pursuant to a Department of Defense (DoD) proxy agreement
and has maintained a facility security clearance for more than ten years. It
provides secure communications services from more than 50 satellites
with global coverage using C, Ku, X and UHF-band to the commercial
and government sectors, including NATO governments. Amy Saunders
met with Rory Welch, VP of Engineering and Service Delivery at Intelsat
General, to discuss current challenges in military and defence
communications, and how the latest generation of flat panel antennas will
benefit government applications.
Rory Welch, VP of Engineering
and Service Delivery at Intelsat
General

Based in McLean, VA, Intelsat General
(IGC) is a US-incorporated, wholly- owned
subsidiary of Intelsat, operator of the
world’s first Globalized Network.
IGC provides its gover nment and
commercial customers with high-quality,
cost-effective, communications solutions
via Intelsat’s leading satellite backbone
and terrestrial infrastructure.
Its customers rely on IGC to provide
secure and seamless broadband
connectivity, video communications and
mobility services for mission-critical
operations anywhere on the globe through
IGC’s open, inter-operable architecture.

GMC: Which services and solutions are key to Intelsat General’s military
and defence customers?
Rory Welch: It’s all the voice, video, and data communications services that our
government users need, although we do have commercial users too.
Global end-to-end solutions are our bread and butter. Many organisations
value the fact that we can connect their offices, terminals, vehicles, and aircraft
and bring that information back to their headquarters or field offices, regardless
of location. Intelligence, surveillance and reconnaissance (ISR) is another big
area for us on the applications front. There are also simple bandwidth sales,
which are supporting many different types of applications, from land-based
vehicles to maritime vessels. We have a very broad offering.
The new things that we’re getting into are what I’m focused on right now,
namely the IntelsatOne Flex service, which is a managed network for airborne,
maritime and ground systems. We already have Intelsat OneFile Maritime up
and running, and Intelsat General is working on the government users’ segment.
Within Intelsat General, we’ll be touching on the commercial side as well as the
government sectors, because when you bring out an offering and you start
working with channel partners, often those channel partners are already serving
both government and commercial customers.
There are many other new avenues that we’re looking at, such as rotary
wing applications. Helicopters are underserved right now with beyond line of
sight communications, so we’re looking at solutions to bring to those users. One
of my group’s goals is leveraging the investments Intelsat has made in the Kymeta
and Phasor antenna technology. These electronically steered antenna
investments are going to have government applications as well, so my group is

GMC
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focused on how to turn that technology to government markets.
Some of these antennas will work on the IntelsatOne Flex
network.
GMC: When we spoke last year, you commented that Intelsat
General was working on software-defined satellites with
in-orbit beam-forming capabilities. What progress has been
made on this project?
Rory Welch: It’s still on our road map, and our spacecraft teams
are negotiating with manufacturers in terms of what’s coming
on our next satellites. I can’t really say yet which satellite it’s
coming on, but it is coming. It’s not only software defined
satellites, we’re looking at software defined antennas, and I think
that’s really where things are headed in the future: More flexibility,
more configurability.
GMC: What are the biggest challenges currently faced by
the government and military communications sectors, and
how are these being tackled?
Rory Welch: The biggest threats that we’re worried about right
now, in the digital battlefield at least, are jamming and
cybersecurity. We’re talking to our government users and finding
out what those threats are, and then working out how we can
bring in solutions to mitigate those threats. There’s definitely a
number of solutions we can bring to the table.
Protected communications is one of our focuses, and we
look at that in multiple layers. One of the layers is on the
spacecraft side, and our Intelsat Epic NG satellites have
capabilities that can help with that. Another layer is waveform
related, looking at jam resistance or anti-jam capabilities. Let’s
say there’s a jamming event that takes down terminals in the
field – if you have the right kind of waveform and modem, you
could still operate even in this hostile environment. We’re working
with several modem manufacturers now who have special
waveforms that can be used in a denied environment.
We strive to understand the needs of our customers and
their challenges, as well as their roadmaps. We like to work
together and help develop the future, and we need to understand
our customers so that we can align our roadmap with theirs. It’s
down to: Do they have gaps that need filling? How can we help
with that? Those are the important questions that we focus on.
The other thing that we try to do is to act as a thought leader for
our customers, looking at new technologies and working out
how it could apply to them. That’s what my group is focused on.

Land Humvee with StealthRay compared to other
antennas on the remaining vehicles
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GMC: In 2017, we’ve seen the launch of the first next
generation flat panel antennas. Can you outline Intelsat
General’s relationship with Kymeta and Phasor on this
technology?
Rory Welch: Intelsat has a contractual relationship. They’ve
made investments with Kymeta and Phasor, and Intelsat General
is just leveraging that. We may do a government application for
those antennas.
With the Phasor technology, we could be using those
antennas on government business jets, or we might use a slightly
bigger Phasor antenna with a larger modular configuration for
C130, C17 or P8 aircraft, for example. The Phasor antenna is
very low profile, so that makes it ideal for these larger aircraft.
With Kymeta, we’re leveraging the 70cm antenna for maritime
applications –a test was just conducted with a maritime
government user that went very well. That antenna is going into
production this year, and I think we’ll be finding government
customers for that. As well as maritime applications, it could be
used on land vehicles or on aircraft, although there’s a little
more work to be done there. The 70cm antenna could be built
into the roof of an SUV and it would look just like a normal car.
There are several opportunities like that for the 70cm Kymeta
antenna.
Kymeta also has a smaller 20cm antenna that it’s working
on, which is targeted for the connected car sector. That’s a
commercial application that we think is going to be a very big
market. We’re looking at the corollary for both the US
Government market and the NATO Government market; there
are a lot of vehicles that it could apply to. The smaller size means
there will be lower data rates, so it could be used for telemetry
coming off the vehicle, commands going to the vehicle, and
voice going back and forth. One big contract in the US is Blue
Force Tracking (BFT), and we may look at that to see whether
the Kymeta antenna could apply. There are thousands of vehicles
hooked up to BFT.
GMC: How big a role will flat panel antennas play in military
and defence applications going forwards, and what benefits
will they provide compared with traditional antennas?
Rory Welch: Some of our government users are saying that
they’re going to be buying more flat panels antennas going
forward, and less parabolic antennas because of the form factor.
I think it’s going to be a mix. Electronically steerable antennas
are going to be more and more important in the future. The
bottom line is that, in satellite communications, we need different
types of antennas for different applications.
The kind of thing that Kymeta and Phasor are doing right
now is very interesting because they’re going to open up new
markets, but they’re also very different from each other. Kymeta
is very low cost and very low power, and that’s going to create
some new markets. Phasor is higher throughput and with a nice
form factor, and I think that’s going to add to the applications
too.
GMC: What expectations do you have of US Government
spending on military projects going forwards, and do you
think commercial is starting to be recognised as being good
for innovation?
Rory Welch: The current US Government administration is very
focused on military spending, and there’s a big budget increase
planned. So, the question is, where is that money coming down
to? Satcom will be a piece of that, and I wouldn’t be surprised if
some money comes into protected communications.
I think that the US Government is recognising that the
commercial industry is innovating, and that we’re moving faster
than governments can move. We incorporate new technology
into our satellites and ground systems faster than the
Government does, and then we’re making that available to the
Government, and I think that’s being recognised. If you look
around, it’s not only Intelsat; all the satellite operators are doing
this too. We’re also collaborating, listening to government user
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needs and working out how we can bring solutions to the table
to meet those needs. Commercial can bring solutions in to meet
needs that the Government can’t fill quickly with its own projects.
The next generation components that will be flying on the next
generation of WGS satellites, for example, are already installed
on our satellites, and I think that’s been very helpful for the
Government. We’re trying to use the Government to direct our
innovation, rather than innovating for the sake of innovation.
GMC: What’s on the horizon for Intelsat General for the rest
of 2017 and beyond?
Rory Welch: In 2017, we’ll be rolling out IntelsatOne Flex for

Ribbon-cutting event
marks completion of
permanent hangar facility
in N.D.
General Atomics Aeronautical Systems, Inc. (GA-ASI) held
a grand opening event for its new hangar at the Grand Sky
Unmanned Aircraft System (UAS) Business Park near Grand
Forks, North Dakota. The event included a ribbon-cutting
ceremony to commemorate the completion of GA-ASI’s new
Flight Test and Training Center (FTTC) hangar.
The hangar replaces the temporary facility that has been
in operation since June 2016. It will house GA-ASI
operational hardware, including Remotely Piloted Aircraft
(RPA) and Ground Control Stations (GCS), as well as offices
and conference rooms.
“We’re excited to open this new permanent hangar for
our Flight Test and Training Center in North Dakota,” said
David R. Alexander, President, Aircraft Systems, GA-ASI.
“It represents our investment in test and training capabilities,
which will provide our customers with an excellent facility to
train aircrews to fly our aircraft.”
In addition to Mr. Alexander, Grand Opening festivities
included remarks from US Senator John Hoeven (R-ND);

Intelsat General customers, and that’ll be for aeronautical, landbased and maritime terminals. That’s a major focus. I would say
that aeronautical is the top focus for our IntelsatOne Flex
managed network, because we view the aeronautical market
as probably the highest growth area in the satellite industry right
now.
Protected communications will be another major focus: What
sort of connected communications can we bring to the table?
We already have certain things on our satellites. And we have
to decide which one of these modems we can make a solution
with. There are definitely things we can do today with protected
GMC
communications.

North Dakota Lieutenant Governor Brent Sanford; Field
Representative Matthew Leiphon (US Senator Heidi
Heitkamp, D-ND); District Representative Randy Richards
(US Representative Kevin Cramer, R-ND); and GA-ASI Chief
Executive Officer Linden Blue.
“As our UAS industry continues developing new
applications for this technology in both the public and private
sectors, it is vital that we have qualified operators for these
aircraft,” Hoeven said. “General Atomics’ new training hangar
is an international asset. UAS pilots from around the world
will train right here in Grand Forks, further cementing our
state’s position as a leader in UAS research, training and
operations.”
The new hangar will house three GA-ASI owned RPA –
a MQ-1 Predator® A and two MQ-9 Predator Bs/ (Block 1
and Block 5) – and two GCS (a Block 15 and Block 30 Mobile
GCS). GA-ASI’s FTTC operation also includes an office
building located near the University of North Dakota campus
that contains classrooms and a Predator Mission Aircrew
Training System for accomplishing the academic and
simulator segments of training.
“Grand Sky’s goal is to create the operations-friendly
environment tenants need to expand their capabilities as
the UAS industry grows,” said Thomas Swoyer Jr., President
of Grand Sky Development Company. “From being the first
to fly large UAS at the park to being the first to expand their
operations, GA-ASI continues to operate at the leading edge
of the industry. We’re proud to count them as a partner for
many years to come.”
GMC

Lockheed Martin-led team successfully completes
builder's trials for Littoral Combat Ship Little Rock
(LCS 9)
system. All future Freedom-variant Littoral Combat Ships will
The Lockheed Martin-led industry team successfully
completed the future USS Little Rock's (LCS 9) Builder's Trials
on August 17. The ship's sea trials were completed in Lake
Michigan after a successful set of demonstrations which saw
the fifth LCS 9 hit speeds over 40 knots.
“The Freedom-variant LCS plays a critical role in the US
Navy's fleet, and we are committed to getting Little Rock and
her highly capable sister ships into combatant commanders'
hands as quickly as possible,” said Joe North, Vice President
of Littoral Ships and Systems. “These are complex vessels,
and I'm proud of our workforce, who have the knowledge and
expertise it takes to design, build and test these American
warships.”
Sea trials are designed to test the ship's performance
under a variety of operating conditions. During the builder's
trials, the industry team successfully demonstrated reliability
and performance improvements on the ship's propulsion
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incorporate these improvements.
The Lockheed Martin-led team is now preparing Little
Rock for acceptance trials in the coming weeks, when the
US Navy's Board of Inspection and Survey (INSURV) will
conduct inspections and witness final demonstrations before
the ship is delivered to the Navy this year.
Named in honor of the patriotic and hardworking citizens
of Little Rock, LCS 9 will be the second US Navy ship to
bear the name of Arkansas' largest city.
The Lockheed Martin-led industry team is currently in fullrate production of the Freedom-variant of the LCS, and has
delivered four ships to the US Navy to date. The future USS
Little Rock is one of eight ships in various stages of construction
at Fincantieri Marinette Marine, with one more in long-lead
production. The team is on track to complete sea trials for LCS
9 and LCS 11 this year and deliver each ship shortly thereafter.
The remaining hulls under contract will be delivered to the US
Navy at a rate of two ships per year.
GMC
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Edwards aircrew take virtual jump into parachute training with PARASIM. Photo courtesy of Systems Technology Inc

Training in the virtual
world
Training is an absolutely vital part of every soldier’s
development throughout his career, to ensure that he is
equipped with the knowledge and capabilities he needs to
stay alive, and to operate to the best of his abilities. In the
past, vastly expensive training exercises and mock
operations were staged as the only option for realistic
scenario training. The landscape is changing however, as
new technologies enable much more cost-effective training
solutions.
Virtual reality. Unless you live under a rock, you can’t help
but have noticed that virtual reality has made a massive
impression across many markets in recent years. While
consumers would usually point to video consumption and
gaming as the core virtual reality markets, it’s much more
widespread than that. Today, developers are bringing virtual
reality into critical market segments such as construction and
planning, medicine, and warfare, as demonstrated at VR World
Conference and Exhibition, which took place for the second
time in London this year.
The gaming-training relationship
There’s always been a strong relationship between the
consumer gaming segment and military training. For as long as
there have been electronic games, whether they’re played on
stand-alone machines, computers, consoles, phones or other
devices, there have been warfare-based games.
Back in the 1980s, Atari released a first-person tank combat
arcade game called Battlezone wherein the player controls a
tank that is attacked by other tanks and missiles. Following its
launch, The Bradley Trainer, a version designed for the US Army
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to train gunners on the Bradley Fighting Vehicle, was developed
to more closely resemble the controls of the real-life vehicle.
Meanwhile, in 1996, the US Marine Corps modified first-person
shooter game Doom II to create Marine Doom, a tool to teach
new recruits that later became available for public download.
While many of the general public scoffed at the perceived
‘blatant waste’ of defence agencies forking out for specialised
games, today, attitudes are changing. The benefits of using
gaming systems for training over traditional methods are
becoming increasingly recognised:

•

•
•

Cost effective: The typical cost of a new game-based training
system is many factors less than traditional training
techniques that require renting space, setting up huts and
scenarios, forking out for ammunition and personnel.
Accuracy: In-game performance, such as the accuracy of
every bullet fired, can be carefully monitored and tracked,
enabling trainers to study recruit abilities and development.
Natural way to train: New recruits are typically aged 18-24,
and thus are the typical demographic using games in the
first place. For them, gaming is an appealing way to learn.
Safety: Traditional training methods have been developed
to be as safe as possible, however, with live ammunition,
high pressure scenarios, and a real-world environment,
accidents happen. Soldiers in training can be seriously
injured, or even lose their lives, just by training. These
dangers are avoided with game-based training programmes.

In 2014, virtual reality finally entered the consumer market
in a way that was both appealing and affordable. Since then,
we’ve seen the Oculus Rift, PlayStation VR, HTC Vive, Samsung
Gear VR and Google Cardboard enter the field, devices that
have been broadly accepted as the future of gaming and video
consumption.
With the launch of affordable headsets, and the increase in
developers and designers working with such systems, defence
forces around the world have identified virtual reality as a major
game-changer for training techniques. Virtual reality offers all
the benefits of traditional gaming technology, but with the added
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element of complete immersion to deliver a more thorough
training experience. With virtual reality, recruits can learn new
skills with better accuracy than ever before, and can gain a
broader understanding of battlefield tactics. Today, virtual reality
is being used for flight simulation, battlefield simulation, medic
training, vehicle simulation, and virtual boot camps.
Developments in virtual reality training solutions
The benefits delivered to new recruits and experienced soldiers
alike by virtual reality training technology has been widelyrecognised around the world. As such, defence and development
companies have dived in, developing new solutions for military
groups, either as standalone products or custom projects
contracted out by particular departments.
In March 2017, the US Navy selected Rockwell Collins and
Leonardo DRS to supply its next-generation encrypted tactical
training system. The US$142 million Tactical Combat Training
System Increment II (TCTS Inc-II) will see the development of
an airborne, ground and ship-based capability including
integration with other fielded equipment and combat systems
to support the training of US Navy and Marine Corps aviation
forces, for crew for F-35, F/A-18 and other front-line combat
aircraft.
The objective of the TCTS Inc. II program is to provide a
Department of Defense and National Security Agency-approved
encrypted tactical training system. The system provides the first
certified, Multi-Level Security (MLS) training equipment
packaged in both airborne and ground equipment, allowing for
tethered and autonomous operations. MLS provides secure
interoperability between combinations of 5th-generation and 4thgeneration aircraft, bringing significant training benefits to all
participants in a simulated, high-threat combat environment. It
has five times more network capacity than current air combat
training systems and uses the existing training range frequency
spectrum for enhanced live player training fidelity and to increase
the number of players participating in live, virtual and constructive
(LVC) training.
“TCTS Inc. II fills gaps from the currently fielded air combat
training equipment by enabling the world’s air forces to securely

migrate to LVC training to increase warfighter readiness at a
reduced cost,” said Troy Brunk, Vice President and General
Manager, Communication, Navigation & Electronic Warfare
Systems for Rockwell Collins. “As we develop the advanced
training capabilities, we will be flight testing on our Eastern Iowa
Range to reduce technical risk and time-to-field for the Navy.”
“This next-generation program couples our history of
delivering advanced airborne training systems with Rockwell
Collins’ advanced CRIIS technologies to pave the way for the
most advanced training instrumentation available for our
warfighters,” said Larry Ezell, Vice President and General
Manager, Airborne and Intelligence Systems for Leonardo DRS.
In other news, Lockheed Martin launched Prepar3D v4, its
ultrarealistic simulation for training and virtual reality, in June
2017. With the latest version, pilots, instructors, and enthusiasts
can dive into immersive training with Lockheed Martin’s flagship
simulation and training software solution, which offers the most
versatile, immersive and engaging training experiences for the
next generation, according to the company.
“Training meets reality with Lockheed Mar tin’s
Prepar3D® simulation software, and v4 provides unprecedented
realism,” said Sandy Samuel, Vice President, Training and
Simulation Solutions. “While initially the premier tool for training
both commercial and military aviators, Prepar3D has grown to
drive simulation for almost any vehicle in the air, at sea,
underwater or even in the depths of space.”
Prepar3D v4 relies on 64-bit architecture to deliver
unparalleled realism. Compared with previous iterations, the
new version features major visual upgrades including enhanced
virtual reality support, a new realistic lighting system, 3D weather
capabilities, 40 high-detail cities and more than 24,900 airports
across the globe. It also features improvements to performance
and a fully redesigned user interface. Prepar3D v4 provides
tools to simplify the process of creating courseware for selfpaced training environments and instructor-led classrooms.
“We are thrilled for Prepar3D v4 to be fully converted to 64bit so users can take advantage of the full power of modern
systems,” says Adam Breed, Prepar3D Engineering Project
Manager. “This release pushes the boundaries of what’s

Prepar3D. Photo courtesy of Lockheed Martin
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possible in courseware training and experiences, including vast
improvements to performance, graphical fidelity, and the number
of entities that can be concurrently simulated in global-scale
scenarios.”
Meanwhile, Systems Technology, Inc recently launched the
latest iteration of its virtual reality-based parachute training
simulator, PARASIM, which leverages high fidelity virtual
environments generated by TerraTools from TerraSim and
rendered by VBS3 from Bohemia Interactive Simulations (BISim).
The system delivers a safe and cost-effective way for
paratroopers to hone skills and plan missions prior to taking off.
Around 400 PARASIM simulators have been sold worldwide and
the system is used by the US Army, Navy, Air Force and Marines
for both premeditated airborne operations and for emergency
bailout and ejection training. PARASIM enables jumpers to
conduct procedural and safety training, and to learn procedures
for multiple chute malfunctions.
The integration of VBS3 with PARASIM combines two
solutions that have become the standard-bearers for training
and simulation in the defence sector, according to Systems
Technology, Inc. The addition of TerraTools to the PARASIM
solution enables support for large area, real-world training and
mission rehearsal.
TerraTools automatically processes geospatial data and
model content to rapidly develop high-fidelity, geo-specific
terrains for simulated, tactical military training and
experimentation. Meanwhile, VBS3 simulates all aspects of the
modern battlespace to enable trainees practice tactics,
techniques, and procedures and develop communication and
decision-making skills. BISim products are used by governments
and industries in more than 50 countries around the world to
train hundreds of thousands of personnel annually.
“VBS3 and TerraTools together with PARASIM gives the US

military and Special Operations Forces around the world another
powerful way to leverage the versatility of virtual training,” said
Pete Morrison, Bohemia Interactive Simulations’ Co-CEO and
Chief Product Officer. “Through the integration of VBS3,
PARASIM becomes fully compatible with the US Army Games
for Training Program of Record and provides support for large
area, geo-specific databases built using TerraTools.”
Giving soldiers and lifeline
Beyond the ability to deliver a truly immersive training
experience, virtual reality has also been used around the world
to help soldiers struggling with post-traumatic stress disorder
(PTSD). According to statistics, one in three people who
experience a traumatic event suffer from PTSD, translating to
many tens of thousands of soldiers.
Exposure therapy is currently considered to be the most
effective treatment for PTSD. With it, the sufferer relives their
trauma in a controlled environment, often imagined, to revisit
the memory over and over until the triggers no longer produce
anxiety, a process called habituation. The benefits virtual reality
can deliver to the effectiveness of exposure therapy are
immediately evident; the added realism, the immersion, all serve
to revisit the memory in a way that is more believable to the
mind.
With the recent breakthroughs in virtual reality technology,
the affordable headsets and the significant increase in
programming and design expertise, virtual reality has become
a viable treatment, helping many around the world to deal with
the traumas of war. Scientists and practitioners believe that
exposure therapy utilising elements of virtual reality will help
soldiers continue to recover from PTSD faster and better than
ever before, with reduced costs and better outcomes for those
affected.
GMC
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Miniaturize, mobilize and mesh: A new
paradigm for military cellular
communications
Communications systems in military and government
spheres must be secure, reliable, and usable, above all
else. However, as consumer communications technology
has advanced almost unfathomably over the last decade,
military solutions have failed to keep up. Carsten
Brinkschulte, CEO at Core Network Dynamics, outlines
today’s solutions to what should be a problem of the past.
Imagine a world in which soldiers have their own ultraportable cellular network in their pockets – a smartphone and a
fully functioning cellular network merged into a single device.
And then imagine that these pocket-sized mobile networks are
connected to each other - using a mesh topology - to create a
swarm of autonomous, distributed mobile networks with no
single point of failure.
Suddenly, soldiers have at their disposal a fully functional,
miniaturized voice and data network available wherever they
go: This mobile ‘bubble’ moves with them – in densely populated
urban areas, mountains or deserts. When connected via a mesh
to other bubbles, it becomes a network of networks, dynamically
extending the reach of the combined network with every bubble
added.
Giving soldiers their very own mobile network and the latest
smartphone technology in the palms of their hands offers the
prospect of richer, real-time communications and more effective
operations. Maps and images of key targets can be sent and
received, while support for bi-directional video lets soldiers out
in the field get live video updates from the commander back at
base.
This technology is set to transform mobile military
communications over the next few years, with one international
OEM we are working with already making inroads.
Roll back to today and it seems ludicrous that the military
still relies on the antiquated Tetra network with its limited data
capabilities (no vital maps or video images) and clunky 1980sstyle walkie-talkie handsets, when as consumers, we all have
access to so much advanced tech via smartphones and mobile
apps.
Not only is the Tetra network outdated, it is expensive too,
because it is used only by a small group of users, compared to
billions of smartphone users in the commercial space, resulting
in spiraling device costs for clunky devices.
There have been a number of recent attempts to break the
mold and establish a workable alternative based on established
cellular standards from the private sector. But these haven’t yet
delivered enough of a step change from a functionality
perspective.
Take the Nokia backpack solution, for example, which was
demonstrated at Mobile World Congress 2017. This delivers a
full mobile network (the core network in software integrated with
the radio access layer) in one backpack. Nokia may be late to
the game, but it is definitely a move in the right direction.
But it is still quite a large form factor, and most importantly,
only a single network cell, limiting reach – perhaps 2-3 miles,
depending on the terrain, and barely useful in urban scenarios.
Creating an autonomous and dynamic network of networks
based on a distributed mesh topology that automatically extends
network coverage is not possible with this approach. And so, its
appeal is probably limited for the military.
Fortunately, a number of industry standards-based mobile
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technologies that will revolutionize the way our armed forces
communicate in the field are now converging. Let’s look in detail
at this fresh approach and the key features/functionality that
underpin it.

Integrated EPC and Radio Access Layer
The first technological advance that serves as a foundation for
this new approach is the embedding of a multi-access core
network in software (the software Evolved Packet Core or EPC),
together with the radio access layer on a System on a Chip
(SoC). This creates a small cell that is an ultra-portable mobile
network that can be carried in a backpack, or attached to a
vehicle out in the field.
Miniaturization and Low Power
Miniaturization of the SoC onto a single board with even tighter
integration between the software EPC and the radio access
layer goes one step further, and enables an even smaller
footprint. The ultimate goal could be to create a portable
Smartphone network in a pocket: A handset the size of a
Smartphone that comprises both the mobile network and the
Smartphone.
The ARM SoCs, noted for their low-power/energy-efficiency
credentials, are ideal for these types of small form factor
environments because the batteries can be smaller and lighter.
Mobile Edge Computing (MEC)
MEC provides an IT service environment and cloud-computing
capabilities at the edge of the network, close to or even right at
the base station. Combining EPC and MEC aims to apply the
Internet topology - a decentralised mesh network combined
with a star-of-stars topology - to the architecture of a mobile
network. Instead of deploying a single core network with the
EPC located at a central location and backhauling all signaling
and traffic over satellite to the central network, an EPC deployed
on MEC enables decentralised core networks providing
connectivity and computing at the edge.
A Mesh Topology
A key feature is the concept of meshing together multiple mobile
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EPCs with dynamic, multi-hop routing. This makes it possible to
create a swarm of fully functioning, ultra-portable, autonomous
mobile networks for both voice and data communications. This
decentralized model provides far greater resilience than a
traditional star topology-based mobile network too because it
avoids the single point of failure. The goal is to support ultramobile mobile networks where the mesh network reconfigures
itself as the cells move.

Inter-EPC Handover
Once a mesh network is up and running, the next stage is to
enable synchronization between the EPCs so that the cells hand
over to each other automatically and at the same time a hand
over between the EPC is performed without disrupting
communications. 3GPP does not define how to do inter-EPC
handovers so there is a technical issue here, which requires a
proprietary extension beyond the existing standards. But this is
not insurmountable, and in fact, we are working on doing just
that - enabling inter-EPC handover across networks without
disrupting sessions.

•

It is a highly cost-effective option for resource-constrained
environments where weight and size are important.

In summary, the military deserves a state-of-the-art mobile
communications infrastructure for voice and rich data that is
always connected, ultra portable, highly resilient and utilizes
the latest technology from the smartphone sector. The industry
is turning away from Tetra and embracing a new mobile industry
standards-based approach built on software EPCs, MEC, mesh
and miniaturisation.
GMC

Moving from concept to reality
Growing demand for a pocket-sized mobile network means that
this approach is now moving from concept to reality. My own
firm is seeing considerable interest from organisations wanting
to use our software EPC (OpenEPC) to create portable, mobile
networks using small cells that are meshed together for
unparalleled resilience and mobility. And we are already working
with an international OEM partner to build an ARM-based
communications solution of this type for a military use case.
The benefits are obvious:

•

•
•
•

A standards-based approach means that commodity
smartphones, tablets and laptops can be used rather than
expensive, proprietary (and generally outdated) Tetra
handsets – to put this in context, a smartphone is a tenth of
the cost of a Tetra handset;
Using the latest smartphone platforms enables rich
applications for command-and-control, media sharing and
mapping;
There is built-in resilience, because of the distributed mesh
architecture;
Our armed forces get a cost-effective voice and data service
that works even in built-up urban environments and in
mountainous regions; and
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Growing portfolio of
products
iDirect Government was formed under VT iDirect in 2007 to provide satellite
products exclusively to the US Government. Hubs, satellite routers, line
cards and network management software are amongst its product
offerings, and the company’s portfolio is growing at an impressive pace.
Amy Saunders met with John Ratigan, President of iDirect Government,
to find out more about the company’s recent developments, its assessment
of the market and its outlook for the future.

John Ratigan, President of iDirect
Government

iDirect Government was formed in 2007
primarily as a product organisation. The
company produces a broad range of line
cards, satellite routers, network management software and hubs, and deals
exclusively with the US Government and
its civilian agencies.
It’s been a big year for iDirect Government;
the company has brought out its first new
products in many years, all complete with
state-of-the-art technology, to replace its
nine-year old predecessor products.
Addressing the growing complexity of
deploying and managing global IP
networks, iDirect Government’s new
equipment is expected to provide the most
bandwidth-efficient, scalable and secure
capabilities, making all the difference for
government and military operations at
home and abroad.
iDirect Government has previously found
maintaining growth a big challenge due
to its older products, and is now looking
forward to several years of strong growth
with its new lines and diversification into
new market areas.

GMC: Can you provide an outline of iDirect Government’s development over
the years?
John Ratigan: The genesis of iDirect Government really started all the way back
in 2003. We were a start-up organisation, and I came on board in 2003 to start
the Government group. We were fortuitous in one way that the war was also
starting at that time. We were able to make some pretty big headway into the
military, to get some equipment and networks in place. We experienced some
really rapid growth at that point, in both the commercial group and the military
government group. In 2007, we were incorporated as a separate Delaware-based
corporation, and then in 2011, we became a proxy organisation with our own
directors.
GMC: What services and solutions does iDirect Government provide?
John Ratigan: iDirect Government is predominantly a product organisation. We
don’t really deal with services and support. Our organisation deals predominantly
with the US military and all its civilian agencies. Meanwhile, our parent company
is active in Europe, the Middle East, Africa and Australia, and they deal with
those other militaries.
When we spoke last year, I told you how we were on the cusp of bringing out
some new products, and since then, a lot has happened. We’ve developed many
new products, and all of them have been released now. We have a whole new
fleet of satellite modems and a new hub. All the products that we previously
made have been refreshed. We brought out the first Evolution 8000 series in
around 2009, and it’s taken us longer than we’d like to get to this point, but the
things that we’re bringing out now are revolutionary in technology. Eight or nine
years makes a tremendous difference in technology.
GMC: In March 2017, iDirect Government launched many of its new products
to market. What can you tell us about those products?
John Ratigan: One of the new products that we make is a man-portable modem,
the 950mp Integrated Router Board, which gets outfitted to terminals. The size,
weight and power (SWaP) aspects are very important because military personnel
have to carry this gear all over the world. We were able to take this newer product
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and almost cut the weight in half. It didn’t weigh a lot in the first
place, but anytime you take some weight off, it’s good. So, we
cut the weight in half, cut the power requirements in half, and
the size is around 60 percent of the previous version. We’ve
also more than doubled the capability that it has.
There’s another version of that product, the 9350 Satellite
Router, which fits into a rack. It has all of the phenomenal
performance metrics that we’re bringing to market, but comes
equipped with two demodulators, so customers can run a normal
iDirect network with it as well as having a one-way receive-only
system.
This additional one-way data transmission system is popular
with militaries around the world and is predominantly used for
video. We worked directly with the US Government to enable
this addition to our latest products.
We also have three new airborne modems, all of which have
dual demodulators. The big challenge with designing airborne
modems is that aircraft move very fast, which, when coupled
with the small HTS beams, means that the modem must be
able to switch between beams very rapidly. We’ve also
incorporated a lot of technology to enable these modems to
operate at ultra-high speeds, when travelling at more than
1,000mph. While a commercial aircraft travels at around
500mph, certain military aircraft exceed 1,000mph, so the
Doppler effect becomes a major challenge to overcome.
One of the things that military users told us would make
their lives easier was a tactical hub, which can be rack-mounted
into a truck. We responded by building a tactical hub, which is
an enormously capable device that has two line cards in it
instead of 20. We’ve had a really good response to it from our
customers.
Our advancements are going to benefit everyone in the
military. From the ground personnel who have to carry around
the man-portable modems who will benefit from the smaller
form factor and reduced weight, to the people who run the
teleports, who will be able to use the advanced waveform
capabilities to achieve higher data rates. We’ve also included
the zeroized capability, which means that if a terminal looks
like it’s going to fail, it could be quickly negated.
GMC: When we spoke in 2016, you commented that, having
reached maturity, maintaining growth was the biggest
challenge faced by iDirect Government. How has growth
developed since then, and what does the company have
planned going forward?
John Ratigan: Maintaining growth is still our biggest challenge,
and it’s difficult for a couple of reasons. We were hampered for
a long time when we were still selling the older equipment, and
it’s been difficult to do anything new. I’ve been very happy that
we’ve moved past this vein of older products, and the team is
excited about where we are now. We expect to have a really
good three or four years out of the new equipment that we’ve
brought to market.
The second reason maintaining growth is difficult is because
we have such a large share of the market, so it’s tougher to get
further up that hill. The new products we’ve launched will enable
new applications, though. We’ve been selling very small satellite
modems for military aircraft for some time, and we’ve seen that
grow steadily over the years.
GMC: Government spending is affected by a number of
variables, including new leadership. How do you expect
expenditure in communications capabilities to change in
the years going forward?
John Ratigan: The market looks great for the future. There are
some interesting times ahead for the US Government. We still
operate on a sequester, which is where the Congress and the
budgeting process restricts some of the spending in the military
arena. It was designed to make the budget better so that there
was a more equitable allocation of the funds. We’re hoping that
that goes away, and our new President wants to do that.
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However, we haven’t seen spending restricted by many of the
customers which we have.
GMC: Recent innovations like HTS and flat panel antennas
have been making major news in the last year. How have
these affected iDirect Government’s business?
John Ratigan: I believe that HTS is the biggest innovation we’ve
seen since I’ve been in the industry. It’s literally changing the
way that we do our business. We’ve had to do a tremendous
amount of work on our modems to fit the new HTS, particularly
with the topography and the architecture system. All the
communications and infrastructure software that runs the entire
network, and the way that network operates and interoperates,
is all part of the software. HTS has changed dramatically how
we’ve had to do that, which is a good thing, because for people
who use satellites, the biggest advantage of HTS is that you
can get many more of these more powerful pipes. I think it’s a
great thing for us as it gives us more opportunities.
The innovations in antennas are another great step forward.
The really restrictive thing with satellite communications is the
antenna. It doesn’t matter how small a modem you can build
when you still need a big antenna, so we’re seeing a lot of new
phased array antennas coming out. The actual band in which
they operate doesn’t matter to us, since we can operate in any
band. We design to a L-based frequency, and then we can upconvert to any frequency, including Q- and V-bands. From an
engineering standpoint, what it does do is require us to optimise
for the different bands.
GMC: What’s on the horizon for iDirect Government for the
rest of 2017 and beyond?
John Ratigan: We’re continuing to expand the scope in which
we can play. We’re not going to wait another eight or nine years
before we develop newer products. We’ll continue to look at
additional ways to garner additional market share, as well as
new parts of the market. Between those two arenas, between
the new products and the other things that we’re looking at such
as building specialised products for UAVs and the potential
acquisition of new technologies, we think we’ll continue to grow
steadily.
When it comes to technology acquisition, what we’d like to
look at is things that are complementary to our business. When
I attend a trade show, I’ll walk around and look at technologies
that might fit well either into our electronics applications, or into
where our product interfaces. We don’t want to move into too
many areas as it makes competition issues. For example, I don’t
want to make a satellite modem terminal because that would
be competing with my own customers. But there may be other
things that we could look at that would be complementary to
what we do. Right now, though, there’s nothing specific that
we’re looking at doing.
GMC

Photo courtesy of iDirect Government
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Kratos integrated RF sensor and antenna sites used to support the US Joint Functional Component Command for Space

Threats drive military space: Partnering on
innovations drive solutions
The days of single-satellite solutions are fading fast, as constellations become the future, both in the commercial
sector, as well as the government and military sphere. Similarly, the cloud is reaching dizzying new heights in its use,
as private sector and military personnel begin to recognize the wealth of enhanced capabilities it offers. John Monahan,
President of Kratos-RT Logic, outlines how military space is changing in line with today’s technological advances.

The most strategic position in conflict is the high ground.
And space is the ultimate high ground, providing the US military
and its allies tremendous operational advantages that are critical
to fighting wars. But satellites that were once safe deep in space
grow more vulnerable as adversaries display both the intent
and wherewithal to compromise and cripple space capabilities
in their efforts to challenge our strategic advantage.
These vulnerabilities are driving change in military space
and countering them requires more resilience, agility, and speed
in order to predict, pre-empt, and prevent the growing range of
threats. Some efforts extend beyond space, for example,
requiring the military’s shift to multi-domain operations to better
integrate air, space, ground, sea and cyber operations.
Other initiatives are coinciding with a wave of innovation
occurring throughout the commercial satellite industry. And the
US Department of Defense (DoD) fortunately is showing greater
willingness to leverage these commercial capabilities to improve
situational awareness and the defense of its space capabilities.
Let’s take a look at some of these capabilities.
Herds of satellites
Contending with the reality of future attacks, the strategy of
investing in more agile, resilient satellite capabilities is being
bolstered by new space. Newly-planned LEO and MEO
constellations (by OneWeb, SpaceX, O3B and others), are
radically changing the economics, lowering the cost of satellites
an order of magnitude that makes the concept of resilience
through numbers and basic protection capabilities viable.
Supplementing a few critical, exquisite and expensive satellites,
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obvious targets, with larger numbers of cheaper, yet agile
satellites creates a more defensible space. As adversaries
become more sophisticated, they’ll need to reconsider their
ability to disrupt this more diversified space architecture. Just
as antelope are preyed upon yet the herd remains intact, a few
lost satellites should not compromise more distributed and
layered capabilities, justifying steps toward resiliency.
Improved space situational awareness and battle
management
Even so, the best defense, whether for a herd of animals or
space program, is the awareness to anticipate, pre-empt or avoid
threats. Where programs like AWACS (Airborne Warning and
Control System) and JSTARS (Joint Surveillance Target Attack
Radar System) provide situational awareness and command
and control (C2) for the air and ground domains, the ability to
see and understand threats in space and direct space forces is
in formative stages. And today’s contested and congested
environment differs vastly from days past of a few geostationary
satellites.
A major step in this direction is the National Space Defense
Center, which is bringing together the US DoD, the intelligence
community and the commercial sector. This fusion hub at
Schriever Air Force Base is focused on integrating new
approaches for Space Situational Awareness (SSA) and unifying
plans and efforts for directing space forces. This collaboration
demonstrates the Pentagon’s growing interest in leveraging
commercial sector data and services to gain an integrated view
of an environment with thousands of space assets and objects
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in various orbits. Kratos is one of a number of companies bringing
its unique, commercially sourced, RF SSA data into the National
Space Defense Center to aid in getting the upper hand in the
SSA battle.
But just as antivirus defenses require updated signatures
for effective scanning, attaining near real-time awareness of
the space domain depends on machine speed data collection
and analysis: Sensors and platforms talking machine-tomachine, with advanced algorithms and Artificial Intelligence
(AI) quickly uncovering attack patterns. These provide the basis
for early warning detection to improve our chances to react and
respond accordingly. Predictive and preventive efforts could then
avert collisions through automated satellite maneuvers or by
deploying waveforms to deny adversarial interference.
These efforts also depend on resilient and interoperable
systems on the ground, unlike the stove-piped, dedicated
programs of the past which were neither sufficiently hardened
nor designed to facilitate data sharing. To that end, Gen. John
Hyten, former Commander of Air Force Space Command,
outlined the ‘Space Enterprise Vision,’ an effort to evolve the
current space, ground, and launch architecture into one that
will be radically more resilient and agile, while also bringing
benefits of reduced time and cost to acquire. At the foundation
of this new Space Warfighting Construct, he envisioned satellite
ground systems evolving into an Enterprise Ground Service.
This would conceivably replace racks of custom hardware with
software-based, virtualized architectures. Teleports, modems
and other (TT&C) components could be quickly updated,
refreshed and tactically deployed, delivering speed and
resilience in the face of evolving cyber and other threats.
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From ground to cloud
This shift would also lay the groundwork for leveraging the cloud,
where there’s been an explosion of interest as of late to realize
the benefits of secure cloud services. Not only could modems
be hosted in the cloud, but it would also facilitate the Internet of
Things of space. Data from sensors, applications and equipment
could be collected, stored, and analyzed across the space
enterprise at machine speed, providing incredible insights on
threats unavailable through standalone systems.
Combined with technologies like digital IF, which digitally
routes RF signals over unlimited distance just like IP traffic, these
evolved architectures would offer further flexibility in concepts
of operations.
For example, the ability to decouple antennas from signal
processing, would allow site diversity of ground operations and
the placement of assets out of harm’s way.
But just as the iPhone and its apps and communications
are useless without the underlying systems, this presumes
significant change from today’s current infrastructure.
The assured, responsive network
Satellites are indispensable for nearly all military missions. Yet
ensuring faultless, uninterrupted delivery of services flowing
through complex grids of satellite, IP and terrestrial networks is
a far greater challenge today. There are huge advantages to
managing data and communications services end-to-end, with
the satellite treated as another node in the network, not a
separately siloed service. Defense organizations require network
management that ties together strings of networks, from service
management and service assurance all the way through to signal
protection.
DISA (the Defense Information Systems Agency) is using
NeuralStar, a network management platform to monitor and
protect its information systems backbone. This system
consolidates RF, IP and circuit networks for end-to-end visibility,
so that if a network or satellite service is degraded, it can rapidly
and seamlessly switch to an unaffected segment. Whereas
traditional troubleshooting and re-provisioning could take days
or weeks, network intelligence and automation streamlines the
shift between military and commercial assets in seconds to
minutes.
Speed of acquisition
Large acquisition programs have a history of long and plodding
delays. Without change, the US will struggle to keep apace of
adversaries who are turning over tactics, techniques, and
capabilities more quickly. While there are no immediate shortterm answers to systemic acquisition challenges, the move to
faster design and field capabilities is getting a boost from the
military’s collaboration with commercial innovators in Silicon
Valley and other quarters. These include the US Air Force’s
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Military personnel monitoring satellites

Rapid Capabilities Office, with its rapid prototyping capability
for critical Air Force needs, and the Other Transaction Authority,
which is encouraging (non-traditional) commercial technology
contractors to participate by removing the typical encumbrances
of doing business with the government. In the short term, these
non-traditional means will help, but in parallel, the cultural
challenges and need to be more risk tolerant must be addressed
to fix the space acquisition system as a whole.
Managed services
Another approach to gaining expedited access to advanced
satellite capabilities is through managed services compared to
the lengthier and more, costly process of owning, and operating
infrastructure. To monitor and protect all of the commercial
satellite bandwidth for its worldwide combatant commands, the
US Joint Functional Component Command for Space contracted

with a commercial partner. Relying on Kratos, which operates a
global infrastructure of 60+ RF sensor and antenna sites, the
military gains advanced satellite monitoring and SSA at reduced
costs, avoiding systems obsolescence, and freeing its personnel
for other mission-critical activities.
In fact, the migration to managed service has set in motion
the DoD’s Wideband Analysis of Alternatives. This study will
determine the best mix of military and commercial satcom to
support resilience in a future contested environment.
While the military is facing an era of new threats, adversaries,
and challenges, it does so at time when innovation is sparking
new capabilities, cost structures, and efficiencies. And most
important, these technologies and techniques directly support
more resilient, agile and secure space operations. There is a
path ahead, and the partnership between the military and
GMC
commercial sector will ensure we succeed together.

Monitoring today’s more congested and contested space environment
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