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Military radar from Blighter in a new, rapidly
deployable configuration
Blighter Surveillance Systems has announced the launch of the A422 Deployable Radar System. The A422 is a ground-based
military radar for drone detection and wide area perimeter surveillance, and the new configuration allows it to be deployed rapidly
in remote and inaccessible areas.
The A422 presents a flexible and rapidly deployable ground surveillance solution which excels at micro-UAV detection in
congested urban environments. It is extremely portable, able to be transported in a vehicle and then carried by hand up to a
vantage point, where it can be deployed swiftly and efficiently for covert day and night operation.
The supplied kit allows the A422 to be deployed on a modular mast designed for compact storage and simple assembly and
adaptability, and it capitalises on the A422’s low power requirements to allow mains or battery power options. The system includes
a remotely deployed ruggedised laptop with an easy-to-use interface which clearly displays targets and permits the user to chart
geographic alert zones for the purpose of unattended monitoring of targets.
The A422 is a medium-range air security military radar capable of detecting and reporting airborne as well as ground and
coastline targets at up to 20 km, with unsurpassed clutter suppression for near horizon, urban and shoreline operation. The A422
offers moving target detection and machine learning (ML) classification to aid long range vision for 180°, ideally suited to the
detection of low-slow-small (LSS) targets.
The flexibility of the new A422-based military radar system means that it is perfectly suited for use in rough or mountainous
terrain as well as in urban environments, allowing it to be used for agile border security and rapid response situations such as
battlefield reconnaissance or search and rescue operations.
Blighter radars are deployed in more than 35 countries around the world, delivering round-the-clock all-weather security
protection along borders, for coastal facilities, military bases and critical national infrastructure.
Blighter CEO Angus Hone said: “The Deployable Radar System offers users the best-in-class threat detection capability of the
A422 military radar, coupled with unparalleled flexibility in the field. We are pleased to be offering such a comprehensive off-theshelf solution which exemplifies our drive for innovation an
GMC

Blighter A422 deployable radar system with annotated components
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Elbit Systems UK demonstrates Skylark 3
hybrid UAS
Elbit Systems UK has delivered a series of demonstrations of Skylark 3
Hybrid Uncrewed Aerial System (UAS) at RAF Upavon in Wiltshire. The
demonstrations took place from 21st – 23rd March, culminating in a
number of flights on 23rd March conducted in support of the RAF’s Rapid
Capabilities Office’s (RCO) future concept development programme.
The Skylark 3 Hybrid is the latest in Elbit Systems’ Skylark family and
represents the company’s contribution towards helping the UK Ministry
of Defence (MoD) explore ways of meeting its net-zero ambitions. The
Skylark 3 Hybrid is one of a long line of innovative UAS systems developed
by Elbit Systems, ranging from man-portable systems to Medium Altitude
Long Endurance (MALE) UAS such as the Hermes™ 900.
The Skylark family has delivered over 100,000 flying hours in total.
The Skylark 3 Hybrid is a field-deployed tactical ISTAR UAS, optimized
for either dismounted or vehicle-based operation, and combines two
separate propulsion systems to deliver endurance of up to 18 hours. The
Skylark 3 Hybrid uses thrust from both engines to launch and reach a
certain altitude, at which only one engine is required for sustained flight.
The trials were conducted in order for the RAF to assess the system’s
performance in a number of criteria as part of the selection of vehicles for
the next phase of its programmed activity. The trials were delivered in cooperation with the Civil Aviation Authority (CAA) in order to obtain
clearance to operate in civil airspace.
Martin Fausset, CEO of Elbit Systems UK said: “Elbit Systems UK
has extensive experience in delivering best-in-class UAS solutions, and
these trials highlight that pedigree. The successful demonstration of the
Skylark 3 Hybrid is indicative of our drive to support the RAF in realising
its ambitions for future capabilities, and to provide an environmentally
responsible and energy-efficient method of maximising the Skylark’s
GMC
endurance.”

Photo courtesy Elbit Systems UK

www.globalmilitarycommunications.com | April 2022

issue.pmd

5

5

20/04/2022, 10:25

Global Military Communications Magazine

International Space Station. Photo courtesy NASA

Space crash
Many have regarded space as being above the ups and
downs of Earthly politics, and for good reason. Since the
creation of the International Space Station (ISS) and the
1998 signing of Space Station Treaty by the United States,
the European Union, Canada, Japan, and Russia,
astronauts and cosmonauts have worked side by side on
scientific experiments and technological advances that
have benefited Earth’s inhabitants. However, Russia’s
unprovoked invasion of Ukraine has now jeopardized not
only the balance of power aboard the ISS, but also the
multi-national satellite and space industry itself.
Crispin Littlehales Global Contributing Editor, Satellite Evolution
Group
It all started with Sputnik, the world’s first satellite, which
was launched in 1957 by the Soviet Union. The space race,
intertwined from the beginning with the nuclear arms race, had
begun. One year later, NASA was legislated into existence by
the 1958 Space Act. In stark contrast to the Soviet space
program, which was controlled by the military, NASA was
designated as a civilian entity that encouraged open
collaboration. Fueled more by fear of nuclear conflict than by a
desire to discover the mysteries of the universe, the US
nonetheless reached out repeatedly to the Soviet Union
suggesting that space remain a peaceful domain. Indeed, in his
inaugural address, President John F. Kennedy declared, “Let
both sides seek to invoke the wonders of science instead of its
terrors. Together let us explore the stars.” Soviet Prime Minister
Nikita Khrushchev, convinced of his country’s supremacy, did
not take the bait.
The competition between the two nations continued. Soviet
cosmonaut Yuri Gagarin became the first human to go beyond
Earth’s gravitational pull in 1961. One year later, John Glenn
became the first American to orbit the planet. Prompted by the
passage of two resolutions on outer space by the UN General
Assembly in 1966, the US and the Soviet Union signed the Outer
Space Treaty (See Sidebar entitled, “The Outer Space Treaty at
a Glance”).
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Rough ride to collaboration
The Apollo-Soyuz docking mission of 1975 was the first spacerelated collaboration between the US and the Soviet Union. The
project, inspired by Marooned, a Hollywood film in which
cosmonauts rescued three American astronauts, was made
even more difficult by the fact that the two nations were still in
the midst of the Cold War and by no means familiar with one
another’s space programs. Nonetheless, the docking orbit was
a success with both countries agreeing to establish a special
bilateral working group. This honeymoon lasted only a short
time. When the Soviets invaded Afghanistan in 1979, all bets
were off.
It wasn’t until the collapse of the Soviet Union that the US
and Russia forged another collaboration. This time the focus
was on the International Space Station involving NASA,
Roscosmos, JAXA, ESA, and CSA. The initial module, Zarya,
was built by the Russians and launched in 1998 with the first
long-term residents arriving two years later, having been
transported on a Russian Soyuz rocket launched from the
Baikonur Cosmodrome.
Since the first crew entered the station, it has been
continuously occupied by 251 astronauts, cosmonauts, and
space tourists from 19 different nations. It is serviced by Russian
Soyuz and Progress, the SpaceX Dragon2, and the Northrop
Grumman Space Cygnus. Despite the many conflicts and
political changes of policy on Earth, the ISS has maintained its
“all for one and one for all” spirit of cooperation. Indeed,
regardless of the current strained relationship between the US
and Russia, American astronaut Mark Vande Hei, and Russian
crew mates Anton Shkaplerov and Pyotr Dubrov, touched down
successfully in Kazakhstan on March 30 and were greeted by
both Russian and American representatives. That said, the end
of this collaboration appears to be imminent. Russian President
Vladimir Putin has already announced that the country intends
to withdraw from the ISS program in 2025 and may well join
forces with the Chinese on the Tiangong space station which is
currently under construction in low Earth orbit.
Collapse and repercussions
Immediately following Russia’s invasion of the Ukraine, sweeping
sanctions were imposed by the West against Russia (https://
graphics.reuters.com/UKRAINE-CRISIS/SANCTIONS/
byvrjenzmve/). These were designed to drive a stake into the
heart of the country’s economy. The US, which has imposed
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Peter Beck, founder, and CEO of Rocket Lab

sanctions against Russian banks, companies, oligarchs,
lawmakers, and the military complex, has also banned the
importation of Russian oil and crippled Russia’s ability to import
computers, sensors, navigation tools, telecommunications, and
equipment. President Joseph Biden specifically mentioned that
the action was intended to “degrade their aerospace industry,
including their space program.”
So where does that leave our industry? Although SpaceX
offers a viable alternative to the taxi service for crew members
once provided by Soyuz, the ISS still needs Russia to keep it on
track since the main thrusters that help to avoid collisions with

Rachael O’Grady, Partner at global law firm Mayer
Brown

space debris and maintain a steady orbital path are attached to
Russian modules
UK-based OneWeb, which has sent 428 of its proposed 648
broadband satellites aboard Soyuz rockets will now need to rely
on competitor SpaceX for launch services. What’s more two of
Europe’s navigation constellation Galileo satellites and
Earthcare, an Earth observation satellite which is part of
Europe’s climate monitoring constellation Copernicus, are now
grounded, having lost their scheduled rides on Soyuz. ESA was
supposed to use Russia’s launcher for its Euclid telescope and
the ExoMars mission, a joint project between ESA and
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THE OUTER SPACE TREATY AT A GLANCE
The 1967 Outer Space Treaty bans the stationing of weapons of mass destruction (WMD) in outer space, prohibits military
activities on celestial bodies, and details legally binding rules governing the peaceful exploration and use of space.
The treaty entered into force on October 10, 1967 and has 110 states-parties with another 89 countries that have signed
it but have not yet completed ratification.
The treaty forbids countries from deploying “nuclear weapons or any other kinds of weapons of mass destruction” in outer
space. The term “weapons of mass destruction” is not defined, but it is commonly understood to include nuclear, chemical,
and biological weapons. The treaty, however, does not prohibit the launching of ballistic missiles, which could be armed with
WMD warheads, through space. The treaty repeatedly emphasizes that space is to be used for peaceful purposes, leading
some analysts to conclude that the treaty could broadly be interpreted as prohibiting all types of weapons systems, not just
WMD, in outer space.
Other treaty provisions underscore that space is no single country’s domain and that all countries have a right to explore
it:

•
•
•
•
•

Space should be accessible to all countries and can be freely and scientifically investigated.
Space and celestial bodies are exempt from national claims of ownership.
Countries are to avoid contaminating and harming space or celestial bodies.
Countries exploring space are responsible and liable for any damage their activities may cause.
Space exploration is to be guided by “principles of cooperation and mutual assistance” such as obliging astronauts to
provide aid to one another if needed.
Like other treaties, the Outer Space Treaty allows for amendments or member withdrawal.

Source: (The Arms Control Association)
Roscosmos which uses Russian hardware and relied on a
Russian rocket for transport. The Mars mission has been
postponed until 2026 at the earliest. Two Japanese companies,
Synspective and Axelspace have also been left in the lurch,
and the list goes on.
To the rescue
In the days that followed the invasion, numerous satellite and
space companies stepped in to help. SpaceX delivered Starlink
stations along with power adapters for car cigarette lighters,
solar/battery packs, and generators for places where electricity
is unavailable. Polaris Program leader Jared Isaacman made
sure that St. Jude Children’s Research Hospital clinic and
foundation partners in Ukraine and Poland received nine Starlink
internet terminals to support their patients’ need. The Polaris
team also pledged to take the Ukrainian flag with them on their
spaceflight mission later this year.
Maxar Technologies, MDA Corporation, Satellogic, Astraea,
Planet, Black Sky, and Capella were swift to provide the
Ukrainian government with vital imagery such as the tracking of
military troops, industrial and agricultural devastation, and the

Photo courtesy Shutterstock
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movement of displaced Ukrainians. Thomas VanMatre, VP of
Global Business Development at Satellogic points out another
very important aspect in a recent tweet: “With the amount of
diverse Earth observation assets we collectively have in orbit
there are very few options left to obfuscate battle plans, mask
intent, or conduct meaningful denial and deception activity. We
are imaging every move, day, and night, nearly 24/7…this is
transparency at scale.”
According to a press release issued by Ukrainian space
startup Promin Aerospace, several Ukrainian space companies
are continuing operations while also volunteering for duty. Misha
Rudominsky, CEO, and co-founder of Promin explains, “Each
of us has had to be flexible for the needs of war time and to
perform new duties to protect our country. Some are
strengthening the defense of their cities, some are helping
refugees and the armed forces, while others are arranging
supplies of medicines, ammunition, and food.”
Promin reports that it is developing its rocket engine and is
also transitioning from its test facility to a practical model of its
launch vehicle. Other aerospace companies including SETS
(Space Electric Thruster Systems), Kurs Orbital, Flight Control
Propulsion, Orbit Boy, and Elliscope, as well as the state-owned
Pivdenne and Pivdenmash enterprises also are moving forward,
albeit with an unpredictable war raging in the background.
No easy answers
“We are seeing a dramatic reduction in access to medium lift
launch vehicles (MLV) with Soyuz and Proton gone,” says Peter
Beck, founder, and CEO of Rocket Lab, which recently launched
its 112th satellite to orbit. “Soyuz is the most frequently launched
rocket in history. Then, too, there are Russian and Ukrainian
components in a lot of launch vehicles,” he adds. Northrop
Grumman’s Antares and ULA’s Atlas V rockets use RD family
engines manufactured in Russia and Northrop’s Antares also
uses a Ukrainian-built first stage that’s powered by two Russianmade engines.
Beck goes on to explain: “If you look at the remaining
capacity, there is Ariane 5 which has only launched twice a
year in the last few years and Mitsubishi H-11B which hasn’t
launched in a couple of years. Although India has the GSLV,
the PSLV, and the SSLV, they didn’t sign the UN Declaration
and they consume Russian oil, so it will be interesting to see
how far and wide distinctions go there. This is quite far reaching
and probably a bigger problem than most people realize.”

www.globalmilitarycommunications.com | April 2022

8

20/04/2022, 10:25

www.globalmilitarycommunications.com | April 2022

issue.pmd

9

9

20/04/2022, 10:25

Global Military Communications Magazine

Although SpaceX is on a fast track, having completed its
12th launch in three months with hopes of reaching more than
50 by year-end, the company’s launch manifest is already
packed. There are other MLVs under development including
Europe’s Vega-C and three from the US—Relativity Space’s
Terran R, Firefly Aerospace’s Beta, and Rocket Lab’s Neutron.
“We announced the Neutron vehicle last year after looking
at what was happening in the industry. We saw a real need for a
medium launcher and thought there was a good commercial
opportunity,” notes Beck. “Now, we feel we need to do this project
to guarantee access to space for the Western world and ensure
the continuity of supply to all. We’ve seen a massive explosion
in investment in the industry and in a wide variety of platforms
and programs. They’re all maturing around that 2024 timeline,
and we are trying to time Neutron’s delivery to accommodate
that.”
Can Rocket Lab speed the process? “We don’t need money.
We have US$700 million on the balance sheet and the project
is completely financed. It’s just that it takes a certain amount of
time to develop rocket engines, vehicles, and launch pads. Of
course, we are looking to see how we can accelerate any
timelines because we know every day counts.”
Uncertain future
We live in uncertain times. As much as we might wish to view
outer space as a sanctuary dedicated to improving life on earth,
there is no guarantee that it will be. When the Russians
unapologetically launched an anti-satellite missile last November
to destroy Cosmos 1408, the result was the creation of what
the US Space Force identified as more than 1500 pieces of
large, trackable fragments. That was most certainly an eyeopener for us all. Now Russia has upped the ante by attacking
a nation-state and risking its longtime standing as a global player
in the satellite and space industry. Will the next step be an

alliance with China that divides East and West into competitors
in space—and will that competition be bellicose?
“I optimistically think that is unlikely to happen because there
is too much to lose on both sides,” says Beck. “I would like to
see much more collaboration with China on its civil space
program. By that I mean that all nations should collaborate
because these projects are of such enormity and such scale
that it would be best to unify our efforts for the whole of humanity.”
Rachael O’Grady, Partner at global law firm Mayer Brown
believes that the growth in commercial space activities will
inevitably bring with it an increase in disputes. She sees three
areas of immediate concern: ownership rights over space
resources; rules around liability in outer space, for example in
the event of a collision; and the regulation of space waste and
space debris. “New and/or updated laws and regulations will be
needed at the international level to clarify these areas and to
provide confidence to investors in the industry,” she says.
“The Legal Subcommittee of the UN’s Committee on the
Peaceful Uses of Outer Space (COPOUS) meets to discuss
issues such as these each year,” she explains. “However, the
conclusion of a new multilateral, global legal instrument such
as an updated Outer Space Treaty will only be achieved with
unanimous accord. With different countries at different stages
of development, and with various political agendas at play, this
will therefore be difficult to achieve.”
Difficult, but not impossible according to O’Grady. “These
issues are only becoming widely apparent as the commercial
space industry develops. The more public awareness can be
raised of them, the easier it will be to achieve change—in a
similar way to which the issue of climate change developed,
finally culminating in the Paris Agreement,” she states. “But
without adequate regulation then, as technologies develop and
commercial activities in space evolve, the potential for legal
chaos is significant.”
GMC

Starlink Mission. Photo courtesy SpaceX
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Ingenuity combined
with state-of-the-art
technology
Carol Craig, a self-described “astropreneur” and unconventional CEO,
was the first female owner-founder of a space company, Sidus Space, to
put her organization on the NASDAQ earlier this year. Her company strives
to provide development solutions for space industries, as well as a modular
satellite-as-a-service model in their LizzieSat platform.
Laurence Russell, Assistant Editor, Global Military Communications
Carol Craig, CEO, Sidus Space

Question: As a role model achiever, you have a fascinating resume. Could
you recap your careers for us?
Carol Craig: You can call it a fascinating resume or you can call it ADHD. The
best way to recap or summarize my careers is to use my favorite acronym –
MTSUAYG – ‘Make the Stuff Up As You Go’. Essentially, being flexible enough to
recognize opportunity and pivoting as the world around you changes.
I’m one of those individuals who wants to do everything possible and is
convinced that I can. I blame my parents because they encouraged me and told
me I could do anything if I put my mind to it. What’s even more special about it is
that I was adopted – I constantly thank them for choosing me because they are
the reason I am who I am and I am where I am today.
I’ve gone from getting a computer science degree with a focus on software
engineering to getting an engineering degree with a focus on computer
engineering; to writing COBAL code; to becoming a software developer for the
Naval Air Warfare Center; to working on human factors with Marine Corp and
Naval pilots; to joining the Navy to become one of the first women eligible to fly
combat aircraft; to going back to writing COBOL code when a knee injury ended
that particular career; to starting a consulting business; to where I am today as
the CEO of a private and a public company. How’s that for a recap!
Question: The executive class often lacks a certain hands-on experience.
As a woman who has served in the armed forces and worked to design the

GMC
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systems such service members rely on, you’ve been a
uniquely involved end-user. How does that compliment your
skillset as a CEO?
Carol Craig: I was one of the first women eligible to fly in combat
as a Naval Flight Officer in the P-3 Orion community right when
women were allowed to join those aviation communities. I was
also one of the first female aviators to join my squadron. That
timing is a key discriminator in my opinion and, as you mention,
combining that with my previous hands-on experience as a
human factors/software engineer for military aircraft gives me a
unique perspective.
I believe my skillset as a CEO grew out of those experiences.
It’s both complimentary and a significant contributor to how I
lead my companies. It has allowed me to connect to my
employees in a somewhat unique way.
Understanding the end-user is important not only from a
product perspective but also as a leader. I view my employees
as an end-user. I try to find opportunities for them to expand
their skillset or knowledge base in an area where they did not
necessarily see growth potential. As someone who has literally
done it all from HR to payroll to Facility Security Officer, I have
walked in their shoes, and I understand the various departments
and how they operate.
Of course, this can either be perceived as empathetic or it
can be frustrating because I keep telling people, “Come on, it’s
not rocket science!” I guarantee it drives them all crazy.
Question: You founded Sidus Space and keep the entity
female-owned in the majority since it went public. How does
that power of ownership serve to progress the culture of
the military and business worlds the company deals in?
Carol Craig: I hope I am leading by example and that we will
continue to see more female owner-founders, CEOs, top
executives, and women engineers across the board with the
next generation. Although I am seeing some change across the
military and aerospace industries with respect to diversity,

inclusion, and more women-led companies, much more needs
to be done.
I try to instill that same “don’t ask why, ask why not?” mentality
when I am talking with emerging leaders that I had when I was
growing my businesses. I was extremely surprised to find out
that I was the first female owner-founder of a space business to
go public last December and one of only 23 female-founded
companies in the NASDAQ. I don’t expect that I will be the last,
and I hope my story helps to inspire other female entrepreneurs
to aim high.
Question: Sidus provides manufacturing expertise, using
cutting-edge development techniques like waterjet cutting
and 3D printing to deliver space-qualified components and
satellites. What business cases are you best placed to serve
with that ingenuity?
Carol Craig: It may seem lazy to say all ‘business cases’, but
it’s true. Ingenuity combined with state-of-the-art technology is
something we take great pride in and there are multiple
applications for this type of manufacturing across all industries.
What’s most important is that the technologies and services
are affordable and accessible to a wide range of customers and
partners.
You don’t have to be a blue-chip company investing millions
of dollars to get your hardware tested in space. We can provide
a solution for any sized business or individual.
We can or have worked with:

•
•
•
•
•

Tech start-ups, academia, and individual consumers;
International and US government agencies;
Channel partners;
Large government contractors; and
The international community.

Again, the really important part is that we ‘get it’. We know
how to deliver space-qualified components and satellites at a

The Sidus Space LizzieSat™ platform is manufactured in-house using composite additive manufacturing technologies
which allows for rapid, agile spacecraft

14

issue.pmd

www.globalmilitarycommunications.com | April 2022

14

20/04/2022, 10:25

cost that is palatable to others – and part of the reason is
because of our manufacturing expertise and willingness to think
outside the box.
Question: Your flagship LizzieSat platform is a modular
satellite capable of integrating custom payloads, serving
any number of capabilities. I’ve heard commentators
suggest modular and re-programmable satellites are a
crucial product of the emerging space economy. Is this an
example of that kind of solution?
Carol Craig: Yes! LizzieSat is a great example of a creative
solution in the emerging space economy where cost-effective
and timely access to space is desperately needed. LizzieSat is
planned to combine static component testing and LEO
spacecraft development and deployment along with providing
Space-Based data.
Our smallsats use a hybrid, partially 3D printed modular
design to allow integration of multiple payloads and technologies
– including our own technologies. We use the Mark Forged X7
printer which 3D prints continuous carbon fiber reinforced parts
that can be as strong as, and capable of replacing, machined
aluminium. This translates to reduced weight for the satellite
bus and more available weight for payloads.
The time to print the actual bus is significantly reduced and
therefore can cut the production time of satellites from years to
months. The variable in the production cycle is related to the
payloads and complexity of the subsystems.
This helps Sidus and its customers in a variety of ways—
generating revenue earlier, getting their technology tested and
flight verified ahead of schedule, pulling in critical data, and
generally helping them achieve their objectives—whatever they
may be—in much less time.
Question: A seminal critique of the space industry has
always been the misuse of resources that could better be
spent on underserved endeavors on Earth. Could you

outline how your Bringing Space Down to Earth program
addresses that concern?
Carol Craig: It has been said many times that planet Earth is
the greatest place to live in our solar system and we ought to do
everything we can to preserve it. What that means is that instead
of thinking of replacing Earth by colonizing other planets, we
should be planning to use our solar system and planets for the
activities that have been damaging to our planet for decades.
Sidus’ vision is obviously not to colonize Mars but is to use
our space-based platforms and services to provide solutions
and data that can help return our planet to a less disrupted and
technologically saturated environment. We can replace sensors
on earth with sensors in space and provide more data with less
infrastructure.
Using space as a replacement resource whenever possible
is how we bring Space Down to Earth for our customers and
partners. We are actually freeing up resources and assets which
creates an opportunity for others to redirect those resources to
endeavors with underserved needs.
Question: What does Sidus aspire to achieve going forward?
Do you have a set of expectations for the company over the
next decade?
Carol Craig: Our goal is to launch 100 satellites over the next
few years and provide others an opportunity to be a part of the
space ecosystem without the barriers that exist today – a
significant investment of cost, complexity, and time. I want to
see the last couple of decades of our experience in space
translate to empowering and enabling the acceleration of this
new generation of technology and commercialization of space.
Just like the crossroads in the 1990s for the Internet, it is critical
that those of us who understand the importance of space to our
future ensure that new ideas and new perspectives are encouraged
and cultivated. My expectation for Sidus Space is that we will be a
leader in this space revolution and explosive growth of the global
space ecosystem in the decades to come.
GMC
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Gaining an operational edge: why
satcom leverage lies in a layered
approach
Satellite communications (satcoms) are increasingly critical
for global security, prosperity, and competitiveness
amongst nations. They’ve become a priceless tool for
defence, security, humanitarian and emergency response,
and diplomatic communications. It is of paramount
importance for any national defence or multi-national
government satcom strategy to take into consideration the
innovations happening in space and on the ground to
ensure an operational edge.
Koen Willems, Head of Global Government Market Development
and Strategy at ST Engineering iDirect
Global defence agencies are well aware of the role satcoms
have to play in their strategy, now and into the future. In 2020,
the US Army said it was interested in buying satellite-based
communications services to improve the performance of its
logistics system. It was “conducting market research to better
understand how commercially managed satellite
communications services might support its logistics network
modernization effort.”
Likewise, the UK government is spending £5 billion on
upgrading the country’s Skynet satellite communications
capability, which provides strategic communication services to
the UK Armed Forces and allies. Additionally, in February 2022,
EU commissioner Breton presented a •6 billion plan for secure
satellite communications to protect key communications services
and surveillance data. The aim is to develop a multi-orbital spacebased connectivity system that will extend the availability of these
services and to increase the European autonomy so that it need
not depend on non-EU based industry.
The ground is ripe for next-gen military networks
For defence agencies, gaining an operational advantage is a
critical objective. Satcoms is one of the best and most reliable
ways to establish communication links, often in remote and
austere locations. For this reason, defence agencies have always
relied on satellite technology. This dependence will only continue
to grow as military operations become more complex. From
strategic communications to intelligence gathering, surveillance
and tracking, satellite is essential for connectivity needs across
land, air, and sea.
As nations look to build satellite networks or replace
decommissioned satellites, new programs provide the
opportunity to adopt the latest satellite and ground segment
technologies and to find the right mix of capacity types to give
them the operational advantage needed for successful missions.
Building coverage and network diversity while guaranteeing the
latest military-grade security standards offers nations a high
level of redundancy, flexibility, and security to meet the needs
of a multi-layered, secure, and resilient next-generation defence
network.
Advanced security standards, specialized enclosures,
national waveforms, and other improvements have been created
for defence organizations to better transform their operations.
The commercial satellite sector has also undergone an immense
transformation, with highly efficient waveforms for greater
performance, very high throughput satellites (VHTS), new non-
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Koen Willems, Head of Global Government Market
Development and Strategy at ST Engineering
iDirect

geostationary (NGSO) constellations, network integration across
access technologies, and other key innovations.
Defence agencies must harness all these innovations to
always ensure the operational advantage. They must plan now
for their next-generation, multi-layered security and resiliency
network that will guarantee success in their most critical
operations.
Building a successful, flexible, multi-layered, secure, and
resilient network
When looking for the ideal platform, defence and government
organizations should consider the following key requirements
that are critical to building a secure multi-layered network.
Firstly, when discussing coverage, military network operators
must consider whether that network coverage is dynamic enough
to meet the diverse needs of their regional and global
deployments. For example, a military organization might want
to separate secure military capacity for operations with
commercial capacity for morale, welfare, and recreation
connectivity; and may want to use a mixture of commercial and
military satellites to do so. The ideal platform – like a centrally
managed VSAT (Very Small Aperture Terminal) platform – would
be able to handle a dispersed operation’s network complexity
and allow military network operators to customize their
connectivity networks to meet their varying requirements.
Secondly, providing maximum performance and efficiency
for information superiority is key. Information superiority can
determine success or failure in military operations. The masses
of data sent back and forth across networks mean bandwidth
optimization is crucial. Throughput and efficiency must be
maximized. Ensuring satellite and ground segment technologies
work hand in hand, an innovative VSAT platform can ensure
ongoing adaptability to changing environments and help achieve
higher spectral efficiency as well as throughput at maximum
service availability.
Agility is no doubt a word familiar to officers involved in
defence operations. Military leaders want better, quicker, more
detailed, and continuous information to make informed decisions,
manoeuvre more swiftly, and always gain the tactical upper hand.
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An agile network is formed by combining network performance
with flexibility. Software-defined modems, for example, can
increase flexibility by supporting over-the-air upgrades, seamless
compatibility for new capabilities and easy configuration for
operations. Software-defined networks will be key as innovation
on the ground enables more capability to leverage network
orchestration, virtualization, and slicing functions to offer a truly
smooth connectivity service anywhere in the world.
We also need to guarantee security and resiliency. In a
military satellite network, link security is no longer the sole point
of focus. Security systems will detect, mitigate, prevent, and
predict the mix of threats that could hamper operations. As such,
a multi-layered security approach using multiple security
technology layers should be adopted to achieve the highest
information assurance.
Ease of use must also be considered – expertise for satellite
communications is becoming less common among military
agencies in several nations, and not every operation can afford
to send a satellite communications engineer on every
deployment. Yet, with each layer of complexity, the VSAT
networks that many military organizations are building can be
susceptible to increased risks of security breaches or mistakes.
A quick to deploy, simple to use VSAT terminal can allow for
military personnel to focus on their core operational tasks more
quickly.
Finally, as intelligence and information sharing across
government organizations is often essential, interoperability is
a key enabler for the conduct of effective, collaborative,
multiservice military operations across a wide range of scenarios.
One such example is using the same military waveform, such
as the European Protected Waveform (EPW). The EPW initiative
is the ST Engineering iDirect Europe-led consortium for
EDF2021 (European Defence Fund) where 19 companies from
11 EU countries have engaged in developing a secure, agile,
and efficient waveform for military applications.
Breaking new ground
It’s clear that a successful satcom strategy is not only dependent
on technological capabilities in the sky, but also the innovation
on the ground. That’s why New Ground, an industry movement
spearheaded by ST Engineering iDirect, aims to highlight the
critical and unifying role of the ground segment in NewSpace
and satellite’s future in a much broader connectivity landscape.
Agencies face a growing complexity as government satellite
networks are required to support increasingly dispersed and
complex operations, across geographies and various terrains,
be it on land, air, or sea. With the upcoming wave of technology
innovations and the convergence of the terrestrial and satellite
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ecosystems, nations can build next-generation networks.
Standardization, virtualization, and orchestration are critical IT
advances that will improve the speed, scale, cost, and flexibility
of service delivery. We are seeing a convergence of space, cloud,
service, and user layers with the ground segment serving as
the enabler and the unifier.
All this innovation and New Ground technology converges
into the upcoming Pooling and Sharing initiatives, which will be
based on new architectures to allow for easy interfacing between
the different network elements as well as interoperability and
the flexibility to groom and distribute value added services over
multi-orbit satellite constellations.
These types of centrally managed software defined networks
cater to quick deployment and scaling and have an inherent
cyber element to secure the network. Additional security layers
come from network diversity, secure waveforms such as the
EPW (European Protected Waveform), and increased resiliency
capabilities. As traditional service delivery moves more towards
cloud-based, automated service delivery, we must ensure that
security is not impacted.
The integration of satellite into core cloud ecosystems - both
private and public - brings built-in benefits such as high security
and access to new services via a harmonized method for
orchestrating assets’ functions and onboarding new missions
more easily. This also reinforces the multi-layered security
approach to detect, mitigate, prevent, and predict interferences
and threats.
A unified approach
To effectively deal with both established and emerging threats,
the satcom industry must leverage commercial partnerships to
ensure the successful and timely delivery of satcom-based
systems. Emphasis must also be placed on the enablement of
allied space activities to create a strong and unified approach.
The requirements for building a multi-layered, secure, and
resilient network, coupled with the innovations that are
happening on the ground and in NewSpace enable a fortified
satcoms approach for the armed forces, defence, and
government agencies. However, military network operators must
look for an ideal platform that adopts these technologies and
combines flexibility, performance, efficiency, security, agility, and
ease of use in order to give them the operational advantage
needed for successful missions.
Read our whitepaper, Gaining Operational Advantage Through
Innovation MilSatCom Networks, to learn more about how military
organizations can build a multi-layered, secure and resilient network:
https://www.idirect.net/wp-content/uploads/2021/03/
GMC
Whitepaper_Gaining-Operational-Advantage.pdf
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Staying a step ahead
of security and crisis
risks
Dragonfly, a specialist security intelligence firm, helps organisations stay
a step ahead of security and crisis risks. We spoke with the company’s
newly appointed Head of Advisory, Cvete Koneska, to get her opinion on
the risks facing the satellite and space industries now that sanctions have
been placed against Russia.
Crispin Littlehales, Global Contributing Editor, Satellite Evolution Group
Cvete Koneska, Head of Advisory,
Dragonfly

Question: The satellite and space industries have been directly and
dramatically affected by the conflict between Russia and Ukraine. What do
you see as the ongoing risks to this segment?
Cvete Koneska: The risks are like other sectors, only far more pronounced
because this is a sector where there is limited commercial competition and barriers
to entry are quite high. In addition, the collaboration between Russia and the
West existed for a very long time, so the disruptions that we are seeing are high
impact. It is very difficult to build a different supply chain, for example. So, I think
the satellite and space industries are extremely vulnerable to these disruptions
and I think we’re probably going to see much more of that in the coming months.
Question: With sanctions in place, how do you see Russia’s retaliation
against Europe and the US unfurling and is there anything that can be done
to mitigate the reputational and political risks?
Cvete Koneska: We are already seeing retaliation from Roscosmos which will
continue to refuse to cooperate with other commercial satellite operators and
space agencies. That’s the only lever that Russia and its state supported entities
can pull aside from espionage related activities. Obviously, the appeal to getting
access to other countries and their companies’ high-end technologies is always
an attractive proposition not only for Russia, but for other actors like China.
Espionage is a long-standing risk that is now elevated because there is that
increasing desire to retaliate against the West.
I honestly do not think that there is a major risk of the tensions between the
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try and calm the markets, but the current situation is not only
likely to persist, but it may also get worse as we see some second
order consequences emerge. For example, food and supplies
will be impacted in different parts of the world right along with
semiconductors, rare metals, and all these other goods and
commodities that Russia and Ukraine export.
Potentially there will be companies whose revenues increase,
just as there were winners during the pandemic. But there are
also likely to be victims of civil commotion, protest, and unrest
in places unrelated to the main conflict because of shortages,
especially in places where governments will not be able to step
in with subsidies for food or energy. In Western Europe or the
US, governments attempt to cushion the blow, but in Africa and
the Middle East there is just not that ability to shelter the
population from these external shocks.
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West and Russia spilling into space. I say this mostly because
of what we know about Russia’s own military
capabilities. If on land they have performed this
poorly, I don’t think it is very likely that they will
engage in hostile activities in space, where
nobody has tested their military technology in an
actual conflict. Plus, a lot of resources would be
required. The Russian military are already
struggling in this traditional kind of warfare, and
not in a war with the West, but a war with Ukraine.

Question: What do you see as the long-term impact of supply
chain disruptions, destroyed infrastructure, closed airspace
and the mass movement of people across borders?
Cvete Koneska: Eventually things will settle one way or another
but that isn’t to say that they will settle in an optimal way for the
economy or for the well-being of the people. Yet some sort of
new normal will set in. That might mean that the new normal
supply chains are more local and domestic, and perhaps less
profitable, but certainly more resilient to disruptions of this nature.

Question: What do you see as the implications
for the satellite and space industries, NGOs,
airlines, shipping companies and other
multinational organizations operating in or
using the airspace over Russia and the
Ukraine?
Cvete Koneska: There will certainly be economic
implications. Airlines that do long haul flights
across Eurasia will now have to take different
routes which will be more expensive. This will
compound the already difficult situation affecting
global airline companies, particularly in Europe.
Satellite communications also are experiencing
disruption and that will have a negative impact
on shipping and transportation. Once those
industries are affected, supply chains are
disrupted as well.
Question: We are already seeing the financial
markets being undermined by the conflict.
How do you think this will play out and is there
anything that can be done to stabilize the
situation?
Cvete Koneska: The financial markets like
stability and predictability and there is none of
that now. The markets will remain in an upheaval
until there is clarity regarding the outcome in
Ukraine. So, at least in the short term, we are
stuck in a politically unstable situation. This will
continue to affect the financial markets,
particularly since there are quite extensive
sanctions targeting Russia’s financial sector.
What would help to stabilize the situation?
Governments across the West are using the usual
available tools that governments have when it
comes to fiscal and budgetary policy. They will
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That might also mean that there will be more barriers to
international trade. Trade regimes will change. Spending on
defense will increase substantially and that will have implications
on other government spending and priorities. We will see a new
status quo emerging soon and some lasting changes in the
world order and there may be some benefits. However, some
changes will simply be a lose-lose situation for everybody.
Some governments will be much slower to act. Europe is
still dependent on Russian gas. Of course, the objective is to
reduce but you need to create a new infrastructure to achieve
that kind of goal. It is very difficult to replace these alliances and
capabilities.
Question: Satellite imagery and satellite communications
are helping Ukraine stay connected and informed. In what
ways do you think the Russians will try and disrupt this?
Cvete Koneska: We see how important it is to enable local
populations caught in the conflict to have access. Because the
Ukrainians are still able to use the internet, they have been able
to track refugee flow movements and the refugees have been
able to share stories and to figure out how to carpool together
to get to the border.
While there is no way that I can verify this, I’ve read that
some Russian military communications have been intercepted
because they were not using satellite communications, but just
regular phones to communicate with their troops. We expected
to see the Russians utilize hybrid technologies and satellite
imagery in their favor, given that Ukraine isn’t really considered
to be a major player. Yet, it doesn’t appear that the Russians

have done that. We have seen cyber-attacks but nothing on the
scale that we imagined or forecasted. It makes one wonder,
how capable is the Russian military?
Question: Some believe that Russia and China will join to
create a formidable alliance, particularly in the satellite and
space arena. Do you envision a space war scenario and is
there any way to prevent such a thing from happening?
Cvete Koneska: There is always a risk that we might see two
parallel operations at war in space, but I don’t think so.
Traditionally, space has been an area where everybody
collaborates because the barriers to entry are so high. Is the
Russian and Chinese alliance going to happen? Probably yes,
because I don’t think Russia is able to resource its own program
without Chinese support.
The Chinese government is obviously very interested in
developing advanced technologies. So, there are things that
make such an alliance appealing to both sides.
This will be transactional, and convenience driven with both
sides gaining. Is it going to happen now? I don’t think there is
urgency around it currently and both China and Russia may
want to wait to see how this whole situation with the war and
sanctions pans out internationally.
It is possible that current events could raise consciousness
in some ways that might be beneficial to civilization as we move
forward. We can learn a lot from what is happening. Perhaps
company boards should be having conversations that focus on
values, politics, and what it means to be a responsible global
corporate citizen.
GMC
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Beware ‘the new Trojan Horse’: Why
cyber hardening is imperative to
government defence
Based in Ornsköldsvik, Sweden, Clavister AB supplies
communication service providers, governments,
enterprises, and managed security service providers in
more than 150 countries with virtual cyber security and
digital threat deterrence software. The company’s Cyber
Armor solution provides military vehicles with embedded
defence against cyber-attacks, regardless of their origin.
Stefan Brodin, Head of Defence, Clavister
Ruse de guerre – or ruse of war – is a term that refers
deceptive or creative and unorthodox means in the act of battle.
From the Greek’s deployment of the Trojan Horse c.1400 BCE
to Britain’s inflatable tanks in World War II, triumphant victors
have emerged through their ability to be both cunning and
innovative.
The time is now to keep your defences up to scratch
In the present day, the need for ruse de guerre still stands. At a
time when technology is at the forefront of defence equipment,
the landscape is both smarter and more connected than ever.
However, with greater technological advancement comes greater
risk. The potential for cyber espionage and wide-scale damage
is elevated and we must do everything we can to limit detrimental
effects. Historically, innovation has reshaped the operational
domains of the defence space, with military powers utilising the
newest inventions possible to strengthen their forces. As the
cyberbattle space emerges, the need for cyber strength is critical.
Adaptation and innovation are key to harnessing this.
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Imagine a race car with all the latest technology to perform
best on the track. While it is designed to go the fastest, it has
not been designed for the purpose of standard road use. Now
think of military-grade vehicles that have every technology
available to perform the best in warfare, from strategic mapping
to AI-powered risk analysis and identification. What they do not
have is cybersecurity at the centre of the design process.
Although it’s easy to think that sheer defence power without
these other factors makes for the best vehicle, it’s fundamental
that military vehicles aren’t ‘one-trick ponies’ and that
complacency has no place in the defence space. Making sure
that every system and network in the vehicle is protected from
threats, both visible and invisible, is essential.
Preventing the defence space from becoming a playground
for cyber-attacks
We’re looking at a situation in which the possibilities for smart
human interference by way of a cyber-attack are not only
endless, but also possess the potential to degrade overall military
capacities. Currently, it is the latter type of cyber operation that
could have some of the most significant ramifications on the
battlefield, rather than decisive military manoeuvres in their own
right. There is an overwhelming likelihood that these scenarios
will occur as the defence space develops and a multitude of
different nations are in possession of increasingly sophisticated
cyber capabilities.
The other related sector most at risk of being targeted by
such threats is the supply chain. Vehicle manufacturing is
dependent on a variety of different organisations and suppliers,
with a cross-section of parties working across different aspects
of the development of this complex machinery. Ultimately, the
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the likes of BAE Systems working with others in order to enhance
in-vehicle network security.

Stefan Brodin, Head of Defence, Clavister

more parties involved in these processes, the more scope there
is for cyber loopholes and opportunities for espionage. A single
armoured vehicle can be made up of components from hundreds
of different suppliers. All it takes to threaten the entire
construction process is a single weak link.
Knowing that the scope for attack is now broader than ever
before, with adversaries demonstrating their capabilities to utilise
threats to their advantage, we must act to ensure security at the
earliest possible opportunity. We need only look at the number
of attacks taking place in the supply chain at the moment, from
the attack on Cape Town’s main port last year having huge
ramifications on international shipping to the Colonial Pipeline
attack, which led to the USA calling a national emergency. These
attacks are capable of both impeding the development of these
tanks in the first place and targeting entire fleets of armoured
vehicles. If an attack were to take place, the consequences could
be perilous – from paralysing entire fleets to rendering crucial
defences obsolete.
The solution: cyber hardening the past and the present
There is a solution to this point of vulnerability, and it’s within
our grasp. Cyber hardening can protect both new and legacy
military platforms, as well as warfare systems. However,
navigating the defence space involves carefully considering this
new threat landscape. Unlike the commercial market, where
businesses can work to their own timelines independently,
defence requires cross-organisational collaboration, harnessing
military expertise, the most up-to-date cybersecurity strategy,
and cutting-edge academic research. Ensuring that military
defences are up to scratch requires national and, in some cases,
international efforts combining financial planning with research
and development. Countries are now specifically charging their
efforts towards cyber defence by increasing their budgets or
directing specific investment towards it.
The UK is one example of this – it has announced a massive
£16bn increase in spending, making evolving technologies a
focal point – ensuring that AI and cybersecurity measures are
harnessed to their full potential. As a result, defence corporations
also are looking to cyber resilience as an integral part of their
deliverables, working in alliance with several research
programmes and think tanks to expand their offerings where
possible and fill the current gap in the sector. One example of
this is the Vinnova Funding project in Sweden, which is seeing
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Working in partnership will determine the future safety of
military vehicles
Acting in collaboration ensures that going forward, military
vehicles – both those in development and legacy models – are
fully assessed. Weaknesses can be pinpointed and the path to
maximum security clearly established. While a tank may look
tough as nails from the outside, there are internal weaknesses
that can easily be exploited by adversaries, including weapon
firing computers, external video cameras and sights, battle
command systems, external sensors, communications systems,
and digital engine control systems.
Using AI can help ascertain an unbiased overview of a piece
of machinery and all its weak points. Not only will this drive
future innovation, but also it will prevent any surprises that could
otherwise have catastrophic implications. Where cybersecurity
has previously been separated from defence development, and
often thought of as an add-on on the side, seeing networks
forming across the space can help ensure maximum protection.
AI can also help governments determine the pros and cons
of using legacy vehicles and machinery from other countries.
Having an objective overview of the potential of a machine and
whether or not it can withstand current threats can help with
evaluating budgets and full military potential. It could even one
day save a nation from being caught out and ill-equipped to
deal with the threat at hand.
Creating an air-tight strategy will put you in the strongest
position
What’s more, bringing cybersecurity strategy into a wider
defence strategy will help to protect wider military networks in
the long run. No longer will militaries have to be ‘stuck between
a rock and hard place’ pitting the inefficiency of decentralised
networks against overexposure to cyberwarfare. Instead, they
can align all their goals for maximum protection, confident that
they have a solution which can enable rapid response time and
maximum damage control.
All these benefits can be further strengthened by making
sure that tanks and other types of warfare machinery have the
correct software installed into their systems. This way they will
be able to detect encroaching malware. Having such software
can form the basis of an intrusion detection system, which is a
crucial step towards security. However, in choosing software,
militaries and defence organisations need to consider whether
they’re selecting the right security for the occasion. Unlike other
sectors and spaces, defence does not present the same attack
vectors (such as ransom or financial gain). Instead, attackers
will be looking to exploit weaknesses that can lead to greater
vulnerability or redirect the balance of power.
Therefore, the cybersecurity defences deployed must be
tailored for the space, factoring in all aspects of a military vehicle
that make it unique from other commercial means of transport.
Having a system that can scan and segment networks where
necessary, separate components to assess vehicle health, and
allow for authorised communication only, will all be key
considerations.
The future lies with the people behind it
While the steps to maximising cybersecurity for defence vehicles
have been outlined, making sure they are followed and adhered
to is equally critical. The war is no longer limited to the battlefield.
We now live in a world of hybrid warfare being fought on two
fronts: in the field and behind a screen.
Installing the relevant software and defences is only half the
solution – these changes also need to come from those
operating the vehicles and leading the organisations. Making
sure that personnel are well-trained and have all the skills they
need to react correctly is key to achieving comprehensive
GMC
protection.
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NGOs fight on the
most vital
frontlines of our
time
War and disaster are an unfortunate staple of our news
cycles. In such times of hardship, the mission-critical
communications that connect aid workers can be the only
hope of the victims of catastrophe. With exclusive comment
from Najwa Natalie Ayoub, Market Development Manager
for Government and the UN-NGO/Relief Sector at Thuraya,
we take a look at the sector.
Laurence Russell, Assistant Editor, Global Military
Communications
Tragically, we live in a world of reoccurring catastrophes
caused both by fraying international tensions between
belligerent states and the destabilizing ecology of the planet
we share. With no sign that such disasters will slow in our future,
we must ensure that our first lines of defence are capable of
acting effectively when we need them to safeguard life and
restabilize societies.
NGOs (Non-Government Organizations) such as the United
Nations, Red Cross & Crescent, or World Food Program act
outside of the remit of the states they may be based in to supply
emergency supplies, medical attention, and stabilization efforts
in areas that have been faced with profound hardship. In a time
when foreign aid budgets continue to be viewed critically, the
work of these independent organizations has never been more
vital.
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Najwa Natalie Ayoub, Market Development
Manager for Government and the UN-NGO/Relief
Sector at Thuraya

As with any effort seeking to operate in remote, destabilized,
or underserved environments, reliable communications are key
to aid work. Technology of this sort is often akin to the missioncritical devices procured by leading military forces. The work of
international aid is just as vital as defence for the purposes of
preserving human life and civilization, making the technologies
that support both goals integral to peace-making. The situation
in Ukraine, for example, serves to exemplify how politically fragile
the global ecosystem is against the threat of war and oppression,
under which innocent people are always the victims.
Supplying our aid efforts
We approached satellite operator and satcoms technology
developer Thuraya, a world-leading supplier for NGO aid
organizations, to find out about their efforts to help those facing
the greatest misfortunes of our time.
Najwa Natalie Ayoub, Market Development Manager for
Government and the UN-NGO/Relief Sector exclusively
explains, “Most NGOs enter procurement with a price-sensitive
strategy, which Thuraya is well suited to respond to without
compromising the high standards they intend to satisfy – namely
flexible, lightweight, interoperable and accessible mission-critical
communications technology.”
Any number of scandals around large-scale charitable bodies
have added new layers of scrutiny to consumers’ understanding
of charitable spending. It’s only natural that an aid organization
would want to approach procurement very frugally, so Thuraya’s
commitment to cost-effectiveness is vital to achieving maximum
efficiency in accomplishing their crucial objectives.
“We partnered with Airbus on the production of our new
satellite Thuraya 4NGS, which we will see launch in 2024,” notes
Ayoub. “Our satellite will support the next generation of innovation
for our NGO customers and the people they help in the future,”
says Ayoub. “To that end, we’re developing a new portfolio of
products specifically for the NGO sector, focused on better
delivery of telemedicine services, both in remote treatment and
in the rapid training of first aid skills to allow volunteers at
epicentres to provide help on the ground.”
The recent pandemic was no small part of the decision to
prioritize the delivery of emergency health services, which has
served as a testament to how vital antiviral action is for preventing
future pandemics. Of course, the waves of development in
telemedicine technologies designed to fight COVID possess a
universal applicability which is just as helpful when dealing with
injuries caused by municipal destruction, malnutrition, and the
eradication of disease.
Some exper ts have even suggested that high-tech
telemedicine could revolutionize healthcare worldwide, by
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eliminating logistical barriers to treatment and care, both in the
context of emergency aid and for healthcare in general.
Ecological collapse
Ayoub goes on to corroborate what so many scientists,
campaigners, and diplomats have been arguing for years—that
our deteriorating environment is actively contributing to the
severity and frequency of natural disasters.
“Because natural disasters are becoming more prone to
happen in the modern world, we’ve seen an uptick in demand
for emergency equipment and services like ours, including
government early warning and preparation efforts in anticipation
of events which we’ve become certain of, such as further flooding
in Asia, or drought in Africa,” she says.
While it’s indisputable that people at the global equator will
be at particular risk of global warming, sea-level rise, and water
shortage, the ripple effects of these events can and have struck

every nation on the Earth. Disaster prevention and missioncritical recovery will be required everywhere.
In the case of a threat coming from climate change, we must
recognize that we are all under siege and must fight back as
one people.
As is often the case, prevention is key. “The foresight to install
disaster prevention and early-warning networks is vital to saving
lives,” Ayoub points out. “We can’t afford to have procurement
discussions on hardware and connectivity after a disaster has
struck, it needs to be ready and waiting for the hazards we’ve
been warned about.”
As we enter an era of unprecedented ecological fragility,
with the Doomsday Clock once again left at 100 seconds to
midnight as of January 2022, there is no doubt that many
calamities await us in our future. It’s now up to us to take the
necessary steps to adequately prepare for the instability of the
GMC
world that awaits us.
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