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Beyond radios: Improved communication for
first responders using Smart devices
First responders perform a vital role in today’s world, and
ensuring they have the right equipment to save lives is of
the utmost importance. Here, Bart Adams, Director of
Products and Innovation at Luciad (a Hexagon Geospatial
Company), opines on improved communications systems
for first responders using smart devices.
First responders working in fire and rescue services must
adhere to a complex set of obligations during emergencies.
Much of the time, these obligations must be carried out in
extremely hazardous environments while responders are under
intense time pressures. Naturally, effective communications are
essential to carrying this out, and doing so in a fashion that
does not expose responders or members of the public to
unnecessary risk.
In the fast-paced first responder environment, effective
communications can be defined as ensuring that information
(such as tactical plans, data on emerging hazards and the
location of crew members) can flow seamlessly between incident
command centres and operational teams. All available
information on the incident, including intelligence on risks and
hazards, also needs to be assessed by the incident commander,
and all relevant information and tactical direction then needs to
be passed on to crews. At the same time, incident commanders
must be able to quickly identify what resources (for example,
firefighting equipment) are available, as well as the locations
and status of all deployed crews. They also need to be able to
identify and request resources as needed from other emergency
services teams. Finally, communications need to be logged for
post-incident analysis, which is a key part of ensuring that
decisions can be justified and accounted for. So,
communications in this environment are multi-faceted, complex,
and an incredibly important part of saving lives.
Rapid communication
Miscommunication can be deadly. Incident environments can
change incredibly quickly and new hazards, such as collapsing
buildings or released contaminants and chemicals, can quickly
change a situation. If changes are miscommunicated,
responders’ ability to respond properly could be severely
hampered; for example, firefighters could be directed to the
wrong part of a building and misunderstand where hazards are.
Following this, harm could come to both the response crew and
members of the public.
Communications need to be fast, and decisions need to be

Panasonic Toughpad-with incident

8

Bart Adams, Director of Products and Innovation at
Luciad

relayed seamlessly to everyone who needs to be aware of them.
This is no easy task because the intensity of the incident
environment is a significant barrier to communications. For
instance, during a dwelling fire an incident commander outside
of a building will have broad awareness and will be able to
communicate freely with responders and partner agencies, but
also has to manage a large number of risk factors without being
able to physically see what is going on inside the environment.
In comparison, a responder inside of a building wearing
breathing apparatus and in ‘offensive mode’ has a more focused
awareness of the incident, but a much more limited ability to
communicate with team members.
Radio technologies
All in all, when it comes to emergency technologies, there is a
lot to think about to ensure that everyone is safe and that an
incident is dealt with in the most efficient possible manner.
Command, Control, and Communications (C3) technologies and
best practices should act as enablers both for first responders
actively combating incidents, for incident commanders directing
efforts and for senior commanders monitoring multi-agency
response efforts. Some current communication methods are still
relatively basic, however, and can actually hinder efforts.
At this time, many first responders rely on digital or analogue
radio systems and paging tools for communication. There are
many styles of radio communication, with the majority being
governed by strict rules and the use of codes or key terms to
avoid information overload. This method does not always work
effectively, however. The US Federal Emergency Management
Agency (FEMA) has stated that, despite all the strict rules in
place, responders: “are often overwhelmed by excess
information on the radio.” FEMA has highlighted other issues
with radio communications; for example, firefighters generally
assume that all equipment given to them is fireproof and highly
durable and subsequently do not pay much attention to where
a radio is worn, or they will not think to wear a fireproof radio
case. This means that non-fire-retardant radios are often
exposed to the effects of fire and steam and are therefore
vulnerable to damage and signal loss, meaning that firefighters
could lose communications altogether at a critical moment.
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As well as radio, location technology (such as GPS) and
physiological monitoring can be used to track the locations of
first responders attending emergencies. This allows
commanders to track movement as well as heart rates, smoke
toxicity levels, and can monitor when responders are entering a
dangerous zone.
Analyzing the data
The data produced by all of these tracking and communications
devices is immense, but all of it needs to be analysed and
understood in order for an incident to end as successfully as
possible. With this in mind, being able to visualize this data is
essential, and helps to vastly improve communications,
par ticularly given the complex nature of hazardous
environments.
Electronic systems which help to make sense of this plethora
of data are currently being used for C3, the SAFECommand
system developed by Airbus Intelligence is a good example.
This is in use across a number of UK fire services for both mobile
C3 and vehicle routing. However, paper is still in widespread
use for planning and informing communications, and whilst this
may seem convenient, building plans used by responders may
be outdated due to renovations, and it is difficult to use paper to
inform distributed multi-agency emergency service responses.
Paper can also easily be lost or damaged.
The networks used for voice communications vary from
region to region. For example, in the UK first responders are
reliant on the private Airwave TETRA network operated by
Motorola but are also in the process of transitioning to the
ambitious 4G Emergency Services Network built on EE’s
commercial network. This switch to 4G has resulted in push to
develop smart devices to solve the operational issues associated

with existing methods. There is also hope that this ‘digital
transformation’ in emergency service communications will
improve operational safety and effectiveness.
A mobile device for accurate communications
One such solution has been tested by Belgian fire brigades as
part of a European research project investigating the use of
embedded mobile communications systems. This project is
called the Artemis ASTUTE emergency services demonstrator
and was developed by two Belgian software companies: Luciad
(a Hexagon company) and IOS International. The project was
put together to provide adaptive situational awareness, and to
allow for effective communications between first responders and
commanders. It was also developed with future use cases in
border control and the military in mind. The overall aim of the
project was to develop a mobile device that could be used for
accurate communications, while decreasing the need for verbal
communications, and reducing information overload.
The solution was designed with the incident environment as
its core focus. It enables decision support and tactical
communications by making use of physiological data, location
data, environment data and information on hazards. On the
ground, the system is implemented onto Android-based
ruggedized devices, tablets for commanders, and smartphones
for first responders, in order to conveniently provide them with
information on a device with a look and feel that they are
comfortable with. The solution uses building information to build
a map for responders to navigate around, and other data
collected provides information such as the physiological state
of first responders as well as live situational data in order to
provide decision support. The system also provides responders
with critical alerts in response to ‘as-it-happens’ data – for
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example, a first responder will receive an alert when they are
approaching a room containing dangerous goods.
Responders and commanders can communicate via both
text and annotations on the map in the system; these
communications can include tasks, known dangers and areas
where intervention from responders is necessary. All this
information can then be sent to relevant crew members. This
means that commanders can send responders visual
instructions that can be seen and assessed at a glance, rather
than responders having to rely on orders sent through potentially
unreliable radios. All communications are also recorded to
enable information sharing with third parties, such as insurers
and professional standards bodies.
The ASTUTE demonstrator was tested by six Belgian fire
brigades in Merksplas, Hasselt, Ninove, Cherloi, Dendermonde
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and Genk. Information on all of the needs and requirements of
the first responders was sourced from public safety stakeholders
such as the Belgian Crisis & Emergency Management Center.
The system was used in a search and rescue simulation by fire
responders who had received no prior training on the system,
and a System Usability Score was provided afterwards to assess
how well it worked as a means of communication. Commanders
were asked to organize and monitor the operation, to annotate
and communicate an unsafe situation, and to interpret imagery
taken by fire responders as part of the simulation. After
completion of the project in 2014, commercialization of the
ASTUTE prototype started, primarily targeting fire and public
safety markets.
Whilst the research prototype was developed specifically
for first responders, the solution could also be used in order to
enable the ‘Smart Soldier’ which is increasingly important in
today’s military. For example, using a similar system, unit
commanders could communicate via map annotations and
exchange tactical plans, allowing contextual data from C3
systems to be integrated into communications. Complex
manoeuvres could also be communicated remotely, rather than
via tactical radio or paper. These systems, like the ASTUTE
demonstrator, are not complete replacements of tactical radio
systems as they often utilize tactical radio networks for data
transfer in austere locations (locations devoid of infrastructure).
Instead, these new systems can build on the communications
capabilities of existing networks and can provide an additional
channel to augment the clarity of communications.
These types of systems are already increasingly being
implemented by armed forces. For example, the US Army
acquired Systematic’s SitaWare suite as part of their ongoing
replacement of systems like the Tactical Ground Reporting
System (TIGR), and their ongoing push to integrate C3 systems
into the Command Post Computing Environment (CP CE). Other
militaries are also implementing similar communication
transformation strategies as smart devices evolve to become
more suitable for the military environment. No doubt as other
communications and data channels open, such as lossless
remote video streaming, embedded physiological monitoring,
and high-quality satellite video streaming, they will also be used
to help improve decision making and communications in both
the emergency service and military environments.
In essence, as communications systems improve alongside
the rapid evolution of Smart technology, this will most definitely
open both military and first responder communications to new levels
of accuracy, whilst also improving operational safety.
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