Quantum Technology

The quantum
revolution - the
satellites of
tomorrow
Einstein’s law of relativity states, amongst
other things, that nothing in the perceivable
universe can travel faster than the speed of
light. When the theory that matter in a quantum
state could be capable of breaking many, if not
all the laws he had staked his reputation on,
Einstein memorably dubbed the concept
“spooky” to consider and suggested some part
of the science may be incomplete. In the 21st
century, quantum technology has very much
flown the theoretical stage, presenting a
plethora of new capabilities for
communications more than capable of
redefining mankind’s relationship with
technology.
Laurence Russell, News & Social Editor, Satellite Evolution
Group
In 2016, Professor Pan Jianwei of the Shanghai University
of Science and Technology led the physicists of the
Quantum Experiment in Space Scale (Quess) group in
successfully proving that quantum particles are capable of
exceeding the speed of light, as well as mimicking the traits

The D-Wave quantum system undergoing maintenance.
Photo courtesy of Roland Bellanger

26

www.satellite-evolution.com | September/October 2020

BM Q team member Katie Pooley examines a cryostat
containing a commercial quantum processor prototype.
Photo courtesy IBM Q

of their entangled particles across incredible distances
without perceivable delay through the use of qubits, or
quantum bits – units of computerised information in quantum
superpositions, which exponentially multiply their potential
computational power by existing in many states at once, while
classical computer bits must be either 0 or 1. It has been
calculated that 250 qubits can exist in a total number of states
greater than the amount of atoms known to exist.
A recent achievement in the field was completed through
the use of the Micius satellite orbiting 500km above the Earth,
which successfully sent and received data instantaneously
through an unreadable quantum channel to Beijing, Xinjiang,
and Vienna. This revolutionary breakthrough lays the
groundwork for further research into quantum optics,
encryption, and even teleportation which could have a
massive impact on the capabilities of databases, connectivity,
and international security.
In 2019, Google AI in partnership with NASA took the
next step in the field, claiming that they had achieved quantum
supremacy, the hypothetical achievement of successfully
using quantum computation to solve a problem feasibly
impossible for any classical computer when they claimed to
have performed a series of operations in 200 seconds that
would’ve taken a modern supercomputer 10,000 years. The
feat has been hotly disputed, but whether genuine or not,
the result remains an experimental achievement that remains
distant from public or private practicality.
For widespread adoption of quantum technology to
become viable, commercialisation must first be established.
This has been proposed through a prospective portfolio of
products such as GPS-free quantum sensors for navigation,
quantum clocks for perfectly precise and stable timekeeping,
quantum gravity imaging, which allows for the measurement
of density through solid objects, mobile quantum repeaters
for assured transmission security (TRANSEC), and of course
quantum computers.
Quantum-safe encryption applications
One technology currently under development is an initiative
called PQmail. Developed by Tutanota, PQmail is an end-toend encrypted email service being developed with the L3S
Research Institute of The Leibniz University of Hanover, which
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aims to develop a freemium email service secured with
quantum cryptography.
The idea came about as a result of the popular theory
that commercially available quantum computers will herald a
new era of cybercrime as hackers gain the ability to infiltrate
virtually any digital space with faster than light decryption.
Matthias Pfau, Developer and Co-Founder of Tutanota
explains: “There are very few applications that use quantumsafe encryption and no implementation for emails yet. Since
emails in particular are so important for professional,
confidential communication, it is crucial that we find a secure
solution here as quickly as possible.”
The project is supported by EU funding as well as the
Workshop of Usable Security (USEC). Besides developing

the futuristic feature, Tutanota plans to evaluate post-quantum
algorithms under review by the National Institute of Standards
and Technology (NIST) to design a hybrid communication
protocol capable of perfect forward secrecy (PFS), otherwise
known as total assurance of privacy.
A commercial interest
While many quantum technologies are beyond the theoretical
stage of development, the optimization of their functionality
into devices of appropriate size, weight, power, and cost
(SWaP-C) is still very new, as Tom Hausken, Senior Industry
Advisor to the Optical Society (OSA) explains: “The field still
needs breakthroughs in quantum science…The product
engineering is missing, or it is applied to a specific customer
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application, without benefit to the rest of the field. The need
is analogous to the talent shortage, not just with scientists,
but with engineers.”
The OSA Industry Development Associates (OIDA)
predicts that the commercial market for quantum end-use
products will rise to billions of dollars by 2030, fed by multiyear investments into quantum research across public and
private sectors worldwide.
Leading companies like IBM, Microsoft, and Google are
investing in quantum besides several intrepid start-up efforts.
The Chinese government has also expressed particular
interest in the technology potentially signalling a coming
‘Quantum Race’ for global powers to develop hack-proof,
encryption busting technologies first. The implications of a
global intelligence entity possessing access to quantum
computing first would suggest world altering implications that
would dwarf events of Russian political interference of recent
years.
As with so much emergent science and technology, the
UK is keen not to be left behind. 2019 saw a new wave of
funding from the government to the National Quantum
Technologies Programme of £23.5 million, making for a total
of £94 million since investment began.
Professor Kai Bongs, Principle Investigator for the UK
Quantum Technology Hub Sensors and Timing, said of the
new funding package: “We are delighted that the government
is maintaining its commitment to the exploitation of quantum
technology in the UK. This new funding will build on the
enormous momentum we have already created. Our
Birmingham-led Hub for Sensors and Timing will be focusing
on applications in Geo-Physics, Navigation, Brain Imaging

and Precision Timing, each of which has the potential to
create significant economic and societal benefit.”
Dr Michael Holynski, lead for gravity sensor research at
the UK Quantum Technology Hub Sensors and Timing, is
committed to delivering quantum sensors capable of bringing
unprecedented applications to civil engineering. He explains:
“These sensors aim to help us to better see into the
underground space, for example revealing buried
infrastructure or hidden hazards while also providing new
tools for resilient navigation.”
The benefits of such capability would result in
simplification in excavation necessary for construction
allowing for greater safety, and reduced costs.
These enterprising technologies appear to span the
industrial and scientific sectors, suggesting potential that
could change human experience forever, though scientists
are keen to keep our expectations low for now. Max Riedel,
Project Manager for the European Flagship Project on
Quantum Technologies reports: “It’s a young field – the first
useful quantum algorithm was discovered in 1994. Compared
with the development of classical computing, quantum
computing is in the 1950s or 1960s when the machines filled
a whole room.”
Profits by 2030?
It’s easy to let our expectations run away with us when
optimistic projections suggest the first measurable profits from
quantum technology could be expected in 2030, but in the
meantime we can take heart in the knowledge that all these
technologies are no longer fanciful ideas, but very real
solutions likely to support human life within our lifetime.

UK quantum sensors under development. Photo courtesy National Quantum Technologies Programme
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