Global Military Communications Magazine

Photo courtesy of Shutterstock

Protecting data and ourselves
Never before in history have we been as connected and digitally intertwined as we are today. With the touch of a button,
or indeed a simple voice command, we can speak with people across the world, transmit and receive data, access the
latest news, film, or media. These unprecedented levels of connectivity deliver life-changing benefits to consumers the
world over, and on the defence stage, they’re making all the difference to mission-critical communications. With this
new digital era, however, protecting ourselves and our data has never been more important; this is particularly true
within defence forces.

It’s difficult not to be aware of the need to protect oneself
digitally in today’s world. We’ve moved on from the recent
decades when a simple anti-virus package was all that was
needed to secure consumer computing devices; today, we live
in a veritable wild west of digital security, where cunning hackers
are able to steal all sorts of valuable information from us, should
we let our guard down. Keeping our data private is vital, both for
the individual, and for the state.
For governments, the era of connectivity has created massive
new security challenges. We’ve progressed incredibly in terms
of the amount of information that can be collected and
communicated over the Internet and other wireless feeds, giving
us greater capabilities than ever before, and it’s imperative that
this information remain in the intended hands. If information on
troop movements or plans are acquired by the enemy, the
battlefield becomes all the more deadly. Meanwhile, if malicious
groups gain access to governmental voting systems, democratic
process is in immense trouble.
One of the biggest challenges in cybersecurity is the rapidlyevolving nature of security risks. In many cases, threats are
advancing faster than we can keep up with. As such, there is no
one cybersecurity solution. Indeed, effective cybersecurity
includes a collection of technologies and processes to protect
networks, programmes, computers and data from attack or
unauthorised access. Both physical and cyber threats must be
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guarded against to ensure the essential delivery of services.
Accordingly, governments must focus on all aspects of
cybersecurity, and retain advice and technologies from a variety
of vendors. This can lead to complicated systems with a very
large number of players working to different levels, leading to
confusion and ineffective coverage.
Cyber-attacks in 2018
It’s been a busy year so far on the cybersecurity front, and we
can fully expect incidences of cyber attacks to increase for the
foreseeable future.
The US Government has publicly acknowledged Russian
state involvement in the 2017 cyber attacks on American utility’s
control systems. Officials had hinted of the involvement for
months, but in February, the Government attributed the NotPetya
ransomware attacks to Russia, and the grid hacking was
attributed to Russia a month later in March.
Late in February, the MyFitness Pal app was breached,
resulting in the exposure of usernames, email addresses and
passwords of around 150 million users. The hack wasn’t detected
until the end of March. Also, in March, the Department of Justice
(DOJ) indicted nine Iranian hackers for the alleged hacking of
144 US universities, 176 universities in 21 other countries, 47
private companies, and other targets like the United Nations,
the US Federal Energy Regulatory Commission, and the states
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of Hawaii and Indiana. According to the DOJ, the suspects stole
31TB of data, estimated to be worth US$3 billion in intellectual
property. Meanwhile, aggregation company Exactis left some
340 million records exposed on a publicly-accessible server
earlier this year in a major act of data exposure. Around 2TB of
personal data from hundreds of millions of US citizens was made
available as a result of improper defence and storage.
At the end of May, there were yet more reports of Russian
cyber-attacks, this time involving a hacking campaign that
impacted more than 500,000 routers worldwide. The attack,
which spreads a malware called VPNFilter, can be used to
coordinate the infected devices to create a massive botnet, or
else directly spy and manipulate web activity to create a massive
botnet. Such capabilities can be used to launch network
manipulation or spam campaigns, to stealing data and creating
targeted, localised attacks.

that need augmentation.”
In March, Comtech’s Command & Control Technologies
group partnered with Southern New Hampshire University
(SNHU), a leader in online education, to integrate Comtech’s
CYBRScore Lab solution within three courses in SNHU’s Master
of Science in Cyber Security program. CYBRScore Labs are a
hands-on solution powered by Comtech’s patented
PerformanScore dynamic scoring technology. With this solution,
SNHU gains valuable insight into student cybersecurity skills
and abilities via quantifiable metrics and equips graduates with

Comtech launches third CYBRScore Skills Assessment
Comtech Telecommunications, which offers advanced
communications solutions for large governmental users, is also
making its presence known on the cyber stage. In October 2017,
its Command & Control Technologies group launched its third
CYBRScore Skills Assessment work role using the knowledge,
skills and abilities defined in the National Initiative for
Cybersecurity Education (NICE) Cybersecurity Workforce
Framework (NCWF).
In today’s rapidly evolving cybersecurity threat environment,
the awareness and knowledge of employees is essential to
protect critical enterprise infrastructure; however, few
organizations are able to quantitatively measure the skills of
their key personnel responsible for cybersecurity protection.
CYBRScore, therefore, provides quantitative metrics on
cybersecurity job role skills.
The Cyber Defense Analyst role is available on a cloud-based
platform as a series of five 30-45 minute scenario-based
exercises. Comtech’s patented Performan Score technology
measures more than 450 data points to provide the most
accurate evaluation of an individual’s capabilities with respect
to all 125 knowledge, skills, abilities and tasks defined by the
NCWF for the Cyber Defense Analyst work role.
“CYBRScore™ Skills Assessments provide a quantitative
measurement of performance, using practical, hands-on
scenarios to evaluate job-role competencies. Our Skills
Assessments provide specific insights into strengths and
weaknesses of an enterprise’s Cybersecurity workforce and
identify the highest impact training investments,” said Fred
Kornberg, President and Chief Executive Officer of Comtech
Telecommunications Corp. ”The CYBRScore assessment
details an overall score with individual skills breakdown and
provides training recommendations to improve the skill areas
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verifiable ‘job ready’ skills.
Comtech provides a series of 30 cloud-based lab scenarios
integrated within three core graduate level information security
courses, including Network Assessment and Defense (IT-643),
Investigation and Digital Forensics (ISE-640), and the Cyber
Security Capstone (ISE-690). All labs are conducted in a
virtualized environment that features real networks, real
machines, real tools, and real-world scenarios. Each lab scenario
lasts from 30-60 minutes. Students can access these labs
anywhere, anytime with a viable Internet connection and a
laptop.
“We are thrilled to partner with Comtech to integrate their
CYBRScore lab solution within our cybersecurity program,” said
Scott Overmyer, Assistant Executive Director, Academic STEM
Programs, Southern New Hampshire University. “We are
measuring real-time competency and gaining never-before-seen
insights to understand exactly where students need to improve
their cybersecurity skills.”
Thales advances secure defence cloud platforms
Defence forces all over the world are investing heavily in digital
transformation, particularly in the digitalization of their command
and control and battlefield communications systems. Cloud
services have enhanced millions of lives – in fact, every
magazine we prepare is created in the cloud – but commercial
solutions are not suitable for military applications, since they
typically require high levels of bandwidth which is not available
in the field. Additionally, cybersecurity must be more stringent
than ever to ensure mission critical data is kept secure.
In June, Thales made a major step forwards in this area with
the launch of the first comprehensive private cloud infrastructure
solution to improve the operational efficiency of the armed forces.
Its new Nexium Defence Cloud solution is designed specifically
for constrained environments, enabling deployed forces to
conduct missions in total autonomy. Cloud connectivity on the
battlefield promises to drive a technological revolution for armed
forces and engender a growth in demand for new capabilities to
gather, share and process large volumes of data in real time.
As threat environments evolve, armed forces units will be able
to respond immediately, and sometimes simultaneously, to any
situation that may arise in future conflicts.
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With its Nexium Defence Cloud and related connectivity
solutions, Thales proposes a complete solution including secure,
end-to-end hosting of data and applications. Users ranging from
commanders in the home country to units deployed in theatres
of operation can access data in complete privacy in a dedicated
environment that takes full benefit of Thales’s cybersecurity
expertise. Nexium Defence Cloud is a modular solution with an
extensive range of configurations available to accommodate the
requirements of very high-capacity, readily expandable
infrastructure networks for bases all the way down to an all-inone box that transforms a Forward Operating Bases into new
cloud nodes in a matter of hours. This ability to interconnect
systems and devices quickly and easily within ad-hoc command
structures and organisations boosts mission effectiveness with
no trade-off in security. Equipment and applications can be
deployed, configured and updated remotely so that the armed
forces can focus on their core missions.
“Thales is bringing to armed forces, its expertise in secure,
interoperable information and telecommunication systems,
combined with world-class capabilities in the key digital
technologies of connectivity and IoT, Big Data, artificial
intelligence and cybersecurity. With Nexium Defence Cloud,
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Thales is expanding the armed forces’ arsenal with a new digital
power that allows them to make decisions quickly and efficiently
in real time at each decisive moment,” said Marc Darmon, Thales
Executive Vice President, Secure Communications and
Information Systems.
Following the launch of Nexium Defence Cloud, Thales has
become Microsoft’s preferred partner in the development of a
cloud technology for ‘demanding’ customers. The two groups
will become the first to offer a complementary solution adapted
to the differing needs of armed forces from national command
centres down to individual theatres of operations, with no
compromise on security.
To accomplish this, Microsoft Azure Stack, which is delivered
as an integrated system, will be used as the baseline system,
into which Thales will integrate its connectivity and end-to-end
cybersecurity and encryption solutions. This will handle the most
sensitive data, while keeping it hosted at defence headquarters
or deployed in the field. The resulting system will couple the
cloud computing power and functionalities of Azure Stack with
Thales’s resilient and robust cybersecurity functionalities,
necessary to guarantee the security of all data deemed sensitive
and classified by armed forces while reinforcing interoperability
and operational excellence.
The solution will provide armed forces with a flexible cloud
application platform which exceeds the basic functionalities of
data storage and management. Secured defence clouds do not
currently possess this functionality. In future developments,
Azure Stack augmented with the Guavus Reflex analytics
platform could give users the ability to analyse big amount of
data in real-time for intelligence gathering, to use military Internet
of Things (IoT) applications involving various types of sensors
on the field or even to exchange data with mobile applications
for augmented soldiers.
The unique environment the cloud platform will operate in,
including theatres of operations and bases in remote locations,
will require the platform to be configured differently to a

commercial system. Indeed, each integrated system will require
a level of autonomy, and be capable of working offline in case
of a connection loss due to conditions on the ground. It will also
require systems to be portable and be ruggedized and hardened
to ensure resilience when deployed in theatre. Accordingly,
configuration will be managed by Thales.
“We are thrilled to announce our unique partnership with
Thales to accelerate digital transformation in the defense sector.
Our solution, Microsoft Azure Stack will help armed forces in
the analysis of huge volumes of sensitive data in order to make
break through developments. Together with Thales, we will be
able to provide a flexible cloud platform with an unequalled level
of security that will help overcome challenges within the defense
industry,” said Jean-Philippe Courtois, Executive Vice President
and President, Microsoft Global Sales, Marketing and
Operations, Microsoft.
ESA pushes ahead with quantum communications
We’ve heard a lot in recent years about satellite-enabled
quantum communications, particularly from China. According
to the theory, quantum communications will enable secure,
reliable, ‘hack-proof ’ communications to governments,
companies and defence groups across the globe.
In August 2016, QUESS, a ‘hack-proof’ communications
satellite was launched into orbit to enable China to provide highlevel communications security support to islands in the South
China Sea, Chinese embassies and consulates in foreign
countries. QUESS became operational in January 2017, and it
was reported that the satellite had successfully beamed photons
between itself and two ground stations and demonstrated that
the particles could remain in a linked quantum state even at a
distance of 1,200km. Scientists believe that after establishing
reliable communications links using the technique, it will be
possible to create ‘super secure’ quantum-enabled
communications networks by adding more satellites. Follow-up
experiments are expected to last five years, with a new satellite
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placed into a higher orbit of 20,000km above Earth.
Today, other organisations and entities are getting in on the
action. In May, it was reported that the European Space Agency
(ESA) and an SES-led consortium are developing a system that
will allow the generation of encryption keys from space, as well
as their secure transmission to users on Earth via laser.
Under the agreement with ESA, the SES-led consortium of
industry partners will establish a Quantum Cryptography
Telecommunication System (QUARTZ), a new platform aimed
at providing a global service for next-generation encryption keys
for use in geographically dispersed networks. Possible
applications will address the needs of users such as
telecommunication operators, financial organisations,
infrastructure providers, institutions and, most notably, potentially
governmental organisations.
In the framework of the QUARTZ project, SES will define,
design and develop a satellite-based Quantum Key Distribution
(QKD) system and service architecture, which includes the future
service and the core technologies up to ground end-to-end
testing. Other members of the consortium will provide specific
technological contributions and expertise for various elements
of the system and will include companies and research
organisations from ESA member states.
Thanks to its reach and unlimited coverage, satellite can be
a key element in achieving a reliable, globally available
cybersecurity system. According to reports, the QUARTZ project
is an important step towards an innovative, robust, scalable and
commercially viable satellite-based QKD service. It will enable
the generation of encryption keys by secure laser links from
satellite to users on the ground via a laser terminal for optical
communication, as well as photon transmission for the quantum
keys.
QUARTZ is a project developed under the umbrella of ESA’s
new ARTES / ScyLight programme called SeCure and Laser
communication Technology, in a dedicated Programme Line for
Quantum Technologies. ScyLight was created by the ESA as a
dedicated programme to foster and support the development
and deployment of innovative optical technologies for satellite
communication as well as to assist industry in developing new
market opportunities for optical communication technologies.
“QUARTZ is an excellent example of combining the scientific
communities’ research work and private industry’s requirements
with the support of ESA’s ScyLight programme to develop future
applications,” said Magali Vaissiere, ESA Director of
Telecommunications and Integrated Applications.
Nicole Robinson, SVP Global Government at SES Networks,
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said, “Quantum cryptography and satellite-enabled key
distribution technology are powerful tools in providing safe and
intrusion-resistant data exchange, and can complement SES
Networks’ offerings in the context of secure satellite
communications.”
Looking to the future
Cybersecurity is going nowhere; it’s importance will continue to
grow as we come to live in an increasingly digital era. For
governments and defence forces, it’s vital that cyber attacks be
averted as often as possible for the safe-keeping of nations.
Public private partnerships (PPPs) are gaining a greater hold in
this area as massive organisations seek out expertise and
funding from a variety of directions, and enhanced cooperation
can only help advance technologies. No doubt, we’ll be seeing
a growing number of systems and solutions designed to protect
GMC
data going forwards.
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