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Kratos integrated RF sensor and antenna sites used to support the US Joint Functional Component Command for Space

Threats drive military space: Partnering on
innovations drive solutions
The days of single-satellite solutions are fading fast, as constellations become the future, both in the commercial
sector, as well as the government and military sphere. Similarly, the cloud is reaching dizzying new heights in its use,
as private sector and military personnel begin to recognize the wealth of enhanced capabilities it offers. John Monahan,
President of Kratos-RT Logic, outlines how military space is changing in line with today’s technological advances.

The most strategic position in conflict is the high ground.
And space is the ultimate high ground, providing the US military
and its allies tremendous operational advantages that are critical
to fighting wars. But satellites that were once safe deep in space
grow more vulnerable as adversaries display both the intent
and wherewithal to compromise and cripple space capabilities
in their efforts to challenge our strategic advantage.
These vulnerabilities are driving change in military space
and countering them requires more resilience, agility, and speed
in order to predict, pre-empt, and prevent the growing range of
threats. Some efforts extend beyond space, for example,
requiring the military’s shift to multi-domain operations to better
integrate air, space, ground, sea and cyber operations.
Other initiatives are coinciding with a wave of innovation
occurring throughout the commercial satellite industry. And the
US Department of Defense (DoD) fortunately is showing greater
willingness to leverage these commercial capabilities to improve
situational awareness and the defense of its space capabilities.
Let’s take a look at some of these capabilities.
Herds of satellites
Contending with the reality of future attacks, the strategy of
investing in more agile, resilient satellite capabilities is being
bolstered by new space. Newly-planned LEO and MEO
constellations (by OneWeb, SpaceX, O3B and others), are
radically changing the economics, lowering the cost of satellites
an order of magnitude that makes the concept of resilience
through numbers and basic protection capabilities viable.
Supplementing a few critical, exquisite and expensive satellites,
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obvious targets, with larger numbers of cheaper, yet agile
satellites creates a more defensible space. As adversaries
become more sophisticated, they’ll need to reconsider their
ability to disrupt this more diversified space architecture. Just
as antelope are preyed upon yet the herd remains intact, a few
lost satellites should not compromise more distributed and
layered capabilities, justifying steps toward resiliency.
Improved space situational awareness and battle
management
Even so, the best defense, whether for a herd of animals or
space program, is the awareness to anticipate, pre-empt or avoid
threats. Where programs like AWACS (Airborne Warning and
Control System) and JSTARS (Joint Surveillance Target Attack
Radar System) provide situational awareness and command
and control (C2) for the air and ground domains, the ability to
see and understand threats in space and direct space forces is
in formative stages. And today’s contested and congested
environment differs vastly from days past of a few geostationary
satellites.
A major step in this direction is the National Space Defense
Center, which is bringing together the US DoD, the intelligence
community and the commercial sector. This fusion hub at
Schriever Air Force Base is focused on integrating new
approaches for Space Situational Awareness (SSA) and unifying
plans and efforts for directing space forces. This collaboration
demonstrates the Pentagon’s growing interest in leveraging
commercial sector data and services to gain an integrated view
of an environment with thousands of space assets and objects
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in various orbits. Kratos is one of a number of companies bringing
its unique, commercially sourced, RF SSA data into the National
Space Defense Center to aid in getting the upper hand in the
SSA battle.
But just as antivirus defenses require updated signatures
for effective scanning, attaining near real-time awareness of
the space domain depends on machine speed data collection
and analysis: Sensors and platforms talking machine-tomachine, with advanced algorithms and Artificial Intelligence
(AI) quickly uncovering attack patterns. These provide the basis
for early warning detection to improve our chances to react and
respond accordingly. Predictive and preventive efforts could then
avert collisions through automated satellite maneuvers or by
deploying waveforms to deny adversarial interference.
These efforts also depend on resilient and interoperable
systems on the ground, unlike the stove-piped, dedicated
programs of the past which were neither sufficiently hardened
nor designed to facilitate data sharing. To that end, Gen. John
Hyten, former Commander of Air Force Space Command,
outlined the ‘Space Enterprise Vision,’ an effort to evolve the
current space, ground, and launch architecture into one that
will be radically more resilient and agile, while also bringing
benefits of reduced time and cost to acquire. At the foundation
of this new Space Warfighting Construct, he envisioned satellite
ground systems evolving into an Enterprise Ground Service.
This would conceivably replace racks of custom hardware with
software-based, virtualized architectures. Teleports, modems
and other (TT&C) components could be quickly updated,
refreshed and tactically deployed, delivering speed and
resilience in the face of evolving cyber and other threats.
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From ground to cloud
This shift would also lay the groundwork for leveraging the cloud,
where there’s been an explosion of interest as of late to realize
the benefits of secure cloud services. Not only could modems
be hosted in the cloud, but it would also facilitate the Internet of
Things of space. Data from sensors, applications and equipment
could be collected, stored, and analyzed across the space
enterprise at machine speed, providing incredible insights on
threats unavailable through standalone systems.
Combined with technologies like digital IF, which digitally
routes RF signals over unlimited distance just like IP traffic, these
evolved architectures would offer further flexibility in concepts
of operations.
For example, the ability to decouple antennas from signal
processing, would allow site diversity of ground operations and
the placement of assets out of harm’s way.
But just as the iPhone and its apps and communications
are useless without the underlying systems, this presumes
significant change from today’s current infrastructure.
The assured, responsive network
Satellites are indispensable for nearly all military missions. Yet
ensuring faultless, uninterrupted delivery of services flowing
through complex grids of satellite, IP and terrestrial networks is
a far greater challenge today. There are huge advantages to
managing data and communications services end-to-end, with
the satellite treated as another node in the network, not a
separately siloed service. Defense organizations require network
management that ties together strings of networks, from service
management and service assurance all the way through to signal
protection.
DISA (the Defense Information Systems Agency) is using
NeuralStar, a network management platform to monitor and
protect its information systems backbone. This system
consolidates RF, IP and circuit networks for end-to-end visibility,
so that if a network or satellite service is degraded, it can rapidly
and seamlessly switch to an unaffected segment. Whereas
traditional troubleshooting and re-provisioning could take days
or weeks, network intelligence and automation streamlines the
shift between military and commercial assets in seconds to
minutes.
Speed of acquisition
Large acquisition programs have a history of long and plodding
delays. Without change, the US will struggle to keep apace of
adversaries who are turning over tactics, techniques, and
capabilities more quickly. While there are no immediate shortterm answers to systemic acquisition challenges, the move to
faster design and field capabilities is getting a boost from the
military’s collaboration with commercial innovators in Silicon
Valley and other quarters. These include the US Air Force’s
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Rapid Capabilities Office, with its rapid prototyping capability
for critical Air Force needs, and the Other Transaction Authority,
which is encouraging (non-traditional) commercial technology
contractors to participate by removing the typical encumbrances
of doing business with the government. In the short term, these
non-traditional means will help, but in parallel, the cultural
challenges and need to be more risk tolerant must be addressed
to fix the space acquisition system as a whole.
Managed services
Another approach to gaining expedited access to advanced
satellite capabilities is through managed services compared to
the lengthier and more, costly process of owning, and operating
infrastructure. To monitor and protect all of the commercial
satellite bandwidth for its worldwide combatant commands, the
US Joint Functional Component Command for Space contracted

with a commercial partner. Relying on Kratos, which operates a
global infrastructure of 60+ RF sensor and antenna sites, the
military gains advanced satellite monitoring and SSA at reduced
costs, avoiding systems obsolescence, and freeing its personnel
for other mission-critical activities.
In fact, the migration to managed service has set in motion
the DoD’s Wideband Analysis of Alternatives. This study will
determine the best mix of military and commercial satcom to
support resilience in a future contested environment.
While the military is facing an era of new threats, adversaries,
and challenges, it does so at time when innovation is sparking
new capabilities, cost structures, and efficiencies. And most
important, these technologies and techniques directly support
more resilient, agile and secure space operations. There is a
path ahead, and the partnership between the military and
GMC
commercial sector will ensure we succeed together.

Monitoring today’s more congested and contested space environment
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