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Protection of mission critical C5ISR
equipment is vital within electronic
warfare

of defense systems - just shows the havoc a critical network
failure could wreak on a vulnerable grid.

In an era where electronic warfare continues to grow,
military groups must be able to access technology superior
to their adversaries in order to maintain effective homeland
security. Mission critical C5ISR equipment must remain
secure and operational so that communication systems
remain open so that our military forces can properly protect
home interests.
Mike Teri, Market Manager Defense, HUBER+SUHNER

The electromagnetic spectrum (EMS) has long been
considered as a tactical warfare domain alongside land, air,
sea and space. EMS superiority, known to most as ‘spectrum
dominance,’ is a key strategic priority in nearly all defense
budgets of developed nations in the modern era. As the world’s
militaries increasingly rely upon seamless electronic
communication systems for multi-domain battlefield readiness,
protecting these mission critical networks from disruption and
catastrophic failure becomes paramount.
Conversely, the ability to utilize electronic warfare (EW)
tactics to incapacitate or destroy enemy offensive engagements
and Command, Control, Communications, Computers, Combat
Systems, Intelligence, Surveillance and Reconnaissance
(C5ISR) activities is critical to military preparation in the 21st
century.
The pervasiveness of the usage of the EMS in the everyday
lives of developed nations – the control of electronic grids and
infrastructure, the flow and security of data and the autonomy
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The importance of protection
The concept of the electromagnetic pulse (EMP) as a
weaponized phenomenon first came about after the famous
Starfish Prime test in 1962. The detonation of a 1.4 megaton
nuclear warhead, roughly 240 miles above the Pacific, resulted
in catastrophic damage to electrical infrastructure nearly 1,000
miles away. It was then recognized that a high-altitude
electromagnetic pulse (HEMP) could undermine the military and
civil infrastructure of an entire region, causing a communications
blackout without a single casualty.
Protection of defense equipment became big business by
the mid-1970s. This was the time that top secret experiments
with high altitude nuclear explosions of the 1950s were revealed
to the public. As a result, HUBER+SUHNER was entrusted with
the task to develop and supply EMP protection components for
immediate integration into Swiss defense and civil
communications networks.
Since then, HUBER+SUHNER has established and
expanded its specialization and subject matter expertise for this
technology segment, which is suppor ted by in-house
performance verification capabilities for the nuclear
electromagnetic pulse (NEMP) test pulse of 5/200ns. Protection
needs have increased substantially over the decades, with
electronics graduating from resistant electronic tubes to much
more effective and therefore, sensitive solid-state integrated
circuits.
In addition, the introduction of sophisticated special electronic
warfare attack systems known as E-Bombs, has increased the
threat to communications. Producing similar EMPs to NEMP, EBombs are used as tools for electronic and information warfare
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to target key information infrastructures. Due to their classified
use, there is little information on the true risk they pose, therefore
nations should look at adopting even more advanced protection
measures to evade these ever-emerging threats.
Significant counter measures needed
While there are various types of ‘soft’ EW tactics designed to
temporarily disrupt C5ISR networks such as missile guidance
systems, navigation systems and jamming equipment (antijamming), more focus should be put on the protection of mission

critical circuits from destructive EW measures.
Today, Fast Electromagnetic Pulses and High-Power
Microwave (HPM) are the most critical electromagnetic attack
mechanisms employed by militaries worldwide. The integration
of HPM, also known as Directed Energy Weapons (DEWs), has
been effective as counter-drone and anti-missile
countermeasures. High power microwave emitting devices are
designed to enter enemy targets through an antenna or sensor
aperture to disrupt, incapacitate, or destroy sensitive circuitry
GMC
and eliminate the threat.

www.globalmilitarycommunications.com | March/April 2020

April issue.pmd

19

19

08/04/2020, 17:03

