Q&A ETL Systems

The future of military and
commercial connectivity
Andrew Bond, Sales and Marketing
Director, ETL Systems

ETL Systems are a market leader in RF design and
manufacturing with a 35-year prestige. They have
played a role in determining how military satcoms
perform and continue to define innovation in the
industry. Andrew Bond, Sales and Marketing Director
told us about how the company views current
connectivity challenges, and what needs to be done to
overcome them.
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Question: In the past, ETL has prided itself on its “solutioneering”
approach, and capacity to satisfy “strict technical compliances”. Could
you break down that strategy for us?
Andrew Bond: ETL is an engineering-led company. Our 40-strong
engineering team has always been close to the customer and offers
bespoke RF product design to the satcom world.
It’s all about understanding changes and being able to tune our RF
distribution equipment, as different satellites and networks require Earth
stations to perform in different ways. There’s certainly no one-size-fitsall in the satellite industry.
For example, a satellite in the polar region is going to have a very
different type of signal to one that’s on the equator. In addition, a satellite
dish on a ship is going to require very different signal switching and signal
performance to a static ground station.
Whether the application is defence, oil and gas, telecoms, or teleports
anywhere in the world, using LEO, GEO or MEO constellations, handling
multiple frequencies, ETL’s engineers aim to provide a dependable
solution.

ETL’s purpose-built manufacturing headquarters in Herefordshire,
England
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technology in space, which has led to the ‘NewGround’
movement, as part of NewSpace. Do you agree the
ground segment has lagged? If so, why?
Andrew Bond: It certainly has lagged, but this is to be
expected as the ground infrastructure often responds to
developments in satellite technology.
Just as you cannot develop a new electric engine in
the automobile industry until battery technology has
moved forward, the ground infrastructure in the space
sector needs to be engineered in conjunction with
NewSpace technology in the sky. So, it’s a chicken and
egg situation, where the ground segment from antennas
to amplifiers ideally need to be designed in conjunction
with new satellite technology.
For example, ETL has already developed new matrices
specifically for LEO networks. We are working with some
of the major LEO operators to deliver the ground
infrastructure for these new and developing networks. The
reality is the evolution on the ground often follows that
which has taken place above it.

Havoc, the world’s first single-chassis 256 x 256 RF Switch
Matrix

Question: The gradual virtualization of our world has
become a landmark of our time. Could you recap how
RF has been digitizing in recent years and summarize that
movement’s current progress?
Andrew Bond: There is a major convergence of
technologies across terrestrial and satellite networks,
including fibre, Very High Throughput Satellites (V/HTS),
multi-orbit satellites, Wi-Fi, and 4G/5G which are all
contributing to a new comms ecosystem that will
contribute to the Internet of Everything Everywhere (IoEE).
There are many advances in NewSpace technology
including smart, software-defined satellites; HTS platforms;
higher frequencies; mesh network operations; and beam
shaping. On the ground, we have historically seen slower
progress in comparison to the current innovations in the
space, but certainly, major advances in RF over IP will help
deliver a new, digital ground system architecture.
By digitizing the signal, users will be able to physically
decouple antennas from modems. For example, a control
centre in London would be able to easily select between
antennas located on different continents.
Through a major partnership with the European Space
Agency, ETL Systems is creating a solution that will digitize
analogue bandwidths into IP. This will be launched as an
ETL product in 2022 and we’re also collaborating with
others in the industry as part of the Digital Intermediate
Frequency Interoperability (DIFI) Consortium.
Question: The ground segment of satellite networks has
sometimes been accused of being slower than the
12

Question: What will it take to bring the ground segment
up to speed with the orbital infrastructure being built
out above?
Andrew Bond: The likes of SpaceX launch about 30 or 40
satellites at a time and there are already hundreds flying
around. Part of the thinking of these big constellations is
that it’s cost-effective, even if some of these pico or
nanosatellites break or never go into service.
The trouble here is the mindset that the ground
segment will be as cheap as the satellites. For some of
the constellations, this is certainly not the case due to the
complexity of the satellite networks.
We are still waiting to see a fully operational
constellation with antennas that track the satellites as they
move across the sky and provide a good signal all of the
way across, in various geolocations. This is a challenge
engineers are working tirelessly on through a combination
of software and very fast-moving and good quality tracking
antennas.
The good news is that these can be small antennas
because the satellites are so much closer to Earth. This
means the signal strength is often much better than MEO
and GEO, however, there are still inevitably problems as
the satellites are always on the move.
The development of these parabolic and flat panel
antennas, capable of gathering an effective signal, will be
critical in moving the ground segment further. Various
industry players are working to move that technology
forward and we’re monitoring developments so that we
can adapt and design ground equipment that will be able
to handle these signals effectively.
Question: With more ubiquitous and higher-throughput
connections requiring better networks for troop welfare,
besides conversations of defence entities considering
‘plain-sight’ data via commercial networks, how much
space does ETL see for commercial developers serving
defence interests?
Andrew Bond: It’s challenging to answer this question
because every government often has different guidelines
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as to how and what is allowed on commercial and defence
satellites.
Let’s take the example of a country that might have a
foreign contingent abroad but might not have its own
satellite constellation. It’s either going to rent satellite
bandwidth from another country and – therefore it will put
all its signals through an existing government network –
or it could rent from a commercial operator.
We are aware of a number of companies who sell
bandwidth on commercial networks for government
applications, simply encrypting and decrypting the signal
at each end. If you are a UN peacekeeper on the ground
and you want to call home, it doesn’t make a lot of sense
to use a military network, but rather a cheaper commercial
option.
Of course, all providers are striving to deliver great
satellite signals for as low cost as possible which,
depending on the context, is likely to drive some usage by
defence entities. This is especially the case for smaller
countries, but is less likely for bigger nations, as
they will have existing networks and bandwidth
in place, waiting to be used.

Question: What can we expect from ETL in the next five
years?
Andrew Bond: We’re going to see much bigger
bandwidths as the world becomes even more data-hungry
than it is now. As a result, all of us at ETL are aware of the
move into new higher frequencies, such as Q and V bands,
that will allow this growth.
These high frequencies offer the bandwidth required
to meet and even exceed the next decade’s demands.
With the industry left with little choice, now is the time to
invest in the development of these new bands. However,
the technical challenges are not at all trivial and should
not be underestimated.
Meanwhile, we’ll continue our mission to help digitize
the RF space, which will, over time, see a step-change in
how satellite networks are designed on the ground.
Finally, rest assured that the ETL Systems team is full
of experienced hardware and software engineers who will
respond to whatever the future throws at us.

Question: Both in defence, but increasingly
elsewhere, customers have put more urgent
priority into cybersecurity when considering
their technologies, given its sharp growth
besides various major hacking incidents. How
does ETL approach that rising demand?
Andrew Bond: In a world where we continue to
be more connected, satellites certainly continue
to play a vital role in supporting defence. As
remote operations become the norm, the RF
ecosystem needs to grow both in size and in
complexity, therefore the security of these
communications is paramount.
While RF distribution devices in themselves
probably would not be the first-choice target for
hacking versus modems, for example, in the
current climate, anything that touches the
network still must be doubly secure.
So, at ETL, we’ve enhanced our products with
up-to-date security features, such as HTTPS
(Hypertext Transfer Protocol Secure) and SNMPv3
(Simple Network Management Protocol Version
3) protocols for this reason, which will benefit both
commercial and government applications.
In the simplest terms, HTTPS is used for
secure online communication and works by
encrypting data in transit, safeguarding against
eavesdropping and tampering. SNMPv3 is an
interoperable, standards-based protocol used for
authorization and access control.
Recently released ETL products also carry
additional features such as the option to disable
unused protocols, password complexity
enforcement, and a restriction on the number of
login attempts.
Of course, as RF signals are digitized and move
into the cloud, as discussed earlier in this
interview, security becomes a broader topic.
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