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Advancing electronic
warfare solutions
Chemring Technology Solutions develops electronic warfare, signals
intelligence, EOD, counter IED, tactical communications and cyber security
technologies. Its leading-edge capabilities are supplied to Defence forces
globally, to mitigate current and emerging threats. Rob Hall, Head of Product
Strategy at Chemring Technology Solutions, discusses military
communications, Electronic Warfare and more.

Rob Hall, Head of Product Strategy
at Chemring Technology Solutions

Chemring Technology Solutions is a
global provider of advanced Electronic
Warfare (EW), Explosive Ordnance
Disposal (EOD), and Communication
Information Systems (CIS) products that
deliver leading edge technology to
mitigate current and emerging threats.
Trusted by armed forces, governments,
and national security customers
worldwide its understanding of operational
requirements allows it to deliver products
able to meet today’s asymmetric threat
environments. Chemring products are
relied upon by the best equipped armed
forces in the world, including the UK MoD
and NATO allies.

Question: Can you give us an overview of the types of services and solutions
Chemring Technology Solutions (CTS) provides to the military and
government markets?
Rob Hall: We are a global provider of advanced Electronic Warfare (EW), Explosive
Ordnance Disposal (EOD), and Communication Information Systems (CIS). We
work with armed forces worldwide, delivering off the shelf and custom solutions.
Question: What are the latest trends and challenges you’ve observed in
your market, and how is CTS responding to these?
Rob Hall: There will always be a continuous evolution of the threat faced by
armed forces. This changes the nature of the task to be performed and the method
to deliver the required effect. We see this across EOD where new ways of keeping
soldiers out of harm’s way are being sought.
In the EW arena there is an increasing sophistication of adversaries’
communication equipment, a denser signal environment and an increase in
jamming. CTS runs regular discussions with our customers to present our view
of the future, capture their challenges and feed these into our product roadmaps.
These also take account of the continuous drive to achieve more for less: Both in
terms of expenditure on equipment and the personnel to deliver the effect.
Question: Electronic warfare is becoming ever-more advanced. What can
you tell us about the environment today, and how defence forces can prepare
themselves?
Rob Hall: The EW environment of today is one in transition. Both the adversaries’
communication systems and the operational environment are becoming more
complex. Where once the target in a border-patrol mission was an analogue
Push-To-Talk radio, now it is often an encrypted Digital Mobile Radio. Also, an
increasing number of operations take place in urban environments, where the
density of signals is high and multipath is a challenge. These are the technical
issues we’re seeing. Aligned to this is the challenge in procurement timescales
and the pressure on budgets.
Defence forces have been evaluating these futures and these challenges in
order to develop their forecasts and doctrine. These form the basis for the definition
of what effects will need to be delivered in the future and what capabilities will be
needed to achieve these.
To provide a continuous capability advantage, the EW system of the future
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must be able to operate in a complex, multi-domain, crossorganisation and multi-national environment, which joins EW
and cyber effects in a unified capability. All of this must be
achieved against the requirement for value for money, system
scalability and continuity of user experience.
These requirements are supported by the open interfaces
and standards in the EW environment. When defence forces
adopt these, it allows them to purchase equipment to meet the
current need and to add in further capabilities from the same or
other vendors when responding to new threats. This allows a
best-of-breed approach and also start-small, be responsive,
‘spiral’ procurement.
This model will also drive the increase in availability of
interoperable EW systems from vendors, making them more
modular and scalable.
In addition, as seen in recent conflicts, further challenge is
coming from increasingly-capable Electronic Attack (EA)
approaches deployed against military and civilian systems and
personnel.
This equipment enables an adversary to deny parts of the
electromagnetic spectrum (EMS) or manipulate the
communications carried. They could also use local electronic
devices, acting as ‘EW landmines’ that transmit spurious data
to deceive and swamp an enemy’s EW system with false signals.
Likewise, an adversary can simply re-transmit EMS traffic from
the last few days, just to increase the EW processing burden.
To combat the increasingly congested EMS, the EW system
of the future will have to be more selective, in order to deliver
precision Direction Finding (DF) in urban environments, whilst
also being resilient to jamming, deception and flooding. To cope
effectively with the network ‘noise’ generated by both benign
civilian and military tactical communications, it will also need to
be capable of processing vast amounts of data for real time
analysis.
This data will be coming from multiple platforms, such as
UAVs, UGVs, and unmanned sensors, so the future EW solution
will be integrating many sources - contributing more effectively
to tactical and on the ground support. Thus, selecting and
standardising on a single software /middleware tool to integrate
and present these disparate sources will simplify the situational
awareness through visualisation into one common picture.
The increased use of smart phones and peer-to-peer
technologies also necessitates a capability to deal with voice
and data communication applications over cellular and WiFi
networks. Future EW systems may also need to act as a cell
tower, so that local civilian networks can be switched off.
Question: September 2017 saw CTS launch a major
capability upgrade of its RESOLVE electronic warfare
system. What can you tell us about the system and the latest
improvements?
Rob Hall: Our original development of RESOLVE was a real
step-change, as no other EW system provided such a high level
of direction-finding capability for mounted and dismounted
missions. RESOLVE is a wideband EW sensor, with a single
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node providing direction finding and signal exploitation. Multiple
nodes or a single, moving node will provide a position fix to
accurately locate the transmitter.
The capability upgrade last September automated the target
geo-location function for single-node, mounted operations. One
moving node can automatically geo-locate a transmitter. It also
delivered additional, ground-breaking intelligence development
tools via the built-in user interface.
Modern warfighting demands flexibility from assets to give
the best options in any situation. The latest RESOLVE system
therefore allows the system to be ‘clipped onto’ any available
mobile platform, with no requirement for calibration. This is the
world’s first system to be able go from on-the-march to vehiclemounted instantly.
Question: Back in November 2017, the Spanish Guardia Civil
chose CTS’s Perception Cyber Security system to protect
its critical network assets. What’s your assessment of the
cyber threat faced by governments and militaries today?
Rob Hall: Critical network assets need protection from
increasingly sophisticated cyber-attacks, as well as the ability
to identify malicious insiders or other vulnerabilities within the
network. The growing complexity of network security is becoming
difficult for organisations to manage, leading to mistakes or gaps
for attackers to exploit.
Based on declassified work for national security agencies,
Perception has been proven to take the fight against cybercrime
to a new level. With its deep learning capability and the ability to
adapt based on changing network behaviours, Perception
enables organisations to identify future advanced threats as they
emerge.
Perception fills the gaps in the cyber defences of
organisations, as it is able to identify malicious activity without
requiring prior knowledge of the threat, as well as alerting the
user to potential vulnerabilities so they can be resolved before
an attacker exploits them. This makes it more difficult for malware
to evade detection and easier for analysts to proactively detect
network vulnerabilities and user error.
As well as detecting threats and vulnerabilities as they
happen, Perception uses artificial intelligence (AI) to intelligently
interlink network events across months, weeks, and minutes,
enabling large-volume data pattern analysis. This significantly
improves ‘low and slow’ threat detection capabilities, in addition
to providing a low false alarm rate. Perception also detects the
slow, unauthorised external extraction of information from the
network, even when sophisticated obfuscation techniques are
used.
Question: In June, CTS launched VIPER, the world’s first
electronic warfare manpack geofencing capability. Can you
tell us more about the product, and what benefits it delivers
compared with alternative products?
Rob Hall: VIPER is another market-first for us as it delivers a
level of EW capability usually associated with larger systems. It
was deployed at both this year’s CyberQuest experiment and
Exercise Lightning Forge in the US, proving operational value
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in a live environment. Developed by EW operators for EW
operators, we believe that we have created the most capable
and user-friendly EW manpack system, offering the next step
to counter current and evolving threats.
A major software upgrade to our RESOLVE EW manpack
system, VIPER uses geofencing technology to automate signal
handling and reduce the cognitive burden. Operators can select
the geographic area of interest and be provided with pinpoint
accuracy within it. With this reduced collection of unwanted
signals also comes a reduced requirement to communicate this
information across the network – reducing the requirement for
bandwidth.
The drive behind VIPER was the removal of issues related
to complex RF-data presentation and laborious information
access. VIPER moves away from EW as a system that feeds
the operator an enormous volume of information. It automates
processing as much as possible - so that only the information
pertinent to their mission is displayed. VIPER’s mapping
representation enables the operator to see all relevant target
activity, in real-time, helping them to quickly identify a precise
target fix.
Highly targeted pre-mission planning and real-time mission
adaptation is made possible via VIPER’s path profile tools. Premission, VIPER processes terrain height against relative radio
frequency (RF) to pinpoint the optimum locations for EW data
collection nodes. During a mission, automated database analysis
quickly delivers operators relevant target insight via a userfriendly interface, enabling commanders and operators to
respond faster to the evolving battlefield situation. Post mission,
VIPER gives rapid access to the exact data sought.
Question: It’s been a very busy year so far for CTS – What
are your expectations from the next twelve months?
Rob Hall: We see our role as supporting our customers in doing
the job that they need to do. So, we’ll continue to work with
them to provide their current and future solutions. Across our
portfolio, demand remains high. We are seeing particular
increases in our Perimeter Security, Cyber Security, Wire
Detection and High Frequency Direction Finding solutions.
We understand how high-pressure situations make
operations more challenging. This guides our focus on increasing
safety, simplicity and reliability when dealing with energetic
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materials. This is visible in our, recently launched, LoRIS longrange wireless initiation system. It uses a simple picture-based
interface, a removable safety key and high energy output to
initiate low sensitivity detonators. Interest in LoRIS is high and
customers are lined up to evaluate it.
The next twelve months will see our customers maintaining
or increasing levels of operation globally. We’ll be continuously
developing our products to enable them to detect and disrupt
GMC
effectively, to achieve their outcomes.
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