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1.
EXECUTIVE SUMMARY
Satellites and wireless Communications will continue playing a vital role in the oil and gas industry
due to the fact that field exploration and production facilities operate in harsh environments: very
hot deserts, cold fields and open seas and oceans. They are located hundreds of miles from their
centralized offices in unpopulated areas, and basic requirements such as reliable terrestrial
commutations cannot be granted. Harsh conditions and remote locations make a reliable
communication system more essential to monitor the onshore and offshore facilities like drilling
rigs, seismic operations and well heads for real time data monitoring and operations. VSAT (Very
Small Aperture Terminal) which is operating at Geostationary Earth Orbit (GEO) satellites is
therefore a vital element to support the daily operations and provides means of communication
with their centralized operation centers. VSAT communication networks have proven the
reliability to support the oil and gas operations by providing broadband data, voice and video
applications. VSAT systems have enabled the drilling and seismic operations to introduce new
applications like geosteering real-time applications that couldn't be achieved in the past using
terrestrial communication. Low Earth Orbit (LEO) satellites and new terrestrial high speed
networks and technologies have been recently introduced into the Oil and Gas industry as well to
provide high speed internet services and complement the VSAT networks at some circumstances
situations. This paper highlights the features and benefits of satellite systems and technologies
serving remote onshore and offshore oil and gas operations. The paper also discusses the
applications of the GEO VSAT networks as well as its physical redundancy and security
protections required to ensure business continuity during any failures that could happen on space
and ground satellite segments. It also highlights some new systems being introduced and
established at LEO satellites and other terrestrial and none terrestrial high broadband networks.
2.
INTRODUCTION
Strong global demand for oil and gas services and operations will continue to increase for years.
Today, there are thousands of drilling rigs and seismic explorations operating worldwide. The oil
and gas operations shown in Figure 1 are mainly onshore and offshore drilling rigs, seismic
exploration, ships and oil tankers, refineries, bulk plants, air fueling and well heads. They are
mostly installed and operated in remote and challenging environments like deep deserts and oceans
and are also located far away from their headquarters. Reliable communication systems between
these remote operations and their headquarters are needed to get access to different terrestrial
communication networks and applications to perform real-time data applications, perform daily
operations and activities and increase the safety measures of personnel and assets.
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Figure 1 – Different types of oil and gas operations
There are several communication options and alternatives to connect the remote oil and gas
operations to their headquarters. The first option is to use radio or microwave systems as shown in
Figure 2 to connect remote drilling rigs, for example, to their headquarters located hundreds of
miles away. The radio link requires Line Of Sight (LOS) between the transmitter site and the
receiver site. The range of the line of sight depends on several parameters related to the
environment and the technical specifications of the radio equipment. Typical range is between 26
– 65 km. Beyond this range, the earth curvature blocks the transmitter from the receiver. Therefore,
a repeater is installed in between to extend the signal to the far end that connects the remote site to
the control center.
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Figure 2 – Radio System connecting the remote site to its control center
But as the distance between the remote site and the control center increases, the number of
repeaters increase as well and installing these repeaters is costly and time-consuming.
Another possible option to connect a remote site to its headquarters is installing fiber cables as
shown in Figure 3. This option requires long cables which makes it a very expensive solution.
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Figure 3 – Fiber cable system connecting the remote site to its control center
A third option is to use a satellite two-way broadband VSAT system as shown in Figure 4 by
installing a VSAT terminal at the drilling rig and another terminal at the headquarters thus
communication can be established between the two sites. This approach is a recommended solution
because it is a cost-effective and fast-deployed system. Another benefit it is independent from the
environment and terrestrial communication networks.
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Figure 4 - Two-way satellite system connecting the remote site to its control center
These days, VSAT networks are playing a major role in the oil and gas industry, proving to be a
cost-effective solution to operations. There are different types of VSAT equipment installed at oil
and gas operations to be connected to a centralized gateway that is interfaced to the headquarters
for different communications services, as shown in Figure 5, and a satellite transponder that links
the remote sites to the gateway and simultaneous bidirectional communication services is
established.

Page 6 of 20
Saudi Aramco: Company General Use

Figure-5- VSAT network serving remote Oil and Gas Operations
In the past, some of oil and gas organizations used a satellite system called International Maritime
Satellite System (INMARSAT) to serve the onshore and offshore drilling rigs. The main services
that these Inmarsat satellite terminals used to provide were the telephone services and very low
data speeds (9.6 kb/s – 64 kb/s). The Inmarsat system was the only available satellite-based system
at that time and it achieved the communications objective and requirement to serve the company’s
remote operations. As the demand for high data speeds increased, the demand for new satellite
technologies increased as well. Therefore, new satellite technologies and systems were introduced
to serve the remote operations with different communication services.
3. VSAT NETWORKS SETUP
Currently, most VSAT Networks are installed and operated into a redundant system setup. They
consist of fully redundant gateways and several VSAT terminals to support oil and gas operations,
such as drilling rigs, seismic operations and marine as shown in Figure 6. Each gateway is designed
to support half the terminal populations in normal operation and the full terminal populations if
one of the gateways fail. Each gateway is designed to support multiple forward links of high speed
based and return links with multiple MF TDMA carriers of 2 Mb/s each. There are three different
types of terminal:
1- Auto Acquisition VSAT Terminal (Figure 7)
2- Stabilized VSAT Terminal (Figure 8)
3- Fixed VSAT Terminal (Figure 9)
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Figure 6 – Typical VSAT Network

Figure 7 - Auto-Acquisition terminals where quick auto-pointing and setup is required
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Figure 8 – Stabilized terminals for operation on moving platforms like marine ships and barges

Figure 9 – VSAT Fixed Terminal
4. APPLICATIONS OVER VSAT NETWORKS TO OIL AND GAS INDUSTRY
4.1 Realtime Drilling Rigs Geosteering Hub
VSAT communications is enabling the Drilling and Workover Operations to receive real-time data
from the horizontal drilling rigs and performing geosteering applications to efficiently optimize
the drilling activities. At the Geosteering Operation Center, as shown in Figures 10 and 11, teams
of geologists and engineers remotely monitor and guide drilling activities in real time, helping
ensure that every well is optimally situated. The team located at the Geosteering Hub analyses the
real-time data received from the remote drilling rig through 3D modeling techniques and they
identify the type of drilled areas – whether hard or soft rocks - — and then instructions are sent to
the operational teams at the drilling rigs to shift the drill bits away from the hard or rough earth
sectors.
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Figure 10 – VSAT Geosteering Hub

Figure 11 – VSAT Geosteering Hub
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4.2Online 3D-Seismic Data Quality Check Application
VSAT communication is enabling exploration analysts to receive real-time data from the seismic
trucks, as shown in figures 12 and13, and perform online data quality checks to ensure the data is
clean and not distorted. In the past, before utilizing the VSAT technology, the collected data from
the seismic trucks were stored into an external hard drives to be sent to headquarters for data
analysis. This process used to take three days and the seismic crews were on standby at the area
waiting for data results.

Figure 12 – This schematic illustrates a typical seismic survey setup. The big truck is called a
vibrator truck and it generates vibrations that penetrate the underground layers. The reflections of
these waves are received by devices called geo-phones, which are connected to the recorder
truck.
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Figure 13 – Seismic Team is analyzing online seismic data received from remote seismic trucks
5. VSAT NETWORK TOPOLOGY
There are two types of VSAT network topologies, mesh topology and star topology, as shown in
Figure 14. Star topology is commonly used in VSAT networks to ensure the proper control and
security access measures of the remote VSAT terminals. This means that each remote terminal
must first communicate with the gateway to reach the other destination. Each of these gateways
are fully redundant to minimize the downtime or service interruption and increases the system
availability. Switching facilities permit the active gateway to feed traffic to/from the
communications network via terrestrial backbone routers and IP telephone switches. The necessary
communications among the gateways and remote facilities are carried on the organization’s
corporate networks.
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Figure 14 – Topology of the VSAT Network – Star Network
6. VSAT GATEWAYS GEOGRAPHICAL REDUNDANCY
The two redundant VSAT gateways are installed away from each other for physical diversity. In a
normal operation, a gateway carries the traffic of half of the terminal population. When a gateway
fails, the other gateway is reconfigured to support the full terminal population utilizing the gateway
failover mechanism to ensure the business continuity.
In addition to the RF and baseband equipment at each gateway, a Network Management System
(NMS) is required. Each gateway is equipped with a user-friendly, redundant NMS. The NMS
systems from each gateway is connected to a central NMS monitoring facility located at the control
center.
7. SATELLITE TRANSPONDERS REDUNDANCY — JAMMING PROTECTION
A VSAT network is leasing satellite transponders operating on an international satellite system
leased from local service providers, as shown in Figure 15. Each satellite transponder operates on
a different frequency band and is used by one gateway on a normal operation and used by the two
gateways during the failure of one transponder due to interference or jamming. Each satellite
transponder backs up the other one during a failure to ensure business continuity.
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Figure 15 – Typical VSAT Network Transponder Loading
Each of these satellite transponders operates with a different frequency band. Hence, jamming two
transponders at the same time is difficult to do. The VSAT terminals are distributed among these
two transponders using a fully redundant dedicated gateway for each. Each gateway, with its
dedicated transponder, has the sufficient capacity to accommodate all VSAT users. Hence, during
a link failure to one of these transponders, due to frequency jamming or gateway failure, all VSAT
users on this transponder can be transferred to the second transponder and gateway within 15
minutes.
To ensure data security, the satellite technology uses strong encryption techniques, since the signal
is broadcasted over a large area of land. Anyone can receive the satellite signal if they have a
VSAT receiver that operates at the designated frequency, but it will be very difficult to read the
data if it has a strong encryption. The VSAT network is using IPSEC and IPSEC VPN encryption
for all the terminals and gateways. IPSEC VPNs are used today on public and private networks
worldwide. Furthermore, the VSAT network is proprietary technology that requires having the
manufacturer operating system to be able to receive the encrypted data. Remote VSAT terminals
are reflected based on MAC and IP addresses.
The two VSAT gateways are currently protected via Firewalls, and IPS. Network Access Control
(NAC) at all VSAT remote terminals and McAfee virus protection.
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8. VSAT SYSTEM ENCRYPTION ALGORITHM TECHNIQUES
A VSAT network is using Advanced Encryption Standard. This encryption algorithm is a public
algorithm designed to protect sensitive government information and provides bidirectional site-tosite encryption techniques. This IPSec algorithm encrypts the users’ traffic – including voice and
data – with IPSec tunnel between the gateway IPSec router and each remote VSAT modem.
The types of the existing satellite standards based on Internet Protocol Security (IPSec) are used
for commercial satellite networks.
There are also military grade encryption techniques used by military satellite networks. These
types of algorithms provide more encryption techniques by using proprietary encryption codes
between the remote satellite terminals and the satellite gateways.
9. VSAT GATEWAYS HARDWARE/SOFTWARE PROTECTIONS
Firewall systems are installed in both VSAT gateways and are blocking all access to the gateway
components from both remote sites and the terrestrial central network. It is also blocking access
to the remote modems from the network. Only limited and specific workstations within the VSAT
Support Group are allowed to connect to some of the gateway components with specific protocol
and ports. The workstations have been assigned with static IP addresses to increase the access
security measures. Some other security systems and components are also installed at the two VSAT
gateways to ensure the security access and protections. Some of these systems and components
are:
▪

▪
▪

▪

Intrusion Prevention System (IPS): IPS is installed in both VSAT gateways to
monitor and protect the interface between the VSAT network and the corporate
network.
Local/RADIUS Authentication: all components have user authentication enabled.
Remote Terminals Firewall (upcoming): Firewall systems with Network Access
Control (NAC) capability were installed in all remote VSAT terminals to ensure
authorized connection to operation network.
Logs of VSAT equipment: There are existing logs of the VSAT equipment reflecting
the conditions of this equipment and these logs are monitored by the Security Operation
Center (SOC).

10. NEW COMING SATELLITE SYSTEMS AND WIRELESS TECHNOLOGIES
New satellite systems based on Low Earth Orbit (LEO), like OneWeb - NEOM JV company and
OQ company, have been recently introduced to LEO satellite systems and gateways to provide
high speed data services over LEO satellites to serve the remote oil and gas operations. HAPS and
terrestrial high broadband systems are also currently introduced to provide broadband services.
Some technical aspects and services of these new technologies are presented in the below sections.
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10.1 CONNECTING THE WORLD FROM THE SKIES- LOW EARTH ORBIT (LEO)
SATELLITE NETWORKS
Low Earth Orbit (LEO) satellites are the next disrupter in the broadband communications space.
A constellation of satellites is being launched close to the earth’s surface, to use satellite
technology to beam the internet to the most remote parts of the world. These days, satellite
communication providers, companies and governments are considering the Low Earth Orbit
(LEO) to provide high speed internet across the entire world including the poles and serving people
with high speed internet as well as low data to serve oil and gas operations like SCADA and
Machine to Machine connectivity with low speed services. Considering Investments these days on
LEO rather than GEO is somehow like moving from the analog to digital or from copper to fiber
technologies due to the technical and financial aspects behind LEO satellites. Low Earth orbit
(LEO) – Satellites are launched and located at altitude of 500–1,200 km above the earth equator.
The rotate around the Earth around every 90 minutes, which means they rotate the globe
approximately 16 times per day. LEO satellites compared to GEO take less time for signals to take
around trip from earth to satellite and from satellite to Earth. Their signal round trip latency is
about 30–40 ms.. On the other hand, GEO are launched and located at 36,000 km above the earth
equator. They rotate around the earth every 24 hours and 3 satellites are enough to cover the entire
earth. GEO satellites have larger latency of about 600 ms for a signal round trip.
Over the past few years, there has been a lot of discussion regarding LEO satellite constellations,
and with the recent launch of Starlink Maritime, this new technology continues to be a hot topic.
Unlike GEO satellites which follow a fixed orbit around the Earth’s equator, LEO satellites follow
low earth orbits, essentially whizzing around the Earth like electrons.
There are an ongoing several projects launching their constellation of LEO satellites to provide
different services, like high speed internet, low speed data and Machine to Machine services for
the Oil and Gas industry. Some of these projects are, European Union of Space X and Elon Musk’s
satellite internet venture, has deployed nearly 2,000 satellites in low and their plan is to launch
around 40,000 LEO satellites, Oneweb has launched 428 satellites and its plan is to launch around
600 satellites and OQ which is planning to launch around xxx satellites. Amazon is planning to
launch a project called Project Kuiper, with more than 3,000 satellites. Chinees projects like
Chinese startup Galaxy Space and Telesat’s Lightspeed are coming also to invest in the LEO.
Launching and operating satellites at LEO is not a new concept. LEO satellite operations have
been proven many years ago during the successful launch and operations of Iridium satellite
system on 1989 which is still in operation providing mobile voice services as well as low data
speed worldwide. But, with the high demand for high internet data and with the advanced
technologies in manufacturing light, small and compact satellites, LEO constellations have greater
economic and commercial opportunities. Therefore, there are ongoing several projects to provide
high-throughput services and connectivity over LEO satellites due to its low latency which enable
users to upload/download traffics much faster compared to the GEO satellites that take higher
latency due to its high altitude over the earth equator. LEO satellite internet services will
complement the terrestrial networks to provide high data internet at remote and challenging areas
that cannot be served or covered by terrestrial networks which will enable most of the people in
the globe that don’t have the internet services yet to get benefits of LEO satellite internet services.
Therefore, one of main objectives of launching and operating LEO satellite constellations is to
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complement and integrate with terrestrial mobile networks like 3G, LTE and 5G to extend
coverage of these services and also to provide backhaul services for the telecom operators, which
means connecting the subnetwork cell towers to the core network, for which telecoms usually use
optical fibers. Services and features of some of the ongoing LEO satellite projects and systems are
as follow:
10.2 OneWeb TECHNOLOGY:
OneWeb is a global communications company, which is building an advanced LEO satellite
constellation to provide services and connectivity to businesses, telecoms, and government
partners with high-speed, low-latency, internet connectivity. Its communications network is
consisting of 648 low Earth orbit (LEO) satellites and about 40 ground gateways around the world
to link the satellite constellations with the ground user terminals. Its headquarter is located in
London. OneWeb will provide high-speed, low latency connectivity for governments, businesses,
and communities everywhere around the world. OneWeb has already stared launching their LEO
satellite constellations. Currently, there are 428 out of 648 LEO satellites placed into their orbits
to provide global high-speed internet services. The first six of these satellites were launched in
February 2019 at altitude of 1,200 km. Full deployment of OneWeb first global coverage program
is anticipated by 2023. Each satellite in its orbit can connect seamlessly to ground User Terminals
and network of gateways scattered throughout the world.
10.3

OneWeb- NEOM PARTNERSHIP:

A joint venture has been signed between OneWeb and Neom city of Saudi Arabia city to bring
satellite connectivity to the city, Saudi Arabia and neighboring Middle East and East African
countries. The partnership will see the deployment of OneWeb’s LEO satellite constellation to
transform businesses and rural communities in the region where access to fiber cables for internet
services is not feasible. The agreement also includes a long-term strategic partnership regarding
research and development of future connectivity systems. Part of this agreement, two (2) of
OneWeb ground gateways to track the satellites and connect the user terminals with LEO satellite
network will be constructed in Saudi Arabia.
10.4 OneWeb GROUND GATEWAYS:
There will be more than 40 ground gateway stations around the world as part of OneWeb LEO
satellite network. Each gateway is capable of tracking or seeing satellites up to 4,000 kilometers
away. These gateways will uplink and downlink data to connect with the entire OneWeb satellite
constellation to provide the internet connectivity and services. The OneWeb satellites move
continuously at 7 kilometers per second and each satellite covers several ground beams
simultaneously. Therefore, there will be handovers between this constellation of the satellites
taking place from beam-to-beam within each satellite, as well as from satellite-to-satellite as they
crisscross the earth. To support this kind of traffic, the OneWeb gateways will be designed to serve
thousands of terminals handovers per second which is a challenging technical design factor. Hence,
each OneWeb ground gateway will consists of several tracking antennas, around 10-12 antennas
per each gateway to track each satellite which moves in the LEO orbit at a very high velocity.
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10.5 OneWeb GROUND USER TERMINALS
OneWeb User Terminal (UT) consists of a satellite antenna, a receiver and a customer network
exchange (CNX) unit. The CNX connects the UT to the customer’s network which in turn connects
to end-user devices including laptops, smartphones and sensors. OneWeb is working with
manufacturers and integrators to provide a high performance UTs that can be easily self-installed.
and which will be customized for specific applications within the Aviation, Maritime, Enterprise,
Cellular Backhaul, Government and Consumer broadband sectors. The UT is a solar panel
powered terminal. The flat-panel antenna at the heart of the unit is easily installed, only requiring
basic mounting and wiring skills to install. There will be different types of terminals to fit its usage
such as Maritimes, trucks and trains and aviation.
10.6 OQ TECHNOLOGY
OQ LEO Technology’s satellites- based 5G communications provide universal data processing for
Internet of Things (IoT) applications in remote and rural areas, including for wellhead monitoring,
SCADA applications, asset tracking, drone controls, and vehicle telematics. The company has
established a joint venture with Wa’ed, the venture arm of Saudi Arabian energy firm Saudi
Aramco. Also, the OQ company established subsidiaries in Athens, in Greece, and Al Khobar, in
Saudi Arabia. The Saudi subsidiary will host the first and only satellite 5G network center in the
Middle East and Africa (MENA) region. The subsidiary will be used to engage with large oil and
gas companies in the region and with the local industrial ecosystem and universities. The company
enables mobile operators to extend massive 5G IoT and machine communication beyond cities
and cell towers, by offering global coverage using its growing nano-satellite constellation on the
satellite payload and user 5G chips. Its 5G IoT can be used by mobile operators to serve their end
customers, or by massive M2M (Machine-to-Machine) communication. OQ has currently 2 LEO
satellite in the orbit and is planning to launch the 3rd satellite soon. OQ plan is to have total of 60
LEO satellites.
10.7

SUMMARY TABLE OF ONGOING SOME LEO SATELLITE PROJECTS

LEO Project

Starlink (SpaceX)

Telesat

Amazon (Kuiper)

OneWeb

Data Rate

100 mbps DL
14 mbps UL

50 mbps DL
10 mbps UL

400 mbps DL

200 mbps DL
40 mbps UL

Satellite
constellations

2200

198

3236

648

Operations

2020

2023

2026-2029

2022

10.8 NON-TERRESTIAL HIGH ALTITUDE PLATFORM STATIONS (HAPS)
TECHNOLOGY
HAPS is a telecommunication platform located in the stratosphere at approximately 20 km above
sea level as shown in figure-16. It is continuously flying in this stratosphere located as a ground
station, delivering connectivity directly to mobile devices and providing internet services to people
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that cannot be served with terrestrial networks. It is unmanned aerial vehicle equipped with
communications equipment payload to provide a communication connectivity to ground networks
and devices. HAPS were examined as a connectivity option back in the 2000s with Google’s
Project Loon – a flying mesh network of balloons with good intentions and was discontinued in
early 2021. These days, HAPS have become more viable wireless platform due to technological
advances in solar panel efficiency, battery energy density, lightweight composite materials and
antennas.

Figure-16- A typical HAPS Platform flying at 20 km above the sea level
Aerial connectivity is an umbrella term used to cover any non-terrestrial solution that helps extend
the coverage footprint of ground-based communications networks. HAPS current models are
reduced in sizes and mass and powered on-board through improved solar panelling technology and
hydrogen fuel cells. Since HAPS is located much closer to the earth compared to GEO and LEO
satellites, they provide low-latency communications and therefore, HAPS systems can potentially
be used to provide both fixed broadband connectivity for end-users and transmission links between
the mobile and core networks used for backhauling traffic. HAPS systems will enable wireless
broadband deployment in remote areas, including in mountainous, coastal, and desert areas. HAPS
systems and networks is an option also for disaster recovery communications, particularly because
the use of inter-HAPS links allows the provision of services with minimal ground network
infrastructure for backing up terrestrial networks during disasters.
10.9 TERRESTRIAL HIGH BROADBAND TECHNOLOGY
Terrestrial high-speed data systems like high broadband systems have been introduced to link the
Oil and Gas remote operations with very high-speed data services as point to point or point to
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multiple point setup as a compliment to the satellite and VSAT networks at areas where there is a
LOS between the remote operations and the central communication centers. This technology
provides a high-speed data connectivity up to 23 mb/s to serve remote onshore and offshore drilling
rigs for example as a second compliment link to the existing VSAT terminals that provide low data
rates of 2 mb/s. This technology has been tested in the Oil and Gas industry and proved its
functionality and reliability.
11. CONCLUSION

Satellite communications have a particularly important role to play in the oil and gas industry by
providing services to scattered operations quickly, no matter where they are located or the
availability of terrestrial infrastructure. Satellites have three successful key characteristics over the
terrestrial networks: wide area coverage, cost-effectiveness and fast deployments. Oil and gas
organizations and operations will continue utilizing satellite services to serve the remote operations
with different types of satellite communications and applications. LEO satellite networks and
systems have ben strongly introduced into the market to provide high speed internet services for
digitalization utilizing the advantages of its low altitudes and low signal latency and eventually,
they will replace the VSAT networks. HAPS technology is also a potential solution to provide
high internet services and backhaul networks utilizing its very low altitude and signal latency.
GEO satellites will continue in operations serving ground networks that can tolerate the high signal
latency like the TV broadcasting. Terrestrial high-speed data systems like high broadband systems
are serving the Oil and Gas remote operations with very high-speed data services as point to point
or point to multiple point setup as a compliment to the VSAT networks at areas where there is a
LOS between the remote operations and the central communication centers of these high
broadband networks.
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