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Lockheed Martin and Israel
celebrate rollout of Israel’s first F-35
‘Adir’
Israeli and US government leaders joined Lockheed Martin to celebrate the rollout
of the first Israeli Air Force F-35A Lightning II, marking a major production
milestone for the future of Israel’s national defense.
“Israel is proud to be the first country in the area to receive and operate it,”
said Avigdor Liberman, Israel’s Minister of Defense. “The F-35 is the best aircraft
in the world and the choice of all our military leadership at its highest level. It is
clear and obvious to us and to the entire region that the new F-35, the Adir, will
create real deterrence and enhance our capabilities for a long time.”
Brig. Gen. Tal Kelman, IAF Chief of Staff said, “As a pilot who has flown more
than 30 years in a great variety of aircraft, I had the privilege of flying the F-35
simulator in Fort Worth and it was like holding the future in my hands. The unique
combination of split-edge technology, lethality and the amazing man-machine
interface will lead the world to the fifth generation.”
Joining the Minister at the ceremony, attended by more than 400 guests from
government, the military and industry, were the Honorable US Ambassador to
Israel Daniel Shapiro; Minister Tzachi Hanegbi of Israel’s Office of the Prime
Minister; Heidi Grant, Deputy Under Secretary of the US Air Force for International
Affairs; Lt. Gen. Chris Bogdan, F-35 Program Executive Officer, Texas Governor
Greg Abbott, and Texas State Congressman Craig Goldman.
“We’re honored to partner with Israel and help strengthen the deep and lasting
partnership between our two nations,” said Marillyn Hewson, Lockheed Martin
Chairman, President and CEO at the ceremony. “The F-35 will help Israel remain
a beacon of strength and stability in the region and support a safe and secure
homeland for generations to come.”
Israel’s F-35, called Adir – which means “Mighty One” in Hebrew – will be a
significant addition to maintaining Israel’s qualitative military edge in the Middle
East region, with its advanced capability to defeat emerging threats, including
advanced missiles and heavily-defended airspace. The F-35 combines advanced
low observable stealth technology with fighter speed and agility, fully fused sensor
information, network-enabled operations and advanced sustainment support.
Israel’s program of record is 33 F-35A Conventional Take-Off and Landing,
or CTOL, aircraft, acquired through the US Government’s Foreign Military Sales
(FMS) program. Israel’s contribution to the F-35 program includes Israel
Aerospace Industries F-35A wing production; Elbit Systems work on the
Generation III helmet-mounted display system, which all F-35 pilots fleet-wide
will wear; and Elbit Systems-Cyclone F-35 center fuselage composite components
production.
Three distinct variants of the F-35 will replace the F-16 Fighting Falcon and
A/OA-10 Thunderbolt II for the US Air Force, the F/A-18 Hornet for the US Navy,
the F/A-18 and AV-8B Harrier for the US Marine Corps, and a variety of fighters
for at least 11 other countries.
Following the US Marine Corps’ July 2015 combat-ready Initial Operational
Capability (IOC) declaration, the US Air Force and US Navy intend to attain
service IOC this year and in 2018, respectively. More than 170 delivered F-35s
have flown more than 60,000 flight hours, fleet-wide.
GMC
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ST Marine
celebrates the
interim delivery for
the fourth patrol
vessel RNOV
Khassab
Singapore Technologies Marine Ltd (ST
Marine), the marine arm of Singapore
Technologies Engineering Ltd (ST
Engineering), has held the Interim
Acceptance ceremony for the Patrol Vessel
(PV) RNOV Khasab. This is the final, in a
series of four vessels, designed and built
for the Royal Navy of Oman (RNO). The
Guest-of-Honour was the Consul General
for the Oman Consulate for the Republic of
Singapore, HE Zakariya Hamed Hilal Al
Saadi.
The contract for the design and build of
the four Al-Ofouq class of PVs was awarded
by the Ministry of Defence of the Sultanate
of Oman in April 2012. It was the largest
defence export contract in ST Engineering’s
history. These four vessels will replace the
Sultanate’s current four Seeb class PVs
commissioned in the early 1980s.
The Al-Ofouq vessel is designed and
built based on ST Marine’s proprietary 75m
Fearless-class patrol vessel. Measuring
75m in length, breadth at 12.5m and
displaces approximately 1,250 tonnes, the
vessels can accommodate 60 crew and is
equipped with a flight deck to support the
operation of a medium lift-helicopter. Armed
with modern weapons and sensors and
equipped with a state of ar t combat
management system, the PVs are suited for
a variety of maritime missions.
The Al-Ofouq vessels are named after
various cities along the Oman coastal area.
Al-Seeb is a coastal fishing city, located
several kilometers northwest of Muscat, in
the northeastern Oman; Shinas is a coastal
town in northern Oman, Sadh is located in
Salalah; and Khassab is a coastal city
located in Musandam Governorate and
overlooking the Strait of Hormuz.
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BAE Systems awarded US$75
million US Army contract
The US Army Intelligence and Security Command (INSCOM) has awarded BAE
Systems a five-year contract worth as much as $75 million to provide enhanced
geospatial intelligence technical and analytical support. The award was issued
under the INSCOM Global Intelligence indefinite delivery, indefinite quantity
contract.
BAE Systems will assist in the exploitation and processing of geospatial data
and develop various intelligence products for INSCOM’s Military Intelligence
Brigade – Theatre Integrated GEOINT Divisions. The company’s team of
specialists will also assist the Army with its next-generation geospatial intelligence
developmental and experimental intelligence collection systems and technologies.
“We are proud to support the development of solutions that enhance the
situational awareness and safety of our men and women in uniform,” said DeEtte
Gray, President of BAE Systems’ Intelligence & Security sector.
The work will primarily be performed within the United States with some work
overseas.
BAE Systems provides a broad range of solutions and services including
intelligence analysis, cyber operations, IT, systems development, systems
integration, and operations and maintenance to enable the US military and
government to recognize, manage, and defeat threats. The company takes pride
in supporting critical national security missions that protect the nation and those
who serve.
GMC

The 61st Airlift Squadron at Little Rock Air Force Base, Arkansas, received
a milestone Lockheed Martin C-130J Super Hercules airlifter on June 20.
This is the last C-130J-30 delivery for the 61st, which operates a fleet of
14 Super Hercules airlifters. Gen. Carlton D. Everhart II, commander, Air
Mobility Command, Scott Air Force Base, Illinois, ferried the aircraft from
the Lockheed Martin Aeronautics facility. Everhart is a command pilot who
has logged more than 4,500 flight hours in his career, which includes flying
C-130E/H aircraft.
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News Briefs
Thales has announced the commercial
launch of Digipack, a turnkey digitisation
solution for protected vehicles, designed
to provide combat forces with the
information superiority they need.
Network-centric operations hinge on the
ability to share the right information with
the right people at the right time. Digipack
meets the requirements of these new
forms of engagement to support land
forces in their digital transformation.
Digipack is a turnkey solution supplied
as a ready-to-deploy digitisation kit
including a Battlefileld Management
System (BMS), tactical radio and internal
communication for crews. Digipack is
designed as a cost effective solution for
land forces or special forces and is
compatible with all platform types. With an
intuitive design inspired by smartphone
apps to offer rapid access to information,
Digipack is easy to use by operational
personnel without lengthy training and is
ideal for on-the-move combat operations.
Digipack draws on Thales’s proven
expertise and experience in major vehicle
digitisation programmes in France and
around the world. Digipack kits are
available now for customers seeking to
accelerate the digitisation of their armed
forces through new-build as well as vehicle
retrofit programmes.
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Crimson SDR. Photo courtesy Per Vices

Cognitive radios: pushing the boundaries of
spectrum management
With the ever-increasing quantity of data being relayed via RF, spectrum shortage has become a growing concern
within military, government and commercial spheres alike. However, while the shortage has indeed become severe, the
majority of allocated spectrum is not used at anywhere near full capacity. This is where cognitive radios come in;
intelligent devices programmed to seek out underused spectrum can enable dynamic spectrum access (DSA), providing
solutions to the global spectrum shortage by increasing spectrum usage efficiency. Here, we take a look at the
development of cognitive radio, and the companies making new technical innovations and winning deals around the
world.
The concept of the cognitive radio was first proposed by
Joseph Mitola III in 1998. He described it as, ‘the point in which
wireless personal digital assistants (PDAs) and the related
networks are sufficiently computationally intelligent about radio
resources and related computer-to-computer communications
to detect user communications needs as a function of use
context, and to provide radio resources and wireless services
most appropriate to those needs.’
Cognitive radios are considered by some as a step beyond
software defined radios (SDRs), in which typical hardware
components such as amplifiers, detectors and modulators/
demodulators were replaced by software. SDRs were considered
ideal for military applications because the software could be
rapidly reconfigured to suit different environments, offering
flexibility in the field. Cognitive radios go one step further than
SDRs, in that they are able to provide that flexibility automatically.
Indeed, unlike conventional ‘dumb’ radios, cognitive radios detect
available channels in the RF spectrum and change their
transmission and receiver signals accordingly in a form of DSA.
Most cognitive radios go beyond simply searching for
available spectrum; they identify potential interference, path loss,
shadowing and multipath fading that might impair the use of a
particular frequency. Indeed, they can ‘see through’ spectrum
clutter to locate windows of opportunity. The cognitive radio can
respond to these windows by adjusting power output,
transmitting parameters and modulation, ensuring smooth
communications in the most congested environments.
Additionally, cognitive radios continuously scan their current

6

frequencies for interference many times each second, and seek
out a new frequency if interference reaches unacceptable levels.
For the military, cognitive radios provide mobile, highperformance, scalable, frequency-agile, cost-efficient
communications. The availability of these situationally-aware
devices has dramatically enhanced battlefield communications,
ensuring high-quality communications under harsh conditions,
saving lives and contributing significantly to mission success
rates.
While cognitive radios offer a great option for enhanced,
spectrum-efficient communications, by their very flexibility,
cognitive radio networks (CRNs) are more exposed than
traditional radio networks, rendering security a cause for
concern. Companies that have achieved success in the cognitive
radio market are those that have responded to these potential
threats through interference mitigation capabilities.
xG Technology’s xMax CRN
xG Technology is a major player in the intelligent wireless
communications field. xMax, its all-IP CRN system, includes a
complete product line of high-performance access points, fixed
and mobile personal WiFi hotspots, mobile switching centres
(MSC), as well as network management and deployment tools.
Its waveform was designed for use in a deterministic (i.e. fixed
low latency) cognitive radio network. xMax delivers the first fullymobile, VoIP and broadband network that also supports any
smartphone, laptop, tablet and other commercial WiFi or IPenabled devices via its xMod personal hotspot.
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In January 2016, xG was awarded a new patent for a novel
method of enabling cognitive radios to rapidly scan for neighbouring
wireless channels. “The ability of the xMax system to ensure
uninterrupted access to voice, data and video services in a variety
of deployment scenarios make it an excellent choice for public safety,
military and other sectors requiring continuity of communications
for their teams,” said George Schmitt, CEO and Board Chairman of
xG. This followed a December 2015 patent for tactical wireless
networks with unprecedented intelligence that improves traditional
mobile ad hoc network (MANET) technology by incorporating radio
techniques. MANET systems provide wireless voice and data
communications to users beyond the reach of established fixed or
wireless networks.
xG’s xMax systems are used all around the world. November
2015 saw it win a US$200,000 order from the US State Department
for xMax mobile broadband wireless networking equipment and
associated services. The equipment, which includes mobile hotspot
modems, high-performance access points and an MSC, will provide
essential communications to ensure the safety of US Government
and non-Government personnel in Mexico during disaster events.
The order was placed following field evaluations in 14-18 June 2015
at the Muscatatuck Urban Training Centre in Indiana, where xG
demonstrated its interference mitigation capabilities against
sustained electronic attack from military-grade jammers.
“These tactical assets must be able to deploy and engage on
short notice anywhere in the world, and they require the highly
resilient mobile broadband communications and interoperability that
xMax delivers. xMax has been engineered to function natively as a
robust expeditionary communications system, and fully supports
the DoD’s vision of network-enabled mission command and control
function in real time, across the globe,” said Brian Lasagna, Vice
President of Business Development at xG.
Meanwhile, in May 2015, xG demonstrated that xMax was
interoperable with the commercial LTE cellular network by integrating
an embedded module within the xMax CN3200 Dual-Band Routing
Modem. Interoperability with the commercial LTE cellular network
is an essential requirement for systems to be operational on FirstNet,
the planned US nationwide broadband high-speed network reserved
for use by first responders. Under development since 2012 to fulfil
the last recommendation of the 9/11 Commission, FirstNet will
enable reliable communications at 700MHz between all first
responders, ending long-lived interoperability and communications
challenges during national disasters, including terror attacks. There
is no projected timeline for the completion of FirstNet, thus xG’s
announcement means that authorities can deploy xMax
infrastructure immediately in their areas to meet present
communications needs, and know that it will be compatible with
FirstNet in the future.
“This integration will allow xMax to serve as either a turnkey
communications platform or a system to back up LTE networks that
become congested or compromised, as well as transitioning to a
forward-compatible FirstNet solution. The modular design of our
product family will give customers the option of upgrading xMax
systems with commercial LTE to Band 14 LTE modules in the future.
This set of attributes and capabilities is unique to the xMax solution,”
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said Scott Garlington, Vice President of Engineering for xG.
Per Vices Corporation’s Crimson SDR
Per Vices is another player in the very small field of cognitive
radio. The company produces high-performance SDRs and
receivers for use in the defence, telecommunications, OEMs
and academic sectors, among others. Its first-generation
Crimson SDR was launched in 2014 as a flexible,
customisable platform with UHD and GNU radio compatibility.
Crimson SDR is capable of operating anywhere from
DC to 6GHz with more than 1,200MHz of bandwidth. The
device is powered by an Altera Arria V FPGA
(5ASTMD3E3F31I3N) with an on-chip dual-core ARM
Cortex-A9 processor. Crimson is one of a small number of
SDRs with four independent transmission channels and four
independent receive channels for multiple-input, multipleoutput (MIMO) applications, as well as a stable oscillator.
The independent channels enable a greater degree of sideby-side processing, with each capable of up to 322MHz of
RF bandwidth. Crimson can be configured in the field or
remotely with the addition of new firmware, and boasts a
signal to noise ratio (SNR) as good as 33.8dB. It uses dual
SFP+ ports for passing data up to 20Gbps, which requires a
10GBase-SR NIC card on the host computer.
Crimson was withdrawn from sale in March 2016
following Per Vices’ announcement that it would shortly
launch the next-generation Crimson platform. According to
Per Vices’ Brandon Malatest, the company has entered into
manufacturing for the new SDR and expects to start
shipments in June 2016. In addition to the classic Crimson’s
capabilities, Crimson TNG will feature hardware support for
PPS, GPS derived clock, deterministic phase coherency
between all four channels (with some caveats), improved
channel isolation and improved filter banks. With the new
hardware support, Per Vices intends to add Tx flow control,
PPS/trigger enabled bursts, automatic phase calibration and
automatic IQ error calibration over the next few months.
Malatest confirmed that there has been a lot of interest from
a variety of industries, as well as a number of pre-orders.
Per Vices will also shortly release its new Crimson Black
product line, which has been designed for customers with
specific wireless needs.
ASELSAN’s HF/VHF/UHF and handheld SDRs
ASELSAN started out in the conventional military radio
business in the 1980s, and went on to develop its product
offerings to include frequency hopping radios, which is now
standard tactical area communications equipment in the
Turkish Ar med Forces and in more than 10 other
governments around the world. Today, ASELSAN provides
a wide series of SDRs, including multi-service HF SDRs,
VHF/UHF SDRs, and handheld SDRs.
Its HF SDRs, designed for land, air and sea platforms,
enable beyond line-of-sight (LoS) communications and
conform to various NATO STANAG’s and Military Standards.
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The devices support for HF waveforms and EPM techniques
enable communications in the most challenging of environments.
The HF SDRs operate on 1.6-29.999MHz frequencies and
feature built-in encryption, a built-in digital modem, 3rd Generation
automatic link establishment (ALE), Tactical Internet, GPS and
SMS capabilities.
ASELSAN’s VHF/UHF SDRs, designed as 10W Manpak,
10W/50W vehicular and 50W station radios, use 30-512MHz
frequencies and are the only SDRs to use DSSS, according to
the company. Other key features include low probability of
interception and detection (LPI/LPD), data rates up to 100Kbps,
full-duplex voice and data, 16/14Kbps data throughput, V24/
V28 Ethernet interface, 1300 pre-set channels and simultaneous
voice and data relays.
The company’s handheld SDRs were designed to provide
seamless military communications to ensure increased
survivability against electronic warfare. They provide Combat
Net Radio (CNR), Broad Band Packet Radio (BBPR), Narrow
Band Packet Radio (NBPR) and Single Channel Radio Access
(SCRA) functionalities. The devices operate on wideband 30512MHz frequencies, achieve data rates up to 64kbps and
variable 64kbps full-duplex IP packet data service. The handheld
SDRs also feature ITU-T V.24/V.28 and Ethernet interface,
simultaneous voice and data relays, and have 1,300 pre-set
channels.
In addition to the large number of joint ventures ASELSAN
has around the world, the company recently signed an
agreement with AME, a joint venture between Jordan’s King
Abdullah II Design and Development Bureau (KADDB)
Investment Group and ASELSAN. The deal will see the parties
investigate the establishment of a radio communication
production line and the possibility of enhancing tactical
communication capabilities.
From cognitive radios… to intelligent radios?
Smart radios, of which cognitive radios are only the latest
iteration, are, without a doubt, here to stay. Their aptitude in
enhancing communications in even the most congested
environments makes them ideal for military, government and
first responder applications, among others.
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However, as with all technology, it is only a matter of time
before cognitive radios are overtaken by new, improved
iterations. As the gap between smart technology and artificial
intelligence severely narrows across many sectors, intelligent
radios are one of the more likely candidate replacement
technologies. While cognitive radios have the ability to observe
and react to external factors like interference, intelligent radios
will be capable of true learning. They will be able to make
decisions based on past events and experiences, rather than
making the same logic-based choice that, on occasion,
repeatedly results in a sub-optimal outcome.
Bell Labs is one company currently exploring the realms of
intelligent cognitive radios (ICRs). The company uses a hybrid
energy-efficient approach with high-performance analogue radio
front-end with software-based intelligence in the control layers.
Bell Labs highlighted some of the key challenges to its
development as the integration of intelligent signal processing
capability into cognitive terminal architecture, and establishing
cost-effective technology and platforms. Intelligent radios are
also being explored at multiple university research departments
around the world and have come up as the focus of many
research papers. It seems likely that, in the years to come, we’ll
be hearing a lot more about intelligent radios.
GMC
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Serving the needs of the
military

Andy Start, President of Inmarsat
Global Government

Where government requirements for
voice, data and video services demand
global availability and utmost reliability,
Inmarsat delivers the world over.
Whether a militar y commander on
operations, a gover nment official
responding to a local emergency or a head
of state conducting international affairs,
Inmarsat provides them with essential
access to voice and broadband data,
where and when they need it.
Established in 1979, Inmarsat is a global
leader in the satellite communications
industry, providing services to
gover nment, maritime, aviation,
broadcast, oil and gas, mining and
construction sector customers, among
others, via its fleet of 12 satellites. The
company is comprised of five business
units: Inmarsat Global Government,
Inmarsat US Government, Inmarsat
Maritime, Inmarsat Enterprise and
Inmarsat Aviation. Inmarsat Global
Government
provides
satellite
communications services to the
governments of more than 80 countries
around the world and has served the
market for more than 35 years.

Established in 1979, Inmarsat is a global leader in the satellite
communications industry, providing services to government, maritime,
aviation, broadcast, oil and gas, mining and construction sector customers,
among others, via its fleet of 12 satellites. The company is comprised of
five business units: Inmarsat Global Government, Inmarsat US
Government, Inmarsat Maritime, Inmarsat Enterprise and Inmarsat
Aviation. Inmarsat Global Government provides satellite communications
services to the governments of more than 80 countries around the world
and has served the market for more than 35 years. Amy Saunders spoke
with Andy Start, President of Inmarsat Global Government, to find out
more about the use of satellite communications by government defence
forces around the world and how Inmarsat Global Government serves
the needs of the industry.
GMC: You’ve been President of Inmarsat Global Government for some time
now. What trends are you seeing regarding satellite technology in the military
sector, and how has the industry changed in recent years?
Andy Start: We’ve been witnessing a significant increase in new capabilities
across the commercial side of our business, which we have been able to adapt
and introduce for the benefit of our Government customers. This rising demand
for new capabilities on the commercial side of our business is being driven by
the exponential growth for ever greater connectivity by commercial enterprises
in every region and across virtually every industry sector.
While shifts in end-user behaviour have propelled a radical change in the
industry, there are a number of technological factors working to drive a step
change in satcoms in the military. Firstly, the cost of access to space has fallen
with the development of lower-cost launchers and the potential of re-useable
launch systems. On top of that, the satellite manufacturing industry has innovated
by offering lighter space vehicles, while maintaining the same, if not greater,
capabilities. Most importantly, we can now offer a lot more capacity on orbit.
What used to be a third of a terabit volume has grown to three terabytes, and is
likely to multiply seven-fold to 20 terabytes by 2022-2023. In the military market,
this had allowed us to augment high-end military systems with significantly greater
capacity and capability. We can now easily have a military Ka-band payload
hosted through our Global Xpress programme, for example.
GMC: What is the biggest challenge to governments today looking to expand
their defence capabilities, and how can they tackle those challenges?
Andy Start: Currently, the global economy is struggling to maintain growth and
there remains a significant degree of political uncertainty and turbulence. Threat
indices show conflict and wars are running at a very high level, creating significant
security challenges. There continues to be an ever-present threat of terrorism
and a growing danger of cyber-terrorism. In Europe and the USA, managing the
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major influx of migrants presents further significant security
challenges.
In the face of growing threats and a flat economy,
governments are having to deliver more for less. They’re looking
for something effective, efficient and secure, which is where
commercial satellite communications companies can play a vital
role in enabling data-driven operations, supporting the military
in intelligently getting the right people to the right place.
GMC: Do you think that defence sectors around the world
are well-educated on the benefits of satellite
communications, or is there room for improvement?
Andy Start: Knowledge in the defence sector of governments
is variable. While satellite specialists, or signal officers, are very
well-informed, the rest of the chain often needs to be updated
regularly on new satellite capabilities; something that’s proved
a challenge for the entire industry. Many government officials
now in key decision making roles were originally exposed to
satellite communications 10 or more years ago. The technology
and cost per bit have evolved radically in that time, which means
far more is now possible through the deployment of commercial
satcom services than they realise.
GMC: Do you believe that the use of satellite
communications for military purposes is evenly-spread
throughout the world, or has uptake been higher in certain
regions or countries?
Andy Start: The internet has shrunk a lot of the distances
existing between counties and regions, so there isn’t really a
stark difference between emerging economies and developed
countries any more in terms of their appetite for better

communications technology. While the penetration of satellite
communications is fairly broad, there are definitely some nations
that have barely scratched the surface. With the technology
becoming cheaper and more accessible, it’s going to become
even easier for cer tain nations to access satellite
communications.
Currently, there are three grades of satellite systems for the
military – bespoke military systems, fully commercial systems,
and enhanced commercial systems. Enhanced commercial
systems is the middle grade of which the Global Xpress Kaband payload, which we provide to NATO nations, is an example.
With its growing sophistication, the gap between the high-end
bespoke systems and the more widely available commercial
systems is closing.
While we are seeing more nations investing in bespoke
military systems – India has been moving swiftly towards
deploying its own bespoke satellite capabilities for example –
we’re also seeing greater take-up of more sophisticated
commercial systems by countries; particularly due to the almost
impossible challenge for a proprietary system to keep pace with
the radical advances in the commercial space.
GMC: Inmarsat announced a new partnership with EM
Solutions in December 2015 for the development of the
world’s first MilSatCom/GX maritime terminal. How is the
project developing, and how will the new terminal most
benefit military users?
Andy Start: We have already signed our first customer for the
EM Solutions Antenna and expect them to be fitted and
operational in the summer. The EM solutions antenna is a wideband Ka-band antenna covering both commercial and military
bands. This allows a user to roam globally using our commercial
GX service giving megabits of capacity, or in areas of high
intensity operation they can switch to using a GX spot beam or
their own military satellite capacity – such as WGS – which will
allow data rates in the hundreds of megabits if necessary.
GMC: Inmarsat recently started cooperations with Turksat
to enhance the portfolio offered to the Turkish government.
Can you provide further information on this deal?
Andy Start: Turksat will get access to our entire portfolio of Lband and Global Xpress (Ka-band) services. They will start by
offering these services in the Government security, defence,
maritime and aviation sectors. In the slightly longer term, this is
expected to broaden to commercial organisations. While Turksat
already has its own highly capable fixed satellite system,
providing Inmarsat’s services will augment their mobile solutions
offering significantly.
GMC: It recently emerged that Airbus Defense and Space
will build the first two satellites of Inmarsat’s new sixthgeneration satellite fleet. What is the timeline for this project,
and how much capacity uptake by governments do you
anticipate?
Andy Start: Airbus is scheduled to deliver the first I-6 satellite
by 2020. We expect governments to be substantial users of the
higher capacity and higher data rates that I-6 will deliver in both
L-band and Ka-band.

Photo courtesy nmedia/Shutterstock
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GMC: Does Inmarsat Global Government have any other
major projects in the pipeline?
Andy Start: Yes, of course. We’re rolling out capacity at
astounding speed. Our current programme commitment includes
the launch of a fourth Global Xpress satellite, which is going to
be delivered in the second half of 2016 in order to provide
additional GX capacity.
We’ve also launched the Cobham Aviator UAV terminal,
which allows us to get capabilities to much smaller unmanned
aerial vehicles.
There are a series of developments down the pipeline and
GMC
lots of surprises, so watch this space!
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New and flexible satellites
for government/military
Intelsat General is an indirect, wholly-owned subsidiary company of Intelsat
S.A., a major global provider of fixed and mobile satellite services. Intelsat
General operates pursuant to a Department of Defense (DoD) proxy
agreement and has maintained a facility security clearance for more than
ten years. It provides secure communications services from around 50
satellites with global coverage using C, Ka, Ku, X and UHF-band to the
commercial and government sectors, including NATO governments. Amy
Saunders met with Mark Daniels, Vice President of Engineering and
Operations, to talk about the new Intelsat EpicNG satellites, how they’ll be
used for government and military applications, and the development of
new, flexible satellites.

Mark Daniels, VP Engineering and
Operations, Intelsat General

Intelsat General is an indirect, whollyowned subsidiary company of Intelsat
S.A., a major global provider of fixed and
mobile satellite services. Intelsat General
operates pursuant to a Department of
Defense (DoD) proxy agreement and has
maintained a facility security clearance
for more than ten years. It provides secure
communications services from around 50
satellites with global coverage using C,
Ka, Ku, X and UHF-band to the
commercial and government sectors,
including NATO governments.
Intelsat General is a leading supplier of
global satellite solutions in support of
manned and unmanned aerial vehicles
(UAVs) participating in critical military
operations for airborne ISR.
Today, it provides Ku-band transmissions
capacity on several satellites for
communications supporting Predator and
Global Hawk UAVs. It draws upon its
experience in wideband communications
to provide high-bandwidth reachback
from UAV missions.
Whether on land, at sea or in the air,
Intelsat General Mobility Solutions deliver
on the promise of any time, any place
communications.

GMC
Q&A
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GMC: Intelsat recently launched its first EpicNG satellite. What can you tell
me about the EpicNG project?
Mark Daniels: We’ve been launching Ku and C-band wide-beam satellites for
years, which cover large geographical areas, like continental USA. On some of
those satellites there are steerable spot beams that can be moved to achieve
different coverage as required. Those spot beams are a little more highperformance than the wide beams because they concentrate the power in a
smaller area.
We launched the first of our Intelsat EpicNG high throughput satellites (HTS),
IS-29e, in January 2016. It covers the USA, the North Atlantic Ocean flight route,
the Caribbean and parts of Europe. Our HTS use even smaller spot beams than
those on our wide-beam satellites. With that reduction in size, the power density
roughly doubles, and there is also significantly higher gain on the receive uplink,
which is important for small antennas.
Our next Intelsat EpicNG satellite, IS-33e, is due for launch in August 2016. Its
beams will cover Europe, Africa, the Middle East and Asia. A lot of our customers
from the USA are interested in that satellite and its capabilities.
GMC: HTS are getting a lot of coverage at the moment because of the broad
range of applications they’re suited for. What applications do you think will
be the most prolific for the Intelsat EpicNG satellites?
Mark Daniels: The main Intelsat General applications for our new EpicNG satellites
will be missions that use small antennas, like UAVs, manned aircraft, land-based
vehicles, soldiers in the field with ManPacks and VSATs. We’re being driven to
applications using smaller antennas by our government customers, and we’re
defining some small antenna projects right now with Kymeta Corporation and
Phasor Solutions. It’s been a general trend that bandwidth consumption keeps
going up, and then our customers say, “I also want smaller antennas.” Generally
speaking, the smaller the antenna, the lower the data rate, but if you have HTS
with high downlink power and receive gain, the data rates to/from the antenna
can be larger.
There is also an application called ‘en route communications,’ when missions
are flying from point A to point B, like military aircraft flying to Europe or Asia.
Video teleconferencing (VTC) is a very important element of these type of
communications, both from the air and the ground. Our senior leaders need to
have VTCs on board aircraft because they need to talk to people on the ground.
Using video allows them to really see the stress levels of the people that they’re
talking to, which is very important for government and military applications. If
somebody’s out in the field and they’re really stressed, their General can observe
that directly using VTC. It removes that ambiguity.
The dramatic improvement of data rates with Intelsat EpicNG means that video
quality is enhanced. The US military has been making major strides towards HD
video use, and says it can’t really do without it anymore. HD video, which is
transmitted by Predator UAVs, requires a minimum data rate of 6Mbps. This is
hard, but not impossible, to do on wide beams. On EpicNG, we can do around
30Mbps, so that’s a pretty dramatic improvement. We’re probably also going to
see the adoption of Ultra HD video use by the military too.
The Internet of Things (IoT) is another major application for HTS. It’s big
because of the massive number of commercial devices supplied to the military
that use the IoT, like formation sensors in the field and tracking devices. While an
individual device may not have large throughput requirement, the aggregate

www.globalmilitarycommunications.com | June 2016

Global Military Communications Magazine

Photo courtesy of Intelsat General

requirement is quite large and requires the efficiencies and scale
of HTS satellites.
There are also things that we haven’t thought about yet,
that we’re going to be able to do on our Intelsat EpicNG satellites.
We haven’t yet imagined all the capabilities that we can use it
for.
GMC: What are the biggest challenges currently faced by
the government and military communications sectors, and
how are these being tackled?
Mark Daniels: The military is worried about the three C’s:
Contested, congested and competitive environments. Over half
of the USA military’s bandwidth is on commercial satellites, and
the DoD is worried that the environment will become contested
i.e. jamming.
Anti-access/area-denial (A2AD) is a part of the contested
concern. There are a lot of satellites that cover the entire
continental USA, and UAVs currently fly border patrols within
one beam that covers all of North America. If someone wanted
to deny access in this region, they could be anywhere in the
country and uplink a signal to interfere with services in that beam.
The small spot beams of HTS help with this. UAVs will be able
to fly their usual patrols while moving from beam to beam with
less incidence of interference. And, while Global Hawk can
already achieve beam switching, other UAVs require different
technology. As such, we’ve developed software with L-3
Communications Systems West that enables automatic beam
switching for these other UAVs. This capability supports
communications with minimum downtime during the switch
between beams.
For all applications, the new Intelsat EpicNG satellites provide
much greater protection in a contested environment as each
one is equipped with anti-jamming or interference mitigation
capabilities. Also, since a jammer has to be within the beam to
interfere with the signal, the smaller HTS beams and beam rolloffs vastly reduce that possibility.
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The US Air Force is currently developing its Protected Tactical
Waveform (PTW) for use in the contested environment, which
will provide another option in case a jammer does succeed. It
will enable the military to operate over both government and
commercial satellites with a protected waveform, adding an extra
layer of defence to government communications. The PTW was
initially tested on government satellites, but later an opportunity
arose for us to test it over our commercial satellites. These tests
showed us that we can operate this waveform over commercial
Ku and C-band. This means that the PTW can be implemented
in a cost-effective manner on a wider scale. Once development
is complete, it will be available to USA and Allied governments.
GMC: Aside from the EpicNG satellites, does Intelsat have
any other new technologies under development?
Mark Daniels: We’re currently working on a new project:
software-defined satellites. These will have very flexible beamforming capabilities to actually change the shape of beams once
the satellite is already in orbit. The military already does this,
but soon it’s going to be available commercially. These flexible
satellites are still under consideration and will probably be ready
in the next five years or so.
One of the major applications of flexible satellites is the ability
to null out jammers. It is possible to identify the location of a
jammer, and then the receive beam on the satellite can be
reconfigured to null over that location. This means that the
jamming signal is not transmitted through the satellite, and
services are still delivered to the rest of the beam coverage
area.
In addition, right now, multiple iterations requiring many
months of work, are required when designing beams that achieve
the desired coverage. This must all take place prior to the launch.
With this new technology, we’ll be able to configure the beams
either just before the launch or even after, and all this beam
shape design time and effort is avoided. This is really useful if
demand is not as expected, or if it changes part way though the
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lifetime of the satellite. It’s going to revolutionize satellite design
and operations. It’s also going to dramatically cut costs, by
making all satellites the same and fully-configurable. It’s a bit
like buying a computer; they’re all the same when you buy them,
but then you load the software you need onto it. The same
computer can be used by different people for radically different
applications; and the same will be true for satellites.
This technology can be developed by commercial companies
much faster than government. It might take governments 7-10
years to design, build and launch complex satellites, and in that
time, the commercial sector might have completed three
iterations of satellites, and at lower costs. We’re moving at a
much more rapid pace.
GMC: What do you expect from satellite communications
on the government and military front in the future?
Mark Daniels: In general, as capabilities expand, applications
arise that take advantage of those new capabilities. What that
will mean 5-10 years from now, no one knows. The way we use
our phones today we could never have imagined ten years ago.
We’re using Facebook, the Internet, all of these amazing things
that we just couldn’t do with our phones ten years ago. We
believe the same thing will happen with mobile communications.
I expect many innovative applications to be developed by
industry and the government in the future that take advantage
of high throughput satellites and the upcoming software defined
GMC
satellites.
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Thales and SCROME join
forces to launch Cecile-TS, a
new range of thermal
weapon sights

Photo courtesy Intelsat General
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SCROME and Thales have announced the commercial launch
of CECILE-TS, a new family of thermal weapon sights for snipers
and marksmen.
The CECILE-TS is the result of a close partnership between
Thales and SCROME. As precise and easy to use as a
conventional day weapon sight, CECILE-TS offers unequalled
performance thanks to its latest-generation uncooled infrared
sensors packed inside a lightweight, compact product with
excellent ergonomics.
Drawing on Thales’s extensive experience in infrared nightvision cameras and SCROME’s expertise in optical and
mechanical sights designed to remain combat operational under
the most severe conditions (impact, extreme weather and
climate, etc.), CECILE-TS is the most advanced thermal weapon
sight on the market today.
“This new sight is an important addition to our range of
precision-firing products. Moving into volume production under
a long-term partnership with a group like Thales is excellent
news for SCROME. It is hugely satisfying to see how an SME
like ours can bring its specialist skills to bear and forge lasting
ties with one of the world’s leading defence contractors. It also
shows that companies like Thales are truly committed to
developing the network of SMEs around them,” said Jean
Soleille, SCROME’s Managing Director.
GMC

www.globalmilitarycommunications.com | June 2016

Global Military Communications Magazine

www.globalmilitarycommunications.com | June 2016

17

Global Military Communications Magazine

Photo courtesy US Army

Ruggedized network equipment:
Developments in military technology
Ruggedized equipment has always been, and always will be, a key factor in military operations. The equipment a
soldier has to work with can be a deciding factor in whether he survives the battlefield or not. It can also be the
difference between a successful and failed mission. Naturally, commanding officers around the world want the best for
their teams. As demand for ‘always on’ connectivity has spread throughout battlefields around the world, with technical
requirements growing almost daily, ruggedized communications equipment has grown ever-more advanced. Here,
Global Military Communications takes a look at recently-launched ruggedized network equipment and its place in the
battlefield.
Warfare has changed in many ways over the years, and
nowhere is this truer than on the communications front. Although
accurate communications have always played their part on the
battlefield, over the years they have evolved from hand signals,
shouts and messengers to highly-secure and reliable voice,
video and data relays via satellite or cellular network. Today,
these capabilities are literally a life and death matter.
Not only do communications networks need to be reliable,
always-on and secure to outside threats, they also need to be
rugged, and able to withstand shocks and vibrations,
temperature extremes, variable humidity and corrosive elements
like smoke, sea water and sand. It’s a lot of stress to put on
such high-tech equipment. Modems, antennas, personal role
radios (PRRs), servers, computers, amplifiers and such, all need
to be able to withstand often-harsh environments, in addition to
being easy to deploy and use under stressful conditions in the
field.
There exist a massive number of commercial companies
making products and solutions for the military and government
sectors. To keep ahead of adversaries, technology is constantly
evolving and being updated, so, much like home laptops and
smart phones, it’s not just a case of picking a model and sticking
with it. KNS, ViaSat/Cobham, Hughes Network Systems, Agile
Communications, Dell/Tracewell Systems have all made
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standout contributions to their individual fields of ruggedized
network equipment in recent months.
Developments in ruggedized antennas
Maintaining ‘always on’ communications is one of the most
fundamental requirements of the modern battlefield. Satellite,
with its global reach, plays an important role in military
communications, and necessitates field-suitable satellite
antennas that can withstand a variety of harsh environments.
Until recently, antennas were one of the most difficult network
components to incorporate. As traditional stationery antennas
are often large with mechanical moving parts, serious
innovations were necessary to enable satellite communications
in the field. The advent of VSATs and sub-metre antennas without
moving parts has made it possible to use small antennas on
armoured vehicles, in battlefield camps and even in backpacks.
In February 2016, KNS announced that its first Ku-band
SuperTrack Series antenna for on the move (OTM) applications,
due for launch shortly, would meet Military Specification Testing
standards for shock (MIL-STD-810G) and vibration (MIL-STD901D). According to Noah Chung, Director of KNS, testing is
ongoing at accredited labs in Korea, alongside a field test on a
vehicle in the deep mountains of Korea. The latter will ensure
that the antenna can withstand harsh vehicle rolls and tipping,
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with rapid direction changes. The 45cm diameter antenna was
designed to withstand the harshest environmental conditions,
including explosions, while maintaining its unlimited continuous
360° searching, cable wrap free, azimuth feature.
KNS’ algorithms ensure signal retention, however, in the
event of lost signal, the re-acquisition time is just five seconds.
The antenna can operate at temperatures of -20°C to 55°C and
100 percent humidity at 40°C, making it suitable for a wide variety
of climates.
Meanwhile, ViaSat and Cobham SATCOM’s new strategic
partnership started with the launch of a ruggedized antenna
terminal designed for the military. The EXPLORER 122, a
vehicle-mount, real-time IP satellite terminal, enables the
seamless handover of voice calls from cellular-to-satellite when
the terrestrial network is lost, free of interruption using Cobham’s
PTT technology. It operates over the all-IP ViaSat L-band
Managed Service Network. The terminal features an omnidirectional antenna with no moving parts that uses ViaSat’s new
L-band waveform over LightSquared’s Skyterra-1 satellite, which
features the most advanced commercial encryption available.
“The EXPLORER 122 operating on the ViaSat Managed
Service network meets a critical demand from our customers
for a lower profile, ruggedized and cost-effective satellite
terminal,” said Henrik Norrelykke, Vice President, Land Business,
Cobham SATCOM. “The ViaSat Managed Service network’s low
latency, encrypted and IP multicast architecture provides an ideal
fit for the Cobham PTT solution.”
Modems, routers and block upconverters (BUCs) for the field
In a battlefield environment, modems, routers and block
upconverters (BUCs) provide a vital connection with the outside
world, enabling information relays from the field to the control
centre, be it a permanent secure facility in the USA or a
temporary structure in Syria. When it comes to routers, the top
three user requirements are the Cisco IOS, SWaP (size, weight
and power) and ruggedization. Routers are one of the few areas
where software is essentially monopolised. Cisco Systems’ Cisco
IOS mobile operating system is used for the vast majority of
devices, including those manufactured by other producers. As
99 percent of engineers are trained on Cisco IOS, this looks
unlikely to change any time soon.
Hughes Network Systems recently launched its new HM
System, engineered around its software-definable modem
(SDM) technology and scrambled code multiple access (SCMA)
waveform. The new HM System employs a commercially-based,
open standards architecture and frequency band-agnostic
platform that enables affordable, resilient solutions to meet a
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variety of mobility and portability requirements for government
users. Three commercial-off-the-shelf (COTS) products for
government applications were launched with the new HM
System, including the HM200, a ruggedized communicationson-the-move (COTM) modem with real-time situational
awareness and beyond-line-of-sight (BLoS) capabilities.
According to Hughes, the HM200 delivers the best data rates in
the market for satcom through rotor blades.
“The basis of the new HM System is our advanced waveform
technology based on very low-rate coding and new multiple
access techniques,” said Rick Lober, Hughes’ Vice President
and General Manager, Defense and Intelligence Systems
Division. “Continuing the Hughes tradition of innovative satellite
networking solutions, the waveform utilises advanced softwaredefinable SCMA technology enabling high-throughput, secure
and efficient sharing of bandwidth, paving the way for
government organisations to experience superior mobility and
portability.”
Meanwhile, Agile Communications’ recent offering to the
military sector was the NetConnectTM tactical router. NetConnect
provides standards-based routing capabilities with customised
extensions for performance enhancements for individual tactical
communications systems. The router establishes a network from
the tactical edge to the upper tactical internet (TI), which,
according to Agile Communications, mitigates many of the
routing issues introduced by tactical radios. In addition to its
routing core, NetConnect is also able to host mission specific
software. The device has been proven in theatre and at the
Network Integration Evaluation (NIE). NetConnect is a small,
95in3 volume device that requires just 12W of nominal power
and weighs less than 3lb. Its aluminium housing was designed
to withstand the harsh environment of the battlefield.
“As part of our direct support of active tactical networks, we
saw a need to provide the war-fighter with more robust router
connectivity for the battlefield as existing systems were not seen
as robust enough to meet the challenges of the 21st Century,
particularly in relation to cyber and hacking threats. Using our
own resources and funding, we developed NetConnect to meet
the performance required,” said Dave Hall, CEO of Agile
Communications. “In addition, NetConnect hardware consists
only of parts sourced by US suppliers, with all PCB and product
assembly/test performed by US turnkey manufacturers.”
January 2016 saw Advantech Wireless release a lightweight
(<2.6kg), ruggedized gallium nitride-based (GaN) block
upconverter (BUC) designed for ManPak and fly-away defence
and security applications. According to the company, they are
the smallest fully-integrated units available on the market. The
integrated 16W/20W BUC includes a power supply, phaselocked oscillator, mixer, filter and cooling mechanism and is fullyweatherproofed. It has 16W/20W of power in Ku-band and
extended Ku-band capabilities. The terminals, often used in
remote and extreme environments, provide quick and secure
critical communications support for in-theatre, intelligence
gathering, surveillance, defence and homeland security
applications in harsh environments.
“These units achieve a remarkable 40 percent reduction in
size and energy consumption versus our previous generation
of Ku-band BUCs,” said Cristi Damian, VP Business
Development at Advantech Wireless. “The use of high-reliability
GaN technology, high-efficiency power supply and conservative
thermal designs contribute to the trouble-free operation of the
unit. With low weight and size, comes also a high degree of
versatility and user-friendliness. These units can cover both the
standard 14.0-14.5GHz band, or the extended Ku-band band
of 13.75-14.5GHz, by simply activating an external hardware
switch. This universal approach reduces inventory cost and
operating expense.”
Rugged computers and servers for in-situ analysis
Rugged computers have long had their place in the battlefield,
but as warfare and tactical equipment have become increasingly

19

Global Military Communications Magazine

digitalised, they have taken on ever-more-important roles.
Accordingly, the number of rugged computers used in the field
has swollen, as have the market offerings. In contrast, rugged
servers are a newer market entrant, prompted by the growing
needs of in-situ data analysis, storage and relay requirements,
all of which contribute to enhanced real-time intelligence.
In March 2016, Stealth released its new WCP-725F model,
a rugged computer designed for military, marine, scientific
research, mining and utilities applications, among others. The
WCP-725F’s waterproof structure ensures that the computer is
safe from liquids, chemicals, dust and dirt, meeting IP67/NEMA
6 environmental standards. The fanless computer is cooled
passively through the chassis, affording silent operations. Other
features include an Intel Core i7 mobile processor, Windows
10, 8/8.1, 7 and Linux compatibility, DC output for use in mobile,
marine and field applications, and solid state drives (SSDs) that
meet extreme temperature, humidity and high altitude
specifications.
Also in March, Panasonic India launched the Toughbook CF54, a handheld rugged PC developed with military applications
in mind. Like Stealth, Panasonic India opted for an Intel
processor, the 5th Generation Intel Core i5-5300U vPro.
The Toughbook CF-54 has a sunlight viewable screen for
easy viewing in outdoor conditions, a spill-resistant keyboard,

and can withstand a drop of 2.5ft. The device can be customised
for certain requirements with its 3G, GPS and other integrated
ports. The 11-hour battery can also be replaced without the
computer shutting down, an excellent feature for use in the
battlefield.
In other news, Dell recently launched a rugged server in
collaboration with Tracewell Systems, specifically for use in
challenging environments, including in armoured vehicles. The
Tracewell T-FX2 was designed for shock and vibration resistance,
can be used at high temperatures and altitudes and comes with
optional dust filtration and MIL-STD-461 standard EMI shielding
and D38999 connectors. Its applications include virtualisation,
big data analytics, database systems, web hosting and HPC
clusters.
The Tracewell T-FX2 technology was based on the Dell
PowerEdge R420xr. According to Dell, previously defence
strategists designed solutions for their back office mission needs
and then cobbled together expensive custom computing
products for the field. The Tracewell T-FX2= represented a single
powerful, high-performance platform for all of defence needs
that fit within any space-constrained, harsh or unusual
environment. It is fully-configurable, thus can be designed for
each user’s specific need, and can also be easily upgraded as
required.
GMC
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The growing convergence of DoD and
commercial protected SATCOM
requirements
RT Logic, a Kratos company, is a major supplier of ground-based equipment for space/ground communications. 90
percent of America’s space missions use RT Logic products during their test, launch, or on-orbit phase. RT Logic
products test spacecraft communication subsystems at every major US satellite factory, and support space-lift operations
at the national launch ranges. The company supports both commercial satellite operators and US defence agencies on
programmes such as the US Air Force’s SPIRIT and Operation Silent Sentry, and the US Army’s Wideband Remote
Monitoring Sensor (WRMS). Steve Williams, Business Area Manager of Signals Instrumentation, and Chris Badgett,
Business Area Manager of Mission Data Processing at RT Logic, outline the convergence of commercial and DoD
protected SATCOM requirements, including increasing bandwidth availability, improved SATCOM planning and reliable
protected communications.
From a commercial perspective, SATCOM is used for critical
national infrastructure services such as communications,
financial and banking services, power grid operation, security,
healthcare, transportation, disaster relief, and vital distribution
systems for food, water, medicine, fuel and vital products.
From a DoD perspective, SATCOM is indispensable to
command, control, reconnaissance, relief and warfare
communications. As SPAWAR PMW/A 170 asserts, ‘Bandwidth
is THE Key enabler of Information Dominance.’1 For the US Navy
in particular, SATCOM is the mainstay of long distance
communications in peacetime, humanitarian operations and
when on wartime footings. SATCOM demand is ever increasing
in response to unprecedented international data requirements
from the human, military and financial sectors. This extraordinary
demand is driving a convergence of commercial and DoD
SATCOM requirements.
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Increasing bandwidth availability
The US Navy is experiencing steep SATCOM bandwidth growth.
Even as new satellites come on-line, their bandwidth is
immediately consumed, with requirements continuing to outrun
bandwidth availability. Among many results, this leads to
increasing utilization of commercial satellites to carry encrypted
Navy communications within Commercial Broadband Satellite
Program (CBSP) capabilities.
Commercially, SATCOM bandwidth utilization doubles every
2-3 years.2 In commercial space, this growth generates revenues
that can, in part, accrue to new satellite development and launch.
Even so, staying ahead of the SATCOM bandwidth demand
curve is a daunting task.
In addition to deploying more satellites to meet growing
bandwidth needs, the SATCOM market is also vigorously
pursuing increased bandwidth utilization efficiencies as well as
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capabilities which support dynamic reallocation of available
bandwidth. The rapid evolution and deployment of high
throughput satellites (HTS) will supply additional available
bandwidth, and requires budget availability to conduct needed
research and development, construction, launch and upkeep
operations. As well, advanced modem technologies leveraging
concepts from adaptive coding and modulation (ACM)
techniques, wide band frequency hopping and direct sequence
spread spectrum will be important.
Improved SATCOM planning
As bandwidth becomes more available, the planning process
for satellite, transponder and frequency procurement,
authorizations and assignments must also keep pace with
military and business needs. However, SATCOM planning isn’t
consistent or shared across the commercial and DoD space,
can employ antiquated manual techniques and tools, involves
numerous people in the control loop, and is often error-prone.
In peacetime, current planning processes for requesting
SATCOM access can be time-consuming, non-agile and
frustrating.
As well, the process of reporting interference events or other
outages into SATCOM planning operations is often manual,
incomplete and overly burdensome for both the SATCOM user
and the planner.
Automated SATCOM planning and re-planning systems
operating at electronic speeds, quickly adapting to dynamic
bandwidth availability, smartly avoiding interference, and
automatically adjusting equipment and settings at both ends of
the SATCOM link must be developed and deployed. These
systems will greatly facilitate operations in degraded
environments, will provide badly needed fail-over capabilities,
and may themselves deter many forms of intentional interference.
Reliable protected communications
‘Protected communications’ is a general phrase representing
actions taken beyond the normal SATCOM transmission to
reliably transmit and receive signals. Protected SATCOM extends
well beyond typical approaches related to increasing the overall
link budget (e.g. larger apertures, more power, changing
modulation types, etc.).
For the DoD, protected MILSATCOM is often implemented
by an EHF service with small-footprint SATCOM beams for
strategic and tactical purposes.

•

•

For the commercial segments, protected communications
attempts to minimize the effects of interference in benign
environments, though recent events also suggest the need for
anti-jam capabilities.
In all cases, the terrestrial network and ground station must
be resilient to growing cyber-attack threats, and must monitor
and automatically compensate for overall network and
equipment health issues, as well as data communications losses.
Generally, advanced systems, products and capabilities
along the protected communications continuum fall within a
protection progression evolution as shown in Figure 2.

•

•

•

•
Strategically, protected MILSATCOM must provide low
probability of interception, detection and exploitation (LPI,

LPD and LPE) and be survivable, to include anti-scintillation
and anti-jam communications. Strategic protected
MILSATCOM must also provide robust command and control
services in benign, contested and nuclear operational
environments, as shown in Figure 1.
Tactically, protected MILSATCOM must provide anti-jam and
LPI/LPD/LPE communications in both benign and contested
environments.

From a threat Sense perspective, users and systems must
quickly know when something is wrong and when
communications are being degraded or interrupted. For
example, for RF signals, automatic signal monitoring is a
desired approach. For networks, network health monitoring,
cyber-attack sensors and virus detection are good
approaches.
Learn and Adapt tools provide insightful data trending and
analysis that feeds understanding and automatic adaptation
to the threat and risk occurring in the environment over time.
Effective data logging and monitoring should store historical,
time-tagged measurement data to support trending and
analysis. Such a repository is useful for predicting equipment
failures, communications outages, and impending electronic
attack preceded by detectable signal trends and other
indications. Historical data can also be exploited to
differentiate equipment problems from operator error, and
between accidental or intentional interference.
Protect and Harden is the next line of protection, and
includes solutions that protect against threats. Signal
geolocation capabilities fall within this classification, as do
devices that protect against cyber-attack or network
transmission issues.
Fight Through capabilities utilize advanced signal
processing, for example, to add robustness at the waveform
level to enhance LPI/LPD/LPE. Wide band frequency

Figure 1. Photo courtesy of Kratos
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of existing and evolving solutions that leverage capabilities from
and to DoD and commercial applications. SATCOM is a vital
infrastructure element in commercial, as well as military C2 and
data transport applications. Due to their mission-critical nature,
the function and performance of these links must be protected
with great attention, constancy and attention to detail.
GMC

Figure 2. Photo courtesy of Kratos

hopping and direct sequence spread spectrum (DSSS) are
typical methods to permit operation with active interference
and jamming. Also from a fight through perspective, the
protected tactical waveform (PTW) is a new approach using
frequency hopping spread spectrum (FHSS) to provide
enhanced anti-jam attributes. PTW combines features of the
current MILSATCOM protected waveform and the
commercial waveforms such as digital video broadcasting
(DVB). This hybrid strategy strives to balance protection and
affordability.
Protected SATCOM covers a wide area of need, with a broad set
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Unmanned Warrior becomes
first Royal Navy exercise
planned in the Cloud
Unmanned Warrior 2016 is the first Royal Navy exercise to be
planned using a cloud-based geographic information system
(GIS), which allows the 40 plus participating organisations to
view and contribute to the plan collaboratively from their own
office locations. At any one time, the participants know that they
are always working against the latest version of the plan that
can be shared and viewed by all key stakeholders.
ArcGIS Online is a cloud-based mapping platform from Esri
UK, the leading provider of geographic information systems to
the UK MoD and Armed Forces, and will be used in all three
phases of Unmanned Warrior; Planning, Deployment and Post
Deployment for PED (Processing, Exploitation and
Dissemination of information).
Unmanned Warrior, which takes place in October in Scotland,
is the largest demonstration of maritime autonomous vehicles
of its kind. The exercise will involve some 50 unmanned and
autonomous vehicles, sensors and software in the air, on the
surface, and underwater with participants from industry,
academia and defence. To date, more than 100 users have been
registered to access the ArcGIS Online based plan.
Co-ordinating a plan of this complexity with so many
organisations in diverse geographic locations had proved
challenging using spreadsheets, paper and scanned maps. The
Royal Navy, which is hosting Unmanned Warrior, embraced the
move to ArcGIS Online, where the “current” version of the plan
is always available to registered participants. It also allows
relevant data, such as Environmental Impact Areas, to be loaded
so the overall impact of the plan can be more easily assessed
or to brief stakeholders, such as the CAA and NATS, showing
the impact of the plan on Airspace hour-by-hour, though the
exercise.
Cdr Peter Pipkin, The Fleet Robotics Officer, commented,
“The use of ArcGIS Online is a significantly different way of
planning for us, so the opportunity to explore its utility in the
unique construct of Unmanned Warrior is a chance that we
wanted to fully exploit”.
During the Deployment phase Esri UK’s `Drones to Map`
product will enable data captured from an unmanned vehicle to
be incorporated into the ArcGIS platform to provide situational
awareness of the real operational scenario. Esri UK is also
providing an ArcGIS Online based Operations Dashboard for
VIP and observers to view a dynamic common operational
picture of the exercise.
In the Post Deployment phase Esri UK is looking to work
with the National Oceanographic Centre (NOC) on the
Processing, Exploitation and Dissemination (PED). This entails

News Briefs
At Eurosatory 2016 Rheinmetall presented its new Lynx
infantry fighting vehicle to the international public for the first
time. Agile, hard-hitting and highly protected, this state-ofthe-art tracked armoured vehicle is destined to dominate the
modern battlefield, lending itself to operations from peace
enforcement to high-intensity combat.
Ben Hudson, Head of Rheinmetall’s Vehicle Systems
Division, said: “Lynx is an advanced new modular family of
vehicles that offers our customers the highest levels of
survivability, mobility, lethality and capacity while utilising
proven technologies to deliver a compelling value proposition
for our global customers. Lynx delivers the capabilities that
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Esri UK establishing an environment based on ArcGIS capable
of storing, managing, processing, analysing and disseminating
a wide range of data captured during the deployment, for
example, bathymetric, oceanographic, atmospheric and littoral.
“The use of ArcGIS Online in the planning of Unmanned
Warrior demonstrates how Por tal for ArcGIS – the
implementation of ArcGIS Online in a customer’s own secure
environment – could be a game-changer in operations planning
for tactical exercises and for deployed operations,” said Adrian
Friend, Head of Defence National Security and Public Safety at
Esri UK “We look forward to showing how GIS underpins the
operation of unmanned platforms and sensors, and the
exploitation of their data, to deliver critical situational awareness
during Unmanned Warrior.”
GMC

Discovery Air Defence
standing offers extended for
interim contracted airborne
training services
Discovery Air Defence Services Inc., a wholly owned subsidiary
of Discovery Air Inc. has announced that its Standing Offers to
provide interim Contracted Airborne Training Services (“ICATS”)
to the Government of Canada has been extended until
December 2017, with two additional six-month option periods.
DA Defence has been the exclusive supplier of “fast jet” (Type
1) and “business jet” (Type 2) airborne training services to the
Canadian Armed Forces through these Standing Offers since
2005.
The ICATS program supports live-fly Adversary, Joint
Terminal Attack Controller training, Electronic Warfare and
Electronic Attack training as well as live fire target practice.
“Our team of retired CF-18 pilots, maintenance technicians
and staff are pleased to continue to deliver this service to the
Canadian Armed Forces. With over 58,000 hours of combat
support training delivered over the past eleven years, we have
built unparalleled experience, have had an exemplary flight
safety record, all while maintaining industry-leading service
levels, including a 98 percent+ mission success rate. With the
largest operating fleet of combat support aircraft in the world,
and a footprint across Canada, the US, and Europe, DA Defence
continues to proudly export Canadian expertise to the world,”
stated Paul Bouchard, President of DA Defence.
In February 2016, DA Defence submitted a highly competitive,
“true Canadian” solution that creates high quality jobs and
investment across Canada as part of the Government of Canada’s
Request for Proposal for the 10 year (plus option years)
Contracted Airborne Training Services (CATS) program.

will allow our customers to fight, survive and win on the
battlefields of today and tomorrow”.
Lockheed Martin has received a $331.8 million contract from
the US Army for Lot 11 production of Guided Multiple Launch
Rocket System (GMLRS) rockets.
The contract calls for the production of GMLRS Alternative
Warhead rockets, GMLRS Unitary rockets and ReducedRange Practice Rockets (RRPRs) for the US Army, US Marine
Corps and for Foreign Military Sales (FMS) to Israel, Finland,
Jordan and Singapore.
Work will be performed at the Lockheed Martin facilities
in Camden, Arkansas, and Dallas. All production deliveries
are anticipated to be completed by March 2018.

www.globalmilitarycommunications.com | June 2016

Global Military Communications Magazine

www.globalmilitarycommunications.com | June 2016

27

Global Military Communications Magazine

28

www.globalmilitarycommunications.com | June 2016

