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US Air Force’s next
SBIRS missile
warning satellite
ships to Cape
Canaveral for
October launch

Photo courtesy Airbus Defence and Space

United Kingdom orders additional
Zephyr
The United Kingdom’s Ministry of Defence has announced its intention to exercise
an option for the manufacture and operation of a third Airbus Zephyr S High
Altitude Pseudo-Satellite (HAPS) unit.
Flying at some 65,000ft, the ultra-lightweight Zephyr S is uniquely capable of
providing persistent surveillance or communications over the same area of land
or sea for weeks at a time without landing. The precise purposes for which the
UK MoD will use its Zephyrs have not been disclosed.
The Zephyr S will be delivered ready for flight trials in summer 2017.
“Zephyr is a highly cost-effective complement to satellites and conventional
aircraft with the potential to bring unique communication and surveillance
capabilities to the UK and other nations,” said Sophie Thomas, HAPS Programme
Manager.
Running exclusively on solar power and flying above the weather and civil air
traffic, the latest generation Zephyr S has a wingspan of 25 meters, is 30 percent
lighter and can carry 50 percent more batteries than its predecessor. This enables
the Zephyr S to carry heavier payloads for its surveillance and communications
roles. The Zephyr S HAPS is designed to fly continuously for over a month if
required before landing, being refurbished, and flying again.
As well as for military purposes, Zephyrs can be used for humanitarian
missions, precision farming, environmental and security monitoring, and to provide
internet coverage to regions of poor or zero connectivity.
GMC

Advantech Wireless receives modem order
Advantech Wireless has received a multi-million dollar order for its AMT-83L
advanced satellite modem from a NATO country member.
The AMT-83L satellite modem from Advantech Wireless adds a number
of advanced features to the AMT-73L modem series, the first worldwide
satellite modem to be certified with MIL-STD-188-165A by DISA.
“These modems have been designed to fulfil advanced two-way satellite
gateway communication requirements in Defense Satellite Communications
Systems,” said Cristi Damian, VP Business Development at Advantech
Wireless. “Based on the success of the AMT-73L line of DISA certified
modems, with thousands of units deployed and field tested throughout the
world, the new AMT-83L class adds powerful modulations and error
correcting codes. The AMT-83L also has much higher data rate, full-fledged
IP traffic with built in router, and GSE encapsulation. This new modem series
supports SATCOM-on-the-move (SOTM) mobility applications with the Direct
Sequence Spread Spectrum (DSSS) capability. It is the most advanced multiplatform military-grade modem in the world today.”
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The US Air Force and Lockheed Martin
delivered the next Space Based Infrared
System (SBIRS) Geosynchronous Earth
Orbit (GEO) satellite to Cape Canaveral Air
Force Station on August 2, ahead of its
October launch.
SBIRS includes a combination of
satellites in GEO orbit, hosted payloads in
Highly Elliptical Orbit (HEO), and ground
hardware and software.
The data provided by SBIRS enhances
the military’s ability to detect missile
launches, supports ballistic missile defense,
expands technical intelligence gathering,
and bolsters situational awareness on the
battlefield.
“SBIRS GEO satellites are our nation’s
missile warning sentinels and are critical
assets to the US military’s continually
evolving mission,” said David Sheridan, Vice
President of Lockheed Martin’s Overhead
Persistent Infrared systems mission area.
“With GEO Flight 3’s successful testing and
delivery to the launch site, we’re expanding
the military’s ability to receive timely, reliable
and accurate missile warning and infrared
surveillance information.”
Lockheed Martin manufactured SBIRS
GEO Flight 3 at its Sunnyvale, California,
facility. For its trip to Florida, the satellite was
loaded aboard a C-5 Galaxy aircraft at
nearby Moffett Federal Air Field. It will launch
aboard a United Launch Alliance Atlas V
rocket.
The next SBIRS satellite, GEO Flight 4,
is in storage and will undergo final assembly,
integration and test operations prior to its
planned 2017 launch. SBIRS GEO-5 and
GEO-6, which are currently in production,
incorporate the new modernized A2100
spacecraft to dramatically reduce costs and
cycle times while increasing the potential to
incorporate future, modernized sensor
suites.
The SBIRS development team is led by
the Remote Sensing Systems Directorate
at the US Air Force Space and Missile
Systems Center, Los Angeles Air Force
Base, California. Lockheed Martin Space
Systems, Sunnyvale, California, is the
SBIRS prime contractor, with Northrop
Grumman Aerospace Systems, Azusa,
California, as the payload integrator. The
460th Space Wing, Buckley Air Force Base,
Colorado, operates the SBIRS system.
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Rockwell Collins awarded production contract to
modernize Air Force, Navy and Army test ranges
Rockwell Collins has been awarded a US$31 million contract from the US Department of Defense to support production of the
Common Range Integrated Instrumentation System (CRIIS) across Air Force, Navy and Army test ranges. The award comes
shortly after the completion of a successful Production Readiness Review.
Rockwell Collins is the prime contractor and systems integrator for the next-generation military test range instrumentation
system that will replace the Advanced Range Data System (ARDS) currently in use at major US military test ranges. CRIIS
equipment will support a variety of platforms, including the F-35 and F-22 for improved operational realism.
The award calls for Rockwell Collins to deliver:
 180 ground and airborne subsystems to seven DoD test ranges;
 Initial spares to establish a repair pipeline for system support; and
 Support site activation with production hardware at NAS Patuxent River, Eglin AFB, Edwards AFB and White Sands Missile
Range.
“Over the last eight years of our involvement with risk reduction and development activities for the CRIIS program, there have
been uncountable accomplishments, large and small, and no matter what challenge presented itself, the team found a way to get
it done,” said Mike Jones, Vice President and General Manager, Communication, Navigation and Electronic Warfare Solutions for
Rockwell Collins, “The key technologies of multi-level security, high throughput datalink networking, and precision GPS-based
positioning make the system ready for the F-35, so moving into production makes CRIIS real for test and training instrumentation
users. It provides much needed technology to modernize our US military test ranges and extends air combat training to be more
operationally realistic as well.”
The CRIIS program fulfills critical DoD requirements to provide Time, Space, Position Information (TSPI), additional platform
test data, and employs a more robust, spectrally efficient data link including multiple independent levels of security (MILS). Rockwell
Collins has established itself as a leader in this field with their NSA certified airborne MILS system.
Production work will be performed at Rockwell Collins facilities in Richardson, Texas and Cedar Rapids, Iowa. Formal contractor
and government testing of the system was conducted over several years at the Eastern Iowa Test Range (EITF) – comprised of
GMC
Rockwell Collins facilities, Patuxent River NAS and Eglin AFB.
SpeedCast has been appointed by Airbus Defence and Space to offer military-grade satellite communication services to
the Australia and New Zealand governments. SpeedCast will be offering tactical secure communications services to
government customers, delivering secure X-band network services that combine the affordability, operational utility and
scalability required to meet the stringent requirements of government, military and humanitarian operations.
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Advancements in UAS technology
Unmanned aircraft systems (UAS) play a fundamental part in today’s world. They are commonly-used for military,
government and commercial applications around the globe to fulfil a number of needs. Those applications include
reconnaissance, combat, research and development, and logistics. Many military groups and government sectors
have become heavily reliant on the UAS for the acquisition of mission-critical data, as well as safeguarding soldiers in
the field. The vital role played by UAS across a host of sectors makes it an industry to watch.

The first UAS were developed in the early 1900s to provide
practice targets for military training purposes. Since then, the
field has come on in leaps and bounds, with heavy development
pushes taking place mainly in times of war. Today, the
applications UAS are put to have expanded significantly. In the
civil and commercial sectors, their use for agriculture, aerial
photography, and data collection is well-established, while new
applications, such as Amazon’s bid to use them to deliver
packages to customers, are hitting the headlines with increasing
frequency.
The use of UAS remains highest within the military and
government sectors, where they perform a variety of vital roles:
 Target and decoy: Providing a target that simulates enemy
aircraft;
 Reconnaissance: Providing battlefield intelligence;
 Combat: Providing attack capabilities in high-risk missions;
and
 Logistics: Delivering cargo.
According to ‘The Global UAV Payload Market 2015-2025’
report, the global UAV payload market is expected to grow at a
CAGR of 3.93 percent from US$2.1bn in 2015 to US$3.2bn by
2025. North America is expected to account for 59.1 percent of
the total expenditure, followed by Asia-Pacific at 18.4 percent
and Europe at 17.6 percent. Latin America, the Middle East
and Africa comprise 4.9 percent of expenditure combined.
The radars and communication sector accounts for around
72.7 percent of the market, while sensors and detection, and
weaponry, will account for 19 percent and 8.3 percent in turn.
The need to increase surveillance, suppression/destruction of
enemy air defence (SEAD/DEAD), and communications relays
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and combat search and rescue (CSAR) is expected to drive
spending in most regions. In order to keep ahead of current
threats, it’s important that our military and government sectors
have access to state-of-the-art UAS technology. With each new
development, capabilities improve and we gain a short-lived
advantage over our enemies, until that technology falls into their
hands, and then the cycle repeats. Despite the cycle, many
companies and organisations like Arcturus, Ehang, Sky-Watch
and NASA continue with the advancement of UAS technology.
Vertical take-off and landing (VTOL) UAS
Vertical take-off and landing (VTOL) capabilities in UAS are
reasonably commonplace, having been frequently designed into
the devices since the early 1900s. Their advantages include
the fact that they do not require a runway or catapult to take off
and can be launched from any location. However, due to the
weight restrictions required for them to lift-off, VTOL UAS often
have to make sacrifices in other areas, such as payload or speed.
As such, heavy research and development into new VTOL UAS
continues to this day, with groups like Israel Aerospace Industries
(IAI) and DARPA leading the pack.
In February 2016, Hankuk Carbon and IAI signed a
memorandum of agreement (MOA) for a joint venture to develop,
manufacture and sell VTOL UAS with a maximum take-off weight
of 300kg. The partners are also considering adding shipborne
take-off and landing capabilities to the FE-Panther. The venture
is expected to be completed in 2018. The next-generation VTOL
UAS will target 90 percent of domestic localisation and will be
developed according to Republic of Korea customer
requirements. Hankuk Carbon and IAI have estimated, based
on the Teal Group forecasts, that the potential market for VTOL
Naval UAVs is around US$4.3bn for 2015-2024.
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“We see the upcoming joint venture as a great opportunity
for both companies to expand their business,” said Shaul Shahar,
Executive Vice-President of IAI. “With Hankuk Carbon’s
composite material production capability and IAI’s 40-years’ of
experience and know-how of UAVs, the joint venture has the
potential to become a leading VTOL UAV company, and to
provide the best solution to our customers in Korea and
worldwide.”
Meanwhile, in March 2016, DARPA awarded the Phase 2
contract for its VTOL Experimental Plane (VTOL X-Plane)
programme to Aurora Flight Services. Through a combination
of fixed-wing and rotary-wing technologies, the project aims to
provide radical enhancements in vertical and cruising flight
capabilities. The VTOL X-Plane will fly fast and far, hover when
needed and accomplish diverse missions without the need for
prepared landing areas.
The VTOL X-Plane will have two large rear wings and two
smaller front winglets (canards) mounted near the nose of the
aircraft. A turboshaft engine mounted in the fuselage will provide
3MW of electrical power, which will drive 24 ducted fans, nine
integrated into each wing and three inside each canard. Both
the wings and the canards will rotate to direct fan thrust as
needed; rearward for forward flight, downward for hovering, and
at angles during transition between the two. The VTOL X-Plane
will achieve a top sustained flight speed of 345-460mph, raise
aircraft hover efficiency from 60 percent to at least 75 percent,
present a more favourable cruise lift-to-drag ratio of from 5-6 to
10, and carry a useful load of at least 40 percent of the vehicle’s
projected gross weight of 10,000-12,000lb.
“This VTOL X-plane won’t be in volume production in the
next few years, but is important for the future capabilities it could
enable,” said Ashish Baggai, DARPA’s Programme Manager.
“Imagine electric aircraft that are more quiet, fuel-efficient and
adaptable and are capable of runway-independent operations.
We want to open up whole new design and mission spaces
freed from prior constraints, and enable new VTOL aircraft

systems and subsystems.” Test flights are expected to take place
in 2018, and, notably, DARPA has suggested that the design
could also be used for manned aircraft.
Autonomous UAS
Autonomy is an interesting topic in the UAS sector. While the
earliest UAS were simply radio controlled aircraft operated by a
human pilot, recent years have seen UAS become increasingly
autonomous and situationally-aware. Today, some UAS feature
built-in guidance systems that enable them to perform flight path
stabilisation and navigation functions. The field continues to
expand further; sensor fusion, multi-agent communications,
trajectory generation, task allocation, and cooperative tactics
are all expected to be important developments for future UAS.
NASA is just one organisation developing autonomous UAS.
In September 2015, it completed the third in a series of test
flights for its UAS Integration in the National Airspace System
(UAS-NAS) project with its Ikhana UAS. Ikhana was equipped
with a prototype detect-and-avoid (DAA) system, with on-board
sensors that worked in conjunction with airborne and terrestrial
computers. Ikhana made 11 flights with more than 200 scripted
encounters with approaching aircraft, and either sent an alert
to its remote pilot to take action, or activated a programme to
manoeuvre itself to avoid the collision, an industry-first
achievement.
“We recorded some valuable data that will take some time
to analyse fully, and we expect we’ll need to make some minor
refinements to our algorithms, but from what we saw during the
tests, the results look promising,” said Dennis Hines, NASA’s
Director for Programmes for the Armstrong Flight Research
Center at Edwards, California.
The DAA system comprised three sensors. General Atomics
Aeronautical Systems, Inc (GA-ASI) contributed a prototype
radar system, as well as the self-separation and collision
avoidance alerting logic software. BAE Systems contributed an
Automatic Dependent Surveillance-Broadcast (ADS-B), a

Photo courtesy of DARPA
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satellite-based navigation tool in which an aircraft determines
its position and then broadcasts that information, enabling other
nearby aircraft equipped with the same tool to know where
everyone is in the sky. Honeywell International provided a second
generation Traffic alert and Collision Avoidance System (TCAS),
which monitors the sky immediately surrounding an aircraft. If
another aircraft with a similar device flies too close, an alert
prompts the pilot to take action. Honeywell International also
provided the software that enabled the three DAA system
sensors to work together, as well as the ‘intruder’ aircraft for the
tests.
Sky-Watch is another company active in the development
of autonomous UAS and specialises in the production of devices
for defence, law enforcement, and emergency management. It
currently offers three UAS with autonomous features: Huginn
X1, Heidrun V1 and Cumulus.
In December 2015, Sky-Watch A/S, Sky-Watch Labs and
Boeing signed a mutual letter of intent (LoI) to expand their
collaboration on their Smart UAV development project and
general sales support regarding Sky-Watch current and future
platforms. The expansion of the collaboration will primarily focus
on the execution of Boeing-aided development projects at
Cambridge University and Cranfield Aerospace to support the
development of the Sky-Watch A/S vertical wing VTOL Smart
UAV system, and to help leverage the project to Arctic and
maritime environments.
The development projects are focused on hybrid propulsion
technologies and advanced aerodynamics. Cambridge
University will support the development of new UAV hybrid
propulsion technologies, such as fuel-cell technology, solar
panels and other technologies. Cranfield Aerospace will perform
an independent aerodynamics and performance evaluation of
the Sky-Watch Smart UAV system in order to advise and provide
consultation on the system configuration, aircraft system and
subsystem details.
Counter-UAS technology
As micro and mini UAS become increasingly easy to make, low
cost, user-friendly and hard to detect, their commercial
availability has been recognised as a growing potential threat
to national and commercial security. To deal with these threats,
ever-more counter-UAS systems are being launched onto the
market, each with enhanced detection and mitigation
capabilities. In September 2015, Airbus Defence and Space and
Selex ES both announced or launched new counter-UAS
systems.
The Airbus Defence and Space Counter-UAV System detects
illicit intrusions of UAS at 5-10km ranges and offers electronic
countermeasures that minimise the risk of collateral damage.
The system combines sensor data from different sources with
the latest data fusion, signal analysis and jamming technologies.
It uses operational radars, infrared cameras and direction finders
to identify the drone and assess its threat potential. Based on
an extensive threat library and real-time analysis of control
signals, a jammer then interrupts the link between drone and
pilot and/or its navigation. Furthermore, the direction finder tracks
the position of the pilot, who can subsequently be arrested.
With Airbus Defence and Space’s Smart Responsive
Jamming Technology, the jamming signals block only the
frequencies used to operate the drone, while other frequencies
in the vicinity remain operational. Since the jamming technology
contains versatile receiving and transmitting capabilities, more
sophisticated measures like remote control classification and
GPS spoofing can be utilised as well. This allows effective and
specific jamming, and also a controlled takeover of the UAV.
“All over the world, incidents with universally available small
drones have revealed a security gap with regards to critical
installations such as military barracks, airports or nuclear plants,”
said Thomas Müller, Head of the Electronics Business Line at
Airbus Defence and Space. “As a specialist in defence
electronics, we have all the technologies in our portfolio and
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the integration knowledge which are needed to set up a quickresponse protection system with extremely low false alarm rates.”
The system has been tested extensively at Airbus Defence
and Space’s premises and during customer presentations in
Germany and France, and is expected to be launched
commercially in 2016.
Meanwhile, Selex ES launched its new counter-UAV system,
Falcon Shield, to provide users with a multi-spectral threat
sensing capability and, uniquely through the integration of an
electronic attack capability, a multi-layered threat response. This
response introduces a capability to take control of a remotelypiloted drone and land it safely (a command-link control
intervention capability) prior to the need to defeat the threat by
simple jamming or kinetic solutions. Consequently, the potential
for undesired collateral effects is minimised.
Falcon Shield makes use of Selex ES’s high-performance,
passive electro-optical and electronic surveillance sensors,
combined with scenario-specific radar. These provide a fullyintegrated threat detection, identification and tracking capability
that enables Falcon Shield to operate in environments that range
from wide area through to high-clutter, ‘urban canyons.’
Incorporated within the Falcon Shield system is Selex ES’s
unique electronic attack capability that provides users with the
ability to disrupt or take control of the threat. This capability can
be complemented by the integration of additional, optional kinetic
effectors. The framework flexibility also enables Falcon Shield
to be readily tailored and interfaced with existing customerspecific security solutions, as well as the customer’s security
infrastructure.
GMC
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The connected mobile battlefield
Fast, safe, secure and reliable communications are an essential element of mission success and a force multiplier in
today’s battlefield. There are many parallels between the evolution of automobiles and ground combat vehicles – both
have become mobile ‘communication nodes’ on the network, rather than just a means of conveyance. It is understandable
that people enduring the stress of combat might expect or even demand effective resilient communications while
experiencing the harsh, high noise and vibration-intense environment of ground combat vehicles. Cobham plc provides
a range of technologies to transform ground combat vehicles into multi-domain communication nodes, linking users
with terrestrial and satellite-based communications and navigation systems, as well as providing them with sensors for
intelligence, surveillance, target acquisition, reconnaissance and self-protection. Michel Emelianoff, Sector President
of Cobham Communications and Connectivity, outlines the different aspects of the connected mobile battlefield, and
how they are expected to develop over the next five years.

In the last several decades, the war-fighter and peacekeeper
alike have looked for connectivity, not just inside the vehicle,
but in the wider world. To meet this need, Cobham originally
developed the AN/VIC-3 vehicular intercom, which has been
the mainstay intercom for ground combat vehicle fleets since
the early 1990s, with over 100,000 systems currently in service
and over 130,000 worldwide. Building on the battle-proven
success of the VIC-3, Cobham partnered with Northrop
Grumman to create Northrop Grumman Cobham Intercoms LLC.
Together, they were selected by the US Army to qualify and
supply a next-generation vehicular intercom.
Over the next five years, commercial access to high speed
mobile internet is set to accelerate with the introduction of 5G
and new satellite constellations. Much like the connected car of
the future, the fusion of advanced connectivity, navigation and
sensors is set to play a key role in the mobile battlefield.
To support this need, the AN/VIC-5 system provides a step
change in capability for new vehicle platforms; due to its unique
compatibility with legacy installations, it provides a cost-effective
modular upgrade path, enabling module-for-module replacement
without changing the interconnecting cables. Connectivity is
achieved using both terrestrial and satellite communications,
and increasingly uses software defined radio (SDR)
technologies. The AN/VIC-5’s control consoles and operator
stations enable users to leverage new features, IP-based
communications and networks, remote control radio control and

10

secure remote wireless connectivity, both within the vehicle and
for dismounted personnel. Ethernet interfaces on all consoles
and stations are incorporated, which, along with enhanced
microprocessors and multiple CODECs, provide additional
communication capabilities and enable tailored future
technology insertion. The intercom, no longer limited to voice,
can support high data and video transmission.
Satellite connectivity in the mobile battlefield
As the need for connectivity grows, the importance of Information
Assurance (IA), more commonly referred to as cyber security,
remains paramount, as the once-simple intercom is now a
gateway into the wider world of connectivity, such as the
Warfighter Information Network Tactical (WIN-T).
Underpinning this satellite communication capability is the
Multi User Objective System (MUOS), a new US satellite
constellation that provides communications on the move. In itself,
MUOS is a real step forward in connectivity, as it dramatically
increases the bandwidth of up to 384Kbps to the user via a
constellation of five geostationary satellites. This is a real
achievement for UHF systems, as the antennas don’t need to
track the satellites, but can still see close to the horizon.
High data rate satellite communication is also offered at Lband using Inmarsat, which includes cutting-edge solid state,
phased array technology that allows the beam to be moved
electronically without changing the orientation of the
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antenna. Increasingly, the use of Ku and Ka-bands, including
20/30GHz, is also providing connectivity on the battlefield,
particularly in support of C4ISR missions. On the move, Ku and
Ka-bands will make use of phased array technology to track
multiple satellites, providing resilient connectivity and seamless
handovers. These systems are enabled by advanced electronics
supplied by Cobham that are on board the latest military and
commercial satellites, such as WGS and Inmarsat Global
Xpress.
The electromagnetic spectrum - the new arms race
Integration of all of this connectivity is of limited utility if the
vehicle’s radios are jammed, or simply experiencing co-site RF
interference due to the ever-increasing number of antennas
transmitting and receiving in close proximity.
Antenna separation and the use of filters alone is not
sufficient to mitigate the interference problem vehicles
experience within congested spectrums, particularly with the
proliferation of SDRs and associated communications
equipment and jammers. Such interference can reduce the
effectiveness of the communications systems ranges down to
just a few hundred meters, caused by receiver saturation and
the introduction of broadband noise. In addition, electronic
warfare (EW) jamming and Improvised Explosive Devices (IEDs)
are increasingly being used as part of Anti Access and Area
Denial (A2AD) tactics by adversaries, as the electromagnetic
spectrum is becoming the new arms race. Cobham continues
to support US and NATO forces with its advanced EW
capabilities not just on land but in the air, through RF transmitters
for electronic jammers aboard the Navy EA-18G jet aircraft, and
at sea, as part of the interferometric arrays used on the SEWIP
system.
Cobham’s next-generation products offer a breakthrough in
the level of sensitivity restoration that can be achieved in the
receiving radios. Next-generation RF interference cancellation
is one of the Integrated Communications Environment (ICE)
technologies developed to optimize the installed performance
of multiple radios, jammers and intercom systems operating
simultaneously on the same platform. Each cancellation channel
makes use of a combination of analogue and digital techniques
to remove the main transmission signal and the noise sidebands
and restore secure and reliable communications.
GPS is increasingly vulnerable to low level interference
It is not only communications and sensors that are important
for the connected battle space; systems that provide resilient
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GPS are increasingly vital. These systems support situational
awareness and allow synchronization of battle management
systems (BMS) using precision navigation and timing (PNT).
It is well known that GPS is vulnerable to relative low level
interference, and that small EW jamming devices are
increasingly
used
by
adversaries
to
disrupt
operations. Advanced antennas are now available that digitize
the antenna signals using advanced processors to cancel and
locate the jammers. At the same time, certain types of interferers
can be excised with the same precision as a surgeon’s knife,
without degrading the GPS signal quality. Increasingly, nations
around the world, recognising the strategic importance of GPS,
are launching their own GNSS systems including Galileo in the
EU, while a number of end users are calling for systems that
are compatible with multiple constellations to enhance the
resilience of their forces.
Physical defence systems to protect against life-threatening
attacks
Sadly, the threat posed by IEDs has not gone away, and they
are in widespread use post-Afghanistan in the Middle East and
Africa. While V-shaped and advanced composite hulls help to
protect troops, the IED arms race means that shocks from the
blast can still be an issue. Advanced ground penetrating radar

VIC-5 DEOS G803X. Photo courtesy Cobham
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(GPR), which scans the ground in front of the vehicle, can detect
these deadly devices and so keep vital routes open and reduce
the need to call on combat search-and-rescue and medevac
teams. While traditional systems have required large complex
sensors and dedicated vehicles, Cobham has focused on the
development of scalar modular systems that can be easily
integrated to provide protection to virtually any vehicle, including
robots and small tactical UAVs.
Connectivity is vital for the future; however, it is important to
remember that a key requirement for military users is the
environment inside the vehicle. While noise cancellation
headsets used in combat vehicles are much like the headrest
speakers in the latest convertibles, reducing the unwanted
sounds to a hush, in the case of the war-fighter, they protect
from permanent hearing loss. Likewise, Microclimate cooling
systems maintain crew body temperature in a similar way to air
conditioning, but again protect against life-threatening
environments.
Ground combat vehicles – no longer just an intercom
Let’s jump to the future and imagine what your car might be like.
Your future car, part carbon fibre to minimize its weight and
reduce its emissions, drives autonomously down the highway,
with navigation systems finding the best route home. With only
a hand gesture you can accept a phone call. Meanwhile, the
connected console in the back of the vehicle allows your
passengers to control the entertainment systems and surf the
internet, as your suspension adapts to the road surface using a
fusion of sensors and GPS to ensure a smooth ride. Arriving
home, you pull up, get out of the car and scroll your keypad to
command the vehicle to autonomously park itself in the garage.
You also set the pre-conditioned temperature for the next
morning to warm up the interior, as it is winter. Simple.
For ground combat vehicles, we are already there. As the
war-fighter climbs into their ground combat vehicle wearing their
Microclimate cooling vest, straps on their restraint harness in
case of an IED event and puts on their noise cancellation
headphones, they fire up VIC-5 to provide access to connectivity,
navigation and sensors – the technology is just as startling.
A ground combat vehicle intercom is no longer just an
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intercom, it is now the heart of the connectivity backbone, linking
users with terrestrial and satellite communications, satellite
navigation constellations and sensors for intelligence,
sur veillance and reconnaissance, as well as force
protection. With increasing use of autonomy and built-in
intelligence and protection, the war-fighter is equipped with the
latest technology. These systems are deployed in more
hazardous conditions than we can possibly imagine and, when
necessary, will help to save the war-fighter’s life.
GMC
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The future of secure
storage
Cloud Constellation Corporation is a new start-up company that plans to
provide an independent space-based cloud storage network infrastructure
called the SpaceBelt™ for cloud service providers and their end-user
clientele. The SpaceBelt will provide secure storage and provisioning of
sensitive data around the world for government and enterprise applications.
Amy Saunders spoke with Scott Sobhani, Co-Founder & CEO of Cloud
Constellation Corporation, to find out more about the SpaceBelt’s
development, capabilities and applications.

Scott Sobhani, Co-Founder & CEO of
Cloud Constellation Corporation

Imagine how organizations would operate
if data vulnerability was no longer a focus
of the day to day operation. A world free
of insecure data and jurisdictional hazards.
A global data storage network based in
space.
Introducing SpaceBelt ™ , the Patent
Pending space-based cloud storage
network that will be a key market
differentiator for Cloud Service Providers.
The SpaceBelt is a cloud-based service
that addresses those needs and captures
those clients. It achieves the virtual
provisioning of desktops around the world,
so if a company is headquartered in
Boston, for instance, they can access all
of the company’s desktops and machines
wherever they are in the world. With the
SpaceBelt, they’ll have the ability to do that
without ever touching another network, the
Internet, a leased line or any other satellite
network in order to communicate with all
of their offices.

GMC: Can you provide an overview of the SpaceBelt Information UltraHighway™ and its development to date?
Scott Sobhani: The SpaceBelt project started about three years ago, when we
realised that satellite had been largely ignored by the cloud networking and
storage sector. The reason is that there are simply so many good ways of
communicating terrestrially. However, we feel that terrestrial communication links,
as well as traditional satellite links, expose enterprises and government networks
to surreptitious activities and cyber-attacks, not to mention the jurisdictional
hazards at play in some regions.
We wondered what type of solution we could provide that would be superior
at addressing the requirements of those enterprises and governments requiring
the movement of sensitive and mission-critical data around the world. As a result,
we put together a team of highly-experienced people from the satellite,
telecommunications and cloud storage sectors to put the SpaceBelt into action.
This was a bit of a challenge, as the satellites and telecommunications sector
professionals are not very familiar with the engineering behind cloud storage
solutions and vice versa.
When you think of cloud storage, most people immediately think of media
storage, like photos, video or music, for back-up purposes. So some people
might ask, “Why would anyone want to store photos in space?” We completely
agree; that’s not what the SpaceBelt is for. Rather than being designed for
consumers, the SpaceBelt was developed for enterprises and governments
around the world, many of whom already use cloud storage. This segment of
cloud network users is either underserved, dissatisfied or nervous about using
cloud capabilities.
The SpaceBelt is a cloud-based service that addresses those needs and
captures those clients. It achieves the virtual provisioning of desktops around
the world, so if a company is headquartered in Boston, for instance, they can
access all of the company’s desktops and machines wherever they are in the
world. With the SpaceBelt, they’ll have the ability to do that without ever touching
another network, the Internet, a leased line or any other satellite network in
order to communicate with all of their offices.
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GMC: What can you tell us about the SpaceBelt constellation
and the associated hardware?
Scott Sobhani: The patent-pending SpaceBelt constellation will
start out with eight satellites, with an objective of providing a
massive 1.4EB of storage capacity, which will directly cover 96
percent of the world; only the North and South Poles will go
unserved. The satellites are small, but they’re not tiny by any
means. After the first eight, we plan to add more satellites every
year to increase our capacity in line with demand. Governments
and enterprises may decide to have their own satellites added
into the SpaceBelt network, which will be built to our
specifications, or else they can lease the cloud storage space
we have available in the SpaceBelt constellation. The modular
nature of our network is a great advantage, as it means that we
can add more memory and capabilities, such as computing and
processing, via new SpaceBelt satellites over time.
We plan to have the entire eight-satellite constellation in
place in 2019, although it may come as soon as 2018, depending
on our funding progress. We have a three-stage funding model
to cover our estimated costs through cash flow break-even,
which is forecast to occur in the second year of service operation.
We developed a way to avoid spending US$4bn on this
system. We’re building it for just US$460m and, as a result,
during its development we discovered that the SpaceBelt
became more capable of transforming and disrupting the way
cloud networking is performed today. Data stored on the
SpaceBelt can be delivered to any point on Earth in a quarter of
a second. That’s comparable to fibre optic cable, if not better,
and pretty impressive when you consider that the SpaceBelt

Photo courtesy Shutterstock
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infrastructure will include its own global telecom backbone, endto-end and entirely isolated from the Internet and leased-line
networks.
We completed our Series A funding in March, which will
help us to accelerate the development of the SpaceBelt. Series
B will be complete by the end of the year, maybe even earlier,
and that’s when we’ll begin to order the hardware. Right now,
we’re in procurement discussions with suppliers and
manufacturers and we’re making great progress. Series C will
take place during the course of the build-out cycle and will carry
us through to the second year of operations, at which point we
project cash flow to break even. The company will then selffund going forward, for both day-to-day expenses and modular
expansion of the SpaceBelt network capacity to scale to enduser demands.
The SpaceBelt hardware is similar to the VSATs that most
leading companies use in their offices today, except that it’s
hardcode encrypted to military grade standards, so it will provide
unparalleled security and robust performance. That equipment
must be placed at each of the company’s premises around the
world to achieve fully secure global connectivity.
No one else has developed a technology similar to the
SpaceBelt. Cloud service providers have become commonplace
these days, but infrastructure has not. The SpaceBelt offers a
new kind of infrastructure, built for a specific audience whose
greatest challenge is to securely move sensitive, mission-critical
data around the world each day. There’s a lot of unserved
demand from the government and enterprise audience for this
infrastructure, mainly due to the level of independence they can
gain and its isolation from public networks.
With the SpaceBelt’s unique architecture, for the first time in
history, we’ll have an Information Ultra-Highway™ network that
will cover the world, without having to cover it with satellites.
There will be a massive opportunity in terms of storage capacity,
and retrieval can occur from anywhere in the global coverage
area. The SpaceBelt will also carry traffic around the world
directly via satellite, without performing hops, avoiding the time
delays, data loss and security exposures experienced today
during global data transfers.
GMC: How will the SpaceBelt improve upon the current
networks available around the world?
Scott Sobhani: The information superhighway, which is how
everyone communicates around the world today, has a lot of
shortcomings. There’s a concept of risk and hazard on the
Internet – even leased lines can be dug up and/or monitored
remotely. When data is travelling around the world, it traverses
a multitude of servers, and every time it does so, it leaves the
door open to misuse.
There are quite a number of threats faced by networks today.
There are threats from surreptitious monitoring, which could be
competitive in nature, there are jurisdictional hazards, and there
are also people who hack into the server and pick up whatever’s
being transferred through it, with dissemination or decryption
taking place later. There are also physical attacks that those
who are very intent on accessing certain information can do.
In 2014, there were 22 major breaches in the USA and more
than 100 around the world. Those breaches caused companies
to lose credibility, customer loyalty and, in many cases, suffer
significant financial loss. If your information is taken from a
company and made public, you’re going to be very upset with
that company, especially if it turns out that they weren’t up to
date with the required security measures to rebuff hackers.
One of the most significant breaches of 2015 involved
hackers getting into a major financial newswire. The press
releases sent to newswires are highly confidential and are timed
for release at specific points, so that nobody has access to them
before the markets. Hackers were able to gain access and act
upon unreleased financial information advantageously. It didn’t
just breach the newswire; it breached the confidential information
of many companies around the world.
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Users are more comfortable with cloud services than they
are with the alternatives because it’s all in-house and on their
own premises; there are no vulnerable server banks to consider
and none of the associated expenses, either. When we looked
into it, we realised that it’s really human error that causes security
problems in cloud networks and storage services. There are a
lot of processes and procedures that the Chief Information Officer
or the Director of IT establish to look after their networks, but all
it takes is one misplaced USB drive, or a team member not
changing their password on time, or selecting a weak password.
IT Directors can lose a great deal of sleep, and potentially their
jobs, when breaches occur.
Added to this host of threats and risks of the Internet are the
jurisdictional underpinnings of isolationism arising in territories
around the world. Keeping data isolated to a particular territory
is fast becoming a regulatory hurdle to providing services or
even operating an existing business. The SpaceBelt is uniquely
positioned to enable enterprises to selectively restrict their data
to predefined territories without compromising or jeopardising
their cloud services or violating any laws.
So we’ve developed a service for enterprises and
governments, and for the service providers serving those parties,
to provide communication capabilities one level above what’s
available to the general public. We’ve taken a lot of precautions
in terms of security, against surreptitious monitoring and data
theft, and we are using all of the latest technologies to prevent
the system from ever suffering threats, both in the air and on the
ground.
GMC: What are your expectations for demand around the
world?
Scott Sobhani: We’ve had a surprising reaction from the
governments that we’ve spoken with. State departments in very
hostile areas of the world are facing big threats to their networks
from hostile entities and, in some cases, unfriendly network
providers being employed to actively penetrate embassy
networks. For those governments, the SpaceBelt provides an
opportunity to bypass all of this while avoiding the associated
risks.

One example where the SpaceBelt will really come into play
is in the aerial drones segment. Many governments are now
operating drones at home and abroad, and several have
reportedly been breached by other governments with an aim to
surreptitiously monitor their drone activity. All of the drone
communication links are transported via satellite back to Earth
and are hopped around the world until they get back to the
required location.
For an entity in London with a drone in the Asia-Pacific, for
example, the data would take two or three hops to get back to
London. That’s about three seconds of latency time, including
error correction at each hop, which is like driving a car down the
road without being able to see what’s in front of you for three
seconds at a time!
During the relay, the data is exposed to deliberate monitoring,
and governments can’t really control that because of the physics
involved. With our system, the data can be carried directly into
the SpaceBelt, transported around the world and then back to
the ground at the required location. This minimises the exposure
time, thus amplifying security.
The SpaceBelt developed a unique network architecture able
to provide control of a drone located at the farthest reaches of
the world in less than one second. It also has the ability to provide
for storage of drone video data for access by authorised agencies
anywhere in the world without ever having to expose the data to
networks on the ground.
In terms of world regions, we expect good uptake worldwide.
Most of our core traffic will stem from Europe, parts of Asia, and
North America, where global headquarters are situated. That’s
where the central hubs will be, along with the associated traffic
concentrations.
There are other parts of the world that consume a higher
share of bandwidth like Latin America, Africa and the Middle
East, so we expect to see high demand from these areas where
the provisioning of virtual desktops, machines and data
processing are key drivers. The throughput of traffic there might
be comparatively lower, but much of the provisioned capacity
will be required to feed these emerging markets from the highusage locations where the corporate hubs are located. GMC
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Hosted payloads: missed opportunities
Hosted payloads, wherein an independent payload is hosted on a commercial satellite for testing or operations, provide
an excellent and cost-effective means of gaining access to space without the enormous cost of launching a dedicated
satellite. Despite the many advantages of hosted payloads, military and government consumers have been slow to take
advantage of the available options due to timing mismatches and a long-standing aversion to change. Here, Global
Military Communications takes a look at the advantages and limitations of commercially hosted payloads for government
and military customers, as well as recent events in the hosted payload market.

Hosted payloads are individual modules attached to
commercial satellites that operate independently, but use the
main satellite’s power supply and transponders. They represent
a great solution for many military, government, and scientific
customers around the world, and solve a host of challenges
that would otherwise limit access to space for budgetconstrained customers. The advantages of commercially hosted
payloads include:
 Cost: A single payload is far more affordable than the
construction, launch and operation of a dedicated satellite.
 Speed: Hosted payloads can progress from the planning
stage to active within 30 months, a far shorter time period
than a complete satellite programme. Space Systems Loral
(SSL), for example, can receive hosted payload modules as
late as 6-12 months before the launch.
 Enhanced resilience: A large number of hosted payloads,
instead of a small number of dedicated satellites, spreads
potential government and military targets to a greater number
of locations.
 Flexibility: The hosted payload customer can operate their
module through the host satellite operator, or else retain
independence with a separate, dedicated system.
Northern Sky Research’s (NSR) ‘Hosted Payloads on
Commercial Satellites, 2nd Edition’ report states that it expects
the hosted payload market to expand between 2012 and 2022,
with the number of active hosted payloads rising from 13 in
2012 to 184 in 2022. In the short term, military payloads are
expected to mainly be experimental rather than operational, with
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that market driving revenues across the sector. Total expected
revenues during the ten-year span are difficult to predict due to
the widely-varying cost of hosted payloads, which depend on
function, size and duration.
The motivations of satellite operators to offer hosted payloads
are clear: Hosted payloads provide much-needed capital support
for new projects. As time goes on, we can expect to see a greater
number of satellite operators seeking hosted payloads to combat
the tough economic climate currently affecting the satellite sector.
Indeed, in June 2016, Eutelsat said that it was seeking hosted
payload deals for the four satellites in its order book to improve
its financials and cut costs.
Reluctance for change
Despite the advantages offered to government and military
customers, uptake of hosted payloads on commercial satellites
has been slow. At Satellite 2016, one panel session highlighted
frustrations by military personnel that hosted payloads were
repeatedly being rejected by the US Air Force. One participant
noted that some governments were suspicious about the
motivations for commercial satellite companies to offer hosted
payload packages.
There is also the question of timeline synchronicity.
Government acquisition timelines follow a strict order, which
means that commercial satellite operators must approach the
government with hosted payload options at suitable times for
consideration. However, as satellite operators run to their own
schedules according to demand and financial constraints,
instances of timeline overlap are slim. In addition, commercial
satellite programmes typically run at a much greater speed than
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government and military acquisition programmes, providing a
mismatch that can be difficult to resolve.
Costs are another significant factor slowing the hosted
payload market for government and military consumers. While
the expenses are reduced compared to the price of a dedicated
satellite, the fact that procurement law forbids the US
Government from committing to pay for services in advance of
the year of delivery, in addition to the US Government’s annual
budget approval process, adds unnecessary costs onto hosted
payload programmes. Since the US Government operates by
far the largest defence sector in the world, this alone has a
major impact on global spending on hosted payload projects. In
addition, other major governments are also subject to similar
spending restrictions and reviews.
However, reluctance to change is the single biggest factor
when it comes to the slow uptake of hosted payloads by
government and military sectors. There is a myriad of excuses
not to try something new and untested, irrelevant of the fact that
the hosted payload model would ultimately prove highly
beneficial to many. This aversion to change has been evidenced
by the Iridium NEXT constellation, which was initially expected
to include multiple payloads for the US military. Instead,
according to the latest news reports, some satellites in the
constellation will now include the Iridium-affiliated Aireon aircraft
flight-tracking system, and a commercial maritime surveillance
payload for exactEarth.
The Australian Defence Force (ADF): Pioneering hosted UHF
communications payloads
While uptake of commercial hosted payload solutions has been
slow throughout the industry and around the world at large, a
few select regions have taken advantage of the hosted payload
model.
Australia is one of the world-leaders in terms of hosted
payload adoption. The Australian Defence Force (ADF) launched
its first hosted payload, a UHF communications payload, on the
Optus C1 satellite. In 2012, the ADF followed up with a second
UHF communications payload on the Intelsat 22 satellite. As
the Optus C1 satellite nears the end of its lifetime, further
investments in hosted payloads from the ADF can be expected.

Intelsat 22. Photo courtesy ILS
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Notably, the Commonwealth of Australia (CoA) signed a
Memorandum of Understanding with the US Department of
Defense (DoD) to the effect that, the US DoD would supply UHF
communications capabilities over the Indian Ocean region in
exchange for the CoA’s supply of UHF capabilities over the
Pacific Ocean region.
According to a release from Australia’s Office of the Minister
of Defence, ‘Australia and the United States have signed a
Memorandum of Understanding (MoU) on sharing their
narrowband UHF communications resources. The arrangement
will result in significant savings for both nations, provide a more
robust communications capability for the warfighter and add
another dimension to the Australian-US Alliance.”
The US Air Force: Breaking new ground
Certain sectors within the US Government have also been
historically active in the hosted payload field, albeit for less time
than the Australian Government.
In 2011, the US Air Force launched its experimental
Commercially Hosted Infrared Payload (CHIRP) on SES-2 to
test a new type of sensor from geostationary orbit. The test period
was initially designated for one year, but was followed by optional
six-month renewal contracts. After 27 months in orbit and three
renewal contracts, the project was terminated due to budgetary
constraints.
The CHIRP project collected more than 300Tb of data,
enabling the analysis of 70 missile and rocket launch events
and 150 other infrared events while active. “CHIRP proved the
viability of commercially hosted OPIR (Overhead Persistent
Infrared) payloads, and gave us tremendous insights into the
applicability of wide field-of-view staring technology to our missile
warning, missile defense, technical intelligence, and battlespace
awareness missions,” said Lt. Gen. Ellen Pawlikowski,
Commander of the Air Force’s Space and Missile Systems
Center in Los Angeles. “The sensor’s ability to provide continuous
coverage within the field-of-view proved to be particularly
valuable in understanding short duration infrared events. The
knowledge gained from its successful operation will continue to
contribute to the Air Force’s space modernisation initiatives for
years to come.”
Following the success of the CHIRP project, the US Air Force
launched its Hosted Payloads Solutions (HoPS) programme,
wherein 14 companies were pre-selected for a potential share
of a US$494m contract to place hosted payloads on commercial
satellites. The indefinite delivery indefinite quantity (IDIQ)
contract has a 15-year period that will terminate in 2029. The
14 companies were SES Government Solutions, Intelsat
General, Lockheed Martin, Harris Corporation, Airbus Defense
and Space, Astrium Services Government, Space Systems Loral
(SSL), Millennium Engineering & Integration, Surrey Satellite
Technology (SSTL), Orbital Sciences, Boeing, ExoTerra
Resource, Merging Excellence and Innovation Tech, ViviSat,
and Eutelsat America.
The HoPS programme was designed to allow the US Air
Force to select payload hosts and manufacturers at short notice
from the 14 pre-selected candidate companies. The contract
includes studies on when and where hosted payloads would
best suit the needs of the US Government, the full procurement
and launch of hosted payload hardware on commercial satellites,
and the ongoing support of the ground and space segment.
“The Intelsat General team has worked for more than eight
years to demonstrate that hosted payloads should be a key
component of the US Government’s future space architecture,”
said Skot Butler, Vice President Satellite Networks and Space
Services at Intelsat General. “The HoPS programme is a
culmination of that effort, and we look forward to successfully
bidding on a number of hosted payload contracts in the coming
years that will provide the best value and resiliency for our US
Government customers.”
Despite the fanfare surrounding this ground-breaking new
contract, no awards within it have yet been made.
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The US Military Defense Agency (MDA): Spacebased Kill
Assessment (SKA) project
The latest major commercially hosted payload project within
the government and military sector was announced by the US
Military Defense Agency (MDA) in March 2015. The MDA has
planned a US$22m project for its first hosted payload venture,
which will be experimental in nature.
According to the budget documents, the experiment follows
a ‘precedent established by a US Air Force experiment using a
commercial satellite program as the platform host for a DoD
payload; thus taking full advantage of a multi-billion Dollar space
and ground system that already exists.’
“We’re actively pursuing a space-based experiment,”
confirmed Navy Vice Adm. James Syring, Director of the MDA.
“That’s very encouraging to us in terms of what it might provide
with technology demonstration on and hit and kill assessment,
which is vitally important.”
The Spacebased Kill Assessment (SKA) project will include
payloads that determine whether incoming missiles have been
successfully intercepted. The SKA system will be formed of a
network of 10kg sensors, each of which will house three
photodiodes that collect the energy signature of the impact
between a threat ballistic missile and a Ballistic Missile Defense
System interceptor. The sensors have been designed with a
lifetime in excess of ten years. Initially, the SKA payloads will be
operated by the sensor designer, the John Hopkins University

Applied Physics Laboratory, but eventually, operations will be
moved in-house to the MDA’s Missile Defense Integration and
Operations Center in Colorado.
The project was prompted by a ‘Once in a decade opportunity
for hosting sensors on commercial space platforms,’ according
to the MDA. The host satellites have not yet been identified,
although industry sources suspect the SKA payloads may be
hosted on satellites in the upcoming Iridium NEXT constellation,
despite contrary rumours that state the Iridium NEXT satellites
will not host any military payloads.
April 2016 saw the MDA announce a nine-month delay, from
October 2016 to the middle of 2017, of the launch of its first
SKA payload. The cause of the delay has not been revealed.
Slow uptake here to stay
All in all, the adoption of commercially hosted payloads across
the whole sector has been extremely limited to date. Many
industry, government and military officials have called for
increased uptake of hosted payloads as a key solution to
budgetary constraints, however, these cries have largely been
ignored. Frustratingly, neither the US Air Force’s HoPS
programme nor the MDA’s SKA project have yet gotten off the
ground or yielded any results. Indeed, while NSR expects uptake
to increase in the next six years, it will surely be some time yet
until governments and military forces begin to make full use of
the options before them.
GMC
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ISR and the changing
landscape

Joe Pajer, President and CEO
of Thinklogical
Thinklogical, privately-owned by
Riverside Partners LLC, produces secure,
high-performance signal extension and
switching systems, allowing video-rich big
data to be accessed, transpor ted,
distributed, displayed and analyzed at the
highest possible quality with no latency.
The company operates with four
customer-driven requirements in mind:
Performance, security, continuous
operation and ease of integration. Its
portfolio includes KVM (keyboard, video
and mouse), audio and USB signal matrix
switching and extension systems, image
processing and conversion products,
camera extension products and secure
console server management solutions.
Thinklogical supplies a range of
industries, including defense and
intelligence, energy and utilities, oil and
gas, broadcasting and air traffic control.

Thinklogical, privately-owned by Riverside Partners LLC, produces secure,
high-performance signal extension and switching systems, allowing videorich big data to be accessed, transported, distributed, displayed and
analyzed at the highest possible quality with no latency. The company
operates with four customer-driven requirements in mind: Performance,
security, continuous operation and ease of integration. Its portfolio includes
KVM (keyboard, video and mouse), audio and USB signal matrix switching
and extension systems, image processing and conversion products,
camera extension products and secure console server management
solutions. Thinklogical supplies a range of industries, including defense
and intelligence, energy and utilities, oil and gas, broadcasting and air
traffic control. Amy Saunders spoke with Joe Pajer, Thinklogical’s CEO, to
find out more about the company’s role in the defense and intelligence
markets.

GMC: What kind of environment is Thinklogical active in, and what role
does it play?
Joe Pajer: The proliferation of intelligence, surveillance and reconnaissance (ISR)
information is radically changing the landscape of the military and intelligence
sector. The United States and its allies have long been following a strategy of
information superiority to defend against a broad range of threats, whether they
be asymmetrical, nuclear or mass armies. A herculean effort has been directed
at collecting information through satellites, unmanned vehicles and the monitoring
of social media and other information sources. Much of this information is video.
It is estimated that the United States collects over a petabyte of video surveillance
from the Middle East every day. Ultimately, this video information needs to be
processed and analyzed in a manner that not only helps to understand an event,
but also prevent it.
The processing and analysis of the information most often happens in a secure
operations center, often with joint forces (across branches as well as countries)
working together. The number and size of these centers is growing exponentially
throughout the world. The current focus of the men and women who design and
command these centers is ‘Instant Situational Awareness;’ that is, ‘how can I use
the ISR information sources available to me to give me a full and instant picture
of the situation?’ Historically, militaries would seek to understand an event and
formulate a response over a period of days, weeks or even months. Today’s
global environment demands an instantaneous understanding and response.
Technology is rapidly evolving on four fronts to create Instant Situational
Awareness: Storage, and especially high speed access to that storage; processing
power; software analytics; and high speed, secure delivery of the information to
the end users who need it. It is in this last area that Thinklogical makes its mark:
Thinklogical is in the business of enabling, securing and simplifying the
management and distribution of multiple sources of information with multiple
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classifications (Top Secret, Secret, etc.).
The issue is that mainstream IT technologies are not efficient
in delivering multiple sources of information when they are at
multiple classifications. This greatly impairs the productivity of
the individual analyst, as well as the ability for individual analysts
to collaborate. Any secure operations center designer or
manager will openly avow that this is a major, and very frustrating
issue. Thinklogical resolves the issue, creating a highly-efficient
and flexible environment where any source of information may
be instantaneously displayed at any end point, while giving the
administrator the ability to restrict a source from being displayed
as the need arises. As such, Thinklogical is the technology that
is being used across the world in hundreds of these centers
today.
GMC: Thinklogical provides secure switching systems and
extension products to a broad range of markets. Who are
the company’s major customers in terms of vertical markets
and world regions, and how has this changed in recent
years?
Joe Pajer: Our government and defense customers include most
of the intelligence agencies and military branches in the United
States, and similarly, those same functional organizations among
US allies – most notably Israel, Norway, the UK, NATO, Japan,
Australia and Korea. On the commercial side, our customers
include many of the world’s top film, broadcast and postproduction facilities, energy and utility providers and air traffic
control systems. The need to manage and analyze increasing
amounts of high-resolution video is growing across virtually all
industries. This, along with the requirement to keep that
information secure within the organization’s infrastructure,
means our market opportunity has been expanding across the
globe.
GMC: How do Thinklogical’s products compare with others
available on the market?
Joe Pajer: No other company has the Information Assurance
(IA) security certifications that Thinklogical has for these types
of products, because they do not have an architecture that
isolates information as it travels through their system. This
isolation allows Thinklogical solutions to carry multiple sources
of information that are multiple classifications (unclassified,
classified, secret, top secret, etc.) over a single system; that is,
we ensure that a classified source will not ‘touch’ an unclassified
source, even though they are being carried in the same
infrastructure. This unique capability allows the MoD and
intelligence organizations to greatly reduce the amount of
technology and infrastructure required to manage this multiclassification information in applications such as command and
control facilities and operations centers, and at the same time,
actually increases the level of security and protection of that
information within those same facilities.
Typical mainstream IT technologies are not designed for
these types of applications and are not efficient in delivering
multiple sources of information when they are at multiple
classifications. Organizations would need to invest in, maintain,
and manage multiple separate and parallel data infrastructures
– one system for each classification – to accomplish what
Thinklogical can do with a single system using Secure Restricted
Switching. This saves time and money, but more importantly, it
allows these defense and intelligence organizations to more
quickly share information among teams and be more flexible to
address rapidly-changing mission requirements.
GMC: How do the needs of the defense and intelligence
sectors differ from those of your other customers, and how
are those needs addressed?
Joe Pajer: Simplifying the management of multiple
classifications of information is a critical need in the defense
and intelligence communities, as threats from outside the
organization such as cyber-attacks increase in frequency and
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“Our government and defense customers
include most of the intelligence agencies
and military branches in the United States,
and similarly, those same functional
organizations among US allies – most
notably Israel, Norway, the UK, NATO,
Japan, Australia and Korea.”
complexity. Reducing the threat from a ‘trusted’ insider, or an
accidental data breach, is just as important, and Thinklogical
technology protects against that as well. Our systems also help
organizations make faster and better decisions by delivering
accurate information quickly to the people and groups who need
it most.
Outside of defense and intelligence, customers with missioncritical, video-rich operations like broadcast or post-production,
or nuclear power command and control, are seeking highperformance, low-latency, highly-scalable and reliable solutions
that are also secure. These customers very often choose
Thinklogical for these benefits.
GMC: Can you provide examples of key projects you’ve
completed in the defense and intelligence sectors?
Joe Pajer: We are part of secure command and control
operations at the US AFRICOM, US EUCOM, US NORTHCOM,
and US STRATCOM headquarters, to name a few. Thinklogical
is used within most US intelligence and homeland security
agencies as well. Other customers include the NATO Joint
Warfare Center in Stavanger, and projects for the Norwegian
MoD and the Israel Defense Forces.
GMC: What are the biggest challenges when it comes to
providing secure data services?
Joe Pajer: Organizations will often fall into the trap of working
with technologies they are comfortable and familiar with, even
though there may be better or more effective ways to accomplish
the same tasks. That is one of the things we work on every day
– introducing the defense and intelligence communities to new
ways to manage their mission-critical data in their command
and control facilities that will not only meet IA requirements and
improve their cyber security profile, but will actually allow them
to be more productive and efficient, all at a lower overall total
cost of ownership.
GMC: How can companies and organizations optimize their
productivity by improving their IT networks and
architecture?
Joe Pajer: The growing cyber threat takes many forms, and
protecting against that threat can often lead organizations to
severely restrict access to information that inadvertently limits
an individual’s ability to use that information to perform their
assigned job. Finding the right balance between protecting the
data and ensuring that the data is properly and securely
distributed and accessible for legitimate productive uses is a
big part of what Thinklogical can help with.
GMC: What do the next couple of years look like for
Thinklogical? Does the company have any landmark deals
or new projects expected to come to fruition?
Joe Pajer: The proliferation of intelligence, surveillance and
reconnaissance information is driving explosive growth of secure
operations centers from three perspectives: 1) The number of
sources of information; 2) The number of desks and rooms in
each center; and 3) The number of centers, especially globally.
Thinklogical is front and center in this trend: Benefitting from
the number of opportunities, and enabling the growth. GMC
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direction, or a power output that is slightly too high; with
complex systems, it only takes one weak link to break it.
Fact: Errors occur
There is no getting around the fact that errors occur. The
important questions are:
 How bad is the error?
 How long before it is diagnosed?

Roger Franklin, CEO, Crystal

Monitoring
government networks
Government networks comprise a large variety of technology
in order to provide smooth, reliable communications and data
relay wherever it is needed. Ensuring that all the components
work together as required is a challenging task. Due to the
critical importance of much of its content, these networks
must be flawless in their operation and security. Satellite,
with its global reach and high levels of reliability, makes up
an integral part of most global government networks. Here,
Roger Franklin, CEO of Crystal, outlines the fundamental
makeup of government networks, the challenges faced in
their day-to-day operation, and some of the solutions used
to ensure full reliability.

Given the certainty of errors, and the need to resolve them
quickly and decisively, systems need to constantly monitor
the entire network - 24 hours a day, 7 days a week, 365 days
a year. The monitoring solution must monitor every piece of
equipment and flag any issues before they become a problem
with significant consequences. Constant monitoring spots and
highlights when a piece of equipment is having a temporary
glitch or if a terminal is out of alignment.
The goal is that issues are responded to and resolved
before the effects are felt. If a monitoring solution is used with
a recording feature, then problems can be reviewed for training
helping to ensure repeat issues are avoided.
Monitoring solutions: A case study
Military personnel do not have the space to carry yet another
piece of equipment. However, monitoring systems that can
be used and that exceed the requirements of the military can
be software based. This means the system can be installed
and monitored securely from anywhere.
The Crystal Spectrum Monitoring and Recording (SMR)
solution gives users an overview of all their spectral bandwidth
at a glance. It allows hundreds of transmission spectral
segments to be periodically sampled and examined for any

Governments are a major user of satellite communications; to
say they were highly dependent on the technology would be an
understatement.
Throughout time, armies have developed new and better
communication techniques; the goal is to get information fast from
the coordinators to the troops on the ground, often at sea or in the
middle of nowhere. In many cases, satellite is the only option, and
due to the nature of the military’s work, their communications must
be instant and faultless.
Systems must work flawlessly
Some of the challenges come from military personnel using
equipment on various segments of bandwidth while constantly
moving. Keeping track of all of this equipment in different locations
is challenging.
Take the US Navy as an example: The US Navy’s use of
commercial satellites is a massive endeavour, with 150 ships, 7
telepor ts, 16 antennas, 108 modems, 408 terrestrial
communications ports and approximately 70 configuration
parameters for each of the components. With this dependency on
satellite communications, errors can cost lives. Systems need to
work flawlessly and military personnel cannot afford to lose
connection. In situations where accuracy and timing is everything,
a lost signal or a delay can wreak havoc.
Behind the many systems in place, there are people working
behind the scenes, making decisions and reacting to the
information. Even with the best intentions in the world, mistakes
will be made, but that’s not the only factor. There’s also the fact
that equipment can fail and faults can occur that cause interference
with satellites. A VSAT terminal pointing in slightly the wrong
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of several user-defined error conditions. Carriers can be
continuously or selectively recorded based on triggering error
events, and operators are notified of problems through a variety
of methods.
In a real world example, a large government maritime
company, which is using Crystal SMR to control 30 physical
spectrum analyzers located around the world, had an issue when
it experienced episodes of false interference on a particular
satellite carrier.
The company routinely uses various segments of bandwidth
on a variable basis, with transmission to a segment beginning
at one location and following just after a transmission from
another location. In this particular instance, the transmission
started normally from one ship, but was interrupted by
interference from another unknown source. When the bandwidth
provider asked all entities to suspend transmissions, the
problematic carrier was still present.
A situation like this could take days or even weeks to isolate,
which is simply not acceptable in a military situation. By using
Crystal SMR, the customer quickly isolated the problem. In
addition to global carrier support, SMR prioritizes physical
resources (in this example, Spectrum Analyzers) for an operator
to support detailed, dedicated examination of a carrier, known
as the Priority VSA (Virtual Spectrum Analyzer) feature. When
Priority VSA is used, an operator has complete control over the
settings of the spectrum analyzer and can focus on a segment

of the spectrum for closer examination. Priority VSA causes the
SMR system to assign more, or all, ‘cycles’ of the normal roundrobin to the Priority session instead of the normal monitoring
functions.
The operator used additional features within Crystal SMR,
namely rapid cycling time and the ability to examine stored traces
down to tenths of MHz and dB. With remote access, the
bandwidth provider’s customer reviewed the exact same
evidence available to the engineer. The successive spectrum
trace captures were turned into an AVI file so the customer could
also witness the sequence of events to understand cause and
effect.
In this case, the solution to the problem required a simple
reconfiguration to another available frequency. Once complete,
SMR observed that the interfering carrier went away at that
precise moment. SMR recorded the offending carrier in high
temporal fidelity. This evidence strongly suggested the correct
source of the interference to the customer and allowed them to
determine the cause. This evidence was enough to convince
the customer to examine their other transmit chains (especially
redundant chains) and the problem has not recurred.
This example shows that with the tools to monitor and
analyse equipment and transmissions, problems are very quickly
identified and, more importantly, solved. In this case, the carrier,
who was recording their spectrum data, was also able to identify
other issues linked with the problem.
GMC
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Petter Amundsen, CEO of VeriSat

Solving VSAT military
interference
VSAT interference is bad enough for commercial operators,
but when it comes to military operations, it can literally be
the difference between life and death, mission success
and mission failure. While industry experts acknowledge
that interference will never be completely eliminated,
minimising its effects has been a hot topic for a number of
years now. Petter Amundsen, CEO of VeriSat, discusses
the impact of VSAT interference on military operations,
the causes, and how it might be tackled.

Reducing satellite interference has been a hot topic of recent
years, with many organisations and operators making significant
headway. Carrier ID was introduced, and for continuous carriers
it is proving a success, with many operators adopting it, and
reductions in interference beginning to be made. However,
interference caused by very small aperture terminals (VSATs)
has been a challenge to identify, with the number of VSATs and
VSAT networks growing significantly. Until recently there had
been no efficient solution.
In the military environment, VSATs are often deployed in
remote locations, and, in many cases, are continuously moving.
Interference is seldom monitored at installation due to
operational constraints and installation procedures, which can
lead to interference from military VSATs disturbing other
services, and even each other.
What are the main causes of VSAT interference?
With 40 percent of interference cases caused by VSAT networks
in the commercial sector, and 50 percent of the interfered
bandwidth attributed to VSAT interference, the problem is starting
to attract attention.
Significantly, VSAT interference takes the longest time of all
interference to resolve. By their very nature, military VSAT
systems are in challenging and remote locations and are
increasingly used on the move. With set up not always using
military precision, the antenna pointing can be incorrect and
misalignment can easily cause interference. Incorrect installation
or faulty cables and connectors can lead to GSM or radio
retransmission if the terminal is in the vicinity of a GSM or radio
base station.
Many VSATs also share the same frequency in TDMA mode.
With no standardized way to detect the identity of the interfering
VSAT, they can continue to interfere for weeks, months or even
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years. Apathy can be a problem; VSAT interference normally
only affects a minor number of services, while resolving VSAT
interference can be time-consuming and complicated. So the
service may have a problem for a long time. A quick-fix might be
to move a service to a new operational frequency, along with all
the trouble that may be involved.
As well as polluting the satellite transponder, interference
degrades and disturbs services operating on the same
frequencies in adjacent or cross-polar transponders. If the
service has a sufficient SNR margin, the interference might be
manageable, but in other cases, the interference is severe and
a complete loss of service follows. Links utilising ACM are
vulnerable to interference as they by definition utilise all available
link margin to increase the transmitted bandwidth of user data.
As the VSAT interference comes in bursts, in a random manner,
the ACM service experiences random loss of packets.
So whilst it may only affect a minor number of services, when
it does affect you, the impact can be significant.
Now it is possible to not only identify the offending VSAT,
but to geolocate it as well
Increasing the arsenal of tools to combat VSAT interference has
to be a priority. If we can find the source quickly, that really is a
game changer for the military looking to resolve instances of
interference, enabling them to take the appropriate action with
the interferer.
However, geolocation of VSAT terminals can be useful for
other purposes, rather than just during an interference event,
such as:
 Allows the operator or regulator authorities to verify that the
terminals are being used in the licensed geographical
locations.
 For lawful interception or other legal activities such as
combatting terrorism, it can be of interest to track the location
of specific terminals.
 For mobile VSAT terminals, it may be useful to verify the
location of the terminal.
Of course, with VSAT terminals being mobile in nature, the
location of those terminals could be changing constantly, so
being able to track them on an ongoing basis can ensure all of
the above, as well as making solving interference much quicker.
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Geolocation is based on receiving the same signal through
two or more neighboring satellites, measuring the Time
Difference of Arrival (TDOA) and Frequency Difference of Arrival
(FDOA). Together with accurate satellite ephemeris data, and
assuming the terminal is on the surface of the Earth, the position
of the unknown transmitter can be determined.
However, the accuracy with traditional geolocation depends
directly on the accuracy of the input data, meaning that in some
cases it can be extremely accurate and effective, whereas in
other cases, such as with inaccurate satellite ephemeris data,
it can be quite the opposite, with errors exceeding 1000km.
Applying this technology for VSAT terminals results in
multiple results (correlation peaks) for Time Difference of Arrival
(TDOA) and Frequency Difference of Arrival (FDOA). For a
reasonable number of terminals, each peak reflects the position
of one terminal, but if the number of terminals becomes too
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large, the peaks flow together, and the results become useless.
Now with the introduction of VeriSat’s SatGuard technology,
the offending VSAT can be identified by the terminal ID, and
with this information, the VSAT network operator can perform
the required actions to stop the interference. Moreover, the
system can go further by isolating the offending signal and
ignoring all other VSATs on the same frequency the operator
can use (TDOA) to geolocate the offending VSAT.
Tried and tested
VeriSat has worked with two leading geolocation solution providers
who have tested the technology with excellent results. They have
verified the solution and it is extremely pleasing to see that this
approach results in accuracy similar as for continuous carriers,
and can provide satellite operators and governmental customers
GMC
an effective tool for geolocating VSAT networks.
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Enterprise satellite government networks in
the 21st Century – challenges from a
vendor’s perspective
Government networks have changed a lot over the years, as technology has become more sophisticated and service
providers have offered more advanced, customizable options. The market has also changed, with the end of military
operations in Afghanistan and Iraq resulting in a fall in demand, prompting a revenue downturn for managed service
providers. Here, Peter Bronikowski, Director Government Accounts at Globecomm, provides an overview of the trends
and developments within government networks in the last two decades, the options available to government and
military customers today, and what we can expect from managed enterprise services in the future.

This year, more than 30 new commercial communication
satellites will be launched globally, with new coverage areas,
greater bandwidth speeds and managed service offerings
available. These new products and services are revolutionizing
the satellite service industry and driving down the unit costs
(bits per dollar) for end customers, while increasing overall
revenue to satellite service providers.
To balance this new excitement over additional global
coverage and lower unit costs - current commercial satellite
service providers are struggling with a loss of revenue since
the downturn of Operation Enduring Freedom (OEF), Operation
Iraqi Freedom (OIF) efforts - renewals are no longer automatic
or at the same levels of five or even ten years ago, and the
uncertainty of a contested US Presidential Election hasn’t
helped.
What does the future of commercial enterprise-grade
managed satellite service hold in the 21st Century? Is the glass
half empty or half full? Are we on a path of hybrid networks
which will leverage satellite, terrestrial and wireless networks
to fulfill what we hear at every government conference industry
day, or are we on a path of additional services, additional
offerings and revenue growth paradigm shift (best value/
innovative solutions) in commercial satellite services? Only time
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will tell, but let there be no mistake: The industry is changing
rapidly and it requires providers with innovative solutions,
technological and engineering savvy, and, most importantly,
agility and business acumen to quickly recognize where the
opportunities are and win them.
Here’s what keeps me smiling - the government needs to
communicate, be it video, voice or data, any place, anytime,
anywhere - there is no substitute. How we assist them while
growing our revenue will determine the level in that proverbial
glass.
The last two decades of commercial satellite service
The last twenty years of commercial satellite service can be
defined as who has it, who wants it and what are they willing to
pay for it. Commercial satellite bandwidth and managed service
was driven by the exponential increase due to the Iraq and
Afghanistan conflict. Military communication satellites could not
fill the required bandwidth void, so commercial providers quickly
stepped in, and we’ve been tied lockstep ever since.
As managed satellite service became more flexible and
reliable (and available i.e. we launched more satellites, built more
teleports and network operations centers, and filled them with
highly trained engineers), we sold it as a communication solution
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to national disaster and recovery customers, broadcast
customers, logistics customers, and doubled down on the US
military and US government. If you needed communication any
place, anytime, anywhere – satellite was the solution (if it was
available).
Availability was, and still is, the issue. When do you need it;
how long do you need it; how much do you need; and where do
you need it… The sooner (today), the more (we want to stream
live video), and where (Timbuktu) determined the overall
solution, as well as the cost. And costs frequently went up.
satellite bandwidth, be it Ku, C and even X, was a commodity
similar to crude oil - it drove business cases and the
government’s final cost.
Innovative engineering ideas took foot - we can build our
own teleports, our own network operations centres, lease fibre
backhauls and staff up to build value for our customer - and our
competitors did the same. We can squeeze the data, filter it,

store it, change our hardware every 3-5 years and create a finetuned, optimized solution to increase efficiency, flexibility and
drive down per bit costs - and again, the competition followed
suit.
Then the budget crunches hit - 20 percent reduction was
the Contracting Officers’ mantra, and the industry went from a
‘24/7 dedicated managed service’ to occasional use - and then
an ad hoc/on-demand model (‘we only pay when we play’). We
created better managed networks, enterprise network
management software and applications, and sharpened our
pencils. We pursued full turnkey solutions (end-to-end enterprise
network solutions) and provided engineering, design,
installation, commissioning and field operations - lifecycle
support. “We’ll run the darn thing for you…”
Commercial satellite service can now be characterized by
not only the network it rides on, but what that network needs to
accomplish; essentially its level (quantity, quality, geolocation
and level of security) of data transmission in an IP-only world.
Enterprise now holds a different meaning than Moral & Welfare
(MWR), Broadcast, Humanitarian Assistance and Disaster Relief
(HADR), Contingency of Operations Programs (COOP),
Maritime and Aeronautical. These definitions annotate not only
level of effort from the vendor’s side of the house (opportunity
capture, award, commission and operations), but offer a ‘price
point’ category to the agency procuring the managed service or
end-to-end communication solution.
Current trends in managed satellite service
What’s next? What is making all of us managed communication
service providers’ insomniacs? One need only look at the last
few years of trends, their effect and where they’re headed to
see the challenges ahead.
Additional bandwidth (Ku, wide-band Ku, Ka, X), and better
global spacecraft and spot beam coverage. As previously
mentioned, satellite bandwidth has now become a commodity,
with the result that the best engineered solutions and the best
vendor teaming (bandwidth provider, teleport operator, network
operations center, help desk, lifecycle support) result in the best
enterprise solutions i.e. cost verses capability. As a quick
example, L-band options such as BGAN and Iridium have been
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the go-to solutions for first responders for single user’s data
and voice, respectively; both now have new satellite service
offerings on the table that greatly increase their capability and
flexibility for customers whose needs were not satisfied with the
previous offerings.
Move from traditional dedicated satellite communication
networks to hybrid networks. The move to everything IP was a
boon to the satellite service industry; it allowed us to build
terrestrial fibre backhaul networks and last mile wireless links
to better serve our customers’ needs, while lowering our price
to sell (thus winning more jobs) and lowering operating costs.
Spacecraft bandwidth still remains one of the key cost elements
in a hybrid managed communication solution, but less so than
previously. Hybrid systems allow us to compete on a more level
playing field, as well as allowing greater overall capacity, which
translates to what the actual network can now support - think
MWR networks that could previously only provide voice and
some low speed (100Kbps or less) internet; now think HD video
and gaming.
Characterization of managed communication networks
(enterprise, ad-hoc/on-demand, MWR, etc.), as mentioned
previously, has had a significant effect on the marketplace. The
costs associated with each, and how the customer is billed, as
well as the automated back office systems that allow such billing,
are changing the industry. Teaming on these end-to-end turnkey
solution opportunities is now the norm verses the exception.
The days of billing a government customer a set monthly rate
on a 5-7 year contract no longer hold. ‘Borrowing’ automated
network management and billing ideas and models from the
wireless/cellular industry has helped, but we’re a long way off
from a true ‘we only want to pay for what we use, when we use
it,’ according to government Contract Managers. There are Excel
spreadsheets and Magic 8 Balls being used as we struggle with

a meaningful way to reach this new cost/pricing model, and
overage penalties are not the answer. Maybe subscription
networks (think ‘the Cloud’ and MS products) are an answer?
The final trend is the great white whale to all of us chasing
managed satellite service revenue: Best Value vs Lowest Price
Technically Acceptable (LPTA). The industry talks of new
products and new services that are revolutionizing our
marketplace. The Internet of Things (IoT) and the merging of
FSS and MSS-based services with terrestrial and wireless/
cellular opens so many doors and opportunities we could never
have imagined five, much less 10, years ago. It allows us to
answer customers’ specific needs and requirements while
reducing costs and improving efficiency. It’s coming and it won’t
stop. LPTA is the speed bump in the road - by its very nature it
is the least innovative; it’s kicking a can down the road until
another agency or Contract Officer needs to fix/resolve/update
the solution. Best Value means it’s the best - if it weren’t, we
wouldn’t be selling it. Best Value fosters better ideas, new
designs, thinking in a new and innovative way; new products
and services.
What does the future hold?
So, is the future bright, or are their thunderstorms ahead? It’s
your choice…
I’m siding with the insatiable need for data. I only have to
look across the street at my neighbour. He carries a single device
that provides data and voice, acts as his wallet, his keys, his
camera, music, gaming and a hundred other things I either do
manually or have to lug around with me. He’s back from an
overseas deployment where he closed his garage door over a
global network comprised of last mile wireless, satellite and fibre.
And now he’s going to burn up more data checking his social
media…
GMC
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Three steps to
powering defence
In many ways, the Internet of Things (IoT) embodies the
spirit of the defence industry, with a unit of devices working
harmoniously to achieve one common goal in the most
effective and efficient way. It makes sense, then, that the
military and security sectors are seeing increased adoption
of IoT technologies to transmit and handle intelligence
quickly, with new lightweight and portable devices being
used. Here Rob Phillips, Sales and Marketing Director of
professional battery manufacturer Accutronics, outlines the
three steps to ensuring the next generation of military
devices are powered effectively.
The global defence budget is expected to be worth $1,748.5
billion by 2020, growing at a compound annual growth rate
(CAGR) of 7.07 percent, according to market research firm
MarketsandMarkets. While there is no elaboration on where
funds are allocated within the budget, the necessity for smart
communication makes it likely that a significant portion will be
reserved for further implementing IoT technologies.
This is a logical move. The defence and security sectors are
driven by awareness, intelligence and the ability to communicate
effectively is essential. By connecting devices and feeding
information back to a centralised base of operations in real time,
actions and strategies can be implemented more effectively.
Handheld combat
One of the best examples of military IoT would be a handheld
computer used to collect biometric data. Defence technology
has already developed enough that these portable computers
can access Wi-Fi networks to communicate the information back
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to immobile biometric stations. However, this raises a number
of security issues.
The most glaring security issue is that of cyber-attack. The
networks must be extensively tested to prevent breaches and
keep valuable information from leaking. However, aside from
the risk of data passing from point B to point C, there is also the
portable power problems that affect the transmission from point
A to B.
Portable devices are the cornerstone of IoT but they are
only as effective as their power supply. While mission-critical
applications in biometric stations are usually fixed installations
powered by generators, field devices require a reliable military
battery that is capable of not just providing sufficient power
discharge but also of doing it consistently.
For example, a portable communication device needs a
battery capable of withstanding lengthy periods without charging.
Not only that, but the battery must be securely fitted and able to
operate correctly in spite of the environment or handling of the
device. Only then will it be a reliable source of power.
This is one of the core challenges faced by defence and
security batteries. While it might be relatively straightforward to
find one suitable for powering devices, it’s significantly harder
to find one that does so effectively. Batteries for field devices, or
even emergency lights, need a longer operating life with accurate
fuel gauging to avoid unexpected depletions.
Specially designed military batteries offer a trustworthy
solution. The best way to guarantee that the battery is capable
of delivering consistent results is to approach battery
manufacturers directly for a bespoke product. These could come
with precise fuel gauging or an LED state of charge indicator,
all housed within a lightweight and rugged casing to withstand
harsh conditions. Little touches like this make all the difference
in the field.
The grey market – cost vs cost efficiency
All markets have their difficulties and defence is no exception.
Counterfeit, or grey market, batteries pose a tremendous threat
to the electrical integrity of military devices, sacrificing quality
for a lower price. This lower cost may sway some manufacturers,
but these batteries are far from cost efficient.
Aesthetically, the batteries may seem legitimate and no
different to genuine products, but the internal components will
be of inferior quality. This could be due to inadequate protection
circuits leaving cells unstable and vulnerable to over-current,
potentially culminating in the battery swelling or even explosion
in rare circumstances.
Yet identifying the legitimacy of a battery is no simple task.
While it is possible that there could be exterior imperfections,
most counterfeit batteries are designed so they look the part. In
an article discussing electronic counterfeiting in the May 2006
edition of IEEE Spectrum magazine, Michael Pecht theorised
that “ten percent of technology products sold worldwide are
counterfeit,” estimating that this was causing companies to miss
out on $100 billion annually.
While this estimation is now a decade old, it makes sense
that this percentage and sum will have only increased. A potent
mix of the economic crisis and a wider adoption of IoT has
created a worrying scenario, where it is likely that each electronic
supply chain will contain a number of counterfeit products.
So how do you fight the fake batteries? The easiest method
is to consult directly with an Original Equipment Manufacturer
(OEM) who can not only guarantee that the battery is genuine
but can also ensure that the best solution is chosen. For example,
at Accutronics we have developed battery solutions that use
algorithmic security, an in-built software that keeps devices safe
from counterfeits.
Algorithmic security uses a code that is unique to each
battery, with a correlating code programmed into host devices.
This prevents fake batteries being used with the device without
personnel being alerted, eliminating the risk of failure during
operation.
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It is worth noting that grey market products are not
necessarily cheaply produced copycats. They may be recycled
components that have been refurbished and branded as new,
or even defective parts that the OEM scrapped. For this reason,
it is important to form strong working relationships with battery
manufacturers.
Minimising interference
In avoiding counterfeit batteries, defence businesses also
minimise the risk of electromagnetic interference (EMI) in IoT
networks. By cutting corners on circuit insulation, electrical
isolation and impedance, as well as creepage and clearance
distances, counterfeit batteries typically do not meet EMC
regulatory standards. As a result, when these batteries are
connected to chargers plugged into the mains power supply, it
can introduce issues such as voltage fluctuations and radio
frequency interference that can affect other telecommunications
equipment on the network.
Counteracting this with technologies that provide additional
filtering is a key first step, but further issues lie in the design of
pre-engineered smart batteries themselves. For all the benefits
they can provide, they do contain microprocessors which are a
source for radio frequency interference (RFI).
It’s for this reason that OEMs should consult specialists

News Briefs
Barrett Communications awarded new contract for East
African nation
Barrett Communications has signed a significant contract with
the National Defence Force of an East African Nation. The
first phase of the contract involves the supply of PRC-2090
Tactical HF (High Frequency) radio communications systems,
in Manpack configurations.
The PRC-2090 Manpacks will be used for both voice and
data, via Barrett’s CLOVER modems. In country configuration,
operator and maintenance training will be provided to enable
the customer to be fully self-supporting.
Mr Greg O’Neill, Barrett Communications Managing
Director commented: “This is a new end user for Barrett
Communications and we are pleased that many years of work
in this country has resulted in this significant award.”
Barrett Communications will be exhibiting at African
Aerospace and Defence (AAD) in Centurion, South Africa
from the 14th to 18th September 2016. Barrett will be
showcasing their extensive range of tactical HF and VHF radio
communications solutions in addition to the recently
announced Barrett 4050 HF Software-Defined Radio (SDR).

Kelvin Hughes supplies its SharpEye™ navigation radar
to Singapore Navy
Kelvin Hughes is supplying its SharpEye™ navigation radar
for the Republic of Singapore Navy’s Littoral Mission Vessel
(LMV) programme.
The lead ship of the fleet, Independence, was delivered
in May of this year equipped with two I-band (X-band)
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during the design stages, enabling them to provide a bespoke
battery solution that meets application requirements while also
complying with the latest EMC regulations.
With careful preparation and the right guidance, any military
IoT network can come together successfully. By considering the
power behind the technology at the right time, the defence industry
GMC
can work in harmony and unity to achieve its goals.

SharpEye™ systems. A further seven vessels will be similarly
equipped with the same I-band SharpEye™ systems.
These eight new LMVs will replace the Singapore Navy’s
current fleet of Fearless-class patrol vessels and is
configurable to undertake a wide spectrum of operations.
With its solid-state technology, SharpEye™ does not
require a magnetron and transmits a low power, patented
pulse sequence. Doppler processing adds another dimension
to the analysis of the radar returns and increases the
probability of detection of targets. Through a series of
electronic filters, SharpEye™ is able to distinguish between
targets of interest and clutter caused by adverse weather
conditions. Customisable waveforms can be configured for
specific threats and to track specific targets, such as
helicopters. Alan Koong, Kelvin Hughes’ Regional Sales
Manager, commented: “We’re delighted to be helping the
Republic of Singapore Navy to maximise the effectiveness
of its new LMV fleet. This is a further vote of confidence in
our industry-leading SharpEye™ technology which is currently
being employed by 27 of the world’s navies.”
Klein Marine Systems signs representative agreement
with DASCO
Klein Marine Systems has announced the addition of Dasco
Equipment (DASCO) as an International Representative for
Klein Marine Systems side scan and bathymetry sonar
systems in Canada. Located on Prince Edward Island and
incorporated in 1987, DASCO Equipment, has been a leading
provider of commercial underwater equipment for
hydrographic survey for almost 30 years.
DASCO has been the only authorized representative and
distributor in Canada for R&D Instruments and acoustic
doppler current profilers. DASCO will be responsible for
supplying Klein Marine Systems side scan and bathymetry
sonar systems to the commercial and gover nment
marketplace within Canada. DASCO specializes in the
operation and maintenance of rental/demonstration
equipment, including ADCP’s, ROV’s, Sonar and tracking
systems and associated deployment accessories.
Giuseppe Di Stefano, Director of Sales and Marketing
said: “As we continue to expand our international market
presence for our sonar product line, we are pleased to have
them as a business partner.”

33

Global Military Communications Magazine

Bahamas Corvette comes to
Damen for lifetime extension
The HMBS Nassau (P-61), a 60-metre Royal Bahamas Defence
Force Corvette, has arrived at Damen Maaskant Shipyards
Stellendam in the Netherlands for an extensive refit. The 17year old vessel will receive a comprehensive overhaul that
comprises full systems and instrumentation replacement.
The P-61 refit is part of the sizeable contract between Damen
Shipyards Group and the Royal Bahamas Defence Force: the
‘Sandy Bottom Project’ that the two parties signed in 2014. This
includes the delivery of nine Damen vessels, disaster relief
equipment, a bridge simulator, upgrade of various local ports in
conjunction with Van Oord and the refit of two Corvettes. Damen
is currently finalising the refit of the first Corvette – the HMBS
Bahamas P-60 – at a local yard in the Bahamas.
All-inclusive scope
The scope of work in Damen Maaskant Shipyards Stellendam’s
planning is extensive. “The P-61 is 17 years old and is in need
of a complete refit. So this is going to be a complete renovation
project,” notes Tom Mastenbroek, Damen’s Regional Service
Manager for the Caribbean. “The yard will overhaul all the ship’s
systems; replacing components where necessary. The main
engines will be overhauled by Pon Power. The vessel’s bridge
will also be completely renewed.” Additional work also includes
steelwork, repainting and full replacement of the vessel inventory.
A common theme
After their refits, both Corvettes will be very similar – in terms of
systems and instrumentation – to the nine new build vessels
that the Royal Bahamas Defence Force has purchased from
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Damen. These include the Stan Patrol 3007, Stan Patrol 4207
and Stan Lander 5612.
This commonality will yield numerous advantages. During
operations, for example, crew mobilisation between vessels will
be more straightforward and crew training programmes can be
standardised.
It is worth noting that another part of the ‘Sandy Bottom
Project’– the bridge simulator – will also make crew training
more efficient. Expected to be delivered at the end of the year,
this will allow captains and crews to perform training simulations
of all vessels included in the project.
Another benefit concerns the ongoing maintenance of the
two Corvettes, highlights Mr Mastenbroek. “From a Damen
Services standpoint – after completion, the vessels will be
considered as ‘Damen’ vessels,” he says. “The Royal Bahamas
Defence Force will also be using our Computerised Maintenance
Management System.”
Client involvement
Commander Warren Bain from the Royal Bahamas Defence
Force has been based in the Netherlands for the entire ‘Sandy
Bottom Project’. Referring to the cooperation with Damen
throughout the contract, he says: “Damen has been very willing
to listen to what we’ve had to say and to share ideas. I also
have a small technical team here with me, so we’ve been able
to be involved in the entire process – down to the smallest detail.”
The P-61 refit is expected to take approximately 9 months.
On completion, the vessel will return to the Bahamas on her
own keel.
GMC

Elbit Systems introduces
SkylarkTM C
Elbit Systems has developed the SkylarkTM C, a new highly
autonomous Mini Unmanned Aircraft System (Mini-UAS)
specifically designed and built for martime applications. Based
on the Skylark I Mini UAS – which are fully operational and in
use by dozens of customers around the world, the new Skylark
C transforms and extends the operational capabilities of its landbased counterpart into an organic maritime Intelligence,
Surveillance, Target Acquisition and Reconnaissance (ISTAR)
asset. As a maritime vessel organic asset, Skylark C provides
the capabilities to inspect maritime activities from a safe distance,
observe targets from a bird’s eye view, perform reconnaissance
over coastal areas and perform continuous covert surveillance,
thus extending the vessel’s ISR capabilities with respect to range,
rate and quality of information obtained. Mission effective, with
highly autonomous flight capability, Skylark C incorporates an
electrically-propelled air vehicle with a very low visual and
acoustic signature, making it an ideal solution for covert
GMC
operations.

News Briefs
Rohde & Schwarz has been awarded a contract by the Procurement Office of the German Federal Ministry of the Interior for
the latest generation of R&S QPS200 security scanners. The three-year framework agreement encompasses 300 systems
plus accessories and service.
This makes the R&S QPS200 the security scanner of choice for security checks based on millimeter-wave technology
within German federal facilities. The instruments will be the preferred selection for the Federal Police for security checks at
airports throughout Germany. The scanners can also be used for security access control in other places, such as in ministries,
for example.
Rohde & Schwarz has successfully entered a new business field with the R&S QPS. The millimeter-wave technology is
based on the company’s many years of expertise in developing globally leading test and measurement equipment. The
security scanner automatically detects potentially dangerous objects under clothing or on the body, whether they are rigid,
flexible, fluid, metallic or non-metallic. If the scanner reports an alarm, the location of the object is marked on an avatar, a
symbolic graphic of the human body.
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