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Defence by AI
Artificial intelligence (AI) has been a widely explored topic
in the last couple of decades, with many predictions that
the machines will ultimately be the undoing of us all.
Nevertheless, AI is very much reality, and proving
exceedingly useful to militaries across the world.
Amy Saunders, Editor, Global Military Communications
Artificial Intelligence or AI has been in the making for
decades, having been founded as an academic discipline in
1955. A daunting field of research – gifting machines with true
intelligence with which they can learn and grow – plagued by
many challenges and ethical concerns, not to mention the day
the machines rise up against us, nonetheless, major strides
have been made in the last ten years in the areas of autonomy,
routing, and simulations.
The defence sector has seen a surge of interest in AI
technology for military applications in recent years, with
particular focus on aiding human decision-making. Indeed, AI
has a clear edge in areas like super-fast decision-making
required in repetitive tasks and combining multiple data inputs
from various sensors to throw up options for decision-making,
and even making some of these decisions by itself.
Killer robots
So impressive are recent advancements in autonomous
weapons that in 2019, the UN held a meeting to discuss a ban
on autonomous weapons, called by 25 nations and opposed by
the US, South Korea, Russia, Israel, China, and Australia, which
have made substantial investments in unmanned, autonomous
systems. While no agreement has been reached, plenty of forces
across the world are heavily investing towards autonomous
weapons without yet crossing the line to entirely unmanned
weapons.
Indeed, in Januar y, Elbit Systems completed live
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demonstrations of its AI-enabled fire support system HattoriX
for eight European defence groups, potentially paving the way
for integration of the system into those forces’ arsenals.
The capability demonstrations took place in Europe, where
the system’s targeting capabilities were demonstrated in urban
and austere environments in both day and night, simulating a
variety of operational scenarios. Programme officials and military
representatives from eight European nations ran the HattoriX
system through the various combat scenarios, determining the
platform’s ability to ‘passively and rapidly acquire’ targets within
a margin of error of a few metres. In use by Israeli Defence
Forces since 2019, the system was able to successfully
showcase effective engagement of time-sensitive targets during
the demonstrations.
Featuring payload agnostic mission computer that runs
proprietary software, photogrammetry algorithm and an
Augmented Reality (AR) overlay of real-time C2 data, HattoriX
performs automatic fusion of Geographical Information System
(GIS) database, pre-loaded targets data, payload’s visual feed,
and C2 information, thereby enabling the tactical user to
intuitively issue CAT-1 targets without using any emitters, and
seamlessly feed acquired targets and additional target
information (image, video, description) into any Battle
Management System. Interfacing with any Electro-Optical
payload of choice, HattoriX is comprised of a Goniometer, a
mission computer, a touch-screen display unit and a lightweight
tripod. HattoriX also includes a remote-controlled configuration
for extended force protection. Users include FOs, Forward Air
Controllers (FAC), Joint Terminal Attack Controllers (JTAC),
reconnaissance teams, field intelligence and Special Forces.
In the same month, the British Army has invested £102 million
into an AI-powered surveillance system from Elbit Systems which
will enable frontline soldiers to detect and engage enemy targets.
The five-year contract will see Elbit Systems UK deliver the
‘sensor to shooter’ system to the Army.
Utilising state-of-the-art thermal sight technology, the
Dismounted Joint Fires Integrator (DJFI) will enhance soldiers’
ability to find and identify targets on the battlefield. It then
provides the crucial targeting information necessary to fire more
quickly and accurately than ever before. Using specialist software
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on a tablet, information gathered by the DJFI is sent digitally to
an artillery system or aircraft to instantly engage the target, while
the soldier operating the system remains hidden. DJFI will deliver
six distinct Fires Integration equipment suites – each tailored to
specific battlefield mission roles – to be combined with existing
hardware and software. The technology is designed to be
integrated and used alongside similar equipment used by allied
forces, meaning the UK can play a pivotal role in joint overseas
operations.
The solution integrates several of Elbit Systems’
technologies, including: The TORCH-X Battle Management
Application; the Hattorix system for undetectable generation of
high-precision targets, the CORAL Multi-Spectral electro-optical
payload for enhanced target acquisition in day and night and
the Rattler XR long range laser designator.
Choices, choices
Decision making is often one of the hardest things in this modern
era of option overload. According to the latest estimates, the
average adult makes a jaw-dropping 35,000 remotely conscious
decisions every single day, so it’s easy to see how decision
making can become a tiresome and complex task for many.
Taking some of these decisions out of the hands of employees,
particularly critical decisions that can be calculated more
accurately by machine, makes sense (if we can trust the
machine…)
In January, Unisys Corporation was awarded funding from
the Artificial Intelligence (AI) for Decision Making Initiative to
investigate using AI and Machine Learning (ML) to detect
deceitful and persuasive writing. The initiative is a collaboration
between the Office of National Intelligence (ONI) and
Department of Defence, intended to develop AI and ML expertise
and capability in areas of significant importance to the Australian
Defence Force and national security community. It is delivered
nationally through the Defence Science Centre, Defence
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Science Institute, Defence Innovation Network and Defence
Innovation Partnership.
Unisys chose from 23 challenges set by the initiative and
applied to develop an AI and ML-based solution to detect
deceitful or persuasive writing in a collection of documents by
the same author. With the research funding awarded in
November 2020, Unisys will experiment, prototype, and
demonstrate the proposed approach using publicly available
data, in a detailed technical paper and oral presentation in the
first quarter of 2021.
“Ultimately we want to be able to detect if an author’s writing
style has changed in documents making exaggerated claims,”
said Xin Xu, practice lead for Artificial Intelligence, Machine
Learning & Data Science for Unisys Asia Pacific. “Real world
applications could potentially include forensic analysis to
determine who is the true author of a written piece for legal
purposes; identify if emails or text messages are written by
imposters such as hackers or phishers; or even detect fraudulent
of fake statements on Twitter or other public information platforms
designed to confuse media or the public.”
Intelligent Ship, the next generation
Also exploring both decision-making and autonomy is a huge
project underway here in the UK. In January 2020, the Defence
and Security Accelerator (DASA) announced the first wave of
£4 million funding for a revolutionary new AI warship contract.
The funding aims to revolutionise the way warships make
decisions and process thousands of strands of intelligence and
data by using AI.
Nine projects will share an initial £1 million to develop
technology and innovative solutions to overcome increasing
‘information overload’ faced by crews as part of DASA’s
‘Intelligent Ship, The Next Generation’ competition. With
thousands of sources of data, intelligence, and information
available, new technologies such as automation, autonomy, AI
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and ML will play a key role in revolutionising the defence fleets
of the future.
“The astonishing pace at which global threats are evolving
requires new approaches and fresh-thinking to the way we
develop our ideas and technology,” said Defence Minister James
Heappey. “The funding will research pioneering projects into
how AI and automation can support our armed forces in their
essential day-to-day work.”
Intelligent Ship is focused on inventive approaches for
Human to AI and AI to AI teaming for defence platforms, such
as warships, aircraft, and land vehicles in 2040 and beyond.
DASA, on behalf of the Defence Science and Technology
Laboratory (DSTL), is looking at how future defence platforms
can be designed and optimised to exploit current and future
advances in automation, autonomy, ML and AI. These key areas
of research will look to address the complex and constantly
evolving threats to national security. This work will inform
requirements then develop applications essential to the future
force in an increasingly complex and AI driven environment.
Although titled Intelligent Ship, a warship is just the prototype
demonstrator for this competition; the project will inform
development relevant to all defence equipment and military
services.
The second phase of funded proposals for the Intelligent
Ship competition was announced in January 2021. Nine
innovative projects have been funded, sharing £3 million. The
projects will support the evaluation and demonstration of a range
of human-machine teams and their integration with an evaluation
environment. Phase 2 will develop AI for wider application across
defence platforms.
“The Intelligent Ship project aims to demonstrate ways of
bringing together multiple AI applications to make collective
decisions, with and without human operator judgement,” said
Julia Tagg, Dstl Project Technical Authority. “We hope that the
use of AI in the future will lead to timely, more informed and
trusted decision-making and planning, within complex operating
and data environments. With applications for the Royal Navy
and more broadly across defence, we are very excited to see
what these Phase 2 projects might bring.”
The companies awarded funding for Phase 2 are: CGI IT

UK Ltd; Decision Lab; DIEM Analytics; Frazer Nash Consultancy;
Montvieux Ltd; Nottingham Trent University; Rolls Royce;
SeeByte Ltd.
Examples of proposals funded include an intelligent system
for vessel power and propulsion machinery control to support
the decision-making of the engineering crew, and an innovative
mission AI prototype Agent for Decision-Making to support
decision making during pre-mission preparation, mission
execution and post mission analysis.
Implications of trust
We’ve seen it time and time again in the movies; societies
become dependent upon machines infused with AI, until the
machines turn round and take over the world. From ‘I, Robot,’
‘The Matrix,’ ‘The Terminator,’ and many more, for years we’ve
been subjected to scary stories about our future robotic
overlords. This theme has been widely explored and remains a
significant challenge (in some minds) towards an AI-enabled
world, however, teams around the world are considering safe
solutions.
Indeed, scientists at the Defence Research and Development
Canada (DRDC), within the Department of National Defence
(DND), have made a breakthrough in AI and Autonomy by
developing a practical design model that can enable trust in
partnering with these technologies. In the ‘IMPACTS: A Trust
Model for Human-Autonomy Teaming’ paper, critical parameters
for the development of autonomous mechanism’s
trustworthiness are explained.
IMPACTS is an acronym for Intention, Measurability,
Performance, Adaptivity, Communication, Transparency, and
Security:

•
•

Intention: Understanding the machine’s intent will help
humans delve into “its ethical and legal actions and develop
trust in their ethical behaviour.”
Measurability: The measurability factor is extremely
important since machines will be making decisions to
determine human life and death. The behaviour, action, and
pattern need to be measurable so that the intention can be
deduced.

Elbit Systems’ HattoriX, an artificial intelligence-enabled target acquisition and fire support system, underwent field
demonstrations for several European militaries. Photo courtesy of Elbit Systems
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The Three Laws of Robotics
Science fiction author Isaac Asimov created three simple laws devised for his robotic-based fiction stories, which many in
academia and sci-fi refer to as the basic foundations for the future of AI.
1) A robot may not injure a human being or, through inaction, allow a human being to come to harm.
2) A robot must obey the orders given it by human beings except where such orders would conflict with the First Law.
3) A robot must protect its own existence as long as such protection does not conflict with the First or Second Law.

•

•

•

•

•

Performance: Trust in the reliability, consistency, and
predictability of a machine’s performance is vital for the
partnership. “For trust to be gained, the agent must
demonstrate performance that is reliable (consistency over
time), valid (the agent performs as intended), dependable
(low frequency of errors), and predictable (meeting human
expectations),” reports the paper.
Adaptivity: The AI must be multidimensional to make it
inherently smart. The machine should quickly adapt to the
context and situation and intelligently decide on its action to
help the human partner.
Communication: Trust thrives in an environment that
ensures two-way communications between sender and
receiver. The IMPACTS model takes this concept to the
human-machine interface (HMI) where the autonomous
system is designed to think for itself. “HMI also needs to be
flexible and offer the types of feedback its human partner
would like so that effective communications happen at the
right time, in the right format, through the right channel, and
to the right recipient,” reports the paper.
Transparency: Transparency increases trust between the
parties. Transparency becomes even more critical if humans
and the AI are at different locations. To be on the same page,
humans should be able to know “agent intentions, reasoning,
behaviours, and end states.”
Security: To keep malicious and non-state actors at bay,
the human-machine system or IAS must be protected against
intrusions and corruption.
“The IMPACTS model is aimed to guide the construct of

user’s trust in autonomy when designing a human-agent (AI or
intelligent machine) partnership and addressing the three context
constraints (i.e., human, technology, and environment) as well
as six trust barriers (machine’s lack of human sensing, thinking,
flexibility, transparency, understanding, effective interface, and
human’s lack of understanding in designing lifelong learning
and adapting machines),” states the paper.
IMPACTS is an important addition to the existing knowledge
in human-machine teaming, AI, autonomy, weaponry, and
national defence. The model conveys the complex and intricate
building blocks that the scientists at the research agency have
minutely researched. The core of the developments lies in
ensuring trust practically before the human-machine
collaboration is put to work for national security. The model also
provided guidance for designing an intelligent decision aid to
address complex, lengthy, and error-prone target engagement
process, Authority Pathway for Weapon Engagement (APWE).
The APWE assisted an UAS operator to follow rules of
engagement and international laws of armed conflict in a large
scale international joint exercise.
Whether the IMPACTS model will come into widespread
consideration and eventually culminate in the peaceful coexistence of humans and AI, is not really as important as the
fact that this key debate about the safety of AI is continually
under study. It does take an important step forwards from
Asimov’s Three Laws of Robotics, which were dreamt up some
70 odd years ago and still remain the most well-known rules on
AI systems today. The ongoing pursuit of a way in which we can
benefit from AI in an entirely safe manner is a burning challenge
that must be fulfilled in the not-too-distant future.
GMC
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